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Introduction
The nowadays international scenario has continuously been reshaped by the interplay of several
factors, giving rise to new challenges for all the global players and widening the spectrum of actors
involved in the international stage. The end of the Cold War represented a geopolitical watershed,
economic competition gained momentum and states resorted to new strategies to fit in the global
arena. As a matter of fact, globalization had a significant impact on international politics, leading to
a growing interdependence among global actors, thus representing a paradigm shift from the
traditional Westphalian system, economic dimension arose as the dominant vector of international
relations. Indeed, competition between states shifted from military to economic field, financial
instruments replaced military weaponry and the battlefield moved towards market competition. The
growing importance of the economic dimension urged global actors to adapt new strategies to be
competitive in the international scenario and the concept economic security gradually pervaded the
political agenda of world countries becoming a top priority. It was necessary for states to resort to
new strategic tools to meet the dynamic features of economic competition, in order to protect and
boost competitiveness of national companies, the armies of economic warfare. National security and
economic security became gradually two intertwined concepts, having a significant impact on the
worldwide security culture, being traditionally oriented towards military dimension. World powers
gradually acknowledged that economic and informational asymmetries were the catalyst of national
security challenges, urging states to resort to new strategic tools to be competitive in economic
warfare, as it became the new face of war of the 21th century. At this regard, economic intelligence
gained a crucial role in the geo-economic scenario, becoming an essential feature for global players
both to protect national asset and make national companies competitive at international level. The
growing worldwide impact of economic intelligence communities was dictated by the strategic role
that information domain acquired in economic warfare. Indeed, the increasing interconnections and
interdependence among world actors had a significant impact on communicational flows, resulting
in an overflow of information. For this reason, an accurate information management has become a
conditio sine qua non for nowadays security strategies, having a considerable impact on countries’
economic competitiveness. The concept of economic intelligence shed light on the strategic essence
of information, to the extent that it concerns any activities aimed gathering information to protect
countries’ economic and industrial interest, thus oriented to safeguard economic security.
Economic intelligence became thus an essential tool for states and companies to be competitive in
economic warfare, encompassing a variety of activities that rely on both defensive and offensive
strategies that contribute to the safeguard of national interest.
7

Indeed, although interdependence have increased the quantity and the quality of interconnections
among global actors, thanks to the development of new technologies, it also opened way to an
increase of foreign threats due to the security gaps of communication flows, in which espionage
activities and cyber-attacks have increased the likelihood of targeting a wide variety of actors.
The aim of my research is to develop an analysis of the impact of economic intelligence and industrial
espionage in economic warfare, inspecting how these two concepts are intertwined and examining
the key features of offensive and defensive strategies adopted by states and companies. It has been
devoted much attention to the theoretical framework of the issues, since the complexity of the
concepts themselves sparked academic debates during the last decades. Moreover, it has been
compared and inspected critically the arguments of the several school of thoughts of economic
intelligence, with a particular focus on the French, American and Italian one, aiming at composing a
comprehensive theoretical basis for the issues analyzed.
In the first section of the thesis, it will be gradually provided an introduction to the concept of geoeconomics, providing an historical genesis of the issue, inspecting the political and economic
conditions that fueled the shift from military to economic warfare. By doing so, it will be made clear
how states first approached to economic security through a deep analysis of historical background of
the last century, focusing on several global realities and assessing the impact of the collapse of Bretton
Woods system on the world economy. Moreover, it will be inspected the main players involved in
geo-economics, with a particular focus on the role of multinationals, analyzed under several
theoretical perspectives, trying to outline the links with the new role that the states acquired in
economic warfare. Indeed, there will be devoted particular attention on the competences of the state,
that, after the advent of globalization, has reshaped the traditional image conferred by the Westphalian
system. Furthermore, it will be analyzed the main instruments adopted by actors in geo-economics,
such as the Sovereign Wealth Funds (SWFs) and Chamber of Commerce, devoting particular
attention to outlining a critical approach to the work of the authors Robert Blackwill and Jennifer
Harris “War by Other Means: Geoeconomics and Statecraft”.
Analyzing the concept of economic warfare will be particularly useful to better grasp the concept of
financial warfare and why it has been defined as the “fourth generation of war”.1 After a brief analysis
of traditional concepts of warfare, there will be inspected the key features related to financial warfare,
while at the same time providing an overview of the financial strategies adopted by world powers,
tracing back to some of the events that took place during the Cold War era until the nowadays use of
financial sanctions as the catalyst of economic relations, analyzing how the “weaponization of dollar”
and the Chinese debt diplomacy influenced the geopolitical scenario. The analysis of such concepts
1

W. Lind, The Changing Face of War: Into the Fourth Generation, 1989
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will be useful to better inspect how information became strategically relevant for economic powers,
analyzing how informational channels became a weapon of control rather than a mean of
coordination.2 This analysis be useful also to focus on the concept of information warfare and its link
with geo-economics, providing a wider framework of how national security issues have been highly
influenced by information channels.
There will follows a deep inspection of the notion of economic intelligence, providing a theoretical
framework that will encompass all the aspects of the issue through a broad spectrum of analysis that
will inspect the genesis of the concept from the first networks of economic intelligence communities
during the Republic of Venice and the Early Modern period.3 After providing an historical
background of the issue, there will be examined the various interpretations of the concept of economic
intelligence and different approaches theorized by academics in analyzing the process of economic
intelligence. After having inspected the theoretical framework regarding this concept, there will be
analyzed under a worldwide perspective the genesis of economic intelligence communities, drawing
a comparison of how world powers resorted to the creation of economic intelligence agencies,
inspecting in deep the American, European and Asian perspective. It will be analyzed which are the
main features of each economic intelligence community, inspecting the interplay among political
institutions and industrial sector in the various states. It will be devoted particular attention the Italian
economic intelligence system, from the creation of the first Commission responsible for Italian
Intelligence in 1997 and analyzing its path of development through the Law n. 124/2007 and why it
represented a real watershed for the Italian economic intelligence scenario. It will be inspected the
legal background regarding regulation on protected information and it will be assessed how political
institutions and intelligence agencies operate.
Having compared economic intelligence system, it will be inspected the set of variables that affect
the success and failure of intelligence activities, analyzing several theoretical perspectives on
intelligence failures, with a particular focus on the debate arisen in the Anglo-Saxon world and Israel
from the 1960s, giving birth to several interpretations of the issue, inspecting both the failure in
intelligence cycle and bureau-organizational factors, with a particular focus on Erik Dahl argument,
whose critiques about the traditional and reformist schools gave rise to an innovative theory of
intelligence failure.
The second part of my research will be devoted to a deep analysis of the genesis of industrial
espionage, inspecting this controversial issue through historical events that marked the birth of
espionage operations and analyzing how world countries resorted to the protection of trade secrets

2
3

Cfr. C. Harbulot, La main invisible des pouissances, 2005
L. Gaiser, Intelligence Economica: una proposta per l’Italia, 2015, pp. 66-70
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through domestic legislations, with a particular focus on the Economic Espionage Act. Having
contextualized the concept of industrial espionage, it will be provided a definition of the issue,
drawing a distinction from the concept of economic espionage, since the latter concerns any
espionage activity in which the government is involved in supporting the collecting of information,
while industrial espionage is circumscribed to companies. There will be analyzed the main features
of such phenomenon, from the very first definition of Edwin Sutherland, that compared industrial
espionage to “white-collar” crimes. It will be provided a brief analysis of several cases of industrial
espionage, to show how such activities are extremely related to economic security and have a
significant impact on the whole business. For this reason, my analysis will, focus on
counterintelligence measures adopted by world economies to protect their know-how against foreign
competitors. As a matter of fact, the European Commission claimed that at least 20% of European
firms have been harmed by industrial espionage activities4, while in the United States manufacturing
and high-tech became the sectors most targeted. Defined as “any attempt to prevent the
misappropriation of protected information from foreign countries5” the issue of industrial
counterespionage gained momentum from the 1990s, when world countries acknowledged the
importance of counterespionage measures to safeguard economic security, thus becoming a top
priority in international political agenda. Particular attention has been devoted to social engineering
attacks, one of the main security threats for world companies. The peculiarity of these attacks is the
exploitation of the human factor, that represents the “weakest link of the security chain”. There will
be inspected the theoretical framework of the attack, providing a comprehensive analysis of the
strategies that attackers use exploiting both psychological and organizational vulnerabilities of the
targets.
My research followed a path of interviews that shed light on the methods of counterespionage from
an Italian perspective, widening the spectrum of analysis of the concept, inspecting the set of policies
established to curb espionage activities and which are the main possibilities to raise awareness about
the protection of information. The most significant point that came out was the importance of
investing in security trainings for personnel, in order to build a comprehensive counterespionage
framework made of policies, technologies and individuals.
The last part of the second chapter was focused on an analysis of the most noticeable cases of
industrial espionage activities, with a particular focus on the 1990s, since it represented a significant
decade for the huge number of cases of famous companies involved in espionage activities. The focus
of my analysis was assessing whether the enactment of the Economic Espionage Act represented a

4
5

European Commission, The scale and impact of industrial espionage and theft of trade secrets through cyber, 2019
D. Vecchiarino, Il Controspionaggio economico in Italia, SIOI, 2012, p. 0
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failing attempt to curb espionage threats, since only few prosecutions reached American courts, while
it will be investigated several cases of industrial espionage, such as the Kodak and Gillette in 1997,
the Italian cases regarding Pirelli, Olivetti and the maybe one of the most famous case of industrial
espionage that involved the Formula 1, the “Spygate” of Ferrari and McLaren.
The third part of my research will be focused on three main case studies related to the strategic
importance of information in shaping the geo-political balance, inspecting the case of the “giant
library of the world’s most persecuted documents”6 Wikileaks, and how the disclosure of protected
information shocked the international scenario. Among the disclosed material, the Espionnage Elysée
concerned the involvement of the US industrial espionage activities against France, aimed at stealing
commercial information, wiretapping the former president Francois Holland and his predecessors
Sarkozy and Chirac. This case will be useful to better grasp the increasing role of information warfare
and the need for countries to adapt stricter measure to control protected information.
The second part of the section was devoted to analyzing the rise of the Chinese IT giant, Huawei, and
its implication on the transition to 5G technology, focusing on the most influential players that
nowadays are struggling in the 5G race. Having briefly inspected those issues, the focus will shift on
the Chinese economic intelligence community, considered one of the most unique system in the world
due to the cultural influence on Chinese espionage strategies and the Sun Tzu principles as
benchmarks of Chinese intelligence community.
The last part of the third section was focused on the Golden Power of the Italian government and its
implications on economic security. It will be analyzed the structure of the national regulations
regarding the use of special powers in protecting those sectors that are considered to be strategic
relevant, that enable the government to block any acquisition of national assets by foreign
competitors. There will be inspected the sphere of influence of the golden power, while keeping an
eye on the possible international scenarios that this normative will imply.
The last part of my research was focused on some suggestions that I would recommend to better
improve economic security policies and raise public awareness on the growing role of economic
intelligence community in the Italian economic environment, in order to better safeguard domestic
know-how and boost competitiveness of Italian companies.
My research has been based on conducting interviews to internal sources of one of the main Italian
companies in defense and aerospace industry, namely Leonardo. The information gathered in the
interviews have contributed to provide a clearer portrait of the synergy between economic intelligence
and industrial espionage activities.

6

Der Spiegel Interview, https://wikileaks.org/What-is-WikiLeaks.html
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CHAPTER 1
Geo-economics, national economic security and economic intelligence
1.1 An analysis on the notions of geo-economics and financial warfare
The international scenario has faced several security challenges in the last decades, states have been
politically and economically involved in tackling these issues to safeguard their status or to exert their
influence over their borders. Tracing back to the previous century, world countries often resorted to
military power to safeguard their interests and to protect their resources, struggling to build the most
efficient weaponry to pursue strategic aims, to increase, as well, their international status and enhance
the prestige of the state. During the Cold War era, the wounds of the past conflicts were still bleeding
in the collective imaginary, leading states to refrain from the use of military power, along with the
creation of the United Nations with the aim of promoting peace among its member states. In parallel
with this trend, economic competition arose as the dominant driver of international politics, affecting
states’ domestic and foreign policies and urging world powers to settle the most favorable conditions
to meet the needs of the market and keep pace with the evolution of world economy. It is worth
mentioning the impact that the globalization had in shaping the international relations, leading to a
growing interdependence of world economies. Indeed, the phenomenon of globalization has always
been a controversial one among the walls of academia, both for the dimensions that it encompasses
and for the several interpretations given by scholars, that gave rise to a huge debate around this issue.
For this reason, a wide range of theories were formulated to describe this phenomenon, trying to
conceptualize the growing interdependence between all the actors that compose the global scenario,
going beyond the state-centric framework rooted in the Westphalian system of 1648. Indeed, a huge
set of definitions of the issue have been theorized since the late 60’s, emphasizing the creation of
networks between the players located in every corner of the planet, along with the interpretations
given by the international relations theories, focusing on the role of the market, as shown by the
liberalist point of view, or analyzed by means of consolidation of U.S. power by the realist point of
view. Indeed, in the aftermath of World War II, the Bretton Woods Agreements of 1944 set the new
rules of the post-war economic regime, establishing the institution of International Monetary Fund
and the Bank for Reconstruction and Development, later become the World Bank, and enacting a new
set of agreements on trade, and at the same time focusing on the reconstruction of Europe, with the
deployment of Marshall Plan. The breakdown of the international financial system showed how the
market economy needed tight controls, in order to avoid a return to the “beggar thy neighbor”
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policies.7 Stability was the leading concern of developed countries, that put their efforts on granting
economic growth and keeping the other currencies pegged to the value of the dollar, while the latter
was fixed to gold at US35$ per ounce. Furthermore, world powers witnessed how the inter-war years
jeopardized the economic system, as argued by the United States Secretary of State Cordel Hull, who
analyzed how the presence of protectionist barriers and tariffs was a catalyst of the likelihood of war,
by “eliminating the economic dissatisfaction that breeds war”8, it could be possible to reach a long
lasting peace. This system collapsed in the 70s, more precisely in 1971, when the U.S. President
Richard Nixon announced the suspension of the dollar’s convertibility into gold, the so called “Nixon
shock”, abandoning the fixed exchange rate system leaving the floor to the current system of floating
exchange rates. Nevertheless, most of the world economies were in the throes of a severe economic
crisis, leading to the abandon of Keynesian policies. Moreover, there was evidence that the gap
between northern and southern countries was still key feature of the economic scenario in late 70s,
striking down the uprising of the south after the decolonization period. The real watershed was
experienced among the decades of 80s and 90s, when the processes of deregulation and liberalization
took place in most of the developed countries, while the spread of non-state actors such as
multinationals was a catalyst of global economic integration, as shown by the tendency to delocalize
multinationals of the western countries in states that has been marginalized in the past, such as the
case of China, thanks to the lowering of production costs and re-import mechanism.9 Indeed, this
economic choice was resulted in a win-win situation, since Chinese economic experienced a huge
economic growth in various sectors, thanks to the import of new technologies from American and
European market. Moreover, the spread of the global economy was sustained by neo-liberal policies
adopted by most of the leading western economies, along with the so called “Washington Consensus”
doctrine, finding several supporters also among the socialist elites of European countries, advocates
of financial liberalization and multilateralism within the European area, as shown by the entry in force
of the European Single Act of 1986, aimed at creating a common market, along with the enactment
of the Maastricht Treaty of 1992 and the Lisbon Treaty of 2009. It is worth noticing that the
globalization itself changed the world order, creating new networks between non state actors. In the
early 90s, the whole international scenario experienced several serious changes that shaped a new
political spectrum, with reunification of the two German republics, the dissolution of the United
Republic of Socialist States, the return to the scene of American democrats with Bill Clinton and the
breakup of Yugoslavia. The emergence of non-state actors in the global scenario was fostered by the
7

Cfr. Joan Robinson, Beggar Thy Neighbor policy, any economic policy through which one country attempts to boost
its economy by worsening the economic situation of other countries.
8
Douglas A. Irwin, Trade Liberalization: Cordell Hull and the Case for Optimism, Greenberg Center for Geoeconomic
Studies, 2008, p.6
9
R. Marchetti, Global Strategic Engagement, Lexington Books, 2016, p.38
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information technology revolution, boosting the socio-economic relations, being a catalyst for the
interconnection among all the regions of the world. The end of the bipolar system left behind the
military threat of mutual assured destruction, after the struggle among the two blocs for reaching
several agreements for the limitation of the armaments, as Fukuyama described in the “End of
history”, the period of extreme tension and rivalry was over, leaving the floor to a multipolar world,
in which new actors set the rules of the game.10 In this new global framework world powers resorted
to economic means to achieve strategic goals, being bound by economic ties rather than military
alliances. Henry Kissinger described this changing in foreign politics arguing that “Old international
patterns are crumbling; old slogans are uninstructive; old solutions are unavailing. The world has
become interdependent in economics, in communications, in human aspirations”.11
The genesis of the notion of geo-economics began in the first decades of the 20th century in the United
States and Western Europe, when countries started to struggle to enhance their influence in the world
economy and acknowledged the importance of geographical factors in influencing economic
outcomes. During the 1960s some researchers used for the first time the word “geo-economics”,
creating confusion about who introduced this term first. Originally, it was attributed to the French
economic geographer Boudeville, in his theory of growth poles.12 However, it was acknowledged
that the American political scientist, Edward Luttwak, was the first to introduce the concept.
According to him, the term geo-economics encompasses the features of the new international scenario
of the post-Cold War era, in which states conduct power politics without resorting to military power
and rivalry finds its expression in economic means. In his view “in geo-economic competition, the
law of power shares roles as in wartime. The winners receive an advantageous and leading role for
themselves, while losers are limited to domestic production only if their domestic market is
sufficiently deep”.13 He was the first to distinguish the term from geo-politics, giving to the first
scientific independence. Moreover, there was an academic debate around the concept itself, since
Luttwak argued that geo-economics first appeared in the aftermath of the Cold War, while the Russian
economist E. Kochetov argued that the concept is a result of globalization. The third wave of
development of the concept has taken place from the 1980s onwards, when academics such as M.
Foucher argued that geo-economics was the alternative strategy to the traditional warfare, while from
an Italian perspective, P. Savona position was that it totally replaced the old military geopolitics.14
Indeed, this new global framework of economic interdependence increased the gap among winners

10

F. Fukuyama, The End of History and the Last Man, Free Press, 1992
R. Keohane and J. Nye, Power and Interdependence, Scott, Foresman, 2nd edition 1989, p.3
12
A. Anokhin and S. Lachininskii, Evolution of the Ideas and Contents of Geoconomic Studies, St. Petersburg State
University, 2013, p.83
13
Ibid.
14
Ibid
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and losers of the previous international order orchestrated by military preparedness and supremacy,
boosting the asymmetries of the international environment “baking a larger pie does not stop disputes
over the size of the slices”15. The English geographer P. Taylor argued the presence of a globalized
geo-economic space made up by about 67 cities, bound by network tissues. They can be divided in
three groups, more precisely alpha, beta and gamma.16 In the first group there can be found the most
industrialized cities located in the United States, Europe and Canada. This group leads the world
economy, since the flows of informations, capital and technological innovations is concentrated in
these cities. The remaining two groups of cities are mostly located across the global leading
economies, being mere local markets and thus parts of the chain of production. Although the classical
economic theories, such as the Ricardian model of comparative advantage, argued evidence about
mutual benefits of international trade, there is a blind spot about how these gains from trade are
divided among the countries, cui prodest? This disproportion of sources exacerbated competition,
modifying international relations among countries, and most of all, changing the traditional notion of
power international politics, as whoever could build the best military weaponry would have a say in
the international affairs and have a chance to sit among the winners. According to the realist Hans
Morgenthau, the control of raw materials was a catalyst in shaping political relations in the early
1970s, thereby showing the connection among power and interdependence, where asymmetry can be
intended as a source of power itself.17 Of course, interdependence is not a new feature of world
history, indeed, since Greek domination, poleis like Sparta and Athens were interconnected for
military issues, as Thucydides argued “the strong do what they can and the weak suffer what they
must”.18 Security issues have always characterized every society since the ancient times, indeed, from
a realist point of view, state survival is the most important goal of the international system where the
animus dominandi of each actor is the engine of human affairs. At this regard, it can be argued that
geo-economics represented a shift in statecraft from military to economic security concerns, using
economic means to purse political aims, without replacing military means, rather admitting a
coexistence among them, being at the same time “mutually reinforcing”.19 It is worth mentioning the
argument of the researcher M.Babić, in which he distinguishes the concept of geopolitics from geoeconomics using three parameters.20 He argues that the first distinction can be made by analyzing the
15

R. Keohane and J. Nye, Power and Interdependence, Scott, Foresman, 2nd edition 1989, p.10
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R. Keohane and J. Nye, Power and Interdependence, Scott, Foresman, 2nd edition 1989, p.11
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Thucydides, The Melian Dialogue, 416 B.C., V.84-116
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M. Wigell, Geo-economics as concept and practice in international relations: surveying the state of the art, Finnish
Institute of international Affairs, 2018, p.6
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aims of the strategies, in which geo-economics focuses on the promotion of capitals and services
through the opening of new markets including the role of technological innovations in controlling the
economic assets, while geopolitics concentrates on states competition on the management of
territories and resources. The second criterion is the method adopted in these two strategies,
depending whether resorting to the use of military power or economic means such as sanctions or
embargos. The last one focuses on the identification of the actors, since transnational players
characterize geo-economics while states and their leaders shape geopolitics. Focusing on the last
point, it is worth noticing that geopolitics can be distinct from geo-economics since the first concept
focuses on the presence of an hegemonic order of states to guarantee an equilibrium in the
international scenario, while the latter is dominated by the presence of non-state actors that fuel
transnational networks among each geographical region. Indeed, few academics argue that, although
being two distinct terms, geo-economics and geopolitics are two different strategies that can be used
by states depending on the challenges faced. On the other hand, geo-economics has been described
as the interplay of geopolitics and economics goals, as highlighted by Baru, thereby arguing that it
can be intended as a hybrid strategy adopted by states to achieve their goals, that build military and
trade and investment partnerships. It is worth noticing the argument of Smith, in which he shows how
the liberal policies implemented by the administration of Woodrow Wilson and Franklin D. Roosevelt
can be considered as first instances of geo-economic strategies.21 This thesis founds evidence with
the signing of the Reciprocal Trade Agreements Act of 1934, in which, in response to the Great
Depression period, enabled the president to settle bilateral trade agreements, tackling the protections
tariffs introduced with the Smoot-Hawley Act of 1930. The emergence of new economies showed
how the economic system was asymmetric and states started to be conscious about their
vulnerabilities, recognizing that their concern was to secure their economies from the more aggressive
ones, avoiding to the risk of being subdued and exploited by the other countries. According to the
abovementioned author Luttwak, the territorial dimension of states constitutes the geo dimension of
geo-economics.22. One of the critics about Luttwak’s work was the likelihood to compare geoeconomics to the mercantilist policies of 16th century.23Rather than being a mere revival of the
economic theory of the early modern period, it is worth noticing that adopting these policies European
states often resorted to military power as the main tool to secure local markets trade relationships
with other partner, thereby acting in the name of national interest to secure the wealth of the empires.
In contrast, geo-economics does not overshadow economic competition in lieu of military power,
21 M. Wigell, Geo-economics as concept and practice in international relations: surveying the state of the art, Finnish
Institute of international Affairs, 2018, p.8
22 M. Wigell, Geo-economics as concept and practice in international relations: surveying the state of the art, Finnish
Institute of international Affairs, 2018, p.10
23 Ivi, p.11
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since military weapons are replaced by economic tools. In order to better grasp the notion of geoeconomics, it is worth considering the approach of Pascal Lorot, director of Revue Francaise de
Géoéconomie. In his view, he argues that economic competition is the engine of international
relations where states play an important role. In contrast with the idea of Luttwak, in which geoeconomics’ influence can be limited to Western countries, in Lorot argument, the phenomenon has a
global dimension, enlarging the lens of analysis to all the developed countries, in particular Eastern
ones. The interplay of states and new players, such as IOs and multinationals, take place in the geoeconomic field, being interpreted as a geographical interpretation of the economic space, that may be
read as a complex network transborder system with its territorial elements.24
As a consequence of the adoption of this concept by the variety of actors both in the world of academia
and in the governance, the geo-economic approach was useful to grasp the concept of economic
warfare. The notion itself is a complex issue to be analyzed, since the very essence of the term “war”
is linked to the use of military weaponry. However, the compulsory submission of the enemy is the
aim of war and economic warfare refers to all the means used to beat the competition weakening the
economy of the enemies. It is worth mentioning that in the “Art of War” of Sun Tzu, the “supreme
art of war is to subdue the enemy without fighting”25. Moreover, in his work, Sun Tzu emphasizes
that calculations and estimations are essential to forecast the capabilities of the enemy and to develop
the best strategy. Moreover, the very essence of economic war does not imply the use of violence,
neither the presence of states as the only actors of the game. Indeed, the second feature of war
according to Bouthoul is the “status of war” rather than the continuation of hostilities between the
parties.26 As a matter of fact, the Cold War has been a theatre of non-violent conflicts such as
economic and ideological ones. Indeed, it can be argued that economic warfare represents an
economic strategy directed by a state or a company to conquer or safeguard the market. There is
evidence that this concept had its roots in the literature during the First World War, since the German
political counselor, Siegfried Herzog, already acknowledged the importance of economic means in
achieving a position of predominance in the international scenario. Indeed, in his book “The future
of German Industrial Exports” of 1918, he highlighted the economic potential of the German industry,
focusing on the crucial role of the German companies to enhance the reputation of Germany, deeming
the economic means essential to defeat the enemies. Herzog was one of the first who stressed the fact
that the real essence of the conflict is made up by both military and economic means.27 The argument

24 A. Anokhin and S. Lachininskii, Evolution of the Ideas and Contents of Geoconomic Studies, St. Petersburg State
University, 2013, p.86
25 Sun Tzu, The Art of War
26 G. Gagliano, Geo-economia e guerra economica nel pensiero strategico francese contemporaneo, Fuoco Edizioni,
2015, pp.34-35
27 Ibidem
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of Susan Strange is helpful to better grasp the notion of economic war, in her thesis about the new
shape of power.28 Indeed, in her opinion the notion itself has changed through the years, being
composed of four new structural elements, security, finance, production and knowledge, and four
subgroups, transports, energy, trade and welfare, emphasizing that all these factors depend on the
market. As abovementioned for geo-economics, the range of players encompass both state and nonstate actors. Moreover, multinationals influenced the formulation of the public agenda, being active
politically. There is evidence that their role in world economies is gaining momentum, given that
their annual asset is greater than several countries’ gross national product. Let’s think about the annual
revenues of famous brands like Apple, Nike, Spotify and Amazon. According to the data of the IMF,
their revenues exceeded GDP of countries such as Mauritania, as in the case of the Swedish audio
streaming platform Spotify, or than Kuwait, such as the American internet company Amazon.
Nonetheless, this is not a new phenomenon.29 Indeed, if we trace back to the 16th – 17th centuries,
when the colonial empires struggled to control trade through the leading waterways, the East India
Company can be considered an earlier ancestor of multinationals, since from its headquarter in the
city of London, it controlled trade merging economic means with military power to break into eastern
economies.30 The greater network of multinationals is located in North America and Western Europe,
although their presence is boosting in the BRICS group of countries in the last years. Multinationals
represent a peculiar type of business actor, since their influence is extended to the political arena,
having a say in the decision-making process. Indeed, they play a role in the agenda setting process
by lobbying governments and IOs. As an example of that can be shown by the involvement of the
American company International Telephone & Telegraph in the Chilean coup d’etat in 1973 in order
to prevent the nationalization of the industries by Salvador Allende.31 The geo-economic debate
around this issue wonders whether multinationals belong to their home country or not, since mobility
is one of their essential features. The liberal school argue that these enterprises are stateless, since
states have lost their control on the national economies, under the rules set by the market. On the
other hand, their opponents claim that any business organization has to belong to the state where its
headquarter is situated, given the fact that it is not democratically legitimate to act. Indeed, the
argument stems from the thesis that whether the revenues of the multinationals are high, it claims its
autonomy from the homeland, while in periods of crisis it asks the state to make loans to pay its debts.
The latter argument shows how, under a geo-economic approach, states have preserved their leading
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role in safeguarding their national economy. The United States represent a peculiar case, because
national interest and national security are interrelated. At this regard, it is worth mentioning the
Helms-Burton Act of 1996, regarding the extension of sanctions applied to foreign enterprises trading
with the Cuban government, since it was deemed to be part of the so-called rogue states considered
a threat for American national security.32 Indeed, the attention to national security has always been a
key slogan of American leaders to gain support for their political strategies. Since the Truman
administration, the public opinion was influenced by the rhetoric of safeguarding national interests
against an external threat, in this case, represented by the Soviet Union, that was orchestrated by the
American government to push the Congress for the adoption of the Marshall Plan. Nonetheless,
among the democrats, president John Kennedy ratified the Trade Expansion Act of 1962, in which
Section 232 clearly allows the president to set tariffs if any good is imported in such quantities to
threaten national security.33 In the Cold War this rhetoric was successful due to the hostile perception
of countries of the eastern bloc, however, the period of détente released the tension with communist
powers, shaping a new international scenario in which national security lost its supremacy in domestic
slogans, being more and more interrelated with interdependence. In this new framework conflicts
change their traditional mask, adapting to the new global order. Yet, globalization may have changed
the roles of the game, tipping the scales in favor of non-state actors, but according to Gagliano, it has
not affected the structure of multinationals, since their functioning still depend on domestic rules and
employment law, leaving these competences strictly in the hand of the state.34 Thus, globalization has
not devalued state role, rather it has conferred to the state a new competence, by which it has to
safeguard national economic interests providing tools for its actors to better fulfill this duty. Indeed,
according to an inquiry conducted by the federal Bank of New York, almost $ 20.000 billion have
been handled illegally outside the state supervision, composing the so called “shadow banking”.35 On
the other hand, the crisis of 2008 has highlighted one of the most influent instruments available in
economic warfare, more precisely, the sovereign wealth funds (SWFs).36 Broadly defined as public
investment agencies which manage part of a country foreign assets, they became one of the most
influent institutional investors in the global market. According to the Sovereign Wealth Fund
Institute, nowadays there are 44 funds in the world. They are mostly located in rich-resource
countries; their asset has increased from $ 500 billion in 1995 to $ 4.600 billion in 2011. Through
these instruments, states can safeguard their national enterprises, and to increase the controls on
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national budget of the other countries. On the other hand, there is evidence that the lack of
transparency beyond these instruments is a catalyst of mistrust among western countries. Indeed,
especially when these funds are located in states where democracy is not fully anchored, the
increasing likelihood of invest these capitals for strategic aim has alarmed the vast majority of the
western world. Another peculiar tool adopted in the economic warfare is represented by the Chamber
of Commerce Abroad. Despite being mere instruments of networking with regional stakeholders,
these associations may play a strategic role compared to the military bases, since they contribute to
the extend the economic influence of any country outside its borders. In “War by Other Means:
Geoeconomics and Statecraft” the authors Robert Blackwill and Jennifer Harris pointed out seven
economic tools through which states can achieve geopolitical targets.37 The first one is trade policy,
analyzing as an example Russia’s decision on the application of bans on product to ensure the security
of Russian Federation, imposed on countries such as Georgia, Moldova and Ukraine, justified by the
willingness of Russia to avoid the likelihood that these countries will get closer to the European
Union. The second instrument regards the investment policy, deemed crucial for east Asian states
that become able to control a huge part of cross-border investments, as for the abovementioned role
of sovereign wealth funds. Economic sanctions represent the third instrument, nowadays mostly
imposed by the United States in several countries to prevent nuclear proliferation, such as the recent
case of Iran and North Korea, or in the case Venezuela, as means of collective punishment for being
accused of committing gross human rights violations, violating international law. The cyber
dimension constitutes the fourth economic tool, despite the fact that these attacks must be directed to
the enemy’s economic infrastructure to get geopolitical gains, as in the case of Russia cyberattacks
against Estonia in 2007, targeting both economic and political entities to enforce Russia’s influence
on the Baltic region. Economic assistance, on the other hand, is the fifth instrument in that its use has
been widely registered in the non-western area, as the case of Saudi Arabia, United Arab Emirates
and Kuwait that pledged $ 1.25 billon in humanitarian assistance for Yemen crisis or the investment
deals of Saudi Arabia to help Pakistani struggling economy. Blackwill and Harris identify monetary
policy as the sixth geo-economic tool, since a dominant currency and significant stocks can influence
the geopolitical scenario. The Chinese Belt and Road Initiative is an example of an investment
strategy deemed at widening the influence of China to develop new investment opportunities and
opening new export markets, building both physical and economic infrastructures, thereby an attempt
to reshape the geo-economic balance of power. Finally, the management of energy resources can be
used to achieve geopolitical aims, as the case of Russia gas supply for the European energy sector.
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According to the Blackwill and Harris, these seven tools does not have independent functions, rather
they reinforce a country’s the geo-economic endowments, composed by the ability of a state to control
investments, the features of the domestic market, the influence over capital and energy flows and
centrality in the global financial system due to its currency. The seven abovementioned tools can be
inspected under the lens of financial warfare, defined as the fourth generation of war, characterized
by the fact that instead of aiming at the physical annihilation of the enemy, it attacks the latter from
the inside, causing its collapse. Indeed, according to the book of William S. Lind, “The Changing
Face of War: Into the Fourth Generation”, the path of warfare evolution followed three waves, in
which there have been recorder qualitative changes.38 The first generation was characterized by the
use of smoothbore musket as the principal weapon to guarantee a high rate of fire and the British
lines and French columns tactics. The second generation reflects tactics and strategies that
emphasized movement and fire, where the attack was performed by small groups and the defense
prevented all the incursions, relying on the Fuller’s French doctrine “the artillery conquers, the
infantry occupies”.39 These second tactics were highly influenced by the advent of technology
replacing massed manpower and influencing the so called matériel battle “Materialschlacht”. The
third generation was characterized by large-scale military maneuvers, attacking by infiltrating into
enemy’s military forces, while defending was merely based on counterattack. The real watershed of
this generation was the use of the blitzkrieg tactic, by which time was the key element of warfare, as
well as the introduction of tanks. The last generation seems to be characterized by several aspects of
the previous ones. Dispersion on the battlefield is one of the features that can be noticed also in the
fourth generation, since the idealization of enemy has to be intended as whole, comprising all the
aspects of the society. Timing as well has a crucial role, along with the increasing role of maneuvers
in small group of displaced forces. Another common factor is the intention to reach the collapse of
the enemy, spotting the opponents strategic points. Indeed, financial warfare seems to be
characterized by the absence of the distinction between peace and war, neither by confined fronts,
nor by the clear distinction among civilian and soldier. The most critical challenge of this generation
of war is the management of the overload of information avoiding the likelihood to lose the target,
since the great dispersion of financial warfare involves a huge variety of actors in the battlefield. For
this reason, the former Director of the Central Intelligence Agency, Michael Hayden, agreed in
defining financial warfare as the new expression of war of the 21th century, in that “asset freezes
would replace cruise missiles”.40 As mentioned above, financial warfare poses new challenges to
world leaders, in that it involves various sectors of country’s institutional departments, from the
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defense to the treasury one, as well as the need of a greater carefulness on the targets. Indeed, one of
the main differences with economic warfare is that the latter has a wider range of action, involving
various segments of the society. The same change of strategy can be compared to the shift from the
deployment of carpet bombing to precision strikes.41 The fulcrum of financial warfare lies on the high
relevance of network infrastructures, in which capital and information flow, thus undermining the
security of such networks means affecting the outcome of the operations, so much that the ability of
attacking these flows is the real catalyst of this new warfare. The access to resources, on the other
hand, is crucial in considering a country’s economic influence, given the importance of geographical
factor in a perspective of economic warfare, in a way that the gaining the control over them was
considered one of the main goal of the majority of strategies adopted in the last century. Indeed, it is
worth analyzing a distinction and the relationships among financial and economic system to better
grasp the issue of financial warfare. First, it must be clear that economics it’s about inspecting the
various combination of goods and services in analyzing the process of consumption and production,
while the financial systems concerns more specifically on money, investments, interest rates.
Moreover, economic effects encompass broader areas of the society, since economic shocks have
wider range while financial ones are more limited to specific segments of the population. Indeed,
financial sector gained a prevailing position over the real economy since collapse of Bretton Woods
system, widening the battlefield of financial warfare. According to the researcher Paul Bracken, an
example of financial warfare can be traced back the 1956 Suez Crisis, when President Dwight
Eisenhower had to persuade Britain to withdraw the military presence in Egypt. Being both members
of the NATO, the United States switched to the strategy of financial warfare, with three strikes. First,
blocking the IMF from allocation $ 500 million in standby credit to Britain, then cutting off the
extension of $ 600 million in credit to Britain and most of all, requesting the Treasury Department to
dump the US holdings of the British Sterling, threatening the influence of Britain on the international
market. Similarly, President Jimmy Carter ordered to freeze $ 8 billions of Iranian assets in the United
States and the United Kingdom in response to the Iran Hostage Crisis of 1979. At this regard, it can
be noticed how effective can be financial warfare in the strategic context. As in the case of Iran, the
decision to freeze the Iranian assets was a catalyst for the Iranian international reputation, since it lost
support by world leaders jeopardizing also its position as trading partner in oil exports. Moreover,
there is evidence that relying on financial sanctions is proved to be useful to gain foreign policy goals,
thereby being complementary and not an alternative to military means. Under this lens, financial
warfare can be analyzed as part of an escalation strategy, in that it reshapes the new generation of
war. More precisely, freezing or blocking the monetary flow to one country and the bank accounts of
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the citizens, may be intended as the first step of a strategy aimed at isolating the enemy, being
attacking in different spots. Indeed, the leaders of the country that is restricted by economic sanctions
are not really affected by them, rather the population will suffer the most. For this reason, Paul
Bracken argues that “financial warfare is a consensus-building device”42 in that it emphasizes the gap
between the good and the bad guys, letting the other countries choose where to take side. The
acknowledgement of the risk is part of the escalation framework, in that miscalculations of the
potential of financial warfare can lead to catastrophic consequences. Inspecting the spectrum of tools
of financial warfare, informational channels play a complementary role in providing the
communication and financial structure of the target, to better grasp the network that lies behind every
exchange of money. An example of that can be the tracking of mobile calls and bank accounts of the
members of the elite of a country can be used to discover more about where the flows of money take
place, identifying the locations and the connections among the individuals. These instruments are
useful to plan potential attacks and avoid affecting the whole society. Indeed, technological
innovations and intelligence gathering constitute the best conditions for setting up financial warfare,
reshaping countries national security policies. On the other hand, there is evidence that financial
means have often been used by terrorist networks, fueling arms trafficking and money laundering, as
in the case of the Sri Lanka Tamil Tigers group. For this reason, financial instruments are often used
to achieve broader security goals, as proved by its inclusion in the War on Terror with the
implementation of the Terrorist Finance Tracking Program to monitor the transactions among
citizens. Indeed, the 9/11 has significantly influenced financial warfare, since security analysts
acknowledged the importance of timing in planning financial attacks, to the extent that the more
effective the strategy has to be the more coordinated and simultaneously it must be. Financial warfare
represented a real watershed, since world leaders acknowledged that “national power is
fundamentally financial. The stronger states are the ones that use their capacity to tax and borrow for
dynamic purposes”.43 The use of financial warfare is nowadays widespread, indeed, when dealing
with this issue is impossible not to refer to the financial sanctions that have been applied to North
Korea to curb the development of the nuclear program, aiming to a denuclearization of the country.
Additionally, new financial sanctions have been applied, cutting off all revenues from Iranian oil
exports and targeting also Iranian officials, in addition to the ban for US banks to deal with Iran. The
ban on the use of the US dollar in Iran, is a proof of how this currency has become one of the key
instruments of financial warfare, this is why it can be argued that the “weaponization of dollar”
influenced the geopolitical scenario. Indeed, considered as a haven asset, dollar covers more over half
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of global reserves, having an “exorbitant privilege”, using the quotation of Valery d’Estaing, in trade
over the years and at the same time having also a financial and geopolitical weight. Indeed, this role
has been enforced by the ratification of several American laws, such as the International Emergency
Economic Powers Act in 1977 or the Patriot Act in 2001, that enable the United States to use monetary
policies as part of the weaponry. By contrast, it is worth inspecting the eastern counterpart, namely
the Chinese debt diplomacy, in that geopolitical aims can be achieved with investments overseas to
increase its economic influence. An example of that is the deployment of loans for low-income
countries, that are not able to obtain funding from the international market, to finance the construction
of infrastructures in return for the access to the country’s economic asset, more generally a “cash for
resources” method. Indeed, a proof of this strategy is the case of Sri Lanka after the civil war, asking
for loans to reconstruct its infrastructure. China offered easily economic aid, although the Sri Lankan
government was not able to pay back the debt, being forced to give up the 85% of jurisdiction on the
strategic port of Hambanota to China.44 This strategy seems to be a part of a wider geostrategic vision
of China along with the abovementioned Belt and Road Initiative.
The issues analyzed above show the complexity in establishing a theoretical framework and the
difficulties in providing a definition that could encompass all the aspects of the concepts. The type of
analysis held focused also on the instruments adopted in describing these new kinds of strategies and
describing all the combinations of variables that compose the economic scenario. What came out of
the analysis is the key role of information flows in a system characterized by dynamism and
asymmetries. Indeed, the context in which those strategies are implemented is made by a tight
network of information that ties every corner of the world in real time, to the extent that the ability to
establish relations among the actors become the catalyst of the economic relations. According to work
of Christian Harbulot, “La main invisible des pouissances”, the role of informational channels was
mostly a weapon of control rather than a mean of coordination among world superpowers, especially
in the aftermath of the Cold War, characterized by economic conflicts rather than military ones.45 As
a matter of fact, the French “Ecole de Guerre Economique” defines information warfare as a new
type of conflict in which the knowledge constitutes the domain of conflict, and distinguishes two
kinds of warfare, the strongest against the weakest and vice versa. Moreover, the French school uses
the example of United States as an example of hegemonic state at informational level, since it
recognized the importance of the image of itself in regard of the international public opinion. This
concept can be clarified with the notion of perception management, to the extent that it encompasses
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all the actions and strategies adopted by a country to mask the set of information oriented to a foreign
audience as a way to affect their emotions and outcomes. Indeed, the psychological aspect plays an
important role in cognitive warfare due to the capacity to forecasts possible actions by influencing
the communicational channels. As a result, national security is highly influenced by information
superiority, since technological development widened the battlefield of cognitive warfare,
exacerbating competition among actors, while in the past distances in term of timing and space
affected the spread of strategic information. It can be argued that economic warfare lies on both
economic and informational asymmetries, based on the appropriation and manipulation of the
instruments that compose the weaponry. Indeed, in aftermath of the Cold War, the researcher Jeffrey
Wright claimed that the new international scenario was influenced by the interaction between
economic and security issues, to the extent that the vast majority of academics of that time first
recognized the need for states to use other means to protect their national security.46 Indeed, according
to the Swedish historian Wilhelm Agrell, the real challenge of the post-cold war era for the states was
to acknowledge that their intelligence communities were highly focused on military threats, while the
issue of national security had to adapt to the new political and most of all economic environment.
However, state leaders began to recognize that economic and informational asymmetries were the
catalyst of national security challenges, and most of all, intelligence communities played a key role
and in particular economic intelligence acquired strategical preeminence.
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1.2 Providing a definition of Economic Intelligence
To better grasp the notion of economic intelligence and its development through the years, I will first
provide a theoretical framework of the concept. I would like to start my analysis from Field Marshal
Montgomery list, dated 1947, of the key elements for state security.47 Among the essentials, he
included preparedness, great development of scientific-industrial research, powerful and welldisciplined industrial power. It can be noticed how these features will fall in the category of economic
intelligence, defined as the range of activities which serve the acquisition and management of
information needed to safeguard a country’s economic security.48 Indeed, when dealing with this
concept, it must be inspected the reasons why it gained momentum and contextualizing the issue in a
specific time frame. The genesis of the concept can be traced back to the Italian historical background,
more precisely the Republic of Venice of the seventeenth century, during the War against the Ottoman
empire to gain control of the island of Crete.49 It is worth noticing that the control of the seaways was
a key element for Early Modern European empires to become competitive economically and also a
tool for states to guarantee the dominion on overseas colonies. Indeed, the Venetian goal was to keep
control over the Adriatic Gulf, because of its importance as a maritime way of communications and
to preserve the venetian territories such as Dalmatia and Albania. Given the high military strength of
the Ottoman empire in terms of soldiers, the province of Dalmatia often had the task of gathering
information about the level of preparedness of the Ottomans in order to better implement policies
aimed at defending the Republic territories. Indeed, this is one of the very first example of the
emergence of espionage, aimed at providing information not only about the warfare dimension but
also in terms of resources that the Ottomans needed to prepare their attacks, for example the war
materials that they used for crafting weapons, thereby building networks of informers who worked
for the central government living in the Ottoman towns often called “Confidenti”. A considerable
number of spies were citizens of the Ottoman Empire, who joined the republic espionage to protect
their lands from the incursion of venetian soldiers. It is worth noticing that the venetian intelligence
was a temporary agency, built ad hoc and without having an institutional framework but at the same
time it was a key element that enabled the republic to win the war. Therefore, the Republic had such
strategic advantages due to its intelligence community, and this can be a starting point to explain the
reasons why gathering information is a resource for states to be more competitive and to forestall the
rivals in the struggle for power. Indeed, according to the researcher Yann Bertacchini, this could be
an example of his definition of “territorial intelligence” consisting in the appropriation of the know47
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how of a territory between local actors.50 This concept is related to economic intelligence, but as it is
shown above, it encompasses a huge variety of approaches. On the other hand, it is worth mentioning
the experience of the British geographer Richard Hakluyt, one of the leading promoters of the English
colonization of North America.51 During his life experience, he was involved in the first steps of the
East India Company. The plan for the institution of the company lied on acquiring knowledge on
where the most expensive goods were located in order not to interfere with the ones belonging to the
influence the other European countries. Indeed, the royal crown wanted to avoid a conflict of interest
in the lands of North America, and Richard Hakluyt was commissioned to gather these informations
in order to preserve the British national security. This example is the first demonstration of how
economic intelligence was deemed necessary to achieve national security goals. As briefly pointed
out, when dealing with this concept, it can be noticed how this issue is complex and encompasses a
broad set of definitions. Indeed, during the last century there have been many attempts to provide a
definition of it, being depicted as a communication system, sometimes as a monitoring process, as a
defensive practice or otherwise offensive, as a set of methods and managements tool. What can be
noticed here is that it is a dynamic concept that embraced various interpretations, starting from H.P.
Luhn definition of Business Intelligence system of 1958, analyzing the concept of intelligence as “the
ability to apprehend the interrelationships of presented facts in such a way as to guide action towards
a desired goal”.52 Along the analysis of Philippe Baumard in the Martre Report, economic intelligence
is first defined as a tool of connection between the action and the knowledge of the firm 1991, while
Humbert Lesca enriches the definition providing an explanation of the “strategic vigil” as a process
in which any organization finds out its weaknesses of its economic development.53 Among the variety
of interpretations of this concept, it is worth considering the study of the economist Maryse Salles
about the evolution of the notion of economic intelligence in four major periods, in which she argues
that during the 1980s the focus was more on the tools and processes, while in the 1990s the aim was
more to provide definitions of the objective of economic intelligence. The real watershed took place
during the third one, in the late 1990s, where it can be traced the birth of the notion of collective
intelligence and its link with organizational learning. Just a decade later there were included to the
previous definitions also concepts of regionalism and economic defense. As it can be noticed, the
concept itself is a dynamic one, that embraced overtime new concepts theorized by several academics,
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and by doing so it was showed how the notion affects both the individual and the collective
dimension. Inspecting the whole set of definitions of the concept, it can be noticed that there are only
few shared elements, such as the attention on the external business environment, while there are also
different approaches that present similar characteristics with the notion itself. For instance, when
dealing with Competitive Intelligence, it can be noticed how the focus of the approach is more
oriented to the gathering of information of business competitors, aimed at increasing business
competition. On the other hand, the concept of Economic Intelligence is often confused with the one
of strategic intelligence, however , considering the analysis of the American historian Sherman Kent,
it can be stated that the latter is the “kind of knowledge a state must possess regarding other states in
order to assure itself that its causes will not suffer nor its undertakings fail because its statesmen and
soldiers plan and act in ignorance”.54 As it was shown by the above cited analysis of Salles regarding
the four major periods in which the definitions of economic intelligence arose, each one of them was
characterized by different new elements that enriched the previous one, including new dimensions.
Indeed, the addition of one or more dimensions lead to the birth of different models of analysis of
economic intelligence. The ecological dimension includes the whole business environment,
composed both by the market itself on one hand, and by individuals on the other, such as competitors
and partners, that in turn are also part of the so-called psychological dimensions. Indeed, individuals
play a huge role when dealing with economic intelligence, and this is why the networks made by
actors of the companies are part of the reticulated dimension. On the other hand, academics found out
also the existence of two other dimensions, the teleological one, that embrace the strategy adopted to
reach the final aim of the approach, while the technological one combines the whole set of tools and
techniques used, such as information protection, surveillance process. Alongside these dimensions,
there have been built several models that aimed to the built of a wider definition of the concept itself.
In particular, among the theorists of the French school, there can be mentioned the analysis of
François Jacobiak, who analyzed the concept of economic intelligence that relies on five main
points.55 Following his analysis, it can be noticed that his approach is based on two master plans, one
for moving from theory to method to monitor the actors that will have the information and their
purposes to better develop a consistent strategy, while the second on will introduce features like costs,
problems, schedules that build the structure itself. Moreover, he argued the existence of a structure
of two separate networks, one concerning the selected information area and the other a network of
experts, analyzers, who select the information. According to Jacobiak, the latter is the most important
point of his model. Indeed, this is the core of economic intelligence, since this is the moment in which
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the raw information collected become available and functional for the decision makers. Indeed, the
particularity of this model is that Jacobiak isolated the key elements of economic intelligence,
separating the different steps of observations and analysis from the different actors involved, since
the presence of intermediaries can be an obstacle for the communication chain. On the other hand, it
is worth mentioning the emergence of another model by the Association Français pour le
Développement de l’Intelligence Economique (AFDIE), founded in 1996 by Jean-Louis Levet, that
drafted five main principles of economic intelligence through which it can developed a successful
strategy. What comes out from this model is that the environment has a huge role, in order to get
ahead of the competitors. The organization as well is a key element, since its design has to be
established around a huge network of informers, blending entrepreneurial and managerial logic, and
also adhering to a deontological code. This model is also based on several factors, among which,
leadership, ethics, networks’ organization and also four result factors, value creation, information
quality, image and decision-making process. Despite the huge number of elements composing this
model, the importance lies in a sound balance between all of them, indeed, the weakest connections
need to be avoided. On the other hand, the model of Pierre Archard focuses more on how economic
intelligence strategies can be implemented in order to get the best performance, following five steps.56
The first one is the one in which the goals and the expectations of the unit are defined, followed by a
step of research for skills that are required and how many members the unit will be composed of.
Among these steps, it can be noticed how the evaluation one is fundamental because of the use of
quantitative and qualitative criteria of assessment, while at the same time the element of informational
watcher gains momentum, since it is deemed as necessary for the entire system of intelligence, given
the importance that it has in terms of leadership and coordination with the decision-makers. This
model contrasts with the one suggested by Maryse Salles, that relies on five different components,
identifying a firm, an environment in which the company is influenced by endogenous and exogenous
factors, a strategy that shows both the tasks and the issues of the enterprise, a pattern for the analysis
of the company’s needs and costs-benefits. What Salles highlights in this model is that the key feature
of economic intelligence is the cognitive process that benefits the management process thereby
creating new knowledge by focusing on the huge role of the environment. As it can be noticed by the
aforementioned different models, every step is fundamental in order to develop a successful strategy,
in particular it has been highlighted how information have a crucial role. From the identification to
the validation of the most consistent for the strategy, in every model, the better information are
collected and analyzed, the more successful will be the strategy. Moreover, these models are useful
to single out who are the central players of the process of economic intelligence. Indeed, as
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highlighted by Archard, informational watchers constitute the core of the process, since their role is
crucial both for the collection and analysis of information that will be useful to calculate the indicators
and also for their link with decision makers, in terms of coordination and leadership. Decision makers
simultaneously play an important role in the first and the last steps of economic intelligence process,
since they identify which are the problems to be solved in terms of threats for the company, and once
the information have been selected and elaborated, they apply this knowledge to a particular situation.
Given the huge flow or raw data in the process, the risk of wasting resources and time is very high.
For this reason, the project for Co-operation to promote Economic and Technological Intelligence in
Small and Medium-sized Enterprises CETISME, developed in 2001 under the Innovation
Programme, set up a transnational framework of cooperation in economic intelligence in which there
are listed several recommendations for setting up a good strategy. The project analyses the hard
elements, such as structural ones, including the socio-political background of the environment, and
soft elements that include leadership, motivation and distribution of power.57 This analysis often
includes also the organization of the firm and also its deontological code. This can be useful to single
out the endogenous weaknesses of the company and prevent exogenous threats from the outside
environment. As stated above, the human factor is crucial in the process of economic intelligence,
since the success of failure of the strategy depends on how the relationship between the actors are
managed; this is another reason why the decision makers and informational watchers are deemed
necessary in the process. Indeed, another obstacle for a good strategy can be the conflicts between
individuals, thereby creating weak links between the actors and sharing demotivation in the
organization.
It can be stated that economic intelligence is a dynamic process subject to different change of
directions, since it depends on whether the strategy changes. At this regard, it is worth mentioning
the work of the American attorney Philip Zelikow, in which he draws a scheme for a better use of
economic intelligence, in four steps.58 First, he argues that the government should be the only that
could manage the collection of information, although not being clearly distinguished, since military
officers often have a say business in business activities, as it can be noticed in Thailand or Pakistan.
Furthermore, he argues that economic intelligence should be part of the public sector, avoiding any
interference of the private one and most of all, relying on domestic economic intelligence
communities rather outside ones can provide better outcomes for the state. Finally, he enhanced
economic intelligence role as an advisor for the government to manage information in situations like
conflicts. In sum, economic intelligence is the fulcrum of the balance between economic growth and
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national security, guaranteeing a continuous dialogue among these two dimensions to achieve
national security goals and be competitive in the market.
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1.3 Comparing contemporary economic intelligence systems: A worldwide
perspective
As shown, providing a definition of economic intelligence was not a simple task, since the
interpretation of the concept varied as it was influenced by the tradition of the country in which it
was developed, leading to three principal approaches. The French school led by Christian Harbulot
claimed that the concept itself was to be considered as the “research and systematic interpretation”
of accessible information to provide knowledge about the capabilities of the actors.59 According to
this approach, the activities of economic intelligence refer to the business environment, using
accessible information to underline the transparency of the operations. This definition was
incorporated also in the Martre Report, underlining the fact that economic intelligence is an activity
rather than a mere information gathering. The work of Clerc and Pautrat60 evidenced that economic
intelligence could be deemed both as a process and a product, highlighting its key role as a tool to
protect French national security. On the other hand, the Anglo-Saxon view describes economic
intelligence as the set of information regarding the economic assets of foreign countries, that
according to the Council on Foreign Relations’ Making Starter, mainly concerns trade policy and all
the economic aspects of any countries, without mentioning which kind of actors are involved. It is
worth noticing the argument of Samuel Porteous, that describes economic intelligence as a set of
information that increase and improve the competitiveness of the countries. Among the Anglo-Saxon
world, the British journalist Duncan Campbell widens the approach highlighting three main aspects
of economic intelligence, the macroeconomic one, responsible for trade policy, the microeconomic
limited to firms and companies.61.The Italian approach, as Alessandro Corneli argues, defines
economic intelligence as those information agencies that are focused on economic variables, stressing
the key role of the new international scenario with the spread of globalization. On the other hand, the
work of Osvaldo Cucuzza, general of the Guardia di Finanza, is in line with Corneli’s definition,
arguing the huge role of economic information as part of national asset. The argument of the Italian
scholar Fiore pushes for a better cooperation among the public and private sector, in order to improve
Italian competitiveness.62 As mentioned above, the ability to achieve information in advance is a key
tool to be competitive in the economic scenario, thereby enhancing the role of economic intelligence
as the vector of the strategies to safeguard economic security.
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Indeed, states resorted to the very creation of the first intelligence services in the inter-wars period to
monitor the enemy’s war capability, as demonstrated by the birth of the British Industrial Intelligence
Center, considered by its officers “a genuine revolution in war planning”.63 In 1936, the foundation
of the Joint Intelligence Committee as part of the Committee of the Imperial Defence highlighted the
willingness of the British power to monitor the development of security threats in the international
scenario. At the same time, the United States established specific bureau to gather information
regarding economic systems of enemies and to plan new military strategies, as shown by the creation
of the Office of Strategic Service in 1942, in order to merge and coordinate the activities previously
conducted by other departments such as Treasury and State department. Indeed, President Franklin
D. Roosevelt pushed for the drafting of an organization with the British supervision along the lines
of the British intelligence service to engage in activities to support the military operations against the
Nazi Germany. Despite being dissolute in several agencies by the Executive order 9621 of President
Truman, its functions converged in the first permanent American intelligence agency, namely the
Central Intelligence Agency, with the National Security Act of 1947. In 1951, CIA officers received
the task to gather economic information about foreign economic potential along with the Departments
of State. As a matter of fact, they worked together in the late 50s, both focusing on countries in and
out of the Sino-Soviet Bloc, with the CIA providing economic intelligence on countries inside it, to
provide a clear description of the Soviet economic capabilities.64 The creation of the Office of
Economic Research within the CIA was a signal of the importance acquired by economic intelligence,
although during the 80s it lost its supremacy due to the improved systems of monitoring economic
issues, along with technologies that enabled data to be more available with online services. In the
1990s, during the Clinton administration, the path of economic intelligence was emphasized due to
the shift from a defensive approach, typical of the Cold War period, to an offensive one that benefitted
the single enterprises. Indeed, the establishment of the National Economic Council in 1993 was a
proof of this shift in strategies, since it coordinated economic policies decisions and as well served to
monitor economic security issues. In the same year, it was created the Advocacy Center to help
American enterprises to pursue foreign business opportunities. In 1996, the enactment of the
Economic Espionage Act was a real turning point because it first related to industrial espionage,
defined by the congress as “the misappropriation of trade secrets with the intent that the theft will
benefit a foreign power”.65 Moreover, the notion of trade secrets gained momentum, referring a wide
range of issues, from economic and technical informations to codes and programs, both physically or
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electronically. The implementation of the Espionage Act aimed at the protecting the know-how
against foreign competitors, making misappropriation of trade secrets a federal crime, with the
possibility to fine anyone up to $ 500.000 or to $ 10.000.000 if benefitted a foreign country. By doing
so, the Clinton administration took its first steps to assess the vulnerability of American economic
assets and to protect the domestic know-how, calling for a better cooperation among all the US
departments and the intelligence agencies, a path that will follow suit during the following
presidencies. It is worth noticing that nowadays, the CIA still maintains its role in providing economic
intelligence, gathering several types of data, from official trade and statistical publications to reports
from embassies, along with intercepted communications. As shown above, economic intelligence
does not deal only with espionage, rather it performs a wider set of functions, from supporting
economic and financial decisions of the government to gathering data about foreign enterprises’
structure in order to safeguard domestic firms.
In order to better grasp the variety of structure, activities and paths of development of economic
intelligence, it is worth comparing the intelligence communities of the other aforementioned leading
economies. From a European perspective, France had a key role in shaping the concept of economic
intelligence that gained momentum in the 90s. Until this period, the activity of intelligence had a
negative connotation, deemed unconventional and unfair. Indeed, gradually the French authorities
embraced the term “renseignement”, well aware of the fact that any strategies adopted should not
breach the principles of democracy.66 The historical factors played a role in shaping this culture,
because French leaders often struggled to ally with a country that due to its military superiority had
conquered its territory, an example of that could be the collaborationist government of Vichy, that
clearly destroyed the patriotic spirit. The Cold War seemed to be a continuation of this belief, since
supranationalism gained priority over state nationalism, with the creation of institutions to better
coordinate the western bloc against the soviet threat. Yet, De Gaulle represented the dissenting-voice
of that trend, aiming at reconstructing the image of France as a strong power, emphasizing the need
to boost economic growth with foreign investments. After the fall of the berlin wall, French elites
adjusted their economic strategies to be competitive in the international market and the put the
attention on the concept of economic intelligence with the publication of the report “Intelligence
économique et strategies des enterprises” in 1994, thanks to the joint efforts of Harbulot and
Baumard.67 This moment represented the willingness of France to address the concept as a key
strategy that involved both state and companies, to cooperate in order to settle the instruments for be
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competitive in the economic scenario. The Report mentioned the concept for the first time, making a
distinction from classic intelligence communities and describing it as a systematic search and
interpretation of the information available. The contribution of Harbulot was a real watershed both
for the French and the whole intelligence community of the world, since he give boost to widening
the horizon of the traditional perception of economics, no more conceived just as a field of
competition but rather as a framework composed of new actors and networks, enhancing
collaboration between the private and public sectors, acknowledging the importance of using
information collectively to be competitive in the new international scenario. Indeed, these guidelines
were put in practice with the creation of Comité pour la Competitivité et la Securité Economique in
1995, partially following the model of the abovementioned National Economic Council. Recent
developments were registered with the creation in 2013 the Commisariat Général a la Stratégie et à
la Prospective along with educational trainings in line with the Grandes Ecoles, aiming at providing
an educational ground for the new officers.68 The coordination of private and public sector can be
found also in Germany, since the economic intelligence community is set on a huge network of
institutional actors and agencies, among which the Federal Service of External Security, the
Bundesnachrichtendienst, whose foundation can be traced back to the 1956, engages in a variety of
activities among which information warfare, due to its huge system of wiretapping that deploy
information to both institutions and enterprises, thanks to the cooperation with the Siemens
multinational, that guarantee a huge amount of informational flows for the German intelligence
community. During the decade of 80s, the BND promoted an interest in computer espionage,
converging in the creation of the Rahab project in 1988, as a joint effort between the federal service
branches to get access to foreign databases to acquire know-how broad, becoming the first German
attempt to manage informational flows of foreign networks.
After having briefly analyzed the structure and the activities of western economic intelligence
systems, my focus will shift to the eastern counterpart, moving from Asian countries to Russia. I
would like to start my analysis from the case of China. Indeed, the Chinese tradition of intelligence
has its roots in the Spring and Autumn period, under the influence of the beliefs of Confucius and
Sun Tzu. The latter, in the Art of War, clearly depicted the principles to plan a winning strategy,
among which “know your enemy and know yourself, your victory will not stand in doubt”.69 This
famous quotation underlined the importance of gathering information about the outside environment,
that clearly inspired the Chinese economic intelligence community, that, encompasses three
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departments. The Ministry of State Security, responsible for issues regarding foreign security and
gathering information outside the country, the Ministry of Public Security for matters of domestic
security and counterespionage, being allowed to collect data regarding foreign citizens in the country.
Moreover, the Department of Military Intelligence engages in collecting information regarding
military aspects of intelligence. Despite that, the US Pentagon proved that the Ministry of State
Security was involved in gathering economic intelligence in three different ways. First, recruiting
academics and technicians that will be assigned to foreign destinations, then, the acquisition of
foreign enterprises to gain technological innovations, and the proved existence of a link between
Chinese companies and the Ministry in promoting the acquisition of several technologies through
“front companies”.70 These private firms are mostly situated in the area of Hong Kong as the Dayuan
Int’l Development Ltd., that owns the 99% of China International Fund to finance the building of
infrastructure in foreign countries such as South America and Africa. Indeed, this strategy aims at
taking advantage of the outside environment to acquire the best technologies and patents while
safeguarding national security, following the path of “learn from the west”. Indeed, the Chinese
strategy claimed information and mostly culture as one of the pillars of its national security.
On the other hand, the Russian intelligence system is quite unique for its characteristics. First, it is
worth noticing that until the collapse of the Soviet Union, the KGB was involved in espionage and
counterespionage activities and the Main Intelligence Directorate GRU was responsible for military
intelligence, while in 1991 the role of KGB was divided into two separate institution, more precisely
the FSB for matters of internal security and counterespionage activities, while the SVR was
responsible for gathering information outside the federation.71 The collapse of the Soviet Union
represented a watershed also for the intelligence system, since the focus of the strategies moved from
the interest in acquisition of military technologies to the collecting economic and industrial
information. Moreover, it is worth mentioning the fact that the two abovementioned intelligence
institutions are dependent on the President, more precisely to the Security Council of the Russian
Federation. At this regard, it is worth recalling the metaphor of mid 1990s regarding the Russian
intelligence service, in that, the dissolution of the KGB was compared as the water snake Hydra, in
that when its heads were cut off, they split into four new structures.72 Indeed, the Russian intelligence
agencies engage in several operations, especially with Putin’s comeback to presidency in 2012,
among which the FSB is the most powerful one. Historically, this agency has always been close to
Putin, and nowadays is also involved in cyber security operations, while the SVR and the GRU
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operate in different ways. The first one has a more traditional approach, while the latter has a military
background and a wider set of unconventional capabilities. The Federal Protection Service, in
parallel, has a role of secure the Kremlin providing security staff. The real peculiarity Russian security
agencies lies in its overlapping and competition among them in obtaining the latest informations,
“whispering into the president’s right ear and others into the left” The other key feature of the Russian
agencies it their wartime mindset, in that the use of coercive methods can be a proof of that, to the
extent that the competitive environment and the narrative of external threat by the real and constructed
enemies shaped their activities, resorting to illegal means, permeated by corruption and lack of
transparency.73 In sum, the Russian security agencies fill the gaps in the state functioning, being
engaged in various operations. Furthermore, Moscow model of recruitment of intelligence
community followed a different path from the other analyzed above, because the Russian agencies
are composed by students selected by Russian and Western universities and secondary schools, along
with the long career in Russian companies before joining the ranks of the agencies of intelligence.

73

Ibidem

37

1.4 The Italian Economic Intelligence System
Having briefly depicted a worldwide perspective of economic intelligence, it is worth focusing on the
case of Italy, to better grasp the national security challenges that the Italian policy makers have to
deal with. Tracing back to the end of the 1980s, the President of Republic Francesco Cossiga first
acknowledged the increasing importance of economic means in the geopolitical scenario, gradually
replacing military power. He underlined how the international arena was changed after the fall of the
Berlin Wall, posing the Italian national interest at the top of the political goals to be achieved in order
to be part of the new European asset “The four heart of Europe have always beat in Rome, Paris,
London, and Prague. Italy can and must be part of this geopolitical project”.74 Indeed, he was
delighted by the efficiency of the abovementioned Martre Report, to the extent that he recognized the
huge role played by the economic intelligence in shaping national security strategies. In 1997, this
growing interest for economic intelligence issues was given substance with the creation of the first
Commission responsible for the Italian intelligence, committed to the General of the Carabinieri
Roberto Jucci.75 The concept of economic intelligence had a slower development in Italy, due to the
diffidence from the Treasury Ministry and the Bank of Italy, that opposed to the deployment of
strategies that used “illegal” means to pursue economic security goals.76 However, the secret service
reform (Law N. 124/2007) was the real watershed of the Italian intelligence scenario, resulted by the
works of the 1997 Commission, that pointed out the roles of both information agencies and security
agencies, providing a clear horizon of the tasks of the intelligence apparatus, fostering cooperation
among universities, enterprises and private sectors.77 According to the Relazioni dei Servizi di
Sicurezza e Informazione, the Italian economic intelligence mainly operates in two directions. First,
to protect the industrial and scientific know-how, in particular the technological strategic assets that
have a crucial role in safeguarding national security, to prevent at the same time the acquisition of
these information by foreign actors. On the other hand, the Italian economic intelligence is
responsible for economic issues related to organized crimes and terrorist funding. In particular, its
operations aim at contrasting illegal money transfer by organized crime and money laundering, and
hawala banking. Having considered these two areas as defensive strategies, the Italian intelligence
system operates, even if in small part, also in an offensive way, boosting the competition of national
enterprises in the foreign market and engaging as well in counterintelligence activities.78 The
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spectrum of economic intelligence agencies is divided in the Inter-Ministerial Committee for the
Security of the Republic (CISR) that is responsible for information gathering, along with Internal
Intelligence and Security Agency (AISI) and the External Intelligence and Security Agency (AISE)
that is responsible for safeguarding national economic and military interests outside the country and
to contrast espionage activities. Several steps have been taken also on the legislative ground, with the
enactment of the legislative decree 85/2008 that expanded the function of the Ministry of Economic
Development and the Ministry of Economy and Finance inside the CISR, and later with the Law No.
133 of 2012 that strengthened the role of intelligence in safeguarding the critical infrastructures and
cyber security and information security79.Moreover, the issue of economic security is gaining
momentum in the world of the universities due to the involvement of the Ministry of University and
Research in creating post-graduate courses and thanks to partnership initiatives with several Italian
companies. More recently, the Decree of the President of the Council of Ministers dated 3 November
2017, provided the dispositions dealing with the dissemination of exclusive information, meaning
those information whose spread is delimited to the Italian territory to protect national strategic
interest. The aim of this legal document is to safeguard those kinds of information from external
threat such as industrial espionage or cyber threats, and to protect the physical infrastructures in which
these information are processed. Moreover, the access to these classified documents is restricted to
those individuals who have the “need to know” these information for functional duties and whenever
such information are marked with “EXCLUSIVE FOR ITALY” only Italian citizens can access to
them.80 Nowadays, the Italian intelligence community is struggling to fit to the challenges posed by
the international scenario, implementing new strategies based on the structure provided by the law
124/2007. Indeed, the domestic intelligence system appears to be a dynamic one, improving its
strategic knowledge to contrast the new security threats, as shown by the openness to the world of
the academia, to support the birth of a scientific community aiming at bringing the society closer to
the intelligence culture, thereby filling the gap with the institutions. Moreover, the fulcrum of this
strategy lies on cooperation among private and public sector in strengthening the Italian economic
interest and more specifically, the creation of a national network that will provide tools for Italian
companies to tackle the new economic challenges. Indeed, at the beginning of my analysis I stressed
the importance of interconnections among the actors in the nowadays globalized world. For this
reason, the Italian intelligence community must be intended as part of a whole system, in which it
provides the instruments for the protection of the national interest, planning at the same time new
strategies to enhance the competitiveness of the Italian business towards new economic opportunities.
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The role of information in setting the strategies is thus gaining momentum in the Italian scenario
combining the rule of intelligence service with the democratic institutions. The context had radically
changed from the one described by Francesco Cossiga in 1995 “The Italian leadership has always
had a great interest for power rather than information (…) In Italy there is not an intelligence
culture”.81
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1.5 Economic Intelligence Failures
Having compared several intelligence systems, it can be noticed how the network of actors is wide
and various, and both the growing number of fluxes of data overcrowd the space of action of
intelligence, both the time and space variables influence the agents’ choices. Indeed, several factors
can affect the outcome of the intelligence community, in some cases seriously jeopardizing countries’
national security. The terrorist attacks of 9/11 were deemed by the international community a security
failure due to the lack of adequate preparation in producing warning. Let’s start from this case to
better inspect the context of intelligence failures. The lack of sharing of information among the
American intelligence agencies was deemed as one of the principal factors that lead to the
miscalculation of the terrorist attack. Indeed, it was proved by the 9/11 Commission that the
organizational fragmentation and lack of cooperation were considered obstacles to the vigilance of
national security. However, the American intelligence agencies, founded in the Cold War period,
found it difficult to fit to the new challenges posed by the multipolar world. Indeed, with the collapse
of the Soviet Union, meant as the principal threat for national security, the structure of the agencies
gradually adapted to deal with new weapons, such as information. This is commonly known in
economics as “Lock-In effect” meaning that agents are reluctant to adapt to the new environment.82
Indeed, the new political environment is dynamic and interdependent, to the extent that the real
challenge is to find the relevant information among the vast majority of the irrelevant ones. At this
regard, the “signal to noise problem” seems to be an explanation to the reason why intelligence
agencies fail in planning the attack, since the noise is represented by the cognitive overload of false
data that in some way obfuscate the real information. This is once again one of the reasons of the
failure to identify aircrafts being used as tools for the terrorist attack of 9/11, since the intelligence
community focused on other threats such as truck bombs or embassies as hotspots.83 The same
reasoning has already been applied to the 1941 Pearl Harbour attack, in which the US failed to prevent
the bombing due to the impossibility to identify the relevant information among the vast majority of
the irrelevant ones.84 The role of intelligence is crucial in nowadays societies, since it provides the
coordinates for the implementation of policies, and by doing so these activities are part of a precise
circuit in continuous movement, in which the actors involved follow the decision-making process as
the main vector. As Mark Lowenthal argues, the intelligence cycle follows five steps, more precisely
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Planning and direction, collection, processing and exploitation, analysis and production and
dissemination.85

Figure 1: Intelligence Cycle (Something Every Security Professional Should Know: The
Intelligence Cycle, Kaseware 2019)

As a matter of fact, to guarantee a perfect outcome, it is worth avoiding any mistake in each step of
the process, and at the same time discrepancies among analysts and decisionmakers. In order to better
grasp which are the main causes of intelligence failure, it is worth considering few definitions given
to the phenomenon. According to the former Assistant Director of central intelligence for Analysis
& Production, Mark Lowenthal, an intelligence failure can be described as the inability of the
agencies to provide detailed information regarding an issue that concerns national interest. By
contrast, the American scholars Abram Shulsky and Gary Schmitt claimed that any intelligence
failure lies in the mis understating of the context, leading the government or the armed forces to
pursue self-defeating steps.86 On the other hand, Betts argues that the decision makers are the ones
responsible for the mismanagement of information as “consumers” of the data. In his view, the
psychological factors play a huge role in determining the weakness of the intelligence cycle, in that
the policy makers rely too much on their own judgments stemming from their experience rather than
relying on the tactical directions provided by intelligence officers, as shown by the abovementioned
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author in his examination of the case of Yom Kippur war.87 The debate around this issue lies on
determining the responsible of the failure, both identifying the intelligence agencies, according the
Lowenthal view, or whether the decision makers are accountable, as Betts argues. By contrast, Erik
Dahl proposes an alternative vision of the issue, inspecting the case of Pearl Harbor as the first
historical intelligence failure. In his analysis, he argues that the interplay of two factors affected the
outcome of the event, on the on hand on strategic level by intelligence agencies in producing warnings
“failing to connect the dots”, on the other hand by the receptivity of decision makers to these warnings
“the decision-maker isn’t going to buy a piece of great analysis unless it’s accompanied by some darn
solid evidence”.88 In the mid 1960s, the debate around the intelligence failures started to attract
academics mostly from the Anglo-Saxon world and Israeli, giving birth to a wider theoretical
framework around the strategic role of early warnings, especially to identify the vulnerabilities of the
two blocs. The academic debate contributed to the creation a wide theoretical framework of the issue
that for the sake of clarity can be restricted to three main interpretation of intelligence failures. The
traditional one, influenced by authors like Roberta Wholsletter and Robert Jervis, claims that the
deficiencies of intelligence agencies are part of the structure itself, asserting that failures can be
identified both at the initial step of analysis of information, due to cognitive constraints of the agents,
and in the last stages of the cycle, in which the decisionmakers fail to implement these information.
According to this view, psychological factors are crucial in determining the outcome of the
intelligence cycle. Several historical cases show how the negligence of political leaders affected the
success of operations, leading the decision makers to deny those information that were in contrast
with their political view. By contrast, the more the belief of the leaders is extremely in line with the
advices of the intelligence agencies, the higher is the likelihood of dumping into a vicious cycle
permeated by extreme harmony, in which leaders are provided with information they really want to
hear. On the other hand, the second interpretation of intelligence failures stems from the fact that the
failing performance lies on the bureau-organizational factors. According to this view, the
organizational fragmentation, the lack of coordination among the agencies and the bureaucratic
conflicts represent the real blind spot of the intelligence system. In this respect the politicization plays
a huge role in misleading the information gathered to act in line with the political belief, thereby
orchestrating the whole decisional process, being it direct, if the intelligence agents are appointed by
the decisionmaker to guarantee a full accomplishment, or indirect, whether the agencies are implicitly
influenced by the decisionmakers. There is evidence that this phenomenon has been spread both in
democratic and non-democratic regimes. Having briefly described the interpretations that identify the
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analytic step as the one responsible for the failure of the process, the third theoretical approach
highlights the crucial role of the collection stage in evaluating the deficiency of the intelligence cycle.
However, this view does not seem to distinguish from the previous approaches, since it is considered
too vague and lack of empirical analysis. Recent developments have compared these two
abovementioned approaches, highlighting the limits of application of these views. At this regard, is
worth mentioning the analysis of Erik Dahl, in which he claimed that both schools provide inadequate
instruments for dealing with intelligence failures. The traditional schools seems to be to defeatist, in
that the agents will always be limited by their human nature, while the reformist school claims there
is always room for improvement in intelligence agencies, since changing the organizational structure
appears to be a solution to avoid intelligence failures, notwithstanding the fact that it provides just
bureau-organizational solutions. Moreover, Dahl argues that the theoretical framework lack of a
comparative approach among cases of success and failures of intelligence, given that the literature
focuses just on the latter, highlighting that the reformist school in particular emphasizes the tendency
to engage in an a-posteriori analysis, the so called “Hindsight Bias”. Furthermore, the author claims
that all the cases analyzed by this school of thought only refer to military operations identified in the
Cold War era. The innovation brought by Dahl consists in developing a theory that can be guarantee
a comparative analysis between failures and success episodes, focusing equally on the role played by
the decision makers and intelligence agencies. The particularity of this view is that the information
have to be actionable, precise and well-timed in order to be better used by the decision makers. At
this regard Dahl makes a distinction among tactical and strategic intelligence, arguing that the first
one more specific, since it is shorter-term and focused on singular events, while the latter has longerterm approach with a broader focus. The decisionmakers will have the possibility to benefit of a
complete analysis of the national security framework with the interaction of these two set of
information. Moreover, in his theory of the preemptive action, Dahl enlarges this approach, in that he
claims that in order to guarantee a successful outcome two factors must not be omitted. On the one
hand the intelligence agencies have to provide the decisionmakers with tactical warnings, on the other
hand they must receipt these information to contrast any attack. The use of tactical warnings does not
suffer of vagueness, as strategic warnings do, providing specific data to urge the decisionmaker to
take action.
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CHAPTER 2

Industrial Espionage and counterintelligence

2.1 The genesis of industrial espionage
As mentioned in the previous chapter, the role played by economic intelligence in the past centuries
has reshaped the economic scenario, giving rise to a struggle for world economies to acquire
information that could enhance competitiveness of countries. At this regard, state companies have
put their efforts to protect these data from foreign competitors in order to prevent the threat of
appropriation of critical information and technological innovations by other actors. The new global
spectrum has showed how economic intelligence communities are deemed essential to protect state
national security issues, given the strong correlation between economic security and national interest.
Indeed, the wideness of the global networks make state control over intellectual properties hard to be
guaranteed, given the inadequacy of international legislations in providing a comprehensive legal
framework to address these threats. Indeed, the issue of industrial espionage has gained momentum
in the last century, giving rise to new challenges for economic actors, enhancing the growing
importance of economic crimes in the light of economic security. Nonetheless, this is not a recent
practice.
Indeed, since ancient times, tribes, populations and the first proto-societies resorted to means of
gathering economic means, since the struggle to secure economic resources was crucial for their
subsistence. It is worth mentioning that the misappropriation of trade secrets can be allegedly traced
back to the Roman Law, where the actio servi corrupti was intended to protect commercial interests,
since rival landowners often resorted to bribe slaves to make them reveal commercial information of
the owner, thereby guaranteeing legal protection to anyone who had been harmed by those illegal
means.89 Once again, the Serenissima Republic of Venice can be considered one of the first examples
of activities concerning espionage, where it was introduced a corpus of laws that fostered venetian
merchants to travel oversea to gain new technological innovations and licenses, guaranteeing the use
of such machine to whom had been able to bring it in the Republic. Moreover, the “war of the mirrors”
of 1664 between the Serenissima and France can be considered a cornerstone of economic espionage.
Indeed, the venetian spies struggled to prevent that the manufactural skills of the glaziers of Murano
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could reach the court of Luis XIV.90 As a matter of fact, every citizen of the Republic who was in
foreign countries had to report the homeland about any innovation and whatever they could grasp.
Moreover, the willingness of protection of such information spread in other countries like France,
where they were considered as belonging to the royal elite, while after the French Revolution, patents
and copyright gained independence from the government intervention as part of the nature of
innovation. On the other hand, the English elites claimed that any license had to be attributed to the
royal monopoly to guarantee continuous innovations.
Furthermore, the 19th century gave rise to several early industrial espionage activities, as it can be
noticed with the case of John Lombe, who after having worked in Italy, returned to England with new
knowledge and built a mill with the know-how obtained in Italy. Similarly, Germany and the United
States acquired technical knowledge on the mills by the migration of workers from the
abovementioned European countries. One of the most peculiar case of industrial espionage concerns
the undercover activities of the American entrepreneur Francis Cabot Lowell, who managed to steal
technical information about a steam engine mechanism used for textile industry in England and
guaranteed solid basis for the economic growth of the United States. Episodes of industrial espionages
can be traced back also in the Asian region. Indeed, England was very interested in gathering
information on the production of tea from China, involving also the East India Company, that sent a
Scottish botanist to steal such information in order to be transferred in Indian fields.91 The success of
his mission determined the establishment of Indian tea industry as one of the most important world
exporters.
In the 20th century, world conflicts pervaded the agenda of policymakers and the spotlight of national
issues gravitated around military security, aiming at guaranteeing the best weaponry to seat among
the winners. Indeed, the enactment of the Espionage Act of 1917 was one of the first attempts of the
American political elite to protect information regarding military operations during World War I.
Moreover, the aim of President Woodrow Wilson was to prevent any foreign interference in
American domestic affairs, issuing punishments for anyone who was found guilty to plot against the
United States, although focusing mostly on military operations rather than providing legal means for
preventing industrial espionage. The Cold War era increased the importance of industrial espionage
due to the economic asymmetries among the two blocs, to the extent that the Soviet Union resorted
to intelligence activities to fill its economic backwardness due to technological gaps, in which it is
worth mentioning the role played by the Stasi and KGB in the acquisition of western critical
information regarding communications and IT. Indeed, industrial espionage was a tool for East
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Germany to fill the economic and technological gap with the western counterpart in the 1970s,
resulting in the production of the IBM 360. Despite that, the east German economy found it hard to
harmonize the stolen information in their business environment.92 Moreover, East Germany failed in
achieving economic gains because the focus on industrial espionage lessened investments in human
capital and research, thereby an easier access to information resulted in a structural inadequacy for
German economy to gain from these innovations.
In 1979, the Uniform Trade Secrets Act first provided a common legal background for the protection
of trade secrets at state level, clarifying the notions of misappropriation and trade secrets. The real
watershed came with the Economic Espionage Act of 1996, that for the first time criminalized the
theft of trade secrets, providing a definition of them, described as any kind of information that
required protection measures for their economic value, deemed inaccessible to the public. The
enactment of the EEA provided legal basis to safeguard companies’ intellectual properties issuing
fines and imprisonment for individuals with the intent of steal information, allowing at the same time
the company to ask for a refund for the misappropriation of its trade secrets. At this regard, it is
possible to draw a distinction between the concept of economic and industrial espionage, since the
former concerns government’s involvement in collecting information while the latter does not require
the political elite to be involved. Indeed, economic espionage has its basis in on the governments
support to enlarge the national economic power by stealing data of foreign companies, such as
inflation rate or the amount of research and development expenditures. The notion of economic
espionage varies from country to country. For instance, the Canadian definition provided by the
Canadian Security Intelligence Service describes these activities as illegal and coercive, highlighting
the correlation with economic intelligence, since the information stolen are often related to the
competition and productivity of the countries. The American definition of the concept can be found
in the Economic Espionage Act, that appears to be quite similar to the Canadian one, despite the fact
that the technological data can refer both to economic and military targets.93 On the other hand, the
notion of industrial espionage first appeared in the literature during the1960s. The definition of term
varied depending on the dimensions considered, being it ethical, highlighting the “dishonorable
methods”94 of this activity, or legal, since stealing information breaches domestic law of any
countries, and most of recent definitions highlighted the economic value of industrial espionage,
focusing on the interest of any economic actor in being more competitive in the economic scenario
by gaining trade secrets and thus economic advantage. Moreover, the term corporate espionage has
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often been merged with industrial and economic one, although the former refers to the activity carried
out by a corporation against another. What comes out of these concepts is the variety of actors
involved in espionage activities, since both states, companies and corporations take part in the
economic environment and building a good defensive strategy to protect trade secrets encompasses
all the levels of the business organization. Moreover, globalization built a wide network of actors,
crossing state boundaries and spreading technological innovations, thereby enhancing the risk of
being threatened by the theft of critical data. Indeed, in order to better grasp the notion of industrial
espionage and its development, it is worth considering several conditions that contribute to the
planning of a solid espionage activity. According to Daniel Benny95, the motive can be considered
the most important element to be taken in consideration, focusing on the aim of the espionage activity,
or more generally, what fueled individuals’ behavior to engage in stealing information. It is
commonplace that the reasons behind these actions are principally moved by the desire of earning
more money, even though the actor’s intent can be also fueled by revenge, political or religious
beliefs.
It is worth considering industrial espionage as a zero-sum game between competitors, since they can
benefit or be harmed by the market depending on the actions of their rivals, both influencing behavior
of the consumers. In a certain way, the world of academia argues that the concept itself differs from
economic intelligence for a question of legality of the actions themselves. Indeed, companies engage
in different strategies to access to trade secrets of other competitors, struggling to bribe employers or
fostering the likelihood for university students to apply for internships opportunities in foreign
companies to grasp information from the host enterprise. When analyzing the main players in the
framework of industrial espionage, it is worth noticing that the scenario is quite wide. First, the private
and public sector, that aim to gather industrial secrets of foreign countries to be more competitive.
The companies themselves often rely on the role of insiders to steal the know-how of other
competitors, while in some cases criminal organizations use the networks of information to engage
in copyright piracy activities. The role of the hackers is gaining momentum with the technological
development, to the extent that they operate both on behalf of private and public sector. On the other
hand, the spread of economic agreements such as import-export or friendship societies are considered
tools to better fit in the competitors’ network of information. For this reason, it is worth mentioning
the speech of Edwin Sutherland who defined industrial espionage as a “white-collar” crime, to
highlight the fact that this kind of activity can be perpetrated by anyone who had respectability and a
high social status in his occupation, stressing the fact that these crimes often are non-violent and take
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place in economic environments to increase financial gains.96 Indeed, the speech of Sunderland
underlined the hard challenge of international criminal laws in seeking out the perpetrators of these
types of crimes, to the extent that law enforcement is not enough to prevent these types of activities,
in that these criminal statues does not concern the protection of trade secret and prosecution of these
cases are often kept secret. The legal theoretical framework behind the protection of trade secrets has
its roots in utilitarianism, since copyright and licenses are deemed as pure properties, to the extent
that countries laws have to enforce their statutes to prevent and punish any misappropriation and theft.
On the other hand, protection of trade secrets concerns also the behavior of the whole business
society, since actors pretend to be assured by the legal codes that their efforts in creating new
knowledge will not be vain, whether the crimes against trade secrets theft would not be sanctioned.
At this regard, it can be argued that the laws on trade secret are based on three key elements. On the
one hand, morality and ethics in business, in order to build the basis of strong commercial
relationships to better provide knowledge and economic aid. In parallel, the status of the productors
of knowledge must be protected on the market as owners of trade secrets by safeguarding their privacy
right against industrial espionage. Indeed, laws on protecting trade secret had its roots in the Vickery
v. Welch case of 1837, in which a chocolate producer refused to keep the secret of its recipe claiming
that it had no license in the production of chocolate.97 The court ruling highlighted and recognized
that the value of intellectual property and commercial secrecy is to be considered even in absence of
patents. The US law regulation on trade secrets developed through the decades. Indeed, in the case
Peabody v. Norfolk, an employee was accused to have shared the secrets on the machineries to other
factories, and for this reason, the court first claimed the secrecy of the information as breach of trust
of the employer, because the secret was deemed important for the interests of the plaintiff. During
the last centuries, several cases of civil litigations regarding the misappropriation of protected
information have shown the lack of civil and criminal law in providing a legal remedy for protection
of trade secrets. Indeed, criminal legislation provides sanctions to avoid the repetition of the crime in
the future cases, while civil laws’ aim is to settle the dispute by balancing the situation compensating
the harmed and providing a reestablishment of the pre-existing status quo.
Moreover, industrial espionage affects national economic security to the extent that the target
countries lose their competitiveness in the international market due to an increase in unemployment
and lack of economic stability. At this regard, target companies often rely on keeping the secret about
these activities that took place against their interests, to avoid any negative effects on economic
reputation of the national economy. Indeed, several countries struggled to enhance
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counterintelligence methods with the creation of new agencies such as the Advanced Persistent Threat
and the Signals Intelligence.98

Figure 2. Top-targeted sectors by industrial espionage activities (Layer Seven Security
2013)
As mentioned in the previous chapter, the post-Cold War era reshaped the role of espionage, being
no more limited to the political and military sphere, depicting a new dimension of economic
competition, focusing on stealing intellectual property and technological innovations rather than
military weapons. World companies have become the fulcrum of the business, being increasingly
involved in industrial espionage, focusing on boosting economic competitiveness. Despite that, few
world economies recognized the impact of stealing trade secrets in respect of countries’ economic
security. In 1991, the American business community found out that more than sixty companies had
been harmed by theft of protected information, and this trend showed that foreign competition was
reshaping the economic scenario, to the extent that industrial espionage was a real threat for the
American economic growth. Indeed, during the Clinton administration, the Secretary of State Warren
Christopher asserted that economic security was deemed to be one of the urging policy goals, warning
the public opinion that trade policy and economic competitiveness were considered a catalyst for the

98

D. Bevere, L'Intelligence Istituzionale come leva strategica per annullare gli effetti dello spionaggio industriale e
sviluppare una moderna politica industriale per la competitività nazionale, 2015

50

national security. At this regard, the FBI claimed that espionage activities against US economy
increased in the decade of the 1990s, claiming that even those countries that were considered allies
were targeting the United states. At this regard, it is worth recalling the words of Pierre Marion “in
economics, we are competitors, not allies.”99 Indeed, the French intelligence community argued that
during the Cold War era the alliance was against the threat of the communist bloc, but nevertheless,
it does not avoid any theft of technological and industrial secrets. Indeed, it can be argued that the
French intelligence community was one of the most active in industrial espionage activities, as it can
be shown by the case of IBM in 1987. As a matter of fact, the Direction Générale de la Sécurité
Extérierure was one of the leading French intelligence agencies, that after its foundation in 1982,
started providing knowledge to the French economy. One of its goals was to find out which kind of
information could benefit the French industries, arguing that the American Texas Instruments
Corporation and IBM were to be considered target to collect industrial secrets for its position as leader
in computer technology. The French strategy relied on the recruiting of employees to steal economic
knowledge, and the operations lasted until the 1989, when the CIA and FBI uncovered the
operations.100 Moreover, the American intelligence community argued that the French espionage
activities were one of the most known in the global scenario, to the extent that even the American
aerospace sector was targeted by the French industrial spying.
It is worth mentioning the argument of the journalist Peter Schweizer, in that he claimed that countries
that were allied to the United States during the Cold War such as Germany, France and Israel, were
allegedly responsible to steal technological innovations in the American territory. Moreover, he
revealed that the CIA complained those allied countries to have resorted to espionage activities to
gather economic information, based on the data provided by the National Counterintelligence Center,
in which came out the involvement of Israel in economic espionage activities. The Senate Intelligence
Panel made a report following the allegations of the CIA, thereby confirming the illegal activities of
Israel, shocking the public opinion for the historical political cooperation between the two countries.
Furthermore, it was clear that Israel aim was to gain military knowledge from the US. Despite the
fact that the report did not displayed the identities of the nations, being depicted as “Country A and
Country B”, the descriptions of them led the panel to France and Israel.101 The report had a great
geopolitical importance, raising awareness among the American political scenario on the issue of
economic security. During the 1990s, several cases of industrial espionage made it into the public eye
that those illegal activities were affecting the economic security issues of the United States and having
an impact on the competitiveness of American companies. A proof of that can be found in the case
99

P. Stewart, Role of US Government in Industrial Espionage, National Defense University Fort McNair, 1994, p.9
Ivi, p. 10
101
H. Nasheri, Economic Espionage and Industrial Spying, Cambridge University Press, 2012, p. 15
100

51

of British Airways industrial spying of 1993. Indeed, the BA staff was accused of stealing documents
and accessing information of upper-class passengers of Virgin Atlantic in order to engage in a struggle
to set the American company out of business. This episode reshaped the value of the cooperation
among the two countries, that can be traced back to the Cold War era, when the British air espionage
system was increasing its leading role in intelligence gathering since the theft of the Luftwaffe
pictures of the territory of Soviet Union, that put the first stone to the basis of the two intelligence
systems cooperation. Indeed, in the following years the two countries shared knowledge among them
about aircraft design, resulting in a win-win situation for activities of aerial reconnaissance and
electronic intelligence gathering over the communist bloc, thanks to the agreement signed by the
Royal Air Force and the United States Air Force on intelligence targets. Indeed, the British role in
supporting the activities of intelligence gathering through aerial reconnaissance lasted until the case
of U-2 spy plane shot down by the soviet Air Defence Forces. Despite being a critical event of the
Cold War, that had a worldwide political impact on the public opinion, fostered the decision of the
United States to engage in a satellite reconnaissance programme, autonomous from the British
counterpart. The British media industry was also involved in a case of industrial espionage during the
early 2000s. Indeed, the NDS satellite company was allegedly charged of having stolen the data of
the smart-cards technologies of the French Canal Plus TV company. By doing so, it boosted the piracy
on pay channels, and allegedly financed British hackers to engage in these illegal activities, thereby
contributing to the economic collapse of the French company.
This case raised the awareness on the importance of hackers and piracy in espionage activities.
However, the most famous case of industrial espionage took place in the early 2000s, when several
employees of the Swedish multinational Ericsson were allegedly accused of disclosing protected
information to foreign powers, thereby causing a breach of the company security law. Despite the
fact that the three arrested people were not senior or held high-ranking positions the case had a huge
impact on Swedish national security. Indeed, Swedish authorities claimed that two Russian diplomats
were allegedly involved in the abovementioned case, to the extent that Sweden based its decision on
the fact that the Ericsson employees arrested were linked with Russia. Moscow promptly responded
with the expulsion of two Swedish diplomats, arguing that Sweden was using a rhetoric of the “Soviet
foreign policy era”.102 This event led to some modification in the Swedish legal codes that
encompassed industrial espionage in the category of crime of spying, since it was considered the first
real case of espionage in the country. Indeed, the information stolen by the employees were classified
as confidential, thereby causing an injury against national security. Indeed, it is worth noticing that
the case of Sweden highlighted the link between technological innovations and national security
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issues, because the knowledge provided by the companies contribute to the reinforcement of national
defense, and for this reason the case had a significant impact on the whole nation.
Indeed, the Russian espionage system was one of the most powerful in the world, from the KGB
structure that aimed at destabilizing the enemy. With the presidency of Boris Yeltsin, the espionage
agencies became stronger and especially with Putin presidency in 2012 the intelligence community
enlarged its structure under the hydra model. As previously mentioned, the Russian intelligence
system is marked by a continuous rivalry among all the agencies, reflecting a wartime mindset and a
corruption culture. In 2010 the British Security Service claimed that the Russian espionage activities
are similar to those perpetrated in the Cold War period, because there are so many intelligence agents
from Moscow in London that this number can be compared to the Soviet era.103 As shown with the
Ericsson case, European countries have a clear image of the Russian espionage service, to the extent
that its increasing aggressiveness has warned security agencies of every country of the region. In
particular, the Scandinavian countries, such as Norway, have already pointed out that Russian
espionage system can jeopardize Norwegian economic interests, being a huge challenge for its
national security service, as well as Sweden has raised awareness about the likelihood of Russian
espionage to target Stockholm for military goals. The Russian espionage system appears to be one of
the most structured and ideologized, due to the strong political support of Moscow to intelligence
community, as a guardian of national integrity. Indeed, the espionage system relies also on coercive
use of force to access to protected information, as a way of monetizing security. According to Mark
Galeotti, there is evidence that hackers of Moscow are often hired by the Russian intelligence services
to attack different targets, being them rival countries or websites. Furthermore, the budget of these
agencies boosted in recent years and intelligence agents have increased their political weight also
outside the Kremlin. Moreover, the Russian espionage system aims at cooperating with Russian
companies to close economic deals with foreign competitors, to gain strategic access to protected
information and technologies. Indeed, the GRU agency struggles to collect technological innovations
that otherwise will not be available by Russian economic assets. An example of that can be the case
of Arc Electronics Inc., a Texas-based export company, in 2012. More precisely, the FBI accused
several Russian agents of illegally exporting high-tech microelectronics such as surveillance systems
and radars from the United States to a Moscow firm.104 The Russian agents have overridden the
government licensing system and shipped these products to Russian users that otherwise could not be
produced in Moscow. On the other hand, in 2009, Germany security agencies have proved that the
Russian espionage activities tried to steal technologies for the renewable energy sector. It can be
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argued that Russian intelligence agencies rely on industrial espionage to promote country’s economic
growth, supported by the president by a rhetoric of protecting national economic security. Thus,
industrial espionage is considered as a way to boost modernization of Russia and increase the
competitiveness. Moreover, it is clear that the Russian economic intelligence services are primarily
focused on acquiring military technologies, although engaging in espionage activities against
European companies in the field of renewable energy and electricity. In conclusion, Russian
espionage activities have an old history that can be traced back to Soviet times. Indeed, after the birth
of the Soviet Union, the communist leadership struggled to foster technological development and
guarantee a modernization of the industrial production. Indeed, Soviet technicians were interested in
the American Ford Motor Company industrial methods introduced by Henry Ford. However, the
soviet conditions for an effective industrial system were not fit for that, lacking organizational skills
and inflow of materials. Moreover, the technical difficulties were mixed to the state ideology,
resulting in a mere copies of Ford vehicles, while the Soviet aims were at investing in heavy
weaponry, thereby cars remained a luxury good for soviet people, despite the huge demand of these
goods.105
As evidenced in this chapter, industrial espionage is an old issue, existing from the ancient times and
shaping the behavior of economic actors. Competitiveness is the engine that moves the vectors of
information gathering, increasing rivalry among each world economic power. The cases mentioned
show that industrial espionage is not only intended as an illegal activity perpetrated by one company
to another, rather it can be an issue of national security, leading to diplomatic crisis or affecting the
economic growth of the country. The advent of globalization fueled industrial espionage opening new
channels of information, overriding domestic legislation and posing new challenges to businessmen
and decisionmakers. The very definition of industrial espionage highlights the importance of
companies and multinationals as key non-state actors, reshaping the role of the states. The advent of
cyber dimension widened the opportunities for hackers to gain access to protected data, being hired
from world powers to steal trade secrets and technological innovations. Indeed, in 2006, the
Reinsegnements Généraux showed that the small companies were more targeted than bigger ones by
espionage activities.106 At this regard having a strong economic intelligence community plays a key
role in prevent those kind of activities, to safeguard the whole economic system, developing strategies
to counteract these crimes, reinforcing the cooperation among private and public spheres and
providing an international legal framework to tackle these threats and be more competitive in the
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economic scenario. Indeed, the next chapter will focus on the counterintelligence measures adopted
by countries to protect their know-how against foreign competitors.

2.2 Counterespionage and economic security
55

In the last century industrial espionage evolved along with the development of the globalized world.
Indeed, the growing interdependence among the actors of the international scenario widened the
network of information, technological innovations made it easier to access to the cyberspace, and
non-military technologies gained momentum, covering the space that weaponry industry occupied
for a long time. In this new geopolitical framework, world economies resorted to industrial espionage
to fill the economic gap generated by asymmetries and adjusting the competitive balance. Theft of
trade secrets is the game in town that draws several actors in resorting to these illegal means, due to
the fact that stealing innovations is better than investing time and money in producing them, thereby
saving capital to invest in other projects. Consequently, industrial espionage seems to be more than
an economic security issue.
At this regard, in 2013 the General Intelligence and Security service of the Netherlands, highlighted
in its report that industrial espionage activities are to be conceived as one of the most warning threat
to national economic systems and thereby deeming any attempt to steal know-how as a violation of
national security boundaries. Indeed, in the aftermath of the Cold War, the concept of economic
security gained momentum as part of the national security issues, establishing a real interconnection
among the two concepts. As a matter of fact, states engaged in safeguarding their knowledge resorting
to strategic tools to protect their companies. At European level, the economic system of the Union
has acknowledged the impact of industrial espionage on European companies, claiming that at least
20% of European firms have been harmed by these espionage activities. From a survey conducted by
the European Commission, IT, health industry and finance seem to be the most targeted European
sectors, and the majority of stakeholders argued that industrial espionage involves any type of
company that holds protected information and has an impact on the whole society. Indeed, only cyber
theft of trade secrets causes potential unemployment and impacts on economic growth. Furthermore,
the inadequacy of European small and medium enterprises to implement counterespionage measures
reflects a wider weakness in planning strategy to tackle this issue.107
More recently, on June 2016, the European Parliament and the Council enacted a directive proposed
by the European Commission that set the conditions for the standardization of national laws to protect
European companies against the misappropriation of trade secrets, although not issuing criminal
sanctions. Moreover, it establishes civil means to safeguard anyone whose trade secrets were stolen,
by removing from the market any goods whose production was obtained with the misappropriation
of trade secret and establishing the right to compensation for the harm caused.108 Moreover in 2018,
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the European Commission run a workshop on cyber industrial espionage, at which both the European
business and academic world joined, aimed at focusing on the role of cyber theft of information and
drawing an effective strategy based on a multi-disciplinary approach, implementing preventing
measures to stop these illegal activities, fostering cooperation at international level and reinforcing
European laws on theft of trade secrets.
To better grasp how counterespionage and economic security are intertwined concepts, it is worth
noticing that any attempt to steal protected information can be considered an activity of espionage,
thus a threat to the national security. Moreover, the issue of counterespionage is always been one of
the most crucial tasks of the intelligence communities since the early 20th century. Indeed, the Secret
Service Bureau of United Kingdom was established in 1909 to monitor the intelligence activities in
foreign countries, and most of all, it focused on espionage and counterespionage activities to gather
information on the Imperial German Navy. In the interwar years it was created a special bureau that
was responsible for any foreign counterespionage activity, while in the Cold War, the activities of
counterespionage were mainly directed against the Soviet threat, shifting to counter-terrorism issues
in the late 1980s-90s. On the other hand, Canada put its efforts in focusing on counterespionage
activities of foreign countries with the creation of the counter-intelligence Branch as a part of the
Canadian Security Intelligence Service, investing its resources in issues of economic security and
espionage. In 1995, France created the Comité pour la Compétitivité et la Securité Economique to
tackle the issue of industrial espionage and other economic crimes, providing support to French
companies to protect the domestic know-how. The reason why the issue of counterespionage gained
momentum in the international scenario can be ascribed to the fact that economic espionage became
one of the leading illegal activities in the aftermath of the Cold War, leading world countries to
strengthen their economic intelligence systems. Indeed, gaining the best technologies and innovations
was considered by global powers as a tool to increase competitiveness in the new economic
environment, thus economic espionage became the most efficient instrument to defeat competitors
and keep pace with the modernization. As showed for the case of European Union, the United States,
after conducting a survey, realized how industrial espionage has had a negative economic impact on
the American economy, acknowledging how that manufacturing and high-tech industries had been
the sectors the most targeted, while pricing information and contact details were the information
stolen the most. 109As a matter of fact, in the late 1990s, the majority of world countries acknowledged
the key role of counterespionage activities for the preservation of their economic security, having the
latter acquired a key role for countries in defining their main security issues. Indeed, the new global
scenario economic security and national security became intertwined, since international relations
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have been reshaped on competition and trade policies. For this reason, intelligence communities have
to strengthen their role in both political and economic means, being they strongly interconnected and
adapt their strategies to tackle the threat of industrial espionage.
According to Vecchiarino, industrial counterespionage can be defined as any attempt to prevent the
misappropriation of protected information from foreign country, to avoid any jeopardization of the
whole economic system. In his view, this concept can be analyzed both in a defensive and offensive
dimension.110 Indeed, it is commonplace that counterespionage has a defensive approach, by
developing strategies aimed at stopping any espionage activities and protecting the know-how from
foreign stealing methods. However, Vecchiarino argues that its offensive connotation is the key factor
of counterespionage activities, since it concerns the planning of the strategies conceived to safeguard
and protect knowledge and crucial infrastructures necessary for the preservation of national economic
security. At this regard, industrial counterespionage mainly deals with any activity aimed at
guaranteeing the competitiveness of domestic firms, including both technological and commercial
aspects, aimed at the protection of intellectual property, fostering cooperation among companies and
the economic intelligence community. Moreover, counterespionage monitors any movement of the
market, both analyzing the curves of foreign demand and supply to guarantee a minimum level of
competitiveness. Of course, the defensive dimension deals with the activity of counteract any attempt
of espionage, perpetrated by both companies and foreign countries, with a particular mention to the
operations of deception. Indeed, counterespionage measures rely also on a set of actions that aim at
deceiving the competitors, distorting the portrait of the economic status of the country targeted, in
order to let the competitors turn to a different strategy that will benefit the former rather than the
latter. Similar to these operations, the dissemination of fake information can be a useful tool to
uncover any foreign espionage network. Indeed, as Sun Tzu argued, gathering information about the
enemy is one of the best ways to succeed in war, and for this reason, managing to infiltrate agents in
foreign economic intelligence communities can be a tool to know in advance the targets. Moreover,
it is worth mentioning the importance of the selection of the employees, to guarantee appropriate
personnel that will not be influenced by any attempt of bribery.
What comes out from this analysis is that industrial counterespionage is necessary in order to
guarantee the safeguarding of national economic security and prevent any misappropriation of
protected information. There seems to be a widespread consensus among each economic intelligence
community on the importance of the engagement and cooperation among industry sectors, companies
and the state, enforcing on the one hand the legal background around the issue of theft of trade secret
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and in parallel, while educating stakeholders and businessmen on the importance of the threat of
industrial espionage and its impact on the whole economic system.
In Italy, the path of economic counterintelligence gained momentum in the last decades, especially
after the reform of the law 142/2007. The notion of economic counterespionage has been gradually
widespread in Italian companies, collaborating and creating links with the economic intelligence
community that in turn provides tools for the protection of the know-how and trade secrets. Moreover,
the very issue of economic security involves all the aspects of the business world, from the protection
of information to the analysis of the economic environment, to better plan a counterintelligence
strategy that preserve the status quo of the country. Indeed, the Italian counterespionage scenario
mainly gravitates around the activities of the departments of the Agenzia Informazioni e Sicurezza
Interna, in that the economic and finance bureau controls any capital flows and the impact on the
national economic security, while the counterespionage department aims at ensuring that the
economic and scientific know-how will be protected against any attempt of misappropriation from
foreign companies. The AISI, along with Confindustria and the Prime Minister’s Office, drafted a list
of almost one hundred Italian companies to be monitored, being them both public and private, that
play a central role in development and research providing innovations and knowledge, thereby
avoiding being targeted by foreign competitors. This project aims at strengthening the Italian
counterespionage strategy providing a clear portrait of the allocation of protected information that
deserve to be safeguarded by any attempt of industrial espionage. As shown in the list, IT, aerospace
industry and nanotechnologies seem to be the most targeted sectors by foreign competitors.
As a matter of fact, the cyber dimension represents the most used operational field in which industrial
espionage exploits the vulnerabilities of the targeted networks to steal protected information. Indeed,
the advent of new technologies fostered the introduction of new methods for data storage and analysis,
increasing the likelihood for networks of being more vulnerable. Indeed, the case of Italy shows that
the intrusion in the web-based network of the Italian companies has doubled from 2009 to 2011, using
methods of spear phishing and cyber ransom. It is worth noticing that those kinds of attacks have a
weaker impact on the company’s economic security than any illegal activity aimed at violating the
Internet Protocol address of any firm to steal protected data and patents, or in other cases to the
misappropriation of the organizational structure and the know-how of the company. The Advance
Persistent Threats (APT) constitute one of the most efficient cyber-attacks, since they are intended to
target specific objectives rather than mere mass operations, being slower to be implemented but more
successful among the cyber weapons.111 Indeed, the peculiarity of those attacks is that the hackers
know exactly which information to target, since these operations are intended to be well prepared by
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team of professional hackers. The design of the attack can be both for espionage or sabotage reasons,
and often it can involve the use of phishing email to infiltrate into the network exploiting its
vulnerabilities, thereby allowing the access to protected information. Indeed, the use of malware is to
gain the access to the IP of the multinational’s web network, with the aim of gathering data about
strategic sectors. There is evidence that the increasing risk of being targeted by cyber-attacks is
extremely linked with the spread of new technologies, such as smartphones or tablets, that are worth
mentioning for exploitation of the cloud storage systems, while the cyberspace itself became an open
field in which information flow in order to guarantee a global sharing of data. However, the knowhow available on the web has to be preserved by counterespionage measures that are intended to
avoid the misappropriation of protected data as well as safeguarding the reputation of the economic
actors, that in the economic scenario has acquired a crucial role for global competitors.
The issue of industrial counterespionage is gaining momentum in the economic scenario, involving
political decisionmakers of the main world economies to take action against espionage activities,
raising awareness about the risk of being stolen protected information that in turn, could jeopardize
national economic security. Indeed, the intelligence community keeps on providing tools for the
countries to monitor the activities of foreign competitors being potentially in conflict with national
interest, to avoid any attempt of stealing technologies produced by domestic companies. The Italian
defense industry in particular has followed the European path of cooperation among European
countries in safeguarding the industrial and technological know-how, fostering integration and
stimulating national economies encouraging national industrial projects that otherwise member states
would not be able to undertake. Indeed, The European Defence Action Plan, proposed by the
European Commission in 2016, aimed at boosting cooperation in the field of defense and security,
supporting investments in research and development of defense technologies.
The Italian scenario shows that the cyber-attacks directed against the Italian companies aim at
committing fraud, with the use of phishing email, that according to the data of the Milan Observatory
for Information Security & Privacy, constitute the 83 % of the attacks.112 Moreover, the inquiry shows
that 78 % of the attacks are planned for extortion, while espionage covers the 46 % and 36 % for
disruption of service.

112

Cfr. Osservatorio Information Security & Privacy, School of Management of Politecnico di Milano

60

Cyber Attacks
0,9
0,8
0,7
0,6
0,5
0,4
0,3
0,2
0,1
0
Phishing

Extortion

Espionage

Disruption of service

Figure 3. Tactics used in cyber-attacks (Osservatorio Information Security & Privacy 2019)
Furthermore, the principal targets of those cyber-attacks are mainly email accounts for the 91% and
social media, 68%, followed by e-commerce portals and web sites. There is evidence that the main
vulnerability of Italian firms concerns the human behavior, in that the 82 % of Italian firms claim that
the inattention and lack of awareness of the employees represent a crucial element for the security of
the company. Indeed, the majority of Italian companies has already started training plans for its
personnel to curb social engineering attacks.
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Figure 4. Targets (Osservatorio Information Security & Privacy 2019)
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2.3 Social Engineering
As showed in the previous sections, the human factor seems to be a crucial element when assessing
industrial espionage. Indeed, human interactions are at the basis of the continuous exchange of
information, in which psychological dimension play a huge role, in that trust and loyalty are the main
vectors that direct the interrelations among businessmen and employees. For this reason, espionage
activities often rely on the human nature to exploit companies’ vulnerabilities and get access to the
company itself for financial gains. Indeed, according to a former hacker “the human factor composes
the weakest link of the security chain”.113 The definition of social engineering refers to the art of the
manipulation of people, being similar to a simple fraud, with the aim of stealing protected
information. A huge variety of authors have provided similar definitions, highlighting the important
role played by the psychological dimension, in that social engineering is not just a mere interpretation
of a part, pretending to be someone else to exploit vulnerabilities of the individuals. Indeed, the
conditio-sine-qua-non of the issue is the ability to induce someone to take a specific action by relying
on social skills rather than technical ones. Before approaching to the social engineering attack
framework and inspecting the whole set of elements by which it is composed, it is worth mentioning
that the ability to persuade people to get confidential information can be traced back to the ancient
times. Indeed, since the lyrics of the Homeric poem Odyssey, the ploy of the Trojan Horse set up by
Ulysses can be analyzed as the first case of social engineering. Indeed, this strategic scheme was
planned to exploit human weakness, being well aware of the surrounding environment of the target.114
Despite the fact that each attack is different for the variety of conditions surrounding the actors, social
engineering attacks present the same framework. Indeed, there is evidence that social engineering
goes through four steps.115
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Figure 5. Social engineering (Social Engineering Attack Mitigation 2015)

The first phase concerns the information gathering, the foot printing step, in which the attackers point
out the individuals they can establish a connection with. Indeed, the possibility of success of these
types of attacks depends a lot on the relationship established between the two parties. The attackers
are interested in gathering specific data about the targets, such as the agenda of the employees, with
their personal data and phone numbers, and about the company itself, studying the organizational
structure and any information regarding the area and position in which the company is located.
The second step concerns the relationship development by establishing a bond of trust with the target,
after having pointed out those who will be the bridge for the attackers. This step is considered to be
crucial since is constitutes the basis of the frame victim-perpetrator. In several countries, the rules of
the companies claim level of trust to be high, thereby employees will not be suspicious of establishing
new links.
The third step is about the real essence of social engineering, the manipulation of the target. Indeed,
the trust gained by the attackers in the previous step has contributed to the likelihood of gathering
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confidential data by the employee, that in turn will be comfortable in telling sensitive information to
the attacker. This step is crucial to guarantee an easier access in the company’s network, since the
more the employee trusts the attacker, the better will be the outcome of the operation. The last step
concerns the execution of the attack using the information provided by the victim and the exit from
the targeted environment by the attacker, without being uncovered by the personnel.
It must be made clear that social engineering attacks follow two types of paths, depending on the use
of technologies or human factors. The former concerns any attempt to steal information by the use of
cyber-attacks that will induce the victim to give personal information to the hacker. An example of
that can be the use of popups, that will draw the attention of the user on the fact that the laptop needs
to be updated, thereby requesting the authentication data of the employee. In this way, the hacker will
be provided of the username and password of the victim to access the network. On the other hand, a
strategy based on the human weakness exploits the behavior of the victim, especially targeting those
who do not have knowledge about the security issues of the company to the extent that will be
potentially inclined to trust the attacker. Indeed, in the last case, communication and interpersonal
skills take the stage. The human behavior of the victims constitutes the most complex battlefield for
attackers, in which psychological factors play a huge part. As a matter of fact, attackers exploit the
weakest traits of human behavior. One of the most common features of human behavior is to fear
those who have an authoritarian role in the company, being afraid of the position that this person
holds rather than the individual himself. Indeed, the attacker will act like one of the managers of the
company to intimidate the employee, thanks to its respected reputation. Another common human trait
is, in part, the inclination to be helpful with the others in the company. Indeed, as the American
security analyst K. Rhodes argues, companies often train the staff to be helpful rather than being part
of the security process.116 Indeed, according to Rhodes, in certain situations the employees will be
inclined to disclose a lot of information just to solve people claims, thereby simplifying the way for
attackers to gain protected data. Moreover, many employees are often bored of their work routine,
paying less attention to their task, thereby providing instruments to the attackers that will exploit this
attitude to gain personal information. The knowledge of the victim is another point that it is often
exploited by the attackers. Indeed, the latter often try to make the victim comfortable in giving
protected data, removing the likelihood of any security breach, being in parallel a proof of great
knowledge of the victim. On the other hand, attackers exploit any lack of knowledge of the employees
about the security issues of the company, due to an improper training programs or unawareness.
Indeed, the attackers will exploit this condition of the victim, rushing the target into a situation of
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urgency in which he cannot afford any waste of time. Persuasion and influence are crucial in
manipulating the victim.
In order to better analyze the attack framework, it is worth mentioning the main strategies that social
engineers use to steal protected information. One of the most used tactics concerns the direct approach
to the victim, exploiting the bond of trust between them. As an example of that, hoaxing is one of the
most used form of persuasion, that concerns the ability of social engineers in producing fake
emergency situation in which the victim is induced to believe that the conditions created by the
attackers are real, being urged to take a decision without wasting time. Another tactic used in the
direct approach is tailgating, in which the attackers follow the victim into the company’s building in
order to steal confidential information. The most common type of this attack concerns the employees’
behavior of trust that will ease a physical access to the attacker into the building, being asked to hold
the door. Most of the cases of social engineering attacks involved the shoulder surfing approach, an
observational technique, in which the attacker spies the target while he is logging in the company’s
network, looking over his shoulder, to get sensitive data. This method is very easy to put in place
especially in crowded offices.
One of the most commonly used method of social engineering is the dumpster diving. Defined as any
attempt to search potential useful information that may have been discarded by the employees of the
company.117 Indeed, many address books, agendas, hard drives, calendars of meeting and copies of
ID documents of the employees can be instruments that can ease the access to the company’s
protected information, that can be found in the garbage. This method seems to be the safest for
attackers to gather information, since most of the times the company’s garbage is not put in a secured
location. In 1968, the case of the Pacific Telephone company in California was considered one of the
most relevant case of dumpster diving, when a young social engineer found a collection of documents
of the telephone company, including equipment delivery and manuals. For this reason, many
companies adopted the cross-cut papers shredders to avoid the reassembling of the document.118
However, with the advent of new technologies, social engineers resorted to new electronic means to
steal protected information. For example, the use of phishing is considered one of the predominant
methods used by attackers, that consists in the creation of web-sites and e-mail address that aim at
collecting personal information claiming to be financial institutions or government agencies. The
approach used involves the sending of an email as a decoy, whose message is to check the account
due to alleged security problems, with a URL that links to a fake web-site, whose interface is similar
to the real organization’s one, that in turn will induce the victim to accede using its credentials. Once
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the target has provided its personal data to the attackers, the information will be stolen, thereby
becoming a real identity theft. Indeed, most of phishing tactics exploit weak traits of human nature,
knowing the excitement of the victim whether an email claims that they had won a huge amount of
money, thereby asking for personal information to verify the user’s authenticity and get the money.
Moreover, this method is involving also the social networks, in which Facebook and Linkedin were
the principal network targeted by attackers. Furthermore, the us pop-up windows and malware is
spreading among hackers. On the other hand, spear phishing is a more restricted approach, since this
attack is directed to a targeted victim, rather than the whole staff. All these techniques concern the
use of internet, while several methods rely on a mere blind communication between the two parties.
This method is called vishing and its peculiarity is that it just involves the use of the phone, gaining
momentum with the phenomenon of telephone banking during the 1980s-1990s. The attackers often
pretend to be businessmen or bank officers, asking for personal information or protected data, similar
to the “quid pro quo” tactic, that claims to offer benefits in return for information. On the other hand,
the “smishing” methods concern the use of SMS rather than emails.
The reverse social engineering in turn, concerns a different method of attack, in which the social
engineer persuades the victim to acknowledge that the company will be put at risk by an espionage
threat, thus offering himself as the solver of the security threat. Indeed, the aim of this approach is
first to sabotage the system so that the victim will be in a position of seeking assistance to solve the
problem. Moreover, the attacker uses a marketing strategy in which he claims to be the only one who
has got the instruments to solve the problem. Indeed, by doing so, he establishes a bond of trust with
the employee.
As shown above, the development of IT has been a catalyst for information security of world
companies, leaving the stage to a wider spectrum of new security threats. Indeed, companies’ security
strategies aim at covering any aspect of security, both on technological and human nature,
acknowledging that a strong security policy is needed in order to protect the know-how from foreign
attacks, such as social engineering. Indeed, these types of attacks have a huge impact of on the firm
and on its staff. On the one hand, the theft of protected information undermines the organizational
structure of the company, jeopardizing its perception of security. Moreover, it affects negatively its
reputation and competitiveness, being at the base of any organization, shocking the employees and
turning away clients.
The brief analysis of this phenomenon shows how the human factor is a crucial element in
determining the outcome of the attack, being the main vulnerability of any security chain. At this
regard, the majority of world companies implemented several strategies to tackle this issue and
prevent any attack. First, security trainings for employees seem to be the most successful strategy,
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since the lack of awareness among the personnel appears to be the main weakness of companies (82
%).119 Indeed, these programs are intended to provide a full security training to employees to detect
and report any potential threat, establishing at the same time proper control mechanisms for
employees’ physical security, to protect strategic departments entrances from tailgating methods.
Moreover, 41 % of companies seem to have outdated IT systems, thereby resulting in system’s
structural and organizational weaknesses, thus not providing the technological basis to prevent those
attacks, such as installing firewalls and using a proper data classification method depending on their
level of importance. Indeed, establishing a policy for the disclosure of information can be a tool to
prevent any attempt to share sensitive data without being authorized. Furthermore, all these tools
must be included in a well accessible security policy to keep the whole personnel aware of any kind
of security threats and counter measures.
According to the Us Software Engineering Institute, three main factors contributed to the genesis of
social engineering strategies.120 First, the demographic ones, such as age, gender and personality, that
will affect the behavioral traits of the individuals, being more or less comfortable to be manipulated
by attackers. The second factor concerns the organization of the company. Indeed, a working
environment where there is lack of authority, job pressure, can affect negatively the performance of
the employees, resulting in dissatisfaction of personnel, creating the conditions for being targeted by
social engineering attacks. The last set of factors concerns human nature, in which emotions play a
huge role in influencing employees’ behavior.
What comes out of this brief analysis is that the traditional notion of information security has been
reshaped with IT and cyber dimension. Despite that, the human factor seems to be the weakest link
of the security chain of most of the world leading companies, jeopardizing the whole organizational
structure. Social engineers exploit human behavioral traits to enter the system and steal information,
overriding the set of technological countermeasures to protect sensitive information. Indeed, the real
defensive approach to this kind of attacks is to provide a comprehensive security strategy that will
focus on the role played by the employees, first as human beings, not as mere instruments of
production, to avoid manipulation and setting the conditions for a protected environment.
As a matter of fact, social engineering seems to be one of the most successful strategy to steal
protected information, with a new generation of attackers, who rely on their communication skills
rather than technical ones.
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It is worth noticing that social engineering constitutes one of the most consistent threat for economic
security, involving companies, government and individuals in providing strategies to tackle this issue,
creating conditions to strengthen the role of human nature in the aspects of security.
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2.4 An Italian perspective: LEONARDO Group
The aim of my research was to widen the spectrum of analysis about industrial espionage and how
companies set strategies to tackle this issue. In order to better grasp the issue of counterespionage,
my research relied on interviews conducted to internal sources of one of the leading companies in the
defense and aerospace industry, LEONARDO Group. The company was founded in 1948, previously
known as Finmeccanica, under the guidelines of the Italian government and the IRI (Italian
Reconstruction Institute), with the aim of promoting the Italian industrial sector in the aftermath of
WWII.
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The majority of the employees of Finmeccanica were mostly concentrated in the

shipbuilding industry, that until the 1960s, was the main sector in which the company put its efforts
of rebuilding the country. The industry of shipbuilding was lately united with Fincantieri, while
Finmeccanica aimed at boosting the production of new technologies. Indeed, in the 1960, Selenia was
created to boost the production of radar technologies, drawing the attention of the company on
innovation and electronics. The company later decided to sell both the mechanical and electronic
companies to EFIM and STET, thereby concentrating on aerospace and automotive sector. The 1969
was a turning point for the company, because it decided, along with FIAT group, to give a new design
to Finmeccanica, founding a new company that would have had a key role in aeronautics. Indeed, in
the same year, Aeritalia was founded, becoming one of the most important aeronautic center in the
whole country, drawing attention at international level for its strategic role and its commitment to
innovation, thanks to the partnership with foreign business that allowed the company to hold the best
technological knowledge. Although the 1970s were known to be years of political instability and
stagflation, both for the oil crisis and the turmoil in the Middle East due to the Yom Kippur War, the
company reshaped its organizational framework defining new strategic goals, drawing the attention
on high-tech. As a matter of fact, many companies were ceded, such as the selling of Alfa Romeo to
FIAT in 1986, while focusing on the aeronautical sector, that lead to the foundation of the aircraft
manufacturer ATR in 1981 by the joint agreement of Aérospatiale and Aeritalia, and to the
establishment of Ansaldo Trasporti in 1980. In the late 1980s, the electronic companies that were
previously sold to STET were reincorporated with Finmeccanica, leading to production of a huge
electronic and technological know-how and to the creation of Selenia, thereby becoming one of the
leading companies in space, radar, aeronautics and electronic sectors. Indeed, the 1990s the need to
be more competitive was fostered by the whole company to better fit in the new economic order,
given the huge amount of global enterprises that increased their role in the international market and
the new emerging of non-state actors as key players in the international arena. By doing so, in 1993
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the company was listed on the stock exchange and at the same time in 1994 merged into Finmeccanica
key companies such as Breda and Agusta, thus opening the way to Finmeccanica to become the
leading company around which gravitated all the industrial sectors of aerospace and defense.
Moreover, in the early 2000s, Finmeccanica increased its competitive role at international level by
signing agreements with European leading companies in defense sector, such as the joint-venture
AMS and AgustaWestland, along with the acquisition of Telespazio, Aermacchi and MBDA. In 2005,
Finmeccanica signed the Eurosystem agreement with BAE Systems, becoming a real turning point
for the company, since it merged the two avionics system creating the SELEX system, divided in
communications, avionics and air traffic management. This decision had a huge economic and
strategic impact, boosting competitiveness of the company, as the former CEO Guarguaglini argued
“Finmeccanica will rank second in Europe and sixth worldwide defence electronics”.122 At the same
time, Finmeccanica became the most influent company in the space sector with joint-ventures of
Thales Alenia Space and Telespazio. The 2010s marked a new design of Finmeccanica, that totally
reshaped its original framework, having increased its role in the international scenario, strengthening
worldwide partnerships, as it can be noticed by the acquisition of the American DRS Technologies
and the polish PZL-Swidnik. Indeed, the company focused increasingly on three main sectors,
defence, security and aerospace, gaining momentum at international level. Moreover, the unification
of the Selex companies under the Selex ES, fostered the development of business overseas, while the
Alenia Aermacchi encompassed all the industrial capabilities of the group, both aircrafts and
aerostructures. In the aftermath of the 2009 crisis, Finmeccanica increased partnerships with new
markets and culminated in the establishment of the One Company in 2016. The decision to unify the
owned companies was fueled by the need to better manage the organizational structure to meet the
needs of the market, establishing a new system of governance divided into four main sectors,
helicopter, aeronautics, electronics and defence, and seven divisions, helicopters, aircrafts,
aerostructures, avionics, electronics for land and naval defence, defence and information system.
Moreover, the company changed its name, following the example of Leonardo da Vinci for its interest
in producing innovations and scientific basis on which the company originally was built on.
Indeed, nowadays Leonardo is one of the top ten world leading companies in aerospace, defence and
security sector, having an important industrial presence both in the United Kingdom, Poland and
United States. Indeed, the group confirmed its position as a leader in technological innovations and
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security issues. Since 2017, the new CEO Alessandro Profumo managed to boost both the aircraft
and helicopters sector and the cyber security business, increasing the investments.123
After this brief introduction about Leonardo Group and its main role in the economic environment,
my analysis will follow a path of interviews with some internal sources of the company, analyzing
how the concept of counterespionage and economic security can be applied in the practice and
inspecting how espionage activities impact on one of the leading Italian company. First, it is worth
noticing that most of the companies can rarely cover all the aspects of security for the main reason
that the investments on this dimension are very low budget and not every firm put its economic efforts
in tackling security threats. Moreover, safeguarding protected information means protecting also
buildings and people, since any company and organization is made of people, processes and
technologies. With the advent of new technologies, preventing any espionage activities from stealing
sensitive data has become a difficult task for any company, to the extent that nowadays any country
is involved in espionage activities, because attackers have become more experienced due to the huge
knowledge available. In sum, there is evidence that the majority of companies rely on industrial
espionage activities, with different level of aggressiveness. Indeed, industrial espionage has become
a key element of the new global economic scenario, in which acquiring knowledge is the main goal
of any economic player. By doing so, industrial counterespionage activities have gained momentum,
urging countries to rely on different strategies to tackle the issue of theft of protected information. To
better understand the socioeconomic impact of industrial espionage on the company, it is worth
considering who are the main actors involved. The industrial sector can be considered the engine of
the concept, since it gives instruments and tools to the players, while the academic world and
universities provides new ideas that can be converted into knowledge. The state itself is a key actor
as well, in that it guarantees the access to inside knowledge, that has a huge strategic weight.
The main issue of economic warfare is to anticipate the competitors by inspecting their behavior in
order to understand their weaknesses and needs. In this context, the supply chain plays an important
role. Defined as the network of people and information involved in moving a production from
production to the consumer,124 it becomes a catalyst in the context of counterespionage activities,
because the levels of security in the headquarters are higher than in the other links of the chain.
Indeed, the attackers will focus the attack on the subsidiary companies rather than on the main
building of the company. Indeed, the interview showed how exhibitions and conferences are the main
locations where the spies plan their attacks because of the presence of more appealing targets such as
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high-rank employees and experts. Indeed, this stage of the attack is crucial, because the attackers
choose the potential targets through profiling. There can be two hypothetical scenarios. The first
concerns the informatic dimension and often take place during exhibitions. Indeed, in order to join
the event, employees have to sign up with their personal data, and the latter constitute sensitive
information that attackers often seek. Moreover, the whole database of the event would be hacked,
and in the past the information stolen were sold on the dark web. Nowadays, with the spread of social
media, it is easier to check the profiles of the employees targeted on Linkedin to gather knowledge
about their actual job and previous position held. Furthermore, there is evidence that the majority of
the employees use the same password that he uses in the company’s network to log in in several
events. Indeed, the hackers will steal both username and password used at the exhibition to be sold
to attackers. The latter will suddenly use these data to log in in other networks used by the target. The
second stage of the informatic attack regards the abovementioned spare-fishing email, that leads to a
collaboration of the target victim of the fraud. The most commonly used method is the Trojan Horse,
that leads the victim to executing the malware by a link attached in the email. Indeed, the surveyed
person argued that 90% of attacks happen by the use of email, while the remaining 10% is composed
of social media. The peculiarity of these kind of attacks is that they involve the collaboration of the
victim in the fraud, for example by establishing a link with “click on…” that requires the participation
of the target. The malware steals the whole set of data and send it to a monitoring center that will sell
the data on the dark web. This once again shows how execution speed is a crucial element in this kind
of attacks, both on the offensive and defensive dimension.
The second hypothetical scenario regards the physical attacks that often take places outside the
boundaries of the headquarter of the company, given the weaker security controls. As a matter of fact,
conferences constitute the most common location, because there are a lot of professionals that are
engaged in a lot of projects directed by the company. The attackers know which subject will be the
convention about, and who will be the spokesmen that day by the profiling method used in the
previous case. Often the employees use to bring with them projects and laptops that will be used
during the conference, and in some cases, they are invited to leave their stuff in the conference hall.
This is the moment when the attackers are eased to steal the briefcases with the laptops inside them.
In most of the cases the computers are protected by encrypted codes and for this reason, attackers
will be more attracted by USB and hard-disks.
The other physical scenario concerns the most common type of theft. Indeed, employees are often
brought to the events location with private taxis such as NCC. During the lunch break, the targets will
be likely to walk away to find a restaurant, leaving their stuff inside the vehicles. Although the drivers
are not used to leave the vehicle, it may be likely that they decide to leave the car just for one minute,
72

that will enable the attackers to steal the employees’ stuff inside the car and leave. Moreover, not
carrying sensitive items with them constitute a breach of company policy. Another point that it is
worth mentioning is the perfect timing. Indeed, attackers choose the best moment to set their attack
to exploit employees’ vulnerabilities. For example, the best period to plan an attack is whenever the
target is on holiday. Indeed, having acquired personal data and his bank transactions, the attackers
know when the target will be more relaxed and not aware of any company’s potential threat. These
types of strategies can happen in two ways. The first concerns the exploitation of the fear of authority,
by impersonating the director or the CEO of the company asking to do a favor urgently for him. This
strategy relies on two techniques, elicitation and neurolinguistic programming. Indeed, these
strategies are helpful in obtaining information by the target, that otherwise he will would not be in
the condition to disclose. It often happens that the attacker will come up with a distraction, such as
highlighting the confidential relation and trust that has been established, alluding to the very rare
privilege that the target is enjoying and to a future promotion for him if the operation pays off.
Moreover, the common framework of the most used tactics consists in establishing a comfort zone
with the target, leaving to him the choice of when to be available to the attacker to give the
information.
The second kind of approach concerns the institution of a relationship with a fake lawyer who is in
charge by the company to close the deal with the employee, renting a law office to make the bribe
more creditable.
After this operational framework of the typologies of attacks, it is worth considering that industrial
espionage encompasses a wide variety of operations, including the acquisition of companies for
strategic aims. Indeed, there have been several cases of foreign companies that were interested in
acquiring small firms inside the supply chain of Leonardo or other leading companies, as in the case
of the attempt acquisition of the Next Ast Srl, the Italian company that operates in the electronic and
informatic sector, by the French group Altran. This was the first case in which the Italian government
opposed to this decision for strategic reasons. Indeed, what lacks in the Italian security framework is
the definition of what is strategic for the country-system, leading Italy to a position of weakness in
respect of other world countries. The question now seems to be the following. How to minimize the
impact of industrial espionage activities? Given the fact that security policies fail to be applied and
not every company has the best technologies available, the best choice is to invest in security trainings
for personnel to raise awareness about the strategic role of information in jeopardizing the whole
company. The aim of this choice is to make the employees part of a security chain, to build a
comprehensive scheme made of policies, technologies and individuals. On the other hand, the
universities will have a leading role in this framework to produce innovations and ideas, while the
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state should be the engine of this approach. As a matter of fact, the institution of the Centro di
Valutazione e Certificazione Nazionale (CVCN), marks a turning point for Italian security issues, in
that there will issued new tools to inspect the quality of the technologies applied in critical
infrastructures in term of information security, thus strengthening the architecture of the Italian cyber
security system.
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2.5 Success and failures of industrial espionage
It has been shown in the previous sections that industrial espionage is one of the most complex issue
to be analyzed, since it involves a huge variety of players whose techniques are always well planned
to exploit the target vulnerabilities, identifying the security gaps through which information can be
stolen. World companies are now struggling to establish comprehensive security programs that aim
to involve not only the technological dimension, rather creating a wider network that will encompass
all the elements that compose the business environment. As a matter of fact, in the last centuries there
have been witnessed several cases of industrial espionage activities that affected famous world
companies, having a negative impact on their competitiveness. As previously mentioned, industrial
espionage has its roots in ancient times, whose development followed a path through all the epochs,
both in peace and war time. The aim of my research is to compare the most noticeable cases of
industrial espionage, to inspect the various aspects and draw a comprehensive framework of the issue.
The 1990s seems to be a crucial decade for industrial espionage, both for the commitment of countries
in raising awareness about the issue of theft of trade secrets, as in the case of the enactment of the
Economic Espionage Act of 1996, and for the involvement of several companies in the theft of
protected information. I would like to inspect the impact that few cases of industrial espionage had
in shaping the behavior of the American public opinion in implementing security measures against
espionage activities. First, it is worth addressing the impact of the Economic Espionage Act in the
American economic scenario, to assess whether the Congress succeeded or failed in its proposal to
safeguard American trade secrets against the foreign treat. According to few academics, the EEA did
not manage to set the right approach to tackle espionage activities in the United States, to the extent
that espionage threats increased in the following decades, while only few prosecution went to trials,
thus reaching the American courts, despite the criminalization of such activities provided by the
structure of the act.125 Although counterespionage activities gained momentum, becoming a top
priority for FBI investigations, espionage activities caused the loss of $ 13 billion in only one year,
showing the weakness of the American counterintelligence system. The cause of this failure seems
to be in the courts behavior in interpreting the content of the EEA, such as the court interpretation of
not prosecuting foreign corporation whether any foreign country was controlling them, thereby being
in conflicts with the substance of the EEA. It is worth noticing that the weakness of the EEA was
circumscribed to the fact that it does not tackle the issue from the roots, rather it provides a narrow
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approach, that does not cover all the aspects of economic security, leaving the courts in a condition
of ambiguity when assessing industrial espionage cases.
On the other hand, it is worth considering the most noticeable cases of industrial espionage that
contributed to raise the awareness of the majority of world companies on assessing their security
procedures. One of the most famous events that lead to the enactment of the EEA was the case of a
manager of Kodak, Harold Worden, who, after his retirement from the company in 1992, established
his consulting firm, selling information to competitors. Indeed, he used to be a project manager for
the 401process, implemented to increase the quality of films, and hired several former Kodak
employees to get protected information regarding the composition of film and collection techniques.
The company was informed that Worden was trying to sell protected information and involved the
FBI to set up investigations and found out that he had stolen several confidential documents from
Kodak, and for this reason he was arrested in 1997 and sentenced to one-year imprisonment. In
response to this event, Kodak engaged in counterespionage measures to avoid any repetition of this
behavior. By doing so, the company restricted the number of information available to a lesser number
of employees, who in turn would have to sign an agreement of nondisclosure. Following the example
of Kodak, several American companies started to invest in security programs to prevent any attempt
to steal trade secrets, recruiting former FBI or CIA agents in their companies as security advisors and
implementing new techniques for the shredding of the documents. In the same year in which Worden
was arrested, the engineer Steven Louis Davis, working for the Gillette company, was found guilty
of having stolen and disclosed trade secrets regarding the development of a new type of shaver
system. He was accused of having sent by fax the projects of new razors to Gillette’s main
competitors, such as Bic and Warner-Lambert Co. After his arrest, he revealed that his behavior was
fueled by an argument with his supervisor thus getting a lighter sentence since his intentions were not
moved by financial gains and the information disclosed had not reach the Gillette’s competitors yet.
In the late 1990s another case of industrial espionage concerned an American company, the Avery
Dennison. The peculiarity of this case was that the theft of trade secrets had been perpetrated by a
Taiwanese senior research engineer, Ten Hong Lee, from 1989 to 1997. He was accused of stealing
innovations in producing adhesive stamps and selling them to Four Pillars, one of the rival companies
of Avery in the adhesive-label market.
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In 1997 the Taiwanese man was sentenced to 10 years

imprisonment and to pay a huge amount of money for having violated the Economic Espionage Act.
The theft of those information affected negatively the Avery shares and caused the loss of $ 200
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million revenues and got $ 40 million for damages by Four Pillars. Moreover, this was the first case
tried after the enactment of the Espionage Economic Act.
After having briefly analyzed these cases related to the enactment of the EEA, I would like to inspect
some of the events that have taken place in the Italian economic environment. Following a
chronological order, my analysis will first focus on the Pirelli case. The Pirelli S.p.A., one of the
leading Italian companies in the automotive sector, concluded an agreement with the Corning Class
to gain the production of optical fiber to enhance the quality and performance of the products. For
this reason, the POS, a company controlled by the Pirelli, began to produce optical fiber. In the 1980s
the Pirelli group acquired the VAD technology, that was introduced for the first time in Europe in
1985 at Bishopstoke Factory in the United Kingdom. As for the previous cases analyzed, a former
employee of group sold information regarding the production of optical fibers to others who were
interested in acquiring the Italian know-how to engage in the production of optical fibers in Malaysia.
This case was fueled by fact that the telephone cables market was gaining momentum, and Pirelli was
one of the first company that acknowledged the importance of photonic technologies in the
communication industry. The reason why this case can be analyzed as a failure of industrial espionage
lies on the fact that the cable market collapsed in the 1999, thus the Malaysians were not interested
anymore in the acquisition of such technology.
The second case concerns the notorious Olivetti company, that during the 1990s was involved in
espionage activities with the Soviet Union. Indeed, two employees of the Olivetti and one member
of the soviet GUT were arrested due to their involvement in an industrial espionage operation. The
investigations found evidence that the two Italian employees were planning to sell to the soviet officer
several protected information regarding the Tempest system, used by the NATO to protect the
computers from foreign threats. The employee who organized the whole operation left the country
thanks to the aid of the soviet secret services, the KGB, and transferred to the Soviet Union, where
he got a fake identity. Later, he would have been sentenced to 6 years of imprisonment for espionage
charge, while the other two were condemned to 4 years in Italy.127
One of the most noticeable cases of industrial espionage, the so called “Spygate” involved two famous
Formula 1 teams, Ferrari and McLaren. Indeed, in 2006 when the former technical director of Ferrari,
Ross Brawn, retired from the team, the race technical manager, Nigel Stepney, was considered to be
the one who would get the promotion to the role of Brawn. However, the role was given to another
one, and Stepney was upset for this choice, to the extent that he asked to have another role in the
team. The Ferrari team became suspicious in 2007, during the Monaco Grand Prix, when the
engineers of the Italian team found a white powder in the tanks of the vehicles of racers Massa and
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Raikkonen, to sabotage the engine. The Ferrari team suspected that Stepney was involved in this
action and asked police to investigate. Moreover, Stepney started to send to one of his friends, Mike
Coughlan, who actually was working in the rival McLaren team, several information regarding the
technical design of the Ferrari F2007. The Ferrari team discovered the fact due to Stepney’s wife
behaviour, who went to a copy center of Woking, headquarter of the McLaren, to make copies of the
Ferrari material, but the clerk on duty, who was a fan of the Ferrari team, noticed the technical
information of the documents and informed Maranello.128 From that moment, the Ferrari security
team began the investigations and fired Stepney, suing him and Coughlan for the theft of protected
information. The case reached the Fédération Internationale de l’Automobile (FIA) that launched an
inquiry in the summer of 2007, since the Maranello team claimed that the McLaren had stolen
protected documents of the Ferrari team. Moreover, the McLaren team was found guilty for the
misappropriation of such information, without sanctioning the team, since there was no evidence that
the McLaren had implemented that knowledge. However, during the second hearing, the Ferrari team
showed a set of emails between Fernando Alonso and Pedro de la Rosa, even though the content did
not imply that McLaren had gained access to such information. The WMSC ruled that McLaren points
of the championship would have been taken off the team and the McLaren had to pay a sanction of $
100 million, becoming the most severe penalty issued in F1’s history.
The cases compared show how counterespionage measures gained momentum from the late 20th
century, enlarging the spectrum of actors involved and raising awareness in the international scenario.
The next chapter will focus on recent events that are nowadays shaping the global economic security
framework, inspecting the role of the world economies in tackling the issue of industrial espionage.
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CHAPTER 3

Case studies
3.1 Economic Espionage and the Insider Threat: Assange and Wikileaks case
In the previous sections, it has been analyzed how industrial espionage and economic security are
two intertwined concepts, to the extent that countries are engaging in developing strategies to
counteract these illegal activities. This part of my research will focus on several famous recent cases,
that shocked the international scenario for their geopolitical relevance.
The first case I want to focus on concerns the notorious Wikileaks organization. Indeed, since its
foundation in 2006 by the Australian activist and computer programmer Julian Assange, the
organization’s aim was to store a large dataset of restricted materials involving secret issues.
According to the founder it is “a giant library of the world’s most persecuted documents”.129 It has a
worldwide influence due to the contractual relationships with the global communication industries,
having more than one hundred staff all over the world. From late 2006, Wikileaks began disclosing
classified documents, revealing several protected information regarding both US military documents,
such as the manuals dealing the conditions of prisoners of Guantanamo Bay, several material related
to Afghanistan and Iraq War, and international and domestic politics, such as the set of emails sent
and received by the senator Hillary Clinton, the controversial documents of the Church of Scientology
and the internal CIA documents. The disclosures of such materials shocked the international public
opinion, having an impact both on world politics and mass communication, being depicted as the
event that marked “the end of secrecy in the old fashioned cold-war era sense”.130 Assange realized
how knowledge can be a crucial source of power, having being established a cultural framework in
which secrecy is the main feature of all the societies, becoming the only weapon for change. The
possibility to establish partnerships with political bodies and associations contributed to the
establishment of Assange’s organization as an engine for political change, thereby providing the
population tools to confront governments and private bodies. The U.S. government promptly
responded to these attacks aiming to shut down the organization by censuring the website and cutting
any funding that composed the financial revenues of WikiLeaks, decentralizing the attack. On the
other hand, Assange had several defendants that put their efforts in assuring that the website will
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continue to disclose information, by attacking government websites and creating similar sites in
which the content of WikiLeaks could be accessible from the public.
Moreover, the involvement of the activist Chelsea Manning in the disclosure of protected military
materials increased the impact of WikiLeaks on the American public opinion. Indeed, in 2011 she
was pled guilty of having stolen a huge amount of several military and diplomatic documents related
to the US operations while she was serving in Iraq. Moreover, Assange claimed that his organization
was not involved with her activities, assuring that the material received was anonymous. One of the
most shocking documents published was the Collateral murder one, that showed the murder of several
Iraqi civilians perpetrated by two American Apaches in Baghdad. Manning claimed that her aim was
not to jeopardize the US political image, rather she wanted to fuel the public debate around the role
of American foreign policy and military interventions in Afghanistan and Iraq.131 In 2013, Manning
was sentenced to 35 years of imprisonment, receiving a commutation in 2017 by the former US
President Barack Obama, thus being released in the same year. Despite that, the Justice Department
continued its investigations, since Manning was still charged of having violated the Espionage Act
for having stolen US documents. Two years later, Manning refused to testify before the grand jury
about her involvement in the disclosure of files to WikiLeaks, arguing that she had already provided
all the information in the trial of 2013. For this reason, she was under arrest for contempt of court.
The federal prosecutors aimed at getting Manning to testify, as part of the investigation process on
Julian Assange. Indeed, in the same year, the founder of WikiLeaks was arrested in London on an
extradition warrant, facing several criminal charges under the Espionage Act for having disclosed
protected information regard national defense and security issues without authorization.132
His arrest fueled a huge criticism from all over the world, splitting the public opinion on his
indictment. Indeed, several critiques from journalists and politicians claimed the essence of the arrest,
since it represents a breach of the fundamental principles of freedom of press and speech.133
Having briefly descripted the case, it is worth examining which crucial elements of the protected
information revealed were deemed as a threat to American national security, inspecting which issues
have been the most targeted, in order to better grasp how the leak in nowadays society can constitute
a breach of security.
As briefly mentioned above, the largest part of the disclosed material concerned military documents.
Indeed, those documents of the Pentagon contained US military strategies perpetrated in the two
Middle East wars in which the US was involved in the early 2000s. At least 75.000 documents leaked
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showed in detail the operations planned by the US Army in Afghanistan, weakening the image of the
US military effectiveness enlisting the accidents of the American warfare and the inconsistency of its
tactics. Moreover, the documents shocked the world public opinion, reshaping the idea of the US
media and communication services, that for years had always covered and underestimated the huge
amount of civilian causalities during the military operations in Afghanistan. The “collateral damage”
video showed just a part of the US military mismanagement of the civilians due to the huge use of
carpet bombings, while most of the soldiers wrongly identified Iraqi citizens as suicide bombers.
Indeed, WikiLeaks showed how miscommunication can lead to miscalculation of the targets,
modifying the link victim-perpetrators, in which the population cultural habits and customs were
perceived by the US soldiers as offensive in their regards, leading to a misperception of the situation.
The “Iraqi Dossier” that was published afterwards had an even greater echo in the American society
that the previous one on Afghanistan, to the extent that it was considered the largest data breach in
military history.134 The material disclosed shed light on the US military involvement in Iraq, showing
the precise amount of enemies killed, more than a half of which were Iraqi civilians, a huge amount
came from Iraqi soldiers who joined the US coalition, and a little part was composed by those soldiers
who were hit by friendly fire. Moreover, the Dossier contained evidence of several abuses on
prisoners by police and military forces, such as torture and rape, that according to the documents the
coalition forces were fully aware of these activities, although covering those crimes by ignoring such
misconduct. Furthermore, it was revealed by journalists that the American forces had not supervised
the behavior of Iraqi police in the prisons, although having witnessed abuses perpetrated by the Iraqi
police officers, because they recalled to a special order, the FRAGO 242, established in 2004, that
revealed a sort of policy of American soldiers that no investigation was needed whether the US
personnel was not personally involved in such abuses.135
Having considered the disclosure of such military documents, it is worth recalling that WikiLeaks
shed light on industrial espionage issues. Indeed, in 2015, the Assange’s organization published the
“Espionnage Elysée”136, seven detailed top-secret documents that showed how the United States has
been involved in industrial espionage activities against France for about 10 years.
This event jeopardized Franco-American economic relations, because the material disclosed proved
evidence of the NSA undercover activities aimed at stealing commercial information, such as
business contracts, and any information about international lenders, being also involved in
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wiretapping the former president Francois Holland and his predecessors Sarkozy and Chirac.
According to Julian Assange, the NSA had targeted the French Finance Minister and conducted
espionage on every French firm whose asset was valued more than $ 200 million. Moreover, the
sectors to be investigated the most were the telecommunications and IT, energy and healthcare. The
information gathered would have been shared with the other members of the “Five Eyes” countries,
more precisely, the United Kingdom, Australia, New Zealand and Canada. The list of targets included
several high-level officials, senior ministers and diplomats, including their personal data. Moreover,
the most important aspect of these documents concerned the summaries of the content of conversation
among French political elites, whose subject was about financial and economic issues, such as the
Greek debt crisis and the global financial crisis, and also concerning international politics, including
those on the future of leadership of the European Union. 137
Moreover, WikiLeaks highlighted other aspects of national security threats, the cyber dimension.
Indeed, in 2017, WikiLeaks released several documents related to the CIA hacking weaponry,
included in the “Year Zero” database of the Center for Cyber Intelligence, whose content showed the
CIA hackings tools aimed at breaking into communication networks and gathering information from
the devices connected to the web. The strategy adopted by the CIA included the development of
malwares to remotely control mobile phones and laptops such as Windows, Ios and Linux, including
Smart TVs. The content of the “Vault 7” dossier shed light on the fact that CIA created an espionage
division similar to NSA, showing the vulnerability of the governments to cyber-attacks. Indeed, Julian
Assange argued that it is needed a stronger control on those weapons, since the risk of proliferation
of the cyber weapons can be crucial for the US national security, being potentially used by criminal
organization or rival countries.
The WikiLeaks case showed how information once again are the weapons of the new generation of
war and the impact that they have on national security. The disclosure of protected data involved all
the spheres of the American society, highlighting the weaknesses of the system and its security gaps.
Despite having shocked the whole public opinion, Julian Assange called for a better management of
cyber tools, since its proliferation can be a double-edged sword that jeopardizes national security for
the sake of strengthening the control over communication flows.
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3.2 Huawei case: an analysis of the Chinese economic intelligence and the 5G
The issues of economic warfare and industrial espionage are gaining momentum more than ever
nowadays, reshaping the global economic framework and opening up new geopolitical scenarios in
which the commercial tug-of-war between the United States and China shed light on one of the most
critical feature of the Asian economic system, the Chinese economic intelligence community. Before
inspecting this issue, it is worth arguing that the Chinese company Huawei can be considered one of
the most crucial issues of the nowadays trade conflict among the two largest economies, escalating
in a “technological Cold War” in which the Chinese government aims at modifying the geopolitical
balance, undermining the American supremacy in the IT technologies, while the United States is
struggling to preserve the status-quo.138
As a matter of fact, the geopolitical competition to 5G is becoming a key issue of the international
scenario, composing a multipolar spectrum in which the major global actors are following their own
strategy for the rollout of such technology. My analysis will focus on the most influential player that
is nowadays dominating the 5G race, the Chinese companies.
The first point that I would like to stress is the geo-economic role that the Huawei company has
acquired in the last decades, to better grasp the role of the Chinese government in economic issues.
After its foundation in 1987 in Shenzen by the former engineer and actual CEO, Ren Zhengfei, the
company gradually increased its economic influence during the 1990s, focusing on the
telecommunication sector and becoming in the following decades one of the leading economic
provider of telecommunications, IT and smart devices, with over $ 100 billion revenues and almost
200.000 employees. Despite its incredible success, Huawei became one of the most targeted company
for its espionage allegations, allegedly claimed to use its products to engage in espionage activities,
besides the fact that its CEO’s previous ties with the People’s Liberation Army increased the suspects
of several countries on the company’s political bonds with Beijing. The earlier concerns regarding an
hypothetical involvement of Huawei in espionage activities can be traced back to the early 2000s,
when in 2005 the Rand Corporation proved evidence of the company’s connection with the Chinese
military, claiming the existence of the so called “digital triangle” .139As a matter of fact, the Rand
report showed that the vertices of the triangle were composed by the Chinese IT companies, the state
and its funding infrastructures and the military, interconnected with long standing links. Three years
later, the 3Com deal failed due to the US Committee on Foreign Investment intervention that raised
security concerns about possible ties between Huawei and the People Liberation Army. In 2009, the
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company recruits the American Matt Bross to be its CTO, to step in the American market, building
the first sales headquarters in Texas. Despite that, in 2010 the Sprint Nextel Corporation precluded
Huawei and ZTE from signing a contract because of national security concerns regarding the potential
intrusion of Chinese equipment into US economic infrastructures. The following year, the CFIUS
claimed Huawei to sell assets of the 3Leaf Systems, to which the company responded arguing that
the CEO had joined the military service, although not involving the company in military capabilities
production. Moreover, Huawei enlarged its economic influence in the US. The 2012 represents a
turning point for the Huawei-US relations, because the US congressional panel published a report in
which for the first time Huawei and ZTE were accused of espionage activities, although not having
any evidence of the allegations surfaced. The report highlighted that the Chinese companies
represented a real threat for US national security.
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The US began investing on counterespionage

measures and used an offensive approach to monitor the activities of Huawei. Indeed, the leaks of
Edward Snowden in 2014 proved that since 2009 the NSA has been involved in espionage activities
in the Huawei headquarters, stealing personal data of the consumers and the database of the emails
of the company’s personnel. In the same year, T-Mobile claimed Huawei to steal its knowledge from
its companies, showing that the Chinese employees pled guilty of having stolen testing technologies
for smartphones. The US ruling in 2017 issued a sanction against Huawei for the attempt to steal
protected information, thereby causing a breach of their partnership agreement. In 2015 the CEO of
Huawei responded to the allegations of the US, arguing that by no chance his company was involved
in espionage activities directed by the central governments, claiming that, despite being linked to the
Chinese Communist Party, Huawei would not have overridden the US legislation. Furthermore, the
company was sanctioned by the US Commerce department for the violation of US controls on exports
on US products, issuing a subpoena and a restriction of sales of US technologies to the Chinese
companies, justified by the ZTE breach of US sanctions against Iran. Moreover, the US security
agencies found out several information about the financial relations between ZTE and Iran, in which
Huawei has been allegedly involved.
As a matter of fact, several countries began to raise awareness about the potential security threat
posed by Huawei through its products, generating a spill-over effect. Indeed, in 2018 the British
government indicated in a report that the Chinese company may represent a security threat for United
Kingdom, and by doing so, other Anglo-Saxon countries like Australia and New Zealand followed
suit and excluded the Chinese companies from their 5G network.141
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In 2018 was to be considered a turning point for the Trump administration in respect to the Chinese
relations, establishing new policies to counteract the Chinese technological expansionism thereby
blocking the acquisition of technologies by Chinese companies. Moreover, the UNSC warned the
White House about the risk of the development of Chinese artificial intelligence, requiring stricter
controls on Huawei movements on the market. Indeed, two months later, the US issued a ban on the
sale of the Chinese mobile products in any location close to military facilities, avoiding the likelihood
that the officers could be spied by Beijing. On the other hand, the United States called for an
involvement of the other Five Eyes countries in curbing Chinese technological expansionism, raising
awareness about the potential threat posed by Huawei, thereby resulting in several bans against the
Chinese company from the intrusion in their 5G network. Furthermore, the CEO’s daughter was
arrested in Canada for allegedly having violated the US sanctions against Iran, resulting in a
diplomatic dispute between the two countries. Indeed, recent events have showed how the US has
increased its efforts in tackling the issue of Chinese espionage, claiming Huawei to be responsible
for the theft of trade secrets, the most severe criminal charge ever issued to the company. Moreover,
the Executive Order issued by Trump on May 2019 was to be considered a watershed in the
international involvement of the US against the Chinese company. The content of the latter banned
the acquisition and use of any technological products, claiming that the transactions from foreign
countries are to be considered a threat to national interest, undermining the integrity of US
infrastructures and jeopardizing US national security. The text defined foreign adversary as any
foreign government or person whose aim is to sabotage the security of the American society,
declaring a national emergency in respect to this. 142
The restrictions fostered several companies to cut off Huawei from its supply chain, such as the
Google decision to suspend Huawei’s cooperation in the production of Android phones, despite the
US decision to grant a temporary removal of restrictions on Huawei until the 19 of November.
According to the US Secretary of Commerce, this choice was moved by the fact that several rural
areas are still dependent to the Chinese company, thus requiring more time to be dismissed.
As a matter of fact, Huawei remains blacklisted by the US, claiming that it is impossible to do
business with the Chinese company because of the national security threat that it represents. After
this brief analysis of Huawei rise in the international environment, it is worth considering whether
Huawei can be considered a real security threat for the United States, to understand the risk of
undermining the US 5G networks.
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“Europe led 3G development, the US led 4G, and with these market-altering practices the Chinese
may be poised to lead 5G”.143
Indeed, China is putting its efforts to be the main global player in the building 5G technologies as the
infrastructures that will fuel Chinese economic development, creating a widespread coverage, as it is
argued in the 13th Five-Year Plan and Made in China 2025. By doing so, Beijing aim to tip the
geopolitical balance on its direction, creating a flourishing economic environment that will affect
positively Chinese bargaining power. As a matter of fact, the 5G networks will constitute the basis
for a new industrial revolution, enhancing data speed and communication, being 100 times faster than
4G LTE networks. Despite the fact that several states have banned the Chinese companies in the
building of their own 5G network, as the abovementioned cases of Australia and New Zealand,
Europe is still the western area in which Huawei had the greatest impact. Indeed, the Chinese
company has gained a strong relevance with the 5G in world markets and any attempt to cut out China
as a trading partner will harm the European economy, thereby building 5g networks without the
Chinese involvement is likely to be a hard task for western countries. Moreover, the American
economy has reportedly a technological disadvantage in the 5G production in respect of China,
besides the fact that the Chinese government is increasing its market share in the European area.
Moreover, other countries outside the US influence could be oriented to accept the Chinese
involvement in the building of their own 5G network to access the technology earlier, given the
competitive advantage of China in the IT market.144
On the other hand, the American counterpart proposed in 2018 a nationalization of 5G to curb the
Chinese influence. Indeed, the US raised awareness about the Chinese growing technological
expansionism, considering that the idea behind the American strategy is that “the nation that leads
the world in wireless technology wins”.145 Despite its weaker technological preparedness in respect
of Beijing, the US invested in improving IT sectors competitiveness implementing a different
strategy, in which the private sector holds a position of relevance in cooperation with the US
companies. However, the Chinese approach to the 5G race seems to be completely different, because
the Beijing government spent a huge amount of money on technological research, thereby fostering
cooperation among companies and the academic world to set the conditions for the shaping of the 5G
dimension. Indeed, the key element for a better deployment and promotion of the 5G seems to be a
better cooperation among companies and the institutions, besides the fac that, compared to western
countries, the Chinese government has invested a lot in the strategic dimension of 5G, deeming this
technology a strategic goals, thereby involving the government efforts in race.
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It seems clear that the 5G technologies have now become the fulcrum of the struggle between world
leading economies, enhancing the competition between the two most influential global players, the
US and China, while the European Union calls for a better cooperation at supranational level, putting
its efforts to better orchestrate the national realities and increase its technological independence from
the influence of the two major geopolitical actors. Following the Clausewitzian logic, the 5G race
seems to be the continuation of the politics of bloc by means of technological supremacy rather than
military one.146
The American perspective of China has clearly been reshaped by the growing leadership role that
China is gaining in the 5G race, thus recalling the 2018 UNSC memo. “Data is the oil of the 21st
century and China has built the world largest reserve”.147
Having briefly inspected the essential aspects of the rise of the Chinese giant, it is worth recalling the
role of the Chinese economic intelligence community that contributed to the success of the company
on the international market.
In order to better grasp the role of Chinese intelligence in this strategic framework, it is worth
recalling that espionage activities are considered benchmarks of Chinese economy, since these
strategies can be traced to the cultural background of the Asian country, in which suspicion towards
foreign actors has always marked the behavior of Chinese decision-makers. Moreover, gathering
information was considered essential in order to gain strategic advantages, following the principles
of the masterpiece of Sun Tzu. Indeed, the Chinese tradition gives to economic espionage activities
the same strategic weight of the military and political one, since the early establishment of the first
two intelligence agencies after the 1949 Chinese Revolution.
According to several academics, espionage activities constitute the core of Chinese politics, among
which Domenico Vecchiarino argues that industrial espionage is an integral part of Beijing economic
policy.148
Indeed, the Chinese intelligence agencies’ tasks were reshaped in the post-Mao transition, splitting
into two distinct departments, the Ministry of Public Security and Ministry of State Security, thus
following the Xiaoping guidelines to boost economic and diplomatic relations of China after the
isolationist period.149 With this new opening to western countries, Deng political ideology fueled
espionage activities to gather information about technological innovations to boost the economic
growth of the market system. The approach used by the Chinese government in economic espionage
activities relied on a strategy that involved any businessperson or student rather than intelligence
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agents in undercover activities. Indeed, the Ministry of Education fostered the trend of sending
Chinese students abroad to cultivate skilled personnel, deeming it essential to build the Deng opening
policy. By doing so, China had the opportunity to compare and learn foreign technology programs
when students came back from the West, especially from the United States, reaching an amount of
almost 2,3 million students studying abroad between 1978 and 2011.150 Furthermore, several
organizations acted as a bridge to connect China and the United States, such as the establishment of
SCOBA in 1999, between Beijing and the Silicon Valley, exchanging know-how with Chinese
companies and issuing training activities for Chinese personnel.151 As a matter of fact, in the late
1980s the Chinese economic intelligence gained momentum, whose methods of espionage followed
the example of Japan during the 1950s, introducing new technological instruments, such as the use
of video-cameras to photograph any product exposed. During the Deng and Jiang era, several IT
research programs were inaugurated to foster the illicit acquisition of foreign technologies from the
Western countries and neighboring ones. Moreover, espionage programs were carried over into the
cyber-dimension, exploiting the security gap in foreign networks and increased the knowledge
acquired during the early period of espionage activities, despite the fact that economic espionage
remains still the engine of the Chinese intelligence system, surrounded by the Confucian beliefs, that
in turn foster cooperation and fluidity among the agencies.
Indeed, the role of the such intelligence community seems to be fueled by the fact that the decisionmaking process lies on the cultural assumption that political and economic interests are intertwined,
being thus completely different from the western counterpart. As a matter of fact, Chinese industrial
espionage activities are not intended as a breach of business ethics, since they produce gains for both
market and national security issues, due to the high collaboration among the intelligence agencies
and the institutions. As a result, the Chinese economic espionage system encompasses a huge variety
of activities, depending on which categories of actors are involved. Indeed, in some cases, the state
itself is engaged in espionage activities to steal trade secrets for development and research goals, in
some cases not involving the intelligence agencies, while in other cases, the latter are involved in
gathering technological innovations to strengthen the military capabilities. On the other hand,
individuals and businessmen are also part of industrial espionage activities, aiming at stealing
information to be sold to both public and private sectors. The crucial role of the front companies
deserves a particular mention, since they are gaining momentum in the economic security issues of
western countries. Since 1999, the FBI claims the existence of almost 3000 front companies in the
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US aiming at stealing technological trade secrets.152 As a matter of fact, Honk Kong is considered to
be the nerve-center of those industrial groups, whose is proved evidence about their bonds with the
Chinese political elites through intelligence channels, being part of a wider strategical framework,
called the Sina Model, as proved by the case of the Queensway Group case of 1988.153
As a matter of fact, the Chinese intelligence apparatus seems to have the most effective instruments
to gather technical knowledge and boost development and research by sending students overseas.
According to the US Justice Department, Chinese companies are involved in 90% of espionage
activities that took place from 2011 in the American territories, following the same strategy composed
of three R steps, rob the information, replicate the products and replace the companies in the world
market.154
The US has put its efforts to curb Chinese espionage with the implementation of trade policies to cut
off economic relations with Beijing in order to safeguard the country’s economic security. However,
as it has been highlighted by the US Justice Department, espionage activities constitute one of the
main security threat posed by Chinese economic policy, thus urging the Department to rely on a wider
strategy, that will foster cooperation among the industrial sector and the academic world, calling for
a law enforcement by the Congress to raise awareness about the security threats posed by the Chinese
giant, especially in this dynamic moment for global security issues due to the technological transition
to 5G.
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3.3 Inspecting the Italian Golden Power: how Rome safeguards national
companies strategically relevant for its economic security
Having analyzed the global spectrum of economic espionage activities that have increased the trade
tensions between the two largest economies, it is worth considering the most recent trends of the
Italian economic security framework, to analyze how these security concerns have affected the
implementation of Italian policies in respect to industrial espionage. During the first half of
September 2019, the Council of Minister approved the security Decree-Law n.64 in the matter of the
government special powers concerning telecommunication services based on 5G technology and
supply deals with non-European providers. The so-called Golden Power of the Italian government
aims at safeguarding national companies operating in strategic sectors, strengthening the provisions
contained in the previous Decree passed in July 2019.155 Indeed, the content of the latter broadened
the exercise of powers of the government encompassing the supervision of financial operations of the
main telecommunication companies in Italy, more precisely, Vodafone, Tim, Wind Tre and
Linkem.156 The aim of such political decision was to prevent the attacks of foreign security threats
that could exploit the vulnerabilities of the Italian telecommunication services, thereby jeopardizing
the building of the Italian 5G network.
The approval of the Decree marks a turning point for the Italian strategic scenario, since it shed light
on the role of the Italian government in determining which are the issues to be considered as strategic,
modifying the content of the previous Decree Law n.21 dated 15 march 2012, whose content was
related to the safeguard of defense and nationals security sectors that focused also on strategic
activities related to the energy, transports and communications sectors.
The new provisions introduced by the recent Decree Law aim at strengthening the government’
sphere of influence those sectors considered of strategic importance, granting a longer period of time
for the exercise of the Golden Power thus enabling the political elite to be better informed about the
security issues. Indeed, the exercise of the executive veto is applied on a wider spectrum of businesses
operated by companies that holds strategic assets, blocking activities such as in case of merging or
separation of strategic enterprises or in the event of moving companies or assets overseas. Moreover
the Decree extended the veto power from 10 to 45 days, enabling the government to better examine
the information received and evaluate the adoption of specific requirements and conditions to the
company. Moreover, the content of the decree modified the criteria of notification to the government
155 Cfr. Golden Power, D.L. 64/2019
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regarding any acquisition of national assets from foreign competitors, whether the stock shared is
equal to 3%.
Indeed, from 5% to 50% there must be sent a notification in order to register the acquisition from the
company. Furthermore, the Decree focuses provides disposition regarding the implementation of 5G
technologies, including the latter in the wider security framework, determining whether any foreign
investment related to 5G network can be considered a potential threat for national security.
As a matter of fact, the previous legislative framework provided by the Decree Law n.21 aimed at
ensuring that the golden powers of the national government will be compliant with European law,
following the line of the French action spécifique and the British golden share.157 Indeed, the
European Commission had already ruled against those typology of powers, claiming that it constitute
a breach of articles 49 and 63 of the Treaty on the Functioning of the European Union, regarding
respectively the freedom of establishment in the territory of another member state, including the
“right to pursue activities and to manage undertakings, in particular companies or firms”158, and the
prohibition of restrictions on movement of capitals between member states and third countries.
However, the Decree Law n. 332 dated 1994, established a statutory provision regarding special
powers of the Italian government, that clearly set the conditions for the state to be opposed to the
acquisition from foreign actors that could jeopardize the strategic interests of the country, whether
the purchased part would be greater or equal to the twentieth part of the social capital. At this regard,
the European Commission clarified the compliance of the special powers with the European
framework in a Communication dated 1997, in which stated the admissibility of the use of such
powers only if there was proved evidence of the existence of national security reasons, public order
and public health. Moreover, the Commission argued that the exercise of such powers must be in line
the principle of proportionality.
The doctrine of special powers can be applied in respect of any kind of company, in contrast with the
golden share framework, in which the state owned its quota of the company through which the
exercise of special powers could be acceptable. Indeed, the notion of golden share can be traced back
between the 1980s and 1990s in the United Kingdom, whose introduction aimed at managing
privatized British companies, while at the same time this doctrine became widespread also Eastern
Europe, in particular after the fall of the Soviet Union, as in the case of the introduction of golden
share in Russian law in 1992.
The introduction of the golden power legislation represents a paradigm shift for the Italian strategic
and security framework, reshaping the international weight of Italy and having a political impact on
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the economic relations among Italy and China. Indeed, the Chinese government promptly responded
to the approval of the Decree Law, arguing that there is no evidence of the potential security issues
that may arise by the involvement of Chinese companies in the Italian businesses, since Beijing looks
forward to strengthen the bonds of cooperation between the two countries, promoting a win-win
situation rather than a zero-sum.159 According to the Chinese Foreign Ministry Spokesperson:
“China and Italy enjoy traditional friendship and are comprehensive strategic partners. China highly
values the development of its relations with Italy and stands ready to continuously move forward our
friendly cooperation for new positive outcomes”160
Despite the message of the Geng Shuang seems to reassure the solidity of the bond of cooperation
with Italy, the Chinese companies ZTE and Huawei criticized the use of the Italian golden power on
5G technologies. At this regard, the Director of ZTE responsible for the Italian relations, claimed that
whether the Italian government will resort to the golden power, it may have a negative effect on the
competitiveness of Italian companies, provoking a technological slowdown for the building of 5G
technologies in Italy. Indeed, the ZTE spokesperson highlighted that the golden power should be
extended also to European companies, in order to better guarantee a fair competitive environment.
On the other hand, Huawei raised its concerns regarding the Italian golden power, since this behavior
appears to be an attempt to discriminate Chinese companies. At this regard, the CEO of Huawei called
for a better transparency in the exercise of the golden power, arguing that technology itself is neutral
and cannot be linked to any geopolitical issue.
The exercise of the golden power is thus a turning point for the Italian strategic framework, by which
the state itself advocates the prerogative of determining which sectors must be considered strategic
to guarantee the protection of national interest. Despite the fact that the Decree is very recent, this
concept has already been highlighted in the past, since the supreme interest of state security constitute
of the main pillars of the Italian legal order. Indeed, this concern can be translated in “the interest of
the state as a community in preserving its territorial integrity, its independence and its survival”161.
As a matter of fact, the issue of national security has always been linked with the idea of statecommunity, thus aiming at raising awareness among the public opinion regarding potential threats
that could jeopardize national interest, thereby creating a security culture. This trend began with the
law n. 124 of 2007, in which the first sparks of innovation can be witnessed, that at the same time has
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highlighted the wider spectrum of security threats for Italy, thus reshaping from the traditional
approach of security linked to the military sphere. Moreover, from 2007, the sphere of influence of
security issues encompassed also economic and industrial sectors, calling for new instruments to
safeguard national interest. Moreover, in the last decade, the concept of economic security has
gradually been intertwined with national security, involving the state-community in tackling those
new threats, calling for a better coordination of the economic intelligence community. The path that
lead to the establishment of the state’s golden power was then composed of assessments and analysis
of the new geo-economic environment, inspecting both the national and international aspects, in
which the Italian government has put its efforts in providing an harmonization of national security
and European legal framework, as mentioned above.
The recent political events have paved way for Italy to exercise the golden power on the main
telecommunications companies, thus foreseeing a new strategic approach to the 5G technologies,
providing a stricter control on communications services, assessing the potential risks for national
security. However, the Italian government has already exercised its golden power in 2017. Indeed,
the executive exercised its veto power refusing to sell the Italian company Next Ast Srl to the French
group Altran, through its Italian branch Altran Italia Spa. The Council of Ministers claimed Next to
be untransferable due to the fact that it is considered to be strategic relevant for Italian national
security. Indeed, the Next Spa operates in the sectors of IT, airport security and surveillance systems,
being linked with the main Italian companies active in the aerospace and defense sectors such as
Leonardo, Telespazio, Thales Alenia Space and Bombardier Transportation.162
The event itself constitutes a benchmark for the Italian strategic empowerment from the European
neighbors, protecting the Italian position as one of the industrial and technological fulcrum of
European cooperation. Given the high strategic relevance of the sectors in which Next operates, a
stricter control on foreign investors was needed to preserve the technological knowledge of the Italian
company. The scope of the resistance lied on strategic but also economic and political reasons, since
Next has economic ties with many of the leading Italian companies, and avoiding that Italy has a
subordinate role in the European defense framework.
As evidenced by the latest geopolitical events, Italy has increased its international weight in the global
scenario, becoming a new strategic crossroad, in which the Italian government is showing its
willingness to strengthen the Euro-Atlantic alliance, becoming more than a bridge between the two
Atlantic shores.
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CHAPTER 4

Policy Recommendations
The increasing role of economic issues is having an impact on the global scenario, reshaping and
affecting the strategic behavior of international actors and posing new challenges to countries and
companies. As a matter of fact, the need for countries to build a solid economic intelligence
community seems to be necessary to preserve competitiveness of the economy, even though not a
sufficient condition to protect national security from foreign threat. Indeed, with the advent of the
cyber dimension, the industrial and economic know-how seems to be put at risk by an increasing
number of cyber-attacks, exploiting the security gaps of companies’ networks and attacking the
weakest part of the security chain, the human factor. It seems impossible for intelligence communities
to provide a comprehensive strategy aimed at tackling those issues, given the higher complexity of
business networks, the increasing number of actors involved and most of all, the huge amount of
information available due to technological innovations, that in turn have a distorting effect on the
quality of data gathered and lead to a mismanagement of them by the decision-makers. The worldwide
perspective analyzed was useful to better grasp the heterogeneity of the economic intelligence
systems and their structure, comparing the western models with the Asian counterpart, inspecting the
strategic identity that information have acquired nowadays, both in term of trade secrets and in the
Chinese notion of intelligence, qingbao.163
What came out from this analysis was the importance for states to put their efforts in guaranteeing a
strong cooperation among companies and academic world, fostering research and development to
acquire technological know-how. Indeed, several cases show that the lesser the investments on
research, the worse is the impact on states’ economic competitiveness.164 In order to be competitive
in the nowadays economic context, innovation, information and knowledge are the main vectors that
reshaped the world market.
Economic intelligence systems have become thus a conditio sine qua non for any country that aims
to be competitive and strategic relevant. As a matter of fact, the more the investments are on
producing innovations, the stricter have to be the economic security tools to preserve the scientific
knowledge from foreign misappropriation. The new geopolitical scenario called for a balance
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between the offensive and defensive approach of economic intelligence communities, preserving on
the one hand economic competitiveness, while engaging in espionage activities to gather information
about competitors, avoiding the likelihood of jeopardizing economic security. Indeed, according to
Savona, rating agencies turned into the old artillery, representing the main weaponry of geoeconomics.165
The increased economic competition has reshaped the strategic behavior of national economies,
enhancing the role of intelligence agencies under a geo-economic lens.
Before assessing the proposal for a better improvement of the Italian economic intelligence system,
it is worth recalling the Baumard set of elements that can affect the evolution of economic intelligence
agencies in a specific country. According to the French author, those factors deal with several
examples of mismanagement of informational flows among state actors. One of the main points
stressed by Baumard was the lack of cooperation among intelligence agencies, that in turn can lead
to an establishment of an extremely competitive environment and thus an overlap of functions. This
argument is completely in line with the thesis of Mark Galeotti, in which he argued that Russian
intelligence system operates under a “wartime mindset”, to the extent that a culture of corruption has
gradually established.166
Analyzing the Baumard argument, sometimes the real failure of the economic intelligence agencies
lies on the intelligence cycle, in which the several steps are mismanaged and the decision-makers
receive a huge amount of information, being not able to discern those useful to those that are cannot
be fit to the context. At this regard, the signal-to-noise problem comes to our mind, in that the overload
of information can result in distorting the communication channels between the agencies and the
decision-makers.
This point is useful to stress the importance of a better coordination among the Italian security
agencies, especially mentioning the AISI and AISE, that, among their tasks, are involved in
safeguarding Italian economic and scientific interests, tackling the issues of espionage activities that
could jeopardize the Italian national security. Indeed, it should be abandoned the concept of security
agencies as merely instruments of the institutions, in which the latter are just passive actors, that in
turn are limited to receive the information without establishing a critic approach. This concept is
extremely related to the traditional view of national security, in that the economic issues have always
been blurred vis-à-vis military issues. Indeed, the Italian institutions should approach to the issue of
economic intelligence as an essential tool to protect economic security, achieving a higher
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consciousness about its crucial role in the geo-economic competition. As a matter of fact, a batter
cooperation among the two security agencies AISI and AISE will benefit the efficiency of the whole
intelligence system, providing a wider set of instruments to protect the national know-how. At this
regard, a paradigm shift occurred with the law 124/2007, in which the Department of Information for
the Security (DIS) was created, outlining its tasks in a more specific way than the former CESIS.
Indeed, the DIS is responsible for the coordination and supervision of the AISI and AISE, aiming at
creating a more unified information security network. The institution of the DIS represented a turning
point for the Italian economic security framework, to the extent that the companies themselves
represent no more the subjects to be protected, but rather they become active agents.
It should be promoted a better collaboration among the DIS and the largest firms, reinforcing the
country-system in a way that the intelligence agencies could benefit the economic environment,
providing strategic information that will improve competitiveness of the business while safeguarding
the national asset. Given the capillarity of the intelligence system, the dialectical exchange among
the various actors could improve the cohesion of the country as a whole, enhancing the quality of
communicational channels and the synergy among business and security agencies. Strengthening the
exchanges of data among the various players will contribute to raise the awareness about the crucial
role of intelligence agencies in the economic fields. According to Gagliano, quoting the episode
related to the article of the French financial newspaper, La Tribune, in which came out the French
superiority in the field of geo-economics, Italy still lacks an economic intelligence culture, in contrast
with the its long-lasting French intelligence framework based on the Martre Report.167 Indeed, what
lacked for years in the Italian economic environment is the acknowledgement of the increasing
strategic role of geo-economy in the international scenario. As a matter of fact, the Martre Report
represented a landmark for the creation of a worldwide awareness about the matters related to
economic intelligence. The document itself was useful to shed light on the economic issues related to
French companies, thus enabling the state institutions to provide the French economy instruments
that could fill the competitive gaps with the foreign competitors, fostering the creation of strategic
tools that could assure the preservation of the industrial know-how. Moreover, the document
represented a watershed for the French economic intelligence culture, raising awareness about the
evolving geo-economic scenario, urging the state to reshape its functions by the promotion of security
strategies that will fit to the rules of economic competition. On the other hand, as mentioned in the
first section, the Italian economic intelligence culture followed a different path, gaining importance
later than in the other countries, due to the huge influence of an interplay of several, political and non,
factors. Moreover, in the post-Cold War era, the government intervention in the economy mainly
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concerned monetary and fiscal policies, while putting aside policies designed to give priority to the
issues of economic security. Furthermore, the concept of security itself had often been left out in the
organizational structure of the companies in the name of boosting productivity and business.
Furthermore, the spectrum of the nowadays Italian economic environment shows a high
fragmentation of the companies. As showed by the Industry Census, Italy has the highest amount of
small and medium firms located in the whole territory, representing the 99,4 % of all the productive
units.168 Moreover, since the 1980s those entities have become the core the Italian economic system,
reshaping the industrial environment towards a multipolarity of economic actors spread across the
country. For this reason, state institutions may find it hard to identify companies that have strategic
relevance, focusing more on those that are bigger than the other small companies. It is worth noticing
that the fragmentation of the Italian industrial sector constitutes a vulnerability for the economic
security of the country.
At this regard, there should be highlighted the importance of establishing interconnections with
different economic actors, especially increasing the interplay among public and private sector.
Furthermore, my suggestion is to provide a clearer portrait of the Italian businesses, that could reflect
the various industrial realities located in the territory, enabling the security agencies to identify those
companies that could be more left behind by institutions and provide assistance to any firm, that,
despite its strategic relevance, can become a target of economic competitors.
At the moment, in order to better keep up with economic competition, Italian economic intelligence
community should strengthen its link with supranational economic institutions and deal with financial
instruments to better provide economic strategies to monitor economic behavior of competitors. On
the other hand, the interconnection among the private and public sector will be the other key issue for
the realization of the “country-system”. Indeed, the balance of power among the two sectors appears
to be a successful basis on which the domestic economy should build its new economic strategy,
focused on the protection of the state intended as a system composed of various economic entities, in
which private sector should have the opportunity to deal with global challenges benefitting of the
public aid.
A further point that it should be stressed is the cooperation among Italian private actors in assessing
international security threats. At this regard, the link private-private has hardly ever been established
in Italy, despite the fact that any private company is targeted by the same typology of attackers.
Keeping in mind this point, fostering the establishment of an information network among the main
companies can benefit the business itself, since most of the private actors own a huge variety of
different information and manage a huge amount of capital flows. Ensuring the investments on this
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cooperation will result in several benefit for the state, that in turn will not be the main entity that has
the task of receiving an overload of information from different actors. Establishing those bonds
among private actors could preserve industrial asset of the companies, enriching the security
framework by sharing their indicators of compromise, that will result in a higher national resilience.
From a country-system perspective, this tool could widen the windows of opportunity for companies
that have been targeted by espionage activities and being thus able to share their security concerns
and information with the other actors. Put in practice, this approach could be based on the
organization of regular meetings among the security managers of private companies, producing
shared emergency plans in case of espionage activities from foreign competitors. Far from being too
utopic, Italian companies have begun to organize round tables in which the security staff and the
personnel are invited to share their idea about new technologies and security issues, especially the
impact of cyber dimension and foreign security threats.
A further point that I would like to stress is the importance of the cooperation among Italian
companies and universities, that can result in strategic benefits for the productivity and enriching the
economic intelligence dimension. Indeed, I stressed in the previous sections the crucial role played
by the academic world in geo-economics, making a worldwide comparison of several economic
intelligence systems. As a matter of fact, three main actors are involved in this framework, mainly
the industries, the states and the universities. This framework recalls of the model of the Chinese
triangle169, in that companies should be linked with the state institutions, creating a third peak,
represented by universities. At this regard, the Italian intelligence system should strengthen
cooperation with the universities, although having already engaged in an openness path towards the
civil society, emerging from the old image of intelligence as an antidemocratic entity. I would like to
stress the importance of a twofold partnership, between universities and intelligence communities
and between universities and companies. Given the fact that geo-economic is characterized by
dynamism and fluidity, states need a continuous amount of information and knowledge to produce
innovation and be competitive. For this reason, universities constitute the engine of the economic
security system, and state institutions should foster collaboration among researchers and economic
intelligence agencies, organizing conferences and events that can act as places in which it could be
possible sharing ideas and discuss about new economic security issues. Moreover, it would be
advantageous for Italian economic competitiveness to engage in policies of national retention,
creating a more challenging environment for graduate students, widening their career opportunities
in national firms and avoiding the likelihood for them to be attracted by foreign competitors.
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According to Professor Gaetano Manfredi, the need for intelligence communities to strengthen the
links with the academic world is mainly fueled by the need to produce technological innovations and
to establish a multidisciplinary approach to security issues to provide tools to tackle new foreign
threats created by the Industry 4.0.
As a matter of fact, the great contribution of such collaboration is mainly due to the interdisciplinary
approach provided by the academic world to better meet the needs of the geo-economic scenario.
At this regard, the Scuola di Formazione del Comparto Intelligence and the Memorandum of
Understanding between the DIS and MIUR
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constitute one of the examples of such academic

developments in the field of intelligence, fostering the spread of the culture of security, while at the
same time creating a common ground between universities and intelligence agencies. The essence of
this approach lies on the willingness to meet the new security challenges of the international scenario,
calling for new actors to come into play, in order to share knowledge and contribute to the
strengthening of the state as a whole. As the former director of the DIS, Alessandro Pansa, argued,
the exchanges among universities and intelligence have an enormous strategic relevance for the
Italian national security, in which the universities will increase their role of high-valued partner.
Latest developments in the academic field open up the way for a better coordination at national level,
that in turn will lead to a better awareness about economic intelligence and issues economic security.
Furthermore, there should be fostered the investments to raise public awareness, by establishing
training programs, as in the case of Israeli cybersecurity courses in school,171 enabling the people to
embrace the culture of security with the implementation of such courses from the primary education.
Indeed, the investments in raising public awareness about the new security challenges should be based
on an educational approach that will be focused especially on the young generations, thus fostering
the share of ideas between students and intelligence agencies.
The government should keep on investing on information security, creating specific big data
infrastructures that could improve the management of the overload of information regarding the
economic environment, to better implement security strategies that could improve the
competitiveness of the companies. By doing so, intelligence agencies could be able to monitor and
give advice regarding the financial investments of Italian companies abroad, providing a wider
spectrum of data regarding foreign investors, making thus accessible the best set of information for
companies and economic actors. In conclusion, it can be argued that nowadays Italy has increased its
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international weight in the international scenario, and most of all, it has certainly the instruments to
pursue economic security strategies. As far as I am concerned, the approach to security issues has
gradually changed in the last decades, calling for a better involvement of the political and economic
institutions in tackling the new security threats generated by technological innovations and the
increasing role of the cyber dimension. The context in which intelligence agencies operate today is
constantly evolving and the attackers fit their strategies exploiting the vulnerabilities of the national
security system. The attack vectors grown and encompassed a wider variety of target, from the supply
chain to the IT system, including the human factor. A multiplicity of actors is nowadays able to access
to protected information by means of espionage activities. The core of the security strategy lies on
the continuous interaction between the three main actors involved, in which the political institutions
are intended to define the objectives to be pursued and raise public awareness about security issues,
while the industrial sector should increase the investments for the security of companies and training
programs for the personnel and the universities in producing knowledge and boosting research and
development in the fields of economic security.

Industry

Security
framework

Political institutions

Universities

Figure 5. New Security Framework

This structure could constitute the grassroots of the new security approach, strengthening the role of
Italy in the international scenario as a key player and enhance the Italian intelligence community as
key vector of economic competition.
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Conclusion
It seems clear that economic intelligence has gained momentum in the last decades, meeting the new
economic security challenges arisen in the nowadays international stage. Although states have been
engaging in implementing security policies aimed at strengthening the strategic role of economic
intelligence community, the context in which economic players operates is characterized by an
increasing dynamism. Economic intelligence agencies are then required to improve their performance
in order to guarantee higher security standards for countries’ economic systems.
The first part of my analysis was useful to grasp the concept of geo-economics and the reason why
the genesis of the latter reshaped the traditional geopolitical balance of the post-Cold War era. I
decided to provide an historical background of the concept, first focusing on how the advent of
globalization influenced the rise of economic issues in the international arena, inspecting the Bretton
Wood System impact in setting the new rules of the post-war economic regime. Analyzing this issue
was useful to better comprehend the consequences of the collapse of the system and the process of
deregulation that took place among the 1980s-1990s. The analysis of this event was useful to provide
a portrait of the new global framework, in which world powers started to resort to economic means
to achieve strategic goals, strengthening economic ties between the international actors rather than
military alliances.
The analysis of the political and economic events that took place in the aftermath of the Cold War
has been useful to provide a comprehensive framework of the growing interdependence among
international actors and the consequences at economic level. At this point, it was possible to better
understand the impact geo-economics on the international scenario, analyzing first the very birth of
the concept during the 1960s thanks to the work of Edward Luttwak. Having provided a definition of
geo-economics, my analysis followed the genesis of the concept, comparing the various theories from
the American, Italian and French school of thoughts. This theoretical framework was useful to better
draw a distinction from the concept of geopolitics, drawing a comparison among the arguments of
Babić and Baru. Moreover, this approach has been essential to highlight the controversial relation
between economic tools and military power, reshaping competition between states. It has been
inspected the criticism levelled to Luttwak argument on geo-economics, being compared to
mercantilist policies of the 16th century, thus demonstrating that geo-economics does not overshadow
economic competition in lieu of military power, in contrast with the mercantilist theory of the early
modern period, in which states resorted to military power as the main tool to secure trade relationships
with commercial partners.
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The analysis of geo-economics has been functional to better grasp the notion of economic warfare,
drawing a deep analysis of the historical cases of economic warfare from early 1900s, with the work
S. Herzog, that highlighted the strategic importance of German industries during the conflict. The
argument of S. Strange has been crucial to analyze the structural elements that compose the issue
itself, inspecting the spectrum of players involved in economic warfare. This analysis lead to the
identification of multinationals as one of the main non-state actors involved in the geo-economic
scenario, to the extent that the annual asset of several large companies is greater than the gross
national product of few group of countries. Furthemore, inspecting the increasing political weight of
multinationals in the international scenario has been a starting point to shed light on the debate around
the interrelation among states and multinationals, analyzing whether the role of the state has been
devaluated or rather globalization has conferred new competences, among which, safeguarding
national economic interest providing tools to better counteract in economic warfare. The argument of
Gagliano has been useful to better grasp this concept, in which he argued that multinationals are still
bond with economic and legal ties to the state in which their headquarter is located.
As a matter of fact, it has been inspected how economic warfare have opened the way to a new
spectrum of tools for states and multinationals, such as the Sovereign Wealth Funds and the Chamber
of Commerce Abroad. Moreover, the critical analysis of the work of R. Blackwill and J. Harris has
been fundamental to shed light on the variety of economic tools through which states are able to
achieve geo-economic targets.
This part of the research has also been analyzed under the lens of financial warfare, defined as the
“Fourth Generation of war” by W. Lind, inspecting the genesis and development of the concept at
international level. As clearly described in this section, the most critical challenge in financial warfare
is the management of the overload of information generated by the great dispersion of data, while at
the same time the spectrum of the targets is more circumscribed than economic warfare. At this
regard, it has been useful to draw a comparison among financial and economic warfare, inspecting
the change of strategies adopted by international actors, compared to the shift in military warfare
from the deployment of carpet bombing to precision strikes. Having inspected the more recent cases
related to financial warfare and provided a wide spectrum of analysis of the weaponization of dollar
and the Chinese debt diplomacy, it has been useful to shed light on the increasing strategic role that
information have in the economic environment.
The core of the first chapter has been devoted to the analysis of the concept of economic intelligence,
providing a deep analysis of the theorical background to better grasp its genesis in the geo-economic
scenario. The French School constituted a landmark for the birth of the debate around this issue,
thanks to the joint effort of Christian Harbulot and other French academics in providing the tools to
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analyze economic intelligence in the context of the Martre Report. On the other hand, it has been
inspected the genesis of economic intelligence communities under a worldwide perspective,
investigating the conditions that lead world powers to resort to economic intelligence activities,
comparing both Western and Asian countries.
This approach was useful to discern the peculiarities of each system, the influence of national policies
on their genesis and the main actors involved.
With particular relevance, it has been pointed out the main features of the Italian economic
intelligence system, from the very first creation of the Commission responsible of Italian intelligence
in 1997, committed to the General of the Carabinieri Roberto Jucci. The secret service reform in Law
124/2007 represented a watershed for the Italian intelligence scenario, providing a clearer horizon of
the tasks of the whole intelligence apparatus, whose section related to economic security issues is
divided among AISI and AISE.
There has been inspected also recent developments in legal disposition regarding the dissemination
of exclusive information delimited to the Italian territory, analyzing the Decree of the President of
the Council of Ministers dated 3 November 2017. This innovation represents a turning point in the
field of information warfare, since Italy will then safeguard protected information that have strategic
relevance from foreign threats, protecting the infrastructures as well in which these data are
processed.
The previous sections have been useful to better grasp the vulnerabilities of intelligence systems,
analyzing under a theoretical lens the context of economic intelligence failures, in which the
arguments of the reformist and traditional schools, along with Dahl theory of preemptive action, have
contributed to provide a wider spectrum of analysis. The work of Dahl in particular shed light on the
importance of continuous synergy among intelligence agencies and decision makers, providing both
tactical and strategic warnings to the latter.
The second part has been devoted to the analysis of the genesis of industrial espionage and its impact
on world economies. There has been inspected the roots of the concept, underlining the domestic
economic conditions that lead to the emergence of espionage activities. The historical analysis of the
genesis of industrial espionage has been useful to inspect the development of policies implemented
to protect trade secrets from foreign threats. This part was useful to investigate the implementation
of counterespionage methods, inspecting how states engaged in protecting their know-how from
foreign competitors. Given the severe impact of industrial espionage activities on business, states and
companies invested in strengthening counterintelligence, especially towards social engineering
attacks.
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My analysis has been devoted to providing a comprehensive theoretical framework of social
engineering attacks, highlighting how the human dimension can be exploited in espionage activities
to get access to companies’ protected information. Providing an analysis of this issue shed light on
the possibility to identify new categories of attackers, whose skills are more communicational ones
than technical. Indeed, the purpose of my research was to inspect the impact of social engineering on
economic security, focusing on the various steps of the attack, with particular attention devoted to the
targets, mainly the employees. At this regard, it has been made clear how establishing a bond of trust
between the victim and the perpetrator is necessary to guarantee a successful outcome, to the extent
that the target will be comfortable in giving personal information to the attacker.
Moreover, my analysis followed through the inspection of human vulnerabilities that compose the
weakest part of the security chain by which attackers plan their strategy. Particular attention was
devoted to the most common tactics of attack, analyzing direct approaches, hoaxing, tailgating,
shoulder surfing and maybe the most controversial, the dumpster diving.172 After having analyzed
one of the most consistent threat for economic security, my research has been devoted to
contextualizing the impact of industrial espionage activities on companies, switching the an Italian
perspective. My research was based on four rounds of interviews, in which I collected data regarding
the methods by which the leading Italian companies rely in protecting its know-how. I decided to
focus my attention on the Leonardo Group, because it represents one of the most influent company
in defense and aerospace industry. After having provided a brief introduction on the rise of the
company in the international economic environment, the aim of my research has been centered to
inspecting how one of the leading Italian companies approaches to industrial espionage activities.
The interviews showed how the advent of new technologies, preventing espionage activities has
become a challenging task for any company, even the largest one. Indeed, covering all the aspects of
security seems to be even impossible for companies, to the extent that more information are available
on the web, social networks and cloud, thus easing the access for hackers. Moreover, it has been
highlighted that the supply chain seems to be the most targeted element of companies, because the
level of security in the headquarters are higher than in the other links of the chain, while exhibition
and conferences are the main location where attackers plan their strategies.
The set of interviews has been fundamental to address how companies can minimize the impact of
industrial espionage, thus calling for a better implementation of security training for personnel and
assure that any section of the security chain will be granted the same level of security. This question
has been further analyzed in the fourth section of my thesis.
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See Chapter 2, section 3
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The third part of my research has been focused on a deep analysis of three case-studies, related both
to evaluating how discolsure of protected information have a significant impact on national security,
as the case of Wikileaks shows, while the analysis of Huawei has been fundamental to better inspect
the role of the Chinese intelligence community. I decided to inspect this issue because of the
increasing international relevance that Huawei is gaining in the last decades, that has also been useful
to better grasp the role of the Chinese government in the organization of the company. The analysis
of Chinese economic intelligence has shed light on the most peculiar aspects of one of the most
controversial intelligence system of the world. Following the argument of Vecchiarino, in which he
argued that industrial espionage constitutes an integral part of Beijing economic policy173, I inspected
the genesis of economic intelligence from the post-Mao transition to date. I decided to focus my
analysis on the Xiaoping economic policies aimed at fueling espionage activities to gather knowledge
abroad about technological innovation to boost economic growth, such as the practice of sending
Chinese students oversea to improve their technical skills. As a result, it has been made clear how
Chinese economic espionage system encompasses a huge variety of activities and involves a wide
spectrum of actors. Deeping the analysis, the “Sina Model” has showed the synergy between Chinese
political elites and intelligence agencies, in which espionage activities constitute the engine of the
Chinese intelligence strategy.
The last part of the third section has been devoted to the Golden Power normative, in order to inspect
how the Italian government protects its know-how, determining which companies are strategic
relevant for economic security.
The analysis of such developments in the field of economic security has been useful to draw some
policies recommendations to improve counterespionage measures against the theft of protected
information from foreign competitors. The focus of my analysis was mainly centered four major
areas. First, I stressed the strategic importance of cooperation between the three main actors involved
in economic security issues: institutions, industries and universities. As a matter of fact, my research
showed how the fulcrum of a solid security strategy lies on the continuous interrelation between these
players. What has been the weakness of the Italian intelligence system was the lack of cooperation
with the business and academic world. For this reason, I suggested to strengthen the links of this
triangle, in order to better tackle the exogenous threats of the economic environment and be more
competitive at international level.
The second major area concerned the implementation of policies to raise public awareness on
economic security issues, trying to set up the condition for the birth of an Italian economic intelligence
culture, similar to the effect that the Martre Report had on the French public opinion.
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Cfr. D. Vecchiarino, Il Controspionaggio Economico in Italia, 2012, SIOI, p. 16

105

I have stressed also the importance of cooperation among the public and private sector, following the
argument of Paolo Savona, inspecting also the likelihood of strengthening the synergy between
private companies. Indeed, fostering the establishment of an information network among the largest
Italian companies could benefit national economic security. By doing so, companies could share their
indicators of compromise among them, identifying the typology of attackers and organizing regular
meetings among the security managers, producing shared emergency plans.
The last point that I wanted to stress was the importance of investments on security trainings for
personnel, given that employees seem to represent the most targeted unity of the company. As a
matter of fact, nowadays world largest companies have already raised awareness on espionage threats,
increasing physical and technological means to prevent any misappropriation of protected
information.
In conclusion, economic intelligence has become a fundamental tool for states to be competitive and
to protect their know-how. The nowadays international scenario has become more dynamic and
complex that it used to be in the post-Cold War era, posing new challenges to global players and
reshaping the balance of power. Whether technologies and innovations improved the quality of
interconnections among the huge variety of actors and widened the exchange of information, new
security threats have put at risk national security of world countries.
In such dynamic context, economic intelligence gained momentum and reshaped the traditional
concept of security, in which providing instruments to protect knowledge from espionage activities
has become a necessary condition to be competitive in the international scenario.
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Summary

This thesis addresses the rise of economic intelligence as one of the most significant
tools adopted by international actors in economic warfare, devoting particular attention
to the impact that industrial espionage had in reshaping security strategies of global
players in the aftermath of the Cold War. Special emphasis has been put on examining
how countries resorted to counterespionage methods to protect national assets from
foreign misappropriation. In addition, this work analyzes how economic security gained
momentum in the last decades, focusing on the historical evolution of geo-economics
and the rise of economic intelligence culture on a worldwide perspective.
The research goals of this thesis concern a conceptualization of economic intelligence
in the geo-economic scenario, assessing its crucial role in the economic security
framework. Secondly, there will be inspected how industrial espionage has become one
of the most critical weapons of economic warfare, analyzing how countries have
resorted to counterespionage strategies to tackle such security threat.
The thesis starts with an analysis of the economic and political conditions that modified
the geopolitical balance in the aftermath of the Cold War.
As a matter of fact, the international scenario has been continuously reshaped by the
interplay of several factors, giving rise to new security challenges for global players.
The end of the Cold War modified the geopolitical balance, the growing importance of
economic dimension urged international actors to resort to new strategies to be
competitive in the global stage. Economic competition arose as the dominant driver of
international relations, reshaping also the concept of national security, representing a
paradigm shift from the traditional conception related to the military dimension. Indeed,
international actors gradually acknowledged that economic asymmetries represented the
catalyst for national security challenges, urging states to resort to new strategies to fit in
the new global order, in which conflicts assumed a different connotation, paving the
way to economic warfare.
At this regard, economic intelligence gained a crucial role in the geo-economic scenario,
becoming an essential tool for global players to be competitive an international level
and protect national asset from foreign threats. The growing worldwide impact of
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economic intelligence communities was dictated by the strategic role that informational
domain acquired in economic warfare.
As a matter of fact, the advent of globalization had a significant impact on world politics,
resulting in an extension of the global networks and an increase of interdependence
between the actors of the international arena. The development of innovative
technologies has substantially improved the quality of interconnections, granting a
greater exchange of information among global players, while paving the way to an
increase in security threats due to the security gaps in communication flows. For this
reason, an accurate information management has become extremely interconnected with
national security issues, having also a considerable impact on economic
competitiveness. Indeed, the growing worldwide impact of economic intelligence
communities was dictated by the strategic role that information domain acquired in
economic warfare.
It has been devoted much emphasis on analyzing economic intelligence theoretical
framework. Yet in this research area, providing a definition of the concept sparked an
intense academic debate during the last decades. It has been compared and critically
inspected the arguments of the main school of thoughts on economic intelligence, with
a particular focus on the French, American and Italian one. Following a brief
introduction on the economic regime set by the Bretton Woods Agreements of 1944, the
analysis focused on analyzing the socio-economic conditions of the post-Cold War era,
reshaped by the emerging of new players in the global scenario, the IT revolution and
the growing interdependence among international actors. In this global framework,
states resorted to economic means to achieve strategic goals, being bound by economic
ties rather than military alliances. In section 1.1, I provided an introduction to the
concept of geo-economics through an historical genesis of the issue, inspecting the
economic and political conditions that fueled the shift from military to economic
concerns. Following the argument of Edward Luttwak, geo-economics encompassed the
features of the new international scenario of the post-Cold War, in which power politics
finds its expression in economic means. From the 1960s, the concept of geo-economics
assumed scientific independence from geopolitics, becoming “mutually reinforcing” in
statecraft, allowing for a coexistence between them. The main criterion to distinguish
geo-economics from geopolitics was considered to be enshrined in the strategies
adopted, whether resorting to military power or economic means, such as embargoes or

119

sanctions.174 The academic debate highlighted a significant correlation between the two
concepts, in which geo-economics can be defined as a hybrid strategy adopted by states
to achieve their strategic goals (Baru).
Furthermore, it has been inspected the main players involved in geo-economics, with a
particular focus on the role of multinationals, trying to outline the links with the states,
evaluating whether geo-economics has reshaped state competences in favor of
multinationals. In addition, there have been analyzed the main tools of geo-economics,
such as the Sovereign Wealth Funds (SWFs) and Chamber of Commerce abroad,
devoting particular attention to the work of R. Blackwill and J. Harris “War by Other
Means: Geoeconomics and Statecraft”.
Accordingly, the notion of geo-economics has been useful to better grasp the concept of
financial warfare, defined as the “fourth generation of war”175, pointing out the
differences with economic warfare. Having inspected the key feature of financial
warfare, one of the main differences with economic warfare lies on the more
circumscribed range of action, being compared to the shift from the deployment of
carpet bombing to precision strikes.176 Accordingly, one of the most critical challenge
of financial warfare is the management of the overload of information, for this reason,
it has been inspected how this issue is extremely connected with information warfare
and how information have become strategically relevant for economic security,
analyzing how information domain is fundamental in geo-economics.
Section 1.2 has been devoted to providing a deep analysis of the notion of economic
intelligence, trying to single out the most controversial aspects of the concept from the
first networks of economic intelligence during the Republic of Venice. Indeed, my
analysis pointed out that this is concept is not an old one, rather, gathering information
was considered a precious resource for states in order to be more competitive in the
economic environment, as the East India Company agents were committed to acquiring
knowledge on the location of the most expensive goods in North America.
Having provided an historical background of the issue, I have critically compared the
various interpretations of economic intelligence and the plethora of different approaches
to its genesis, focusing in particular on the French school. Accordingly, it has been
highlighted the academic contribution of Christian Harbulot in providing a clear
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definition of the concept, that constituted one of the benchmark of the Martre Report, in
which he claimed that the real essence of the concept lies on the research and systematic
interpretation of accessible information to provide knowledge about the capabilities of
the actors.177 On the other hand, the Anglo-Saxon school described economic
intelligence as the set of information regarding the economic assets of foreign countries,
encompassing both macroeconomic and microeconomic aspects. Similar to this
argument, the Italian academics defined economic intelligence as any kind of
information agencies whose focus is on economic variables.
After having inspected the theoretical framework of the issue, in Section 1.3 I provided
an analysis of the genesis of economic intelligence communities under a worldwide
perspective, drawing a comparison among the various economic intelligence systems.
From a western perspective, it has been inspected the genesis of economic intelligence
communities both in the United States and European countries. I provided an analysis
of the creation of the Office of Economic Research within the CIA in the 1980s,
followed by the offensive approach of Clinton administration in establishing the
National Economic Council to foster the activities of intelligence agencies in monitoring
economic security. The enactment of the Economic Espionage Act represented a real
watershed for economic intelligence development in the West, to the extent that the US
provided legal instruments aimed at preventing misappropriation of trade secrets,
defined for the first time as a federal crime.
From a European perspective, I analyzed the birth of the economic intelligence culture
in France, where, until the 1990s, intelligence activities used to have a negative
connotation. With the publication of the report “Intelligence économique et strategies
des entreprises” in 1994, French institutions addressed economic intelligence as a key
strategy to be competitive in economic scenario, involving both state institutions and
companies and acknowledging the importance of cooperation between public and
private sectors. The guidelines contained in Harbulot’s work were put in practice with
the creation of the Comité pour la Competitivé et la Securité Economique and the
collaboration with the Grandes Ecoles. Germany followed a similar path, especially in
the decade of 1980s, when the German government promoted the creation of the Rahab
project as a joint effort between federal service branches to get access to foreign
databases to acquire know-how from foreign competitors.
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After having analyzed the structure of the western economic intelligence systems, my
focus shifted to Asian countries and Russia, to widen the spectrum of comparison.
I have tried to figure out the main features of the Russian intelligence system, compared
by Mark Galeotti to the mythological water snake Hydra, since the dissolution of the
KGB in 1991 gave birth to new intelligence agencies. I outlined the key tasks of each
intelligence agency, inspecting the controversial structure of the system and the
selection of intelligence agents.
Particular emphasis has been devoted to the analysis of the Italian intelligence system
in section 1.4, from the very first creation of the Commission responsible for the Italian
intelligence in 1997, committed to the General of the Carabinieri Roberto Jucci. It is
worth noticing that the Martre Report had a significant influence on the birth of Italian
economic intelligence, despite the initial mistrust about this issue, especially in the walls
of the Treasury Ministry and the Bank of Italy, that opposed to the deployment of such
unusual means to pursue economic security goals. However, I analyzed how the secret
service reform (Law N. 124/2007) represented a real watershed for economic
intelligence, to the extent that it has been stressed the importance of information
agencies and security agencies, providing a clear horizon of the tasks of the Italian
intelligence apparatus. Moreover, I inspected the structure of economic intelligence
system, comparing the tasks of the Internal Intelligence and Security Agency (AISI) and
the External Intelligence and Security Agency (AISE).
Furthermore, I analyzed recent developments regarding the issue of dissemination of
exclusive information in Italian territory to protect national strategic interests, focusing
on the Decree of the President of the Council of Ministers (3 November 2017).
The first chapter concludes with an analysis of the vulnerabilities of intelligence system,
inspecting the theoretical framework of economic intelligence failures, examining the
arguments of the traditional and reformists schools, with a particular emphasis on Erik
Dahl’s theory of preemptive action. The work of Dahl shed light on the importance of
continuous synergy among intelligence agencies and decision makers, focusing on the
coexistence of tactical and strategic warnings.

In chapter 2, it has been devoted particular emphasis on the analysis of the genesis of
industrial espionage and its impact on world economies.
In Section 2.1, I tried to provide an historical background of the concept of industrial
espionage, underlining the emergence of the phenomenon tracing back to the actio servi
122

corrupti of the Roman Law. Defined by Edwin Sutherland as a “white-collar” crime, I
provided a brief overview of the genesis of industrial espionage, analyzing its impact on
economic security during the 20th century. Special emphasis has been devoted to the
enactment of the Economic Espionage Act, by which the US criminalized
misappropriation of trade secrets, defined as any kind of information that required
protection measures for their economic value and inaccessible to the public.
Accordingly, I provided a brief overview of several cases of industrial espionage to
assess its impact on economic security, from the espionage activities perpetrated during
the Cold War to steal technological innovations to Ericsson case of the early 2000s.

Top-targeted sectors by industrial espionage activities

Figure 1, source: Layer Seven Security

Having provided a comprehensive spectrum of industrial espionage activities, Section
2.2 focused on the counterespionage methods adopted by economic actors to protect
their know-how against foreign competitors. I started my analysis from the report of the
European Commission, in which it was showed that at least 20% of European companies
have been harmed by industrial espionage activities, in which IT, health industry and
finance were the most targeted sectors. The issue of industrial counterespionage gained
momentum during the 1990s, since in the Cold War period counterespionage activities
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were mainly directed against the Soviet threat and to counter-terrorism issues. In the
aftermath of the Cold- War, world countries acknowledged the strategic importance of
protecting know-how from espionage activities operated by foreign competitors, in
order to avoid a loss of competitiveness. Indeed, industrial counterespionage monitors
any movement of the market, analyzing curves of foreign demand and supply to
guarantee competitiveness of domestic firms. Under this lens, it assumes also an
offensive connotation, in that counterespionage measures concern a set of activities that
aim at deceiving competitors, distorting the economic portrait of the country targeted
by the dissemination of fake information. Furthermore, I provided an analysis of the
spread of counterespionage strategies to protect Italian companies, that mainly
gravitates around the activities of the departments of the AISI, in which the
counterespionage department aims at ensuring that the economic and scientific
knowledge will be protected against any attempt of misappropriation from foreign
companies. Indeed, the AISI along with Confindustria has drafted a list of almost one
hundred Italian companies to be monitored that play a central role in development and
research. The analysis of this part has been useful to investigate the implementation of
counterespionage strategies, inspecting how states engage in protecting national
companies from foreign threats. The cases analyzed above shed light on the significant
impact that industrial espionage has on business, examining how companies are
investing in strengthening counterespionage activities, especially towards one of the
most controversial typologies of attack, the social engineering.
At this regard, in section 2.3 my research has been devoted to providing a deep analysis
of social engineering attacks, one of the main security threats for world companies. I
decided to inspect this issue because its particularity lies on the exploitation of the
human factor, that represents the weakest link of the security chain.178 Since the ploy of
the Trojan Horse set up by Ulysses in the Odyssey, this kind of strategy has been planned
to target the individuals’ vulnerabilities. The analysis of social engineering shed light
on the wide spectrum of attackers involved, whose skills are more communicational and
interpersonal than technical ones. Accordingly, I inspected in deep the attack
framework, composed of four steps, mainly information gathering on the victim,
relationship development with the latter, manipulation of the target to get access to
protected information, and lastly the execution of the attack.
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Social engineering cycle

Figure 2 Social Engineering Attack (Social Engineering Attack Mitigation 2015)

Moreover, I provided an analysis of the most common traits of human behavior that
constitute the vulnerabilities that attackers exploit, such as the fear of the authority and
inclination to be helpful. Special attention has been devoted to analyzing the main
strategies that social engineers use to steal protected information, examining direct
approaches such as hoaxing, tailgating, shoulder surfing, to one of the most
controversial, even most successful, tactic, the dumpster diving. On the other hand,
social engineering attackers rely also on electronic means to steal protected information.
Accordingly, I provided a deep analysis of the plethora of strategies used in the last
decades, such as phishing, spear phishing, vishing and smishing.
This section lied the groundwork of my second research question, in which I tried to
assess the impact of industrial espionage on companies’ economic security. Indeed, the
majority of world companies have already engaged in implementing security trainings
for the employees, since it has been proved that the lack of awareness on security threats
among the personnel appears to be the main weakness of companies. In section 2.4 my
analysis focused on providing a contextualization of industrial espionage on Italian
companies. My research has been based on four rounds of interviews to internal sources
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of one of the most influent company in strategic sectors of defense and aerospace
industry, the Leonardo Group. After having provided a brief introduction on the rise of
the company in the Italian economic scenario, this section lied the groundwork of my
second research question, namely how companies can tackle industrial espionage. The
first round of interviews showed how with the advent of new technologies, preventing
espionage has become one of the most challenging tasks for any company. Covering all
the aspects of security seems to be a utopic concept, since the more personal data are
available on the web and social networks, the easier will be the access for attackers.
Furthermore, it has inspected how the supply chain, namely the network of people and
information involved in moving a product from production to the consumer, has become
one of the most targeted element by industrial espionage activities, because the levels
of security in the headquarters are higher than in the other links of the chain. As a matter
of fact, attackers will direct their strategies towards subsidiary companies rather than
the headquarter.
The core of the interviews has been devoted to analyzing the main scenarios in which
industrial espionage activities take place, namely exhibitions and conferences, because
in such events the presence of more appealing targets such as high-rank employees and
experts will be higher. Having inspected the main strategies of industrial espionage, it
has been possible to provide a comprehensive framework of the issue and a deeper
awareness on the strategies adopted. Accordingly, I tried to answer to my second
research question, namely, how to minimize the impact of industrial espionage on
companies’ security?
The best security strategy seems to be investing in security trainings for personnel, in
order to make the employees part of the security chain, while at the same time assuring
that any part of the security chain will have the same levels of security.
In Section 2.5 I provided an overview of the most noticeable cases of industrial
espionage. The first part of this section has been devoted to assessing whether the
enactment of the Economic Espionage Act represented a failing attempt of the Congress
in providing legislation against espionage threats, since only few prosecutions went to
trials, despite the criminalization of the misappropriation of trade secrets was provided
by the content of the EEA. In the second, I provided an analysis of industrial espionage
cases, such as the Kodak and Gillette in 1997 and the Italian cases regarding Pirelli,
Olivetti and maybe one of the most famous cases of industrial espionage that concerned
the Formula 1 championship, the “Spygate” between Ferrari and McLaren in 2007.
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Chapter 3 has been devoted to the analysis of three case studies examined in this thesis,
in which I tried to figure out how the issues analyzed above continue to have an echoe
in the international stage.
First, the research focused on the strategic role that information had acquired on national
security, inspecting the case of Wikileaks, the “giant library of the world’s most
persecuted documents”.179 I provided an overview of the disclosed materials, that was
considered the largest data breach in military history, since most of the documents
concerned the US involvement in Afghanistan and Iraq. At least 75.000 documents
leaked showed in detail the operation planned by the US Army, enlisting the accidents
and the mismanagement of warfare, thus weakening the image of the US military
effectiveness and the inconsistency of its tactics. Moreover, the Assange’s organization
shed light on the US industrial espionage activities operated against France economic
interests, publishing the top-secret document “Espionnage Elysée”. The latter proved
evidence of the NSA undercover activities aimed at stealing commercial information,
conducting espionage activities on every French company whose asset was valued more
than $ 200 million, wiretapping several ministers and diplomats, including the former
president Francois Holland and his predecessors, Sarkozy and Chirac. The analysis of
this case has been useful to assess the strategic weight of information in nowadays
national security issues. Accordingly, Wikileaks represented the “end of secrecy in the
old fashioned Cold-War era sense”.180
Section 3.2 has been devoted to the analysis of the second case study, namely the
Chinese economic intelligence system. First, I inspected of the rise of the Chinese
company Huawei has reshaped the geopolitical balance, pointing out the reason why
China is the main player in the so-called “technological Cold War”. Furthermore, I
analyzed the transition to 5G technology, focusing on the most influential players that
nowadays are struggling in the 5G race, assessing how western economies have been
engaged in curbing the Chinese technological expansionism. Furthermore, I provided
an analysis of the Chinese strategic approach to 5G, pointing out the main differences
with the Western side, highlighting how the fulcrum of the Beijing strategy lies on the
cooperation of the academic world, companies and government institutions.
This part of my analysis has been useful to better grasp essence of the Chinese economic
intelligence community. Considered by the academics one of the most unique
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intelligence system, espionage activities constitute the benchmark of Chinese economic
policies, since these strategies are deeply rooted in the cultural background of the Asian
country, permeated by Confucian beliefs and the principles of Sun Tzu. I inspected the
genesis of economic intelligence from the post-Mao transition to date, focusing my
analysis on Xiaoping influence on economic policies, aimed at fostering espionage
activities to gather information about Western technological innovations. At this regard,
the Chinese Ministry of Education played a strategic role, promoting investments on
sending students abroad to learn foreign technology programs. Accordingly, the Chinese
economic intelligence system encompasses a huge variety of activities that goes beyond
espionage, involving a wider set of actors, from state institutions to universities.
Furthermore, the Chinese tradition gives to industrial espionage the same strategic
weight of military and political ones, becoming an integral part of Beijing economic
policies.
In Section 3.3 the focus of the research has been shifted to the Italian strategic
environment, trying to provide an examination of the recent Golden Power legislation,
inspecting its implications on economic security. The approval of the Decree-Law
64/2019 marked a turning point for the Italian strategic scenario, in that, it shed light on
the role of the Italian government in safeguarding national companies operating those
sectors considered strategic relevant for the Italian economic security. I analyzed the
main hotspots enshrined in the normative, compared to the previous Decree Law
21/2012, whose content was related to the safeguard of strategic activities related to
energy, transports and communication sectors. Accordingly, the new provisions
extended the veto power of the government from 10 to 45 days, being applied to a wider
spectrum of businesses, thus enabling the government to better evaluate whether
blocking the merging or separations of strategic enterprises. Furthermore, the Golden
Power concerned also the involvement of the Italian government in the supervision of
financial operations conducted by the main telecommunications companies in Italy,
namely Vodafone, Tim, Wind Tre and Linkem.
Lastly, I analyzed the case of the company Next Ast Srl, when in 2017 the Italian
government exercised its veto power refusing to sell the company to the French group
Altran. At this regard, Next was considered to be untransferable due to the fact that it
operates in the sectors of IT and surveillance systems, thus being strategic relevant for
Italian national security.
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Having provided the groundwork for an empirical evaluation of nowadays economic
security, in Section 4, I tried to draw some policy recommendations in order to improve
Italian economic security issues and raise public awareness on the strategic role of
economic intelligence.
First, it would be useful to increase cooperation between three main actors involved
economic security: companies, universities and state institutions.
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Figure 3 New Security Framework
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As a matter of fact, my research has showed how the core of any solid security strategy
lies on the continuous interrelation between these players. Indeed, political institutions
have the key task of defining strategic goals to be pursued and raise public awareness
on national security issues. Accordingly, universities constitute the engine of the
security framework, producing knowledge and fostering research and development in
the field of economic security. Furthermore, the industrial sector should increase the
investments in security strategies, avoiding being an issue left out in the name of
productivity.
The second major area concerned the implementation of policies aimed at raising public
awareness on economic security issues, trying to improve the conditions for the birth of
an Italian economic intelligence culture, similar to the impact that the Martre Report had
on French public opinion. At this regard, it could be useful to strengthen the links
between the academic world and economic intelligence, thus fostering the development
of the new culture of security, creating a common ground in which it could be possible
to share knowledge and meet the new security challenges. At this regard, the
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Memorandum of Understanding between the DIS and MIUR constitutes one of the
examples of such academic development in the field of intelligence.
Following the argument of Paolo Savona, I have also stressed the importance of
fostering cooperation among the public and private sector, while at the same time,
inspecting the possibility of strengthening the synergy between private companies. It
would be useful to invest in the establishment of an information network among Italian
companies, in which it could be possible to share indicators of compromise, whenever
a company has faced foreign espionage threats, providing a clearer portrait of the major
economic security threats by the organization of meetings among the security managers
of each company, producing shared emergency plans.
The last point that I wanted to stress has been the importance of investments on security
trainings for personnel, as my research showed, employees seem to represent the most
targeted unity of the company. However, most of Italian companies have already relied
on security strategies aimed at increasing awareness on industrial espionage, improving
physical and technological means to prevent any misappropriation of protected
information.
Having said that, it can be argued that economic intelligence has become a fundamental
tool for states to be competitive and protect their know-how. Nowadays, the
international scenario has become more dynamic and complex that it used to be in the
aftermath of the Cold War, posing new challenges to global players and reshaping the
balance of power. In such dynamic context, economic intelligence gained momentum
and reshaped the traditional concept of security, in which providing instruments to
protect companies from the threat of industrial espionage has become a necessary
condition to be competitive, in which the old weaponry has been replaced by economic
tools.
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