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1. Introduction 

 

In the last century, threats to global security have increased in both number and variety. In 

concomitance with major post-World War II events, extremisms of separatist, anarchist, 

independentist, and religious nature have characterized global, and therefore European, history1. 

Attempting to attribute a core meaning to the concept of modern international terrorism, this work 

aims at analyzing how the rapid evolution of this form of terrorism has taken shape alongside 

European Union integration and within its adapting Approach to internal and external threats. As 

ever-new innovations in technology and weaponry enhance the formation of organized terrorist 

networks, in fact, regional and national responses have developed and expanded accordingly. Seldom, 

such elaboration of effective Counter-Terrorism narratives, policies and measures takes place inside 

cooperative intra-regional dynamics, ruled by a commonly accepted legal basis and an institutional 

framework which simultaneously implements and acts in accordance with it. Cooperation within the 

European Union has however always presented a series of challenges, spanning from the extremely 

varied national interpretations of Security and Defense matters to the strong intergovernmental traits 

characterizing common responses inside and outside EU territories. It is therefore through the 

doctrine of constitutionalism and the supranational/intergovernmental dichotomy that this Final 

Dissertation proposes to analyze the evolution of the EU Counter-Terrorism Strategy and Approach, 

its present, its possible future changes, and what role have external governments, as well as 

organizations, in influencing its course. 

The first Section of Chapter I provides an historical overview of the legal basis on which the 

states of the once-European Communities built their legislative approach over the years. Whereas the 

1951 Geneva Convention2 successfully introduced international provisions connected to the 

prevention of terrorism, European states’ preoccupation with national sovereignty delayed the 

development of a true political cooperation at the regional level that, when reached in the late 1980s3, 

dealt only with broad foreign policy issues. Although, coincidentally, a series of Council of Europe 

Conventions aimed at creating one united front in the face of specific security issues, such as the 

 
1 Marc Smyrl, ‘European Anti-Terrorism Policy: A Trans-Atlantic Perspective’ (2007) 3 L’Harmattan 23, 115 
2 Convention Relating to the Status of Refugees (opened to signature 28 July 1951, entered into force 22 April 1954) 

2545 UNTS. 
3 ‘Common Foreign and Security Policy’ EUR-Lex a19000 <EUR-Lex - a19000 - EN - EUR-Lex (europa.eu)>. 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=LEGISSUM%3Aa19000
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suppression of terrorism4 and money laundering5. The Maastricht Treaty of 19926 furtherly regulated 

cooperation between national criminal jurisdictions and police forces, and instituted Common 

Foreign and Security Policy as its Second Pillar, in conformity with international cooperation designs 

present in the 1945 United Nations Charter7, the 1990 Paris Charter and 1975 Helsinki Final Act8. 

The here-presented work then underlines how an increased collaboration among EU MSs soon 

brought to the creation of a Common Security and Defence Policy and how, in the wake of the 9/11 

attacks, heightened awareness on the issue of terrorism led to the issuing of a large number of Council 

of the European Union Decisions9, a European Security Strategy10, and sequential Union working 

Programmes11. Central to common EU action and to the relevant provisions then contained in the 

2009 Treaty on the Functioning of the European Union were solidarity and cooperation, especially in 

regards to prevention, information and intelligence-sharing – here intended as the exchange of subsets 

of information and data which are politically and strategically significant -12. 

The second Section of this Chapter focuses indeed on the evolution of European Union agencies 

coping with threats through regionally-coordinated mechanisms. Insights on the origins and internal 

functioning of the TREVI Group, Europol, Eurojust and FRONTEX are offered in relation to the 

previously-exposed legal basis and the pivotal changes in narrative brought about by the turn of the 

century. Particular stress is put on the fast-paced adoption of instruments – such as the European 

Arrest Warrant13 – and on the creation of dedicated task forces – of which an example is Europol’s 

Counter-Terrorism Task Force14 – in the immediate aftermath of 11 September 2001. These new 

developments revealed to be crucial during a new wave of terrorist attacks directly aimed at EU MSs 

 
4 European Convention on the Suppression of Terrorism (opened to signature 27 January 1977, entered into force 4 

August 1978) ETS 090. 
5 Convention on Laundering, Search, Seizure and Confiscation of the Proceeds from Crime (opened to signature 8 

November 1990, entered into force 1 September 1993) ETS 141. 
6 Treaty on European Union (Treaty of Maastricht). 
7 United Nations, Charter of the United Nations (San Francisco, 1945). 
8 Both documents belong to the Organization for Security and Co-operation in Europe (OSCE), even if at time of the 

Helsinki Final Act, OSCE was still called ‘Conference on Security and Co-operation in Europe’ 
9 Chiefly, Council of the European Union, Council Framework Decision of 13 June 2002 on combating terrorism 

(2002) OJEU L 164/3 and Council of the European Union, COUNCIL DECISION of 28 November 2002 establishing a 

mechanism for evaluating the legal systems and their implementation at national level in the fight against terrorism 

(2002) OJEU L 349/1. 
10 Council of the European Union, European Security Strategy – A Secure Europe in a Better World (European 

Communities, 2009). 
11 Cronologically, the Hague Programme starting in 2005, and the Stockholm Programme starting in 2010. 
12 Steven David Brown, ‘Meaning of Criminal Intelligence’ (2007) 4 International Journal of Police Science & 

Management 9, 336. 
13 Defined within Council of the European Union, COUNCIL FRAMEWORK DECISION of 13 June 2002 on the 

European arrest warrant and the surrender procedures between Member States (2002) L 190/1, art 17(6). 
14 This particular Task Force became functional on the 15th November 2011, in the immediate aftermath of 9/11. 



6 

 

from 2004 to 201615, which shed light on many Union shortcomings and started a useful inter-body 

dialogue based on national experiences and knowledges of the threat. 

The third Section of this first Chapter inspects a fundamental aspect of the rule of law principle 

promoted by EU Treaties and institutions: human rights protection. Specifically, the text analyzes the 

evolution of this key element within the framework provided by the European Convention for the 

Protection of Human Rights and Fundamental Freedoms16 and by the jurisprudence of the European 

Court of Human Rights. The Court is in fact a central actor in determining to which extent the 

European Counter-Terrorism Approach can concretely deliberate on the life of individual persons. 

Controversial cases pertaining extraordinary rendition, rightful impairment of rights, elements 

constituting a ‘public emergency’ and state secrecy are briefly exposed, alongside the rationale behind 

the Court’s judgements. Inside the Union, human rights protection is the result of inter-state 

cooperation, state-institution collaboration, and intra-judicial bodies’ accordance on basic 

understandings and principles. Therefore, the Section furtherly highlights the ongoing influences 

between ECtHR and the Court of Justice of the European Union, as well as the continuous 

reaffirmation of minimum common standards of human rights protection that limit the liberty of 

national Counter-Terrorist measures. 

Chapter II of this work aims instead at depicting the present and possible future panoramas of 

EU Counter-Terrorism. Its first Section illustrates the age-old struggle of finding a common definition 

for international terrorism that can be recognized by all states and consequently be used as foundation 

for Counter-Terrorist Policy-making. Without a clear definition of the concept, the enforcement of 

international agreements is rendered extremely difficult, as is the management of a unified operational 

response where it is needed. Even though the events of 9/11 briefly labelled the problem as a political 

defect, it soon became clear that, at the very least, an operational definition was needed. Through a 

Framework Decision17, the Council of the European Union thus defined the main criteria to determine 

whether an act can be assumed to be one of terrorism, and to which minimum extent it can be punished 

at the national level. Moreover, EU institutions listed the Internet among more traditional terrorist 

threats18, acknowledging its key role in radicalizing campaigns, attack-planning, and actual 

aggressions. The new dangers posed by terrorist expansion are here better understood through the 

 
15 To cite some of those analyzed in the work: the 2004 Madrid and 2005 London bombings, and the 2015 Paris and 

2016 Brussels attacks. 
16 Council of Europe, European Convention for the Protection of Human Rights and Fundamental Freedoms (opened for 

signature 4 November 1950, entered into force 3 September 1953). 
17 Council of the European Union, Council Framework Decision of 13 June 2002 on combating terrorism (2002) OJEU 

L 164/3. 
18 Council of the European Union, COUNCIL FRAMEWORK DECISION 2008/919/JHA of 28 November 2008 

amending Framework Decision 2002/475/JHA on combating terrorism (2008) OJEU L 330/21. 
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figures of ‘foreign terrorist fighters’ and ‘lone wolves’, demanding of national and regional 

governments to alter and adapt their long-standing anti-terrorist practices. 

It is precisely on the adaptability of the European Union Defense Response that the second 

Section of this Chapter concentrates. At the beginning of the 21st century, the Union recognized that 

new threats require indeed new solutions, and that non-military prevention and de-radicalization has 

the potential of positively impacting the fight against terrorism only when national and regional 

defense apparatuses spread resources beyond their borders, thus avoiding crisis escalations. 

Comprehensive responses that equally involve security and defense measures are to be interpreted as 

the sole resolutive approach to external and internal dangers of terrorist nature. Despite definitional 

difficulties also affect the common interpretation of new threats – such as cyber crime -, the European 

Commission attempted to set a solid basis for cross-border cooperation and instituted the ad hoc body 

of the European Network and Information Security Agency19, tasked with information-gathering and 

risk assessment procedures. Nonetheless, the European Union approach to cyber crime and attacks 

was deemed to be an ‘all-hazards’ one20, void of the nuances necessary to face specific cyber dangers.  

The 2007 Estonian case-study, at the center of the following Section’s discussion, was de facto 

a turning point for cyber security in the EU. The series of cyber attacks suffered by the state of Estonia 

was unprecedented in variety and duration: citizens’ devices as well as public and governmental ones 

were hacked for a total of twenty-two days. The case introduced terms such as ‘cyber warfare’ and 

‘cyber terrorism’ into institutional lexicon and brought to light the extensive deficiencies of EU 

apparatuses. The newly-founded Agency de facto only offered a posthumous assessment of the 

situation, leaving the much-needed mutual assistance to EU MSs and confirming that inter-State 

solidarity did not depend on Union institutions and bodies. The Estonian case is furtherly important 

because it proved how damaging online violations can be and opened the Internet sphere to 

governmental regulations, which had been lacking up until that point in time. The already-identified 

relevance of comprehensive responses was here exacerbated by the abstract essence of the attack and 

the consequential adaptation of EU instruments. In fact, the Union introduced the use of computer 

emergency response teams - which had been the backbone of national aid to Estonia -, a new Internal 

Security Strategy21, and a Digital Agenda22 foreseeing training and simulations based on the Estonian 

 
19 See European Parliament and Council, Regulation (EC) No 460/2004 establishing the European Network and 

Information Security Agency (2004) OJEU L 77/1. 
20 Piotr Bąkowski, Cyber security in the European Union (European Parliamentary Research Service, 2013). 
21 European Commission, COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT AND 

THE COUNCIL The EU Internal Security Strategy in Action: Five steps towards a more secure Europe COM(2010) 

673 final. 
22 European Commission, COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT, 

THE COUNCIL, THE EUROPEAN ECONOMIC AND SOCIAL COMMITTEE AND THE COMMITTEE OF THE 

REGIONS A Digital Agenda for Europe COM(2010)245 final. 
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experience. What would have been an isolated national experience in the past became a learning 

opportunity for the Union as a whole, on which methods and approaches – exemplified by the 

CyberROAD Project23 and by the 2016 EU Global Strategy24 – were consequently shaped. 

The third and last Section of the Chapter offers an overview of theories of future changes 

significant to the European Approach so far described. The proposed possible evolutions of EU 

Counter-Terrorism respectively develop on intergovernmentalism, supranationalism, and a 

combination of the two that benefits operationalization, international agreements and a common 

awareness guided by shared Union values. Additional elements of resource diversification, isolation 

of terrorist groups from their supporters, integration of minorities and crime investigation build here 

on a hybrid scenario, made effective by inter-agency cooperation and an ever-evolving history of 

successful law enforcement. The educational function of intelligence is then recognized to be an 

important anti-radicalization tool that can benefit the general public as it does regional bodies of 

higher profile. Lastly, a four-level model comprising the strengths of previously-made considerations 

is proposed as the theoretically ideal solution for Union future changes in Security and Defense 

matters. 

Chapter III turns to the analysis of a number of Counter-Terrorism approaches around the world 

and to their influence on EU internal dynamics. Thus, in the first Section, the main trends 

characterizing EU MSs’ Counter-Terrorist Policies are taken into consideration in light of their 

independence from Union structures. National Security Policies and practices highly rely on 

individual states’ experiences with security threats, but a substantial division in ‘intelligence services’ 

and ‘security services’ can be often depicted, regardless of their levels of interaction. In most recent 

times, trends of collective securitization25 and convergence26 have been observed among Union 

Member States, sparking from the many instances of aggression originating outside EU borders. The 

turning point was, once again, embodied by the 9/11 attacks on the US, which confined national 

sovereignty discourses to the back of the common security agenda for years and ignited the upturning 

of the status quo in Europe. The Section emphasizes the importance of collective threat-perception in 

creating a truly European action for the first time, one of still-varied origins that is cohesive and 

legitimate, but far from harmonized. Nonetheless, after the deeply-shocking attacks of 2015 and 2016 

 
23 UNICA – University of Cagliari, PRA Lab – Pattern Recognition and Application Lab, D6.1 – Cyber Terrorism 

Stakeholder Needs and Threats Evaluation in Development of the Cybercrime and Cyber-terrorism Research Roadmap 

(Cagliari, 2015) <untitled (cyberroad-project.eu)>. 
24 Council of the European Union, Implementation Plan on Security and Defence (2016) 14392/16. 
25 Christian Kaunert and Sarah Léonard, ‘The collective securitisation of terrorism in the European Union’ (2019) 2 

West European Politics 42, 261. 
26 Daniel Nohrstedt and Dan Hansén, ‘Converging Under Pressure? Counterterrorism Policy Developments in the 

European Union Member States’ (2010) 1 Public Administration 88, 190. 

https://www.cyberroad-project.eu/m/filer_public/2016/05/02/d61_cyber_terrorism_stakeholder_needs_and_threats_evaluation.pdf
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on Brussels and Paris, an increasing number of European Commission proposals27 have been 

implemented, and national systems have been opening more and more to EU intelligence assistance28. 

In the following Section, the Chinese, Russian, and MENA29 Counter-Terrorism designs are 

explored in relation to their significance for EU’s own setting. Despite the fundamental differences 

in governmental and economic organization, the three chosen areas present a common alienation to 

Western values of democracy and human rights protection, which in turn shapes their individual takes 

on a global fight against international terrorism. These non-Western superpowers tend to regulate 

their national and regional narratives along that of US’ ‘War on Terror’ and geopolitical interests, a 

dichotomy easily explained by their ascension as major economic global forces which have to coexist 

with the US and EU inside the global market. Furthermore, the heavily-militarized conception these 

countries have of internal security renders EU, US, and CoE’s rhetoric of hybrid intervention an 

inherently exclusionary one. The European Union has therefore to navigate the ambiguous treatment 

reserved to minorities under these governments’ jurisdiction without losing sight of its constituent 

values and while also maintaining open channels of political and economic collaboration.  

Turning to transatlantic US-EU cooperation, the Section explains how US objectives have been 

including EU integration and collaboration ever since the end of WWII. Interestingly, the American 

conception of terrorism foresees external security issues as possible future internal threats which 

ought to shape national counteractions, thus opposing other world views that instead understand 

security practices as primarily built on domestic experiences. This work follows a tripartite division 

of US narratives concerning Counter-Terrorism ‘as law-enforcement’, ‘as national security’, and ‘as 

counterinsurgency’30. The 2001 attacks polarized the American interpretation of the rest of the world, 

classifying states as either ‘allies’ or ‘enemies’ and causing the first paradigm shift, which saw 

Counter-Terrorism ceasing to be a law-enforcement aspect and becoming one of national security. 

Subsequently, increased American engagement in Iraq at the end of 2007 brought politicians and the 

general audience to interpret Counter-Terrorism as a tool of counterinsurgency. Here, the text stresses 

the centrality of politics and diplomacy among more economic and military means of counteraction. 

It is precisely on the hybrid nature of effective Counter-Terrorism, then, that it is argued US-EU 

cooperation thrives. Nonetheless, recent isolationist tendencies, the COVID-19 pandemic, and 

different economic capacities have exacerbated the perceived asymmetry between the two regions, 

posing further questions on how to develop common strategies in the near future. 

 
27 For instance, stricter restrictions on the availability of firearms and explosives. 
28 As was the case for French authorities in the investigations of the Charlie Hebdo attack of 2015. 
29 The acronym refers to the Middle Eastern and North African region. 
30 Joshua D. Kertzer, ‘Seriousness, grand strategy, and paradigm shifts in the "war on terror"’ (2007) 4 International 

Journal 62, 961. 
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The last Section of this Chapter investigates how these transatlantic dynamics coexist within 

the most prominent international organization for security and defense: NATO. The origins of the 

Organization are briefly presented to explain the subsequent evolution of objectives common to its 

Members and its gradual transformation from a strictly military Alliance to an international actor with 

significant political weight. However, once the ‘common enemy’ – the USSR - was defeated in the 

Cold War, only informal meetings and practical cooperation at the staff-level encouraged the Union 

and the US to overcome their well-hidden rivalries. The activation of Article 5 of the North Atlantic 

Treaty31 furtherly consolidated unity of intents and ignited the issuing of a series of measures to 

improve the extent of NATO strategies. Despite a relatively long period of frozen conflict between 

EU and NATO, the Union recognized NATO’s important complementary role for European security 

and opened official channels of cooperation through the issuing of the European Global Strategy, in 

2016. Building on the strengths and struggles demonstrated by this inter-organizational cooperation, 

the text suggests a partially improved resolution based on set rules of response proportionality, shared 

knowledge, informed predictions, and primacy of democratic values. 

In conclusion, the main findings and observations made throughout the three Chapters are 

summarized to contextualize the European Union Counter-Terrorism Approach both in terms of 

historical evolution, and external and internal policy considerations. Through the lenses of an ever-

present doctrine of constitutionalism, the gradually decreasing struggles related to an 

intergovernmental/supranational dichotomy, and the expanding globalization dynamics, this Final 

Dissertation furtherly aspires at constituting an initial point of reflection on matters of Counter-

Terrorism worldwide. 

 
31 North Atlantic Treaty (Washington D.C., 4 April 1949). 
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2. Chapter I – The Evolution of the European Counter-Terrorism Strategy and Approach. 

 

2.1 The Legal Basis Evolution of the European Approach. 

 

EU Counter-Terrorism policy is characterized by an evolution that is gradual and cyclical. As 

will be observed throughout this work, terrorism in the European region has longstanding roots in 

domestic extremisms of separatist, anarchist, and independentist nature32. In the words of Marc 

Smyrl, “the origins of European ‘homeland defense’ against terrorist threats […] predate the rise of 

Islamist networks by several decades”33. In European history, terrorist threats have de facto not been 

recognized as common issues in need of a common answer for many years.  

Globally, a first attempt to set out a united legal framework for the fight against terrorism was 

made in 1937, by the League of Nations, with the Convention for the Prevention and Punishment of 

Terrorism34. The first article of the Convention provided an agreed-upon definition of ‘terrorist acts’ 

as “criminal acts directed against a State and intended or calculated to create a state of terror in the 

minds of particular persons or a group of persons or the general public"35. Despite the insightful 

conceptual basis, the Convention never entered into force, partly due to the World War II outbreak, 

and partly because states could not find shared ground on extradition laws concerning nationals who 

commit terrorist acts in another country. In the aftermath of WWII, the international community 

worked on a series of other conventions on the matter, dividing them by specific topic so that their 

scope would not appear to be encompassing and overbearing on national sovereignty36. While this 

division into thematic categories bypassed the fundamental mistrust national governments had in 

supranational dynamics, it also exacerbated a lack of synchronicity at the global level, actually adding 

no value to the international Counter-Terrorism structure.  

A post-WWII international law instrument that actually introduced lasting normative concepts 

was the 1951 Geneva Convention Relating to the Status of Refugees of the United Nations. Alongside 

 
32 Marc Smyrl, ‘European Anti-Terrorism Policy: A Trans-Atlantic Perspective’ (2007) 3 L’Harmattan 23, 115. 
33 Ibidem, p. 119. 
34 Convention for the Prevention and Punishment of Terrorism (adopted 16 November 1937) 16 League of Nations O.J. 

23. The Convention was the League’s legislative response to the 1934 Marseilles attack of the Croatian terrorist 

Gueroguiev where the King of Yugoslavia, Alexander, and the French Foreign Minister Barthou were killed. 
35 Ibidem, art 1. 
36 To cite some: Convention for the suppression of unlawful seizure of aircraft (opened to signature 16 December 1970, 

entered into force 22 October 1973) 12325 UNTS; Convention to prevent and punish the acts of Terrorism taking the 

form of Crimes against Persons and related Extortion that are of International Significance (opened to signature 2 

February 1971) 24381 UNTS; Convention Against the Tacking of Hostages (opened to signature 17 December 1979) 

21931 UNTS. 



12 

 

the definition and rights of people that are persecuted in their country of origin37, in fact, the Geneva 

Convention includes rules of exclusion directly connected to the prevention of terrorism. Art. 1F 

spells out for which “serious reasons” an individual cannot be considered a refugee:  

 

a) he [or she] has committed a crime against peace, a war crime, or a crime against humanity, as 

defined in the international instruments drawn up to make provision of such crimes; b) he [or she] 

has committed a serious non-political crime outside the country of refuge prior to his [or her] 

admission to that country as a refugee; c) he [or she] has been guilty of acts contrary to the purposes 

and principles of the United Nations.  

 

While EU and national legislators of the ratifying countries of the Convention were given the 

power to set a wider scope of protection for people requesting asylum, under no circumstance the 

same legislators can grant refugee status to a person or a group of people falling under the exclusion 

clauses of Art. 1F38. As of now, the Geneva Convention has 145 signatory countries, including all 

European Union MSs, even though EU law per se does not officially comprise it39. However, EU 

measures for a common asylum system40 and the Union-wide accepted interpretation of the “Right to 

Asylum”41 mention the Convention within their written codifications. 

In much smaller scale, the six states of the European Coal and Steel Community (ECSC) 

attempted to create the European Defence Community (EDC) in 1952, instituting both a political 

alliance and a common army. The EDC was thought out to function on the work of a High Authority 

in charge of economic planning and competition authority, and of a Commissariat which instead was 

supposed to manage the EDC army42. States would have limited their sovereignty over the national 

armies in favor of a unified European command, which would guide the military forces into battle if 

any of the ratifying States was to be attacked43. As it was to be expected and starting with France’s 

 
37 “As a result of events occurring before 1 January 1951 and owing to well-founded fear of persecution for reasons of 

race, religion, nationality, membership of a particular social group or political opinion, is outside the country of his 

nationality and is unable or, owing to such fear, is unwilling to avail himself of the protection of that country; or who, 

not having a nationality and being outside the country of his former habitual residence as a result of such events, is 

unable or, owing to such fear, is unwilling to return to it” from the Convention Relating to the Status of Refugees 

(opened to signature 28 July 1951, entered into force 22 April 1954) 2545 UNTS. 
38 Lars Bay Larsen, ‘Terrorism and the right to international protection: The case-law of the Court of Justice of the 

European Union (CJEU)’ in La Lutte Contre le Terrorisme: Ses Acquis et Ses Défis – The Fight Against Terrorism: 

Achievements and Challenges (under the direction of Christiane Höhn, Isabel Saavedra and Anne Weyembergh) Liber 

Amicorum Gilles de Kerchove (Bruylant 2021). 
39 Council of the European Union, Updated European Union Guidelines on promoting compliance with international 

humanitarian law (IHL) (2009) OJEU C 303/12. 
40 Treaty on Functioning of the European Union (Treaty of Lisbon) art 48. 
41 Council of the European Union, Charter of Fundamental Rights of the European Union (2000) OJEU C 364/01, art 

18. 
42 See European Defense Community Treaty (opened to signature 2 June 1952). 
43 Ibidem, art 2(3). 
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step back, the EDC project was abandoned. The core concept was later revisited and its basis 

implemented under the acronym EPC (European Political Cooperation) with the 1970 Davignon 

Report presented at the Luxembourg Summit, but was officially launched only in 1987 with the Single 

European Act (SEA)44. The key features of EPC were set to be: consultation and cooperation on 

foreign policy issues and work on coordinated positions as well as joint actions; consultation before 

the adoption of national positions on foreign policy issues of general interest; decision-making by 

consensus among governments; confidentiality of consultations; and direct contacts between Foreign 

Ministries, allowing speed and flexibility45.  

While the EPC was developing46, the Council of Europe (CoE) took a further step in the fight 

against terrorism with the ratification of the first European Convention on the Suppression of 

Terrorism (ECST), in 197747. The Convention aimed at facilitating the extradition of persons who 

commit acts of terrorism by listing a series of violations – such as kidnapping, bombing, and aircraft 

hijack – that ratifying Member States ought not to consider as political in intention48. By detaching 

serious acts against life, physical integrity and liberty of a person from domestically prosecutable 

crimes, CoE applied the principle of aut dédere aut iúdicare (‘extradite or prosecute’) in indicating 

that ratifying MSs had, from then on, the faculty to prosecute convicts domestically only if no other 

country involved in their crimes reclaimed the right to do so49. However, more than half of the 

signatories soon reserved the right to not extradite one or more of their nationals even if guilty of 

committing a serious crime listed in Art. 1 ECST50. They did so by virtue of Art. 13 ECST, which 

reads:  

 

Any State may, at the time of signature or when depositing its instrument of ratification, 

acceptance or approval, declare that it reserves the right to refuse extradition in respect of any 

offence mentioned in Art. 1 which it considers to be a political offence, an offence connected with 

a political offence or an offence inspired by political motives, provided that it undertakes to take 

into due consideration, when evaluating the character of the offence […].  

 
44 See ‘Common Foreign and Security Policy’ EUR-Lex a19000 <EUR-Lex - a19000 - EN - EUR-Lex (europa.eu)>. 
45 Council of the Foreign Ministers of the EC, Davignon Report (Luxembourg, 27 October 1970). 
46 With the Copenhagen Summit (1973), a report on the workings of the EPC was presented. In the following years, the 

Foreign Ministers of the EC countries and the Political Committee met several times, and European correspondents 

were appointed to monitor and report on the progresses of EPC. For more, see Ivi, note 44. 
47 European Convention on the Suppression of Terrorism (opened to signature 27 January 1977, entered into force 4 

August 1978) ETS 090.  
48 By “violations that are political in intention”, it is here meant violations with the final aim of overturning the current 

political asset to promote another political configuration, without necessarily attacking the very structure of the 

governmental system and/or without targeting civilians, or persons uninvolved in the current political asset. 
49 Ivi, note 47, art 1. 
50 Gert Vermeulen, ‘EU conventions enhancing and updating traditional mechanisms for judicial cooperation in 

criminal matters’ (2006) 1-2 Revue Internationale de Droit Pénal 77, 59. 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=LEGISSUM%3Aa19000
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Thus, on the guidelines provided by the ECST, two years later the MSs of the European 

Community signed an agreement - known as the Dublin Agreement51 - to officially commit 

themselves to the application of the Convention. By signing this Agreement, MSs agreed that an 

explicit declaration of intent was to be made in order to reserve the right to prosecute a national, but 

less than the required number of MSs’ national legislatures accepted the clause and the Dublin 

Agreement never entered into force52. 

A concrete penalty system was put in place by the Convention on Laundering, Search, Seizure 

and Confiscation of the Proceeds from Crime of 1990. CoE worked on the assumption that serious 

crime has to be tackled with modern and effective methods, among which is the deprivation of the 

proceeds from crime, defined as any economic advantage obtained by violating the law53. A 

specification is made that the Parties to the Conventions are obliged to cooperate to their maximum 

capabilities for the purposes of investigations and confiscation of proceeds54, and that this should be 

done for all listed offences, regardless single national criminal jurisdictions55. Additionally, the 

Maastricht Treaty, or Treaty on European Union (TEU)56 – which also delineates the role of police 

cooperation within the EU –, calls for inter-MS collaboration between national administrations57. 

Article K.3 of the Treaty gave the Council the power to adopt joint positions and actions to enhance 

this cooperation on the initiative of any MS or of the Commission, as well as to adopt conventions 

that, if signed, fall under the jurisdiction of the Court of Justice of the European Union (CJEU)58. On 

this legal basis, the Council adopted two important later Joint Actions: 97/827/JHA and 98/733/JHA. 

The first one institutes a mechanism of evaluation for the national application and implementation of 

international efforts against organized crime. For each MS, the Presidency of the Council selects three 

experts of different nationality and asks them to report on the political, administrative, police, customs 

and judicial bodies of the State under analysis in order to work on possible improvements59. The 

second Joint Action made the participation in a criminal organization in the Member States of the 

 
51 European Council, Dublin Meeting (Dublin, 3 December 1979). 
52 Ivi, note 20. 
53 Convention on Laundering, Search, Seizure and Confiscation of the Proceeds from Crime (opened to signature 8 

November 1990, entered into force 1 September 1993) ETS 141. 
54 Ibidem, art 7(1). 
55 Ibidem, art 6(2)(a). 
56 Treaty on European Union (Treaty of Maastricht). 
57 Ibidem, art K.3(1). 
58 Ibidem, art K.3(2). 
59 Council of the European Union, JOINT ACTION of 5 December 1997 adopted by the Council on the basis of Article 

K.3 of the Treaty on European Union, establishing a mechanism for evaluating the application and implementation at 

national level of international undertakings in the fight against organized crime (1997) OJEU L 344/7, art 4. 
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European Union a recognized criminal offence60. Here, ‘criminal organization’ is defined as “a 

structured association, established over a period of time, of more than two persons, acting in concert 

with a view to committing offences which are punishable by deprivation of liberty or a detention 

order of a maximum of at least four years or a more serious penalty, whether such offences are an 

end in themselves or a means of obtaining material benefits and, where appropriate, of improperly 

influencing the operation of public authorities”61.  

Title J (V) TEU established as its second Pillar a Common Foreign and Security Policy (CFSP). 

The CFSP permanently replaced the EPC after years of contradictory decisions regarding 

international conflicts and, in particular, its failures in the Yugoslav Wars62. CFSP was implemented 

“including the eventual framing of a common defence policy, which might in time lead to a common 

defence, thereby reinforcing the European identity and its independence in order to promote peace, 

security and progress in Europe and in the world”63. Art. J.1(2) lists, among the objectives of the new 

Common Foreign and Security Policy, the conformity to pre-existent documents on international 

cooperation and peacebuilding, namely: the 1945 United Nations Charter, the 1990 Paris Charter and 

1975 Helsinki Final Act64. The European Union was therefore trying to simultaneously give new life 

to its foreign policy and maintain a solid international network by complying with already existing 

and widely accepted principles of peace and international documents. CFSP marked the beginning of 

a strengthened institutionalization of foreign policy with the addition of a political and military 

committee, a political secretariat, a policy planning cell, and a High Representative reserved to the 

Policy65. Moreover, despite the central role of the European Council in the ideation of general 

guidelines to be followed by the Council66, the insistence upon intergovernmentalism was partially 

let go of through the increased use of qualified majority voting and the clear separation from the 

‘Community’ matters of the first Pillar67. 

 
60 Council of the European Union, JOINT ACTION of 21 December 1998 adopted by the Council on the basis of Article 

K.3 of the Treaty on European Union, on making it a criminal offence to participate in a criminal organisation in the 

Member States of the European Union (1998) OJEU L 351/1. 
61 Ibidem, art 1. 
62 Great Britain and France pushed not to recognize Croatia and Slovenia’s declarations of independence, while 

Germany did. The EU did not have clear guidelines to follow and late action from the international community brought 

to the outbreak of conflict in Bosnia. For more, see Gerald Schneider and Claudia Seybold, ‘Twelve tongues, one voice: 

An evaluation of European political cooperation’ (1997) European Journal of Political Research 31, 367. 
63 Ivi, note 56, art J. 
64 Both the Paris Charter and the Helsinki Final Act are documents of the Organization for Security and Co-operation in 

Europe (OSCE), even if at time of the Helsinki Final Act, OSCE was still called ‘Conference on Security and Co-

operation in Europe’. 
65 Ben Tonra, ‘Constructing the Common Foreign and Security Policy: The Utility of a Cognitive Approach’ (2003) 4 

JCMS 41, 731. 
66 Ivi, note 56 art J.8(1) and (2). 
67 Ivi, note 65. 
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The Treaty of Amsterdam amending the Treaty on European Union, the Treaties establishing 

the European Communities and certain related Treaties of 1997 furtherly consolidated a move toward 

supranationalism, both by increasing the power of the European Parliament68 and by rendering more 

complex the decision-making process of the Council69. With the Treaty of Amsterdam, the Union’s 

commitment to “the implementation of a common foreign and security policy including the 

progressive framing of a common defence policy”70 was renewed. Article J.2 uses the terms “common 

strategies”, “common positions” and “joint actions”, while Article K.3 lists the necessary common 

actions on judicial cooperation in criminal matters, among which is the facilitation of extradition 

between MSs and the adoption of common rules regarding penalties in the fields of organized crime, 

terrorism and illicit drug trafficking. Title K (VI) also starts by clarifying that “[…] the Union's 

objective shall be to provide citizens with a high level of safety within an area of freedom, security 

and justice by developing common action among the Member States in the fields of police and judicial 

cooperation in criminal matters and by preventing and combating racism and xenophobia”71. On these 

premises, the European Council met in Tampere at the end of 1999 to set the agenda of the Union 

toward Freedom, Security and Justice72. The core objective of the meeting was to pave the way for 

judicial and law enforcement activities common to all MSs by defining preferential channels of 

communication and information-exchange, ideating a new European agency for judicial 

cooperation73, and revising the extradition mechanisms in place to simplify them74. Concurrently with 

this newfound wave of harmonization, the tensions in the Balkans and the great dependence on 

American intervention – especially within the North Atlantic Treaty Organization – led MSs to a 

shared conclusion: an autonomous EU security institution was necessary75. 

Still referred to as ‘intergovernmental’ in nature76, the Common Security and Defence Policy 

(CSDP) was founded in 199977. The creation of CSDP was in fact already disruptive where it 

 
68 With the Treaty of Amsterdam amending the Treaty on European Union, the Treaties establishing the European 

Communities and certain related Treaties, the EP and the Council were officially made co-legislators in all areas of 

decision-making except for agriculture and competition policy. The EP became also vital in the approval of the 

Commission and of its President. 
69 See Roger J. Goebel, ‘Supranational? Federal? Intergovernmental? The Governmental Structure of the European 

Union After the Treaty of Lisbon’ (2013) Colum. J. Eur. L. 20, 77. 
70 Treaty of Amsterdam amending the Treaty on European Union, the Treaties establishing the European Communities 

and certain related Treaties, art 1(B). 
71 Ibidem, art K.1. 
72 European Council, Presidency Conclusions (Tampere, 15 and 16 October 1999). 
73 Ibidem, sec. C(XI). 
74 Ibidem, sec. B(VI)(35) reads: “It considers that the formal extradition procedure should be abolished among the 

Member States as far as persons are concerned who are fleeing from justice after having been finally sentenced, and 

replaced by a simple transfer of such persons, in compliance with art 6 TEU”. 
75 Stéphanie C. Hoffman, ‘Why Institutional Overlap Matters: CSDP in the European Security Architecture’ (2011) 1 

JMCS 49, 101. 
76 Franco–British St. Malo Declaration (4 December 1998). 
77 Cologne European Council, Presidency Conclusions (3 and 4 June 1999). 
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overlapped with the scope of the North Atlantic Treaty Organization (NATO) that referring to it as 

anything but strictly connected to national governments would have caused additional discord. 

Germany and the UK already saw CSDP as the European complement of NATO, while the French 

government, guided by Lionel Jospin, thought of it as a replacement of the Alliance. Whichever the 

interpretation, CSDP took elements from both NATO and the Western European Union (WEU) 

military alliance78, keeping civil-military crises out of its domain and structuring the institutional 

apparatus on already-functioning ones79. Two central bodies – the Political and Security Committee 

(PSC) and the European Union Military Committee (EUMC) - direct the activities of CSDP, which 

consist mainly of the deployment of military missions in areas of conflict and the management of 

crises80. This politico-military institution is part of the broader CFSP of the Union, but embodies the 

practical representation of the Foreign Policy instruments for defense, powered directly by the MSs’ 

military capacities.  

However significant, CSDP was not the end of European integration in matters of Counter-

Terrorism. In June 2002, a Council Framework Decision on combating terrorism was released; inside 

it, a comprehensive list of offences to be considered by all MSs as terrorist in nature81. Art. 2 of the 

Framework Decision also reiterates a definition of ‘terrorist group’ in line with that of Joint Action 

98/733/JHA82, while Art. 5 states that “each Member State shall take the necessary measures to ensure 

that the offences referred to in Articles 1 to 4 are punishable by effective, proportionate and dissuasive 

criminal penalties, which may entail extradition”. A maximum number of sentenced years is also 

indicated for the different offences in order not to let MSs freely deliberate on them, lest national 

criminal law be too lenient on this sort of crimes. The setting of an official common framework was 

of utmost importance and, that same year, the Council issued its Decision 2002/996/JHA83, 

establishing a mechanism for evaluating the legal systems and their implementation at national level 

in the fight against terrorism. The peer evaluation of the national performances is here intended to be 

field of cooperation between the evaluation experts and each Member State’s authorities84. 

 
78 WEU was established with the Treaty on Economic, Social and Cultural Collaboration and Collective Self-Defence 

signed in Brussels (opened to signature 17 March 1948, entered into force 25 August 1948). 
79 Ivi, note 75. 
80 European External Action Service, ‘The Common Security and Defence Policy’ European Union External Action (12 

August 2021) <The Common Security and Defence Policy | EEAS Website (europa.eu)>. 
81 Council of the European Union, Council Framework Decision of 13 June 2002 on combating terrorism (2002) OJEU 

L 164/3. 
82 Ivi, note 60. 
83 Council of the European Union, COUNCIL DECISION of 28 November 2002 establishing a mechanism for 

evaluating the legal systems and their implementation at national level in the fight against terrorism (2002) OJEU L 

349/1. 
84 Ibidem, art 1(2). 

https://www.eeas.europa.eu/eeas/common-security-and-defence-policy_en#8784
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At the end of 2003, the first European Security Strategy (ESS) was approved and adopted under 

the High Representative of the Common Foreign and Security Policy, Mr. Solana85. With it, the Union 

found common ground in determining shared security interests and the assessment of threats, such as 

the proliferation of weapons of mass destruction, regional conflicts, and state failure. Both Terrorism 

and Organized Crime are defined in the document as complex issues with a multitude of causes and 

consequences that ought to be addressed in concerted action. The three main Security objectives 

outlined in the ESS are: addressing threats by promoting democracy and pre-emptively identifying 

potential dangers; the establishment of security in neighbor states, specifically Eastern European and 

Mediterranean ones; and, lastly, the development of a multilateral international order. The Union was 

evidently, even if slowly, structuring its response to terrorism in such a way that was meant to perdure, 

supported by the harmonization of political and judicial decisions. 

With the purpose “to enhance the efforts of Parties in preventing terrorism and its negative 

effects on the full enjoyment of human rights, in particular the right to life, both by measures to be 

taken at national level and through international co-operation”86, the Council of Europe adopted the 

Convention on the Prevention of Terrorism in 2005. The objectives of this Convention were primarily 

two: first, improve cooperation among national authorities through the exchange of information, the 

physical protection of persons and facilities, and the training and coordination of plans for civil 

emergencies87; second, harmonize the qualification of acts of public provocation to commit a terrorist 

offence88, training for terrorism89 and ancillary offences90 as “punishable by effective, proportionate 

and dissuasive penalties”91. None of the listed terrorist offences are to be regarded as political acts, 

connected to political acts, or even inspired by them92. In the Hague Programme for the judicial, 

customs and police cooperation – set to work from 2005 to 2009 -, the European Council reaffirmed 

the importance of creating an area of freedom, security and justice all over the Union93. To do so, the 

Programme aimed at expanding the common capability of the Union and its MSs in order to guarantee 

fundamental rights, access to justice and safeguards in accordance with the Geneva Convention on 

Refugees94 and related Treaties.  

 
85 See Council of the European Union, European Security Strategy – A Secure Europe in a Better World (European 

Communities, 2009). 
86 Council of Europe Convention on the Prevention of Terrorism (opened to signature 5 May 2005) CoEUTS 196, art 2. 
87 Ibidem, art 3(2). 
88 Ibidem, art 5. 
89 Ibidem, art 7. 
90 Ibidem, art 9. 
91 Ibidem, art 11(1). 
92 Exactly as it was the case for the European Convention on the Suppression of Terrorism of 1977 (Ivi, note 17).  
93 Council of the European Union, THE HAGUE PROGRAMME: STRENGTHENING FREEDOM, SECURITY AND 

JUSTICE IN THE EUROPEAN UNION (2005) OJEU C 53/1. 
94 Ivi, note 37. 
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In underlying the urgency of a concerted fight against terrorism, the European Council notes: 

“A common approach in this area should be based on the principle that when preserving national 

security, the Member States should take full account of the security of the Union as a whole”95. In 

practical terms, this comprises rendering national intelligence and secret services available to all MSs, 

signaling relevant information to other MSs’ authorities in cases of arising possible threats, and 

preventing the crossing of borders to persons of interest96. The Hague Programme followed therefore 

the logic of the principle of availability, in that “throughout the Union, a law enforcement officer in 

one Member State who needs information in order to perform his duties can obtain this from another 

Member State and that the law enforcement agency in the other Member State which holds this 

information will make it available for the stated purpose, taking into account the requirement of 

ongoing investigations in that State”97. It also put emphasis on the causes and consequences of 

terrorist acts – namely, financing and recruiting of persons, and protection and assistance to the 

victims of attacks -. JHA Ministers were confirmed to be the leading figures in the legislative fight 

against terrorism, while the Commission was explicitly asked to prioritize the review of Community 

legislation concerning the fight against terrorism in order to synchronize it with measures to be 

adopted within the Member States98. 

At the end of the Programme, the European Commission issued a Communication on its 

performance: Justice, Freedom and Security in Europe since 2005 - An Evaluation of the Hague 

Programme and Action Plan99. The evaluation was overall positive, starting with the adequacy of the 

protection of rights and border controls to then mention the several projects undertaken by the Union 

to counter terrorism proliferation. For instance, funds were destined to anti-radicalization programs 

as well as to the installation of an EU Early Warning System which tracks the movements of stolen 

explosives all over Europe100. The establishment of a European Area for Justice was also successful 

since investigations and prosecutions had been better coordinated and the prosecuted were now being 

informed of what rules apply to the recognition of a judgment given in another MS101. The 

Commission has nonetheless pointed out some of the Programme’s weaknesses in limited 

competences of European institutions regarding specific policy areas that pertain to national 

authorities, the lack of EU accession to the European Convention on Human Rights, and the TEU 

 
95 Ivi, note 93. 
96 Ivi, note 93, sec. 2.2. 
97 Ivi, note 93, Sec 2.1. 
98 Ivi, note 96. 
99 Commission of the European Communities, COMMUNICATION FROM THE COMMISSION TO THE COUNCIL, 

THE EUROPEAN PARLIAMENT, THE EUROPEAN ECONOMIC AND SOCIAL COMMITTEE AND THE 

COMMITTEE OF THE REGIONS JUSTICE, FREEDOM AND SECURITY IN EUROPE SINCE 2005: AN 

EVALUATION OF THE HAGUE PROGRAMME AND ACTION PLAN COM(2009) 263 final. 
100 Ibidem, sec. III(2)(1). 
101 Ibidem, sec. III(3). 
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requirement of unanimity for decisions to be approved102. Recommendations for the future focused 

on an ever-increasing common planning and action, especially in regards to the European asylum 

system, the consolidation of the EU acquis and its implementation – in need of financial support -, 

and the constant monitoring of EU measures103.  

It is pivotal to notify that the effects of the Hague Programme were not limited to its direct 

exercise, rather its emphasis on Justice, Freedom and Security led to the amendment of previous 

Decisions, the most note-worthy of which was Framework Decision 2002/475/JHA104. The changes 

made to the 2002 text were contained in the Council Framework Decision 2008/919/JHA and 

primarily concerned the expansion of the European Counter-Terrorism Policy in the respect of 

fundamental rights and the rule of law105. In light of the rapid growth of Internet-aided terrorist threats 

and the new organizational configuration of semi-autonomous cells, the paradigms defining offences 

linked to terrorist activities expanded106. The amended Decision added also an article on the 

fundamental principles relating to freedom of expression, specifying that the document does not have 

the “effect of requiring Member States to take measures in contradiction” to those principles107. The 

principles of subsidiarity and proportionality for the adoption of EU measures within the single MSs 

is present in both Decisions on the basis that “the objectives of the proposed action cannot be 

sufficiently achieved by the Member States unilaterally, and can therefore, because of the need for 

reciprocity, be better achieved at the level of the Union”108. 

While the Hague Programme was in full implementation, in 2007, one of the most important 

Treaties in European history was being signed: the Treaty of Lisbon. Amending the Treaty on 

European Union and the Treaty establishing the European Community, the Treaty of Lisbon – or 

TFEU - represented the new constitutional basis of the Union. Overall, its main innovations refer to 

the introduction of qualified majority voting for many of the areas within the Council of Ministers, 

an empowered European Parliament – which formed a bicameral legislature with the Council itself -

, and the addition of the President of the European Council and High Representative of the Union for 

Foreign Affairs and Security Policy as long-term institutional figures. Pertaining to the fight against 

terrorism and organized crime, TFEU restates how the Union constitutes an area of freedom, security 

 
102 Ibidem, sec. IV. 
103 Ibidem, sec. V. 
104 Ivi, note 81. 
105 Council of the European Union, COUNCIL FRAMEWORK DECISION 2008/919/JHA of 28 November 2008 

amending Framework Decision 2002/475/JHA on combating terrorism (2008) OJEU L 330/21. 
106 Ibidem, amendment art 3 of 2002/475/JHA. 
107 Ibidem, art 2. 
108 Ibidem, sec. 12 and Ivi, note 81. 
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and justice, which ensures a strong common policy on asylum and the lack of internal border 

controls109. 

Title VII TFEU confirmed the solidarity clause already present in Art. 222 TFEU, asserting that 

the Union and its MSs ought to jointly aid a MS which is object of a terrorist attack or a major disaster, 

even through the mobilization of national military resources. Moreover, the high level of security to 

be maintained within EU borders can be reached “through measures for coordination and cooperation 

between police and judicial authorities and other competent authorities, as well as through the mutual 

recognition of judgments in criminal matters and, if necessary, through the approximation of criminal 

law”110. The real novelty of Lisbon was that both the Council and the European Parliament were 

granted the power to adopt measures to institute minimum rules which would ease the mutual 

recognition of judicial decisions and police cooperation in criminal matters with a cross-border 

dimension111. Such specification refers therefore not only to the mutual admissibility of evidence and 

the rights of victims and individuals in criminal procedures, but also – more generally – to the criminal 

areas of terrorism, trafficking in human beings and sexual exploitation of women and children, illicit 

drug trafficking, illicit arms trafficking, money laundering, corruption, counterfeiting of means of 

payment, computer crime and organized crime112. In no way such provisions are to prevent national 

legislative bodies from establishing or maintaining a higher level of individual protection113.  

Thus, the Treaty of Lisbon posed the basis for European integration in the field of procedural 

and substantive criminal law. Following its objective of creating an area of freedom, equality, 

democracy and rule of law, the European Council ideated a new Programme – the Stockholm one – 

for the 2010-2014 time period114. The Stockholm Programme’s primary intention was indeed to create 

adequate instruments for the promotion of these values, particularly in the protection of victims of 

organized crime and terrorism, and in the consolidation of EU external relations. In fact, the text of 

the Programme explains how, in fighting criminal acts, there is the need for “systematic exchange of 

information, widespread use of the Union agencies and investigative tools and, where necessary, the 

development of common investigative and prevention techniques and increased cooperation with 

third countries”115. Intending the Union as a single entity, as a united front in the fight against 

violations of this sort, is taking a step further than the Tampere and Hague Programmes did. 

Consequently, exceptional stress was put on the promotion of EU citizenship and the fundamental 

 
109 Treaty on the Functioning of European Union (Treaty of Lisbon), art 67(1) and (2). 
110 Ibidem, art 67(3). 
111 Ibidem, art 82(2). 
112 Ibidem, art 83(1). 
113 Ivi, note 111. 
114 European Council, THE STOCKHOLM PROGRAMME — AN OPEN AND SECURE EUROPE SERVING AND 

PROTECTING CITIZENS (2010) OJEU C 115/1. 
115 Ibidem, sec. 4.4.1. 
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rights connected to it, ones that must be respected beyond national borders and even promoted outside 

the Union116. The Stockholm Programme additionally specified the tasks of the Standing Committee 

on Internal Security (COSI), firstly introduced by the Treaty of Lisbon to ensure the promotion and 

strengthening of operational cooperation within the Union117. It was programmed in Stockholm that 

COSI would develop, monitor and implement the internal security strategy – revolving around 

organized crime, trafficking in human beings and sexual exploitation, cyber crime, drugs118 - as well 

as, if necessary, work on border management119. To tackle terrorism in particular, Section 4.5 of the 

Programme indicates for the Union to prevent, pursue, protect and respond. Prevention of 

radicalization is, above all, what European authorities should try to achieve through intercultural 

dialogues, the monitoring of suggestible environments – such as prisons and schools – and online 

recruitments.   

At the beginning of 2013, the European Commission published a Communication to the EP, 

Council, EU Economic and Social Committee, and Committee of the Regions for the Strengthening 

of the EU’s Response120. Preventing radicalization to terrorism was once again a priority for European 

institutions, which set to pinpoint the main trends in extremisms outside and inside the Union borders, 

since “many terrorists planning attacks on European soil are themselves Europeans” and their actions 

have the additional consequence of creating internal divisions121. The Commission – largely based 

off the research made by the Radicalisation Awareness Network (RAN)122 experts - identified ten 

areas of interest both EU and its MSs should take into consideration when approaching terrorist 

threats123. Even though Member States were recognized to be the ones designing and implementing 

the actual counter-terrorist measures, the Union was still meant to play a fundamental role in 

providing a common Strategy that would not leave any European country unprepared and would be 

able to mobilize non-governmental bodies124. In 2016, the High Representative of the Union for 

Foreign Affairs and Security Policy, Vice President of the European Commission, and Head of the 

 
116 Ibidem, sec. 1.1. 
117 Ivi, note 109, sec. art 71. 
118 Ivi, note 114, sec. 4.4.1-1.1.6. 
119 Ivi, note 114, sec. 4.1. 
120 European Commission, Preventing Radicalisation to Terrorism and Violent Extremism: Strengthening the EU's 

Response (2013) COM(2013) 941 final. 
121 Ibidem, sec. 1.1. 
122 RAN was established by the European Commission in 2011. For more, see ‘RAN Newsletter 81 – February 2021’ 

European Commission Website <RAN Newsletter 81 (europa.eu)>. 
123 The areas are: 1) National strategies to prevent radicalization; 2) Consolidate expertise; 3) Align the work of the 

Radicalisation Awareness Network with the needs of Member States; 4) Train practitioners; 5) Developing 'exit 

strategies' to help individuals leave violent extremism; 6) Cooperate more closely with civil society and the private 

sector to address challenges faced online; 7) Empower victims; 8) Encourage young people to think critically about 

extremist messages; 9) Further research into trends in radicalisation and evaluation of existing practices ; 10) Work 

more closely with partner countries. 
124 Ivi, note 120, sec. 2.1 states: “[…] Effective prevention means involving non-governmental organisations, front line 

workers, security services and experts in the field”. 

https://home-affairs.ec.europa.eu/networks/radicalisation-awareness-network-ran/ran-media/ran-newsletter/ran-newsletter-81_en#:~:text=Ten%20years%20ago%20RAN%20was,therefore%20as%20important%20as%20ever.
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European Defence Agency forwarded a proposal for the Implementation Plan on Security and 

Defence125. Essential scope of the document was to implement the EU Global Strategy (EUGS) for 

security and defense, replacing 2003 ESS. EU is here equated to the intergovernmental organizations 

of NATO and the UN, which it considers both precious partners and measurement scales for its own 

levels of strategic autonomy. In fact, the “single set of forces and capabilities”126 possessed by MSs 

can be employed nationally or multinationally and their development “through CSDP and using EU 

instruments will thus also help to strengthen capabilities potentially available to the United Nations 

and NATO”127.  

The text of the new Strategy is two times longer than that of the previous one and presents a 

much clearer division in strategic objectives – the so-called ‘Level of Ambition’ – and methods of 

implementation. The aims of EUGS are to set an adequate response to external crises and support the 

capacity-building of partners in order to achieve full protection of the Union and its citizens. Such 

objectives feed off each other: CSDP operations abroad can only be effective if the Union strengthens 

its networks and infrastructures at home. EUGS proposes to do so through diplomatic cooperation, 

but more importantly through an increased financial solidarity and flexibility, as well as 

comprehensive funding by MSs128. The backbone of EU workings in the field of defense should 

therefore be a solid industry that can meet a growing number of needs and gain independence from 

extra-European resources. Hybrid threats, cyber attacks, and uncontrolled migration flows are also 

mentioned as new issues to tackle that previous Strategies could not take into consideration at the 

beginning of the century. These same topics have been acknowledged both in the financial instrument 

Horizon 2020129 and its successor Horizon Europe130, which has laid a budgetary plan spanning from 

2021 until 2027, focusing, among other aspects, on civil data security131 and the defense industry132.  

The European Union has undergone many developments to face terrorist threats, adapting its 

measures accordingly to cover every aspect of Counter-Terrorism while attempting to respect the 

national sovereignty of its Member States. The creation and development of Union Agencies is a 

fundamental tool in this fight, one that has encountered many setbacks and challenges to its 

harmonization. Horizon Europe epitomizes as much with the words: “as the challenges are rapidly 

evolving, security research can help to move from a reactive approach to security to a proactive 

 
125 Council of the European Union, Implementation Plan on Security and Defence (2016) 14392/16. 
126 Ibidem, sec. 18. 
127 Ibidem. 
128 Ibidem, sec. 11. 
129 European Commission, Horizon 2020 (2014) <Horizon 2020 | Horizon 2020 (archive-it.org)>. 
130 European Commission, Horizon Europe (2021) < Horizon Europe | European Commission (europa.eu)>. 
131 Ibidem, Cluster 3. 
132 Ibidem, Cluster 4. 

https://wayback.archive-it.org/12090/20220124075100/https:/ec.europa.eu/programmes/horizon2020/
https://ec.europa.eu/info/research-and-innovation/funding/funding-opportunities/funding-programmes-and-open-calls/horizon-europe_en
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approach based on foresight and anticipation”133. The next Section explores how the European 

approach has indeed shaped the patterns of work made by the agencies over the last fifty years.  

 

2.2 Evolution of the European Union Agencies Coping with Terrorist Threats. 

 

2.2.a The Origins: EU Agencies in the Second Half of the XX Century. 

 

The ongoing development of common European agencies to counter international terrorism 

encountered a significant activation in the wake of a series of terrorist attacks, between the 1960s and 

1970s. Among them, the 1969 bombing of Piazza Fontana perpetrated by Ordine Nuovo134, the 1971 

McGurk’s Bar bombing by the hands of the Ulster Volunteer Force135 and, possibly the most poignant 

for public opinion all around the world, the Munich massacre136. During the 1972 Munich Olympic 

Games, the Palestinian organization named ‘Black September’ took hostage and later killed eleven 

Israeli athletes, along with a West German police officer, thus highlighting the urgency to guarantee 

safety and security for all people in the European area. International terrorism started to be addressed 

then as a common European challenge, one calling for governmental action rather than standard 

police cooperation, and the guidelines for the fight against terrorism within the EC were gradually 

defined in a series of intergovernmental meetings.  

 

The TREVI Group 

 

On the proposal of UK Foreign Secretary James Callaghan, the Ministers of Interior who were 

present at the 1975 Council of Ministers meeting in Rome agreed upon the creation of a special 

working group to contrast terrorism at the Community-level. In 1976, during a Luxembourg meeting, 

the Terrorisme, Radicalisme, Extrémisme et Violence Internationale (TREVI) group was officially 

created137. The totality of the European Communities (EC) – twelve states138 - took part in TREVI 

and it was agreed among the Ministers of Interior that five working groups would report about their 

progress to the TREVI Senior Officials who, in turn, would notify the Ministers. The five working 
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groups were divided by area of focus: Group 1 was responsible of developing measures to combat 

terrorism; Group 2 was initially tasked with police training and education on technical and scientific 

assets, and only later started dealing with hooliganism in football and public disorder, too; Group 3 

was originally responsible of security procedures for civilian air travel, but in 1985 its target became 

organized crime and drug trafficking; Group 4 and 5 were respectively supposed to work on the 

security of nuclear installations and transport, and on measures to deal with disasters and fire 

emergencies, although neither actually ever met139.  

The TREVI group and its intergovernmental nature appealed to European countries for two, 

and apparently at odds, fundamental reasons. Firstly, the assistance offered by Interpol was not 

enough to tackle Europe-specific issues, as the international organization had – and still has - a world-

oriented agenda to address its resources to. Secondly, TREVI’s intergovernmentalism presupposed 

the exclusion of two main Community institutions that did not possess jurisdiction over police forces: 

the European Parliament and the European Commission. It is precisely on a lack of supranational 

dynamics that the United Kingdom promoted the TREVI group as a necessary practical response to 

international terrorism in the European region. According to its supporters, accountability within the 

group was not an issue, since TREVI never actually held executive power nor was seen as more than 

a discussion forum by the Home Office140. Responsibility laid therefore with the individual Ministers 

of Interior and their national governments. 

After the end of the Cold War, British and German police chiefs advanced the idea of a 

European police agency resembling the Federal Bureau of Investigation (FBI) of the United States of 

America. In June 1991, while based in Luxembourg, the European Council received a formal request 

for its creation and the establishment of a Central European Criminal Investigation Office (Europol) 

was incorporated within the draft of the Treaty on European Union to manage drug trafficking and 

organized crime141. Initially, the acronym of the soon-to-be agency was EDU (European Drug Unit) 

and its operational competences were extremely narrow, as only a limited number of states envisioned 

the fight against terrorism to be one of its scopes142. As stated by the TREVI Ministers meeting in 

Maastricht at the end of 1991, the agency was supposed to solely facilitate the exchange and 

coordination of criminal information and the development of intelligence between Member States in 

respect of crime extending across the borders of Member States, whether originating outside Europe 

or not143. It was also stated in the Ministers’ report that each European Member State had the faculty 
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to create and develop its own national criminal intelligence entities in order to support Europol police 

illicit affairs, as well as to establish coordinating posts guaranteeing public order144. The word 

“terrorism”, however, was not included in the document, practically keeping the efforts of TREVI 

Group 1 separate from those of the new agency.  

 

Europol 

 

TEU defines Europol as the ‘European Police Office’ rather than the ‘European Criminal 

Investigation Office’, thus linking its fundamental scope to that of ‘police cooperation’. Within Title 

K (VI) of the Treaty – which is the Third Pillar comprising the Provisions on Cooperation in the fields 

of Justice and Home Affairs -, police cooperation is delineated as a means to prevent and combat 

terrorism, illicit drug trafficking, and international crimes connected to unlawful organizations145. In 

the wake of the 1991 Luxembourg meeting, a starting agenda was declared to exchange information 

in the most efficient way possible, through: the support and coordination between national criminal 

investigations, the creation of databases, the assessment of information and shaping of investigative 

strategies to be shared among States, and the measures to implement training and research146. This 

specific Declaration on Police Cooperation, annexed to the Treaty, also determined that by 1994 the 

twelve Member States had to decide whether to extend the competences of the agency or, instead, 

keep them unchanged.  

With the ratification of TEU in 1992 and its coming into force a year later, Europol was 

officially founded under the EDU acronym. Temporarily, the headquarter chosen for the newborn 

agency was in the city of Strasbourg, inside the Schengen Information System (SIS) facilities, where 

fifteen people constituted the working personnel – three representatives each for the UK, France and 

Germany, two for the Netherlands, and one for Spain, Denmark, Ireland and Italy -147. With an Act 

drafted and passed by the Council of the European Union on the 26th of July 1995, the Europol 

Convention was set out to define the scopes and competences of the agency148. For the first time 

clearly divided in seven Titles and forty-seven Articles were the tasks, purposes, tools, legal 

framework, and provisions constituting Europol.  

Article 2 of the Europol Convention states that the objective of the agency is: 
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to improve, by means of the measures referred to in [the] Convention, the effectiveness and 

cooperation of the competent authorities in the Member States in preventing and combating 

terrorism, unlawful drug trafficking and other serious forms of international crime where there 

are factual indications that an organized criminal structure is involved and two or more Member 

States are affected by the forms of crime in question in such a way as to require a common 

approach by the Member States owing to the scale, significance and consequences of the offences 

concerned.  

 

Counter-terrorism was therefore not only entrenched in Europol’s origins as the organic 

extension of the TREVI group, but also as a fundamental component of its legal basis. Nonetheless, 

throughout the years, the real and practical development of Counter-Terrorism measures has 

consistently originated as a reaction to external inputs – mostly to large-scale terrorist attacks – rather 

than internal initiatives149.  

In its fight against organized crime, Europol’s focus on criminal intelligence and police 

cooperation neglected the vital added value a judicial unit could bring to the cause. In fact, the 

European Judicial Network (EJN), which was created in 1998 by Joint Action 98/428 JHA as a system 

of contact points for judicial cooperation in criminal matters150, did not provide the cross-border 

judicial association necessary to tackle such extensive crimes. Despite its relevance across EU MSs, 

not even the Corpus Juris project launched in 1997 was deemed an adequate prosecutorial entity in 

combination with Europol. The Corpus Juris’s scope was in fact limited to the protection of the 

financial interests of the European Union and dealt with the criminal law and procedures related to 

financial federal crimes solely with a supranational approach151. Following the project’s guidelines, 

the figure of the European Public Prosecutor was to be given the task of coordinating all trial 

proceedings falling under the listed financial crimes and ensuring a continuity among different EU 

MSs. However, governments saw such harmonization as a possible interference with national judicial 

processes and considered crucial the constitution of a purely co-operational unit that could offer EU 

citizens the legal protection and freedom the Community strived for152. In light of these 

considerations, the proposal for the creation of pro-Eurojust was forwarded during the Tampere 

Council of 1999153.  
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Eurojust 

 

Through a Justice and Home Affairs Council decision in 2002, the pro-Eurojust unit was 

officially established to improve and ease the coordination of judicial authorities in matters of 

international criminality154. It was determined that this new EU body’s jurisdiction would cover 

crimes transcending the financial sphere and involving two or more MSs, as this sort of violations 

were believed to be more likely to have a direct connection to organized crime. In a purely 

intergovernmental fashion, the Council organized pro-Eurojust to only comprise individuals who 

would represent their nation’s interests: one National Member for each MS. To be selected, the 

National Members were expected to have qualifications equivalent to those of police officers, 

prosecutors, or judges, in order to best assist their nations’ judicial bodies in collecting the necessary 

evidence and prosecuting convicts. Eurojust – as the agency became known later on - has three main 

general objectives: generating and expanding investigative and prosecutorial coordination among 

European Union States, especially in cases requiring mutual legal assistance and extradition practices; 

supporting investigations and prosecutions conducted by the national authorities; and supporting 

investigations and prosecutions involving a EU MS and a Third State, or a MS and the Community 

as a whole155.  

The competences of pro-Eurojust were immediately aligned with those listed under Art. 2 of 

the Europol Convention, but include also fraud, corruption, computer crimes, and violations 

damaging the financial interests of the EC – namely, participation in organized crimes, money 

laundering, environmental crimes, and any activity connected to these acts. The practical principle on 

which Eurojust acts is the possibility for a national judge, who is working on a case involving at least 

one EU MS and another State, to ask for the help of their corresponding Eurojust National Member 

in forming an opinion on the case. The latter can in fact initiate a direct exchange of information with 

the National Members of the other parties to the dispute. Eurojust Members do not, however, take 

part to trials, as the body’s role is not that of a European Public Prosecutor but rather of simple 

advisors. Additionally, the Eurojust plenary has the faculty to make recommendations to the 

legislative bodies of the single MSs for the sake of mutual legal assistance, as well as to the 

Commission and the Council of the European Union156.  
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2.2.b The Turn of the Century: EU Agencies Dealing with Terrorism in the Post-9/11 Era. 

 

In June 2001, a strategic Eurojust meeting of seven National magistrates took place in Brussels, 

discussing the threat to common security represented by the Sunni Islamic and terrorist organization 

‘Al-Qaeda’. Despite the meeting’s positive outcome – several arrests were in fact made and the 

Brussels session set start to a series of follow-up conferences157 -, there were many setbacks in 

information sharing dynamics. Coordination was made especially difficult by a fundamental lack of 

trust among the National Members and by their countries’ profoundly different experiences in matters 

of Counter-Terrorism. By then, the UK, Italy and Spain had been exposed to terrorist threats with a 

significantly higher frequency compared to Belgium and the Netherlands, and nations tendentially 

dealt with such threats by focusing their resources on domestic organizations, transnational nature of 

contemporary terrorist groups notwithstanding158. Given the major discontinuities among European 

MSs, intelligence exchanges were still assumed to be bilateral forms of cooperation, rather than 

multilateral ones159. On the international stage, terrorism was then seen as a “less fundamental 

security threat”160. 

That same year, after the September 11 attacks on the Twin Towers and Pentagon, the European 

Member States jointly agreed on improving Counter-Terrorism cooperation and coordination to avoid 

the possibility of a similarly devastating attack happening in the region. In the hours immediately 

after the New York and Washington events, the European Commission presented a legislative 

proposal to the Parliament and the Council, advancing the idea of a European warrant of arrest161. 

The warrant was ideated on the basis of the mutual recognition principle and with the core objective 

of facilitating extradition proceedings. The EU Extraordinary Council meeting of the following week 

discussed the adoption not only of EU-wide searching and arresting procedures, but also agreements 

on data-sharing, joint investigation teams, and a list of criminal organizations162. On September 20, 

the JHA Council organized the work of a set of Counter-Terrorism experts, whose task was to gather 

relevant intelligence and form a strategic response to terrorist threats. As a result of the extraordinary 

meeting, Europol was nominated to collect single MSs’ observations on terrorism and classify them 
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in work files, along with a thorough scrutiny of any possible arising problems. Moreover, the 

instauration of an informal tie of cooperation between Europol and the United States was encouraged 

in view of a future strategic agreement between the two parties163. 

The European Council issued a Declaration on the 19th of October to officially approve the 

operational elements of the European Arrest Warrant (EAW) and call for concurrence on a common 

definition of ‘terrorist offences’164. The Declaration furtherly highlighted how important cooperation 

between counter-terrorist operational services is: Eurojust, Europol, intelligence organizations, police 

and judicial authorities should harmonize their efforts at all stages of investigation and prosecution. 

A point was made to implement effective measures against the funding of terrorist acts, such as the 

Directive on money laundering and the UN Convention for the Suppression of the Financing of 

Terrorism.  

Despite the urgency of the issue and the Council’s Declaration, the Europol Management Board 

arranged a meeting only a month after 9/11, reiterating both a significant hardship in finding a shared 

course of action among MSs and low-speed reaction times. During this meeting, European States 

voiced a general support for the draft agreement between the European agency and the US 

government165. Given the sudden emphasis put on the protection of EU citizens from terrorist attacks, 

Europol also designed a Counter-Terrorism Task Force (CTTF), which became functional on the 15th 

of November. According to the current Executive Director of Europol, Catherine De Bolle, the CTTF 

had theoretical validity but lacked in operational skills, leading to its own failure after only two years 

of work. Its Counter-Terrorism-related tasks were immediately adjoined to the Serious Crime Unit of 

Europol166. 

In the two following years, a series of Council meetings on the topic of Counter-Terrorism took 

place under the Spanish, Danish, and Greek Presidencies. Most notably, the EU-US cooperation in 

the fight against terrorism was reaffirmed167 – followed by a Council Decision concerning the 

signature of a EU-US Agreement on Extradition and Mutual Legal Assistance168 -, a mechanism for 

evaluating the work of national legal systems in the fight against terrorism was established169, and 
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Framework Decision 2002/475/JHA to combat terrorism was adopted to approximate “the definition 

of terrorist offences in all Member States, including those offences relating to terrorist groups”170. To 

further simplify and accelerate the surrender and arrest procedures under the EAW, the Council 

determined mandatory time limits for the national executing authority and, in case of refusal to 

execute these procedures, the obligation to justify such decision171. The latter Decision comprised 

also a list of 32 offences giving rise to surrender of the offender under the EAW without need for 

verification of double criminality in the two MSs involved172. With the additional framework 

provided by the ESS173 and as already addressed in Section 2.1 of this work, the European Union was 

therefore slowly but actively assembling a structural operational response to terrorist acts that was 

meant to last in time and benefit from harmonized political and judicial decisions.  

When, on 11 March 2004, Al-Qaeda coordinated a series of train bombings in Madrid, the EU 

Counter-Terrorism organizational framework adapted once again. The JHA Council introduced new 

policies and governance dynamics, along with the overlooking figure of the EU Counter-Terrorism 

Coordinator. Appointed by the High Representative, the new Coordinator was asked to present policy 

recommendations, set priorities for the Council and follow the implementation of EU Counter-

terrorism measures, thus conspicuously increasing EU efforts in the field174. For its part, the Europol 

Management Board addressed the JHA Council and Council of the EU’s request to advance 

cooperation among MSs and their individual action175. Firstly, the Europol Information System (EIS) 

was completed and became the first “database on suspects, contacts and communications linking 

investigations at EU level and providing a situational picture and a platform to reach all Member 

States at once”176. Secondly, the Board reintroduced the CTTF without widening its competences, 

but rather allocating its resources to monitoring Islamic extremist activities and developing measures 

of prevention. The Task Force would comprise a maximum of 30 officers per MS, harmonize 

investigations among them, and prepare strategic analysis177. Lastly, through the addition of three 

Protocols to the Europol Convention, the agency had now the faculty to provide assistance and boost 
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the concerted work of the Joint Investigation Teams (JITs) in handling cross-border crime judicially 

and practically178. 

 

FRONTEX 

 

Another important shift in the European Security architecture was the establishment of a 

European Border and Coast Guard Agency (FRONTEX). By 2004, its creation had been topic of 

discussion for years on account of a number of MSs that were reluctant to leave border controls under 

the authority of EU institutions. Albeit each nation would still retain responsibility over its own 

borders, with EU intervention intergovernmental dynamics would have shrunk in the name of 

coordination179. A solid system of border and coastal controls was however a priority for the Union, 

and the Commission proposed FRONTEX as a combination of supranational and intergovernmental 

jurisdictions; the agency uniquely comprises the heads of national border control and only two 

Commission agents180. In conjunction with Schengen and Visa Information Systems, common rules 

for short-stays visas, a shared list of nations where visas are mandatory, and data transmissions on 

passengers, FRONTEX represented a technological advancement if compared to national 

protocols181. European attention seemed then oriented toward external threats and the optimization of 

resources to block their entry in the area. 

 

Nonetheless, in December 2004, Europol issued the first ‘Terrorism Situation and Trend 

Report’ (TE-SAT) concentrating mainly on intra-EU forms of terrorism despite the poignancy of 

extra-European terrorist attacks at the time182. Separatist terrorist movements – namely, the Basque, 

Northern Irish, and Corsican – are at the forefront of the Report, followed by Anarchist organizations, 

Eco-terrorist, Bio-terrorist, and political extremist ones. The different patterns and internal hierarchies 

of these terrorist movements are depicted in different European countries as investigated by Europol, 

placing emphasis on the recruitment methods used by the organizations in order to incite the ideation 

of a strategic response. International forms of terrorism are dealt with following the same rationale 

and identifying in Jihadist and Turkish-Kurd extremists the most prominent problem, but less space 
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is dedicated to these movements’ peculiarities. TE-SATs and their focus have since then evolved to 

include the input offered by the EU Counter-Terrorism Coordinator and open-source information, 

providing a larger scope of analysis on foreign terrorism183. 

Following the 2005 bombings in London and the related arrests two years later184, the JHA 

Council introduced the First Response Network (FRN) as a ready-made reaction system to be 

activated in case of attack. This addition led the way not only to the institution of multi-purpose 

structures for operational aid within the Europol agency, but represented also a junction point for 

different experts and their knowledge185. The European Commission established the RAN to research 

and monitor European solutions to terrorism. As already mentioned, RAN’s inputs were extremely 

important for the identification of trends and steps to be taken in the post-Stockholm Programme 

months186. 

In the ensuing years, the devastating Minsk bombing187 – which killed 12 people – and the 

Norway attacks188 – where 92 died – shook the public opinion all over the world. Both attacks had 

however been designed and enacted by isolated individuals, who were citizens of the affected 

countries and had, apparently, extremely unclear intentions, de facto not affecting Union measures. 

It was with the assault at the editorial offices of Charlie Hebdo189, and then in Brussels190 and Paris191, 

that the Union was once again reminded of the essentiality of cross-border cooperation192. Between 

2015 and 2016, the JHA Council requested that Europol form the European Union Internet Referral 

Unit (EU IRU) to identify any online terrorist propaganda, and the European Counter-Terrorism 

Centre (ECTC) to support international investigations through information hubs and specialized 

support services. Both projects were well received by the MSs, which finally started to recognize 

cooperation to be a fundamental pillar in the fight against terrorism. A Vision Statement was also 

approved by Europol and the MSs, increasing the centrality of ECTC while also keeping the States 
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informed at all times and supplying them with a platform to express their opinions. As a result, the 

agency’s ability to perform improved more than ever before193.  

The coordination of MSs, Union bodies and agencies is overseen first and foremost by the EU 

Counter-Terrorism Coordinator, whose importance was reaffirmed in the Stockholm Programme of 

2010194. In particular, Gilles de Kerchove – Coordinator from 2007 to 2021 – solidified the ties 

between this role and Europol in four key areas. First, strategic intelligence and operational analyses 

such as Europol’s TE-SAT have become bulwarks in the anticipation of attacks, both politically and 

legislatively. Risk assessments have furtherly benefitted from the continuous corrections made by the 

EU Coordinator. Second, the large stream of information required of MSs has enhanced the overall 

monitoring and implementation mechanisms, improving speed and efficiency of work. Third, 

cooperation with extra-European agencies, such as the one between Europol and the Federal Bureau 

of Investigation (FBI) in the USA, has been prioritized in order to create a safe space for experts 

globally. Fourth, and last, Gilles de Kerchove has made a point of introducing as many technological 

innovations as possible, while assessing every new tool in terms of its potential dangerousness for 

EU citizens195. 

In the words of the Executive Director of Europol, “fighting terrorism remains and will continue 

to be a national competence in the years to come, but one of the most decisive contributions of Gilles 

de Kerchove […] has been to help changing the paradigm of counter-terrorism in the EU from a 

national prerogative into a collectively shared responsibility”196. Undoubtedly, the EU Counter-

Terrorism apparatus has had many setbacks since the 1970s, advancing intermittently, creating and 

increasing the number of its units and, for the most part, reacting to external violent stimuli. However, 

Europe as a whole has become extremely aware of the threats posed by transnational terrorist 

organizations, to the point of setting ever-new objectives for cooperation in the future. 

 

2.3 Human Rights Protection under the European Framework: The Jurisprudence of the 

European Court of Human Rights. 

 

In its decades of experience fighting terrorism, Europe has faced many instances of majorities 

being purposedly terrorized by fanatic minorities197. Whereas, during the first half of the 20th century, 

national law was the sole source of safeguard for the citizen, throughout the years international law 
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and conventions came to constitute a strong net for the protection of individual rights198. The already-

mentioned 1951 UN Geneva Convention Relating to the Status of Refugees introduced the definition 

and rights of people that are persecuted in their country of origin199, while the European Convention 

on Human Rights (ECHR) – also known as the Convention for the Protection of Human Rights and 

Fundamental Freedoms – drafted by the Council of Europe and entered into force in 1953 redefined 

the role of national sovereignty in the protection of human rights200. With ECHR, democratic nations 

committed to respect human rights and, with them, minority rights, in order to achieve greater 

political stability in the face of anti-democratic threats201.  

Indeed, according to the Convention, a European Court of Human Rights (ECtHR) was 

officially established in 1959 in Strasbourg – hence the alternative name of ‘Strasbourg Court’ - which 

monitored the observance of human rights and the respect of obligations listed in the Convention and 

its Protocols by the States party to it. It was determined that the members of the Court would be 

judges from the CoE MSs, one for each signatory State, and that they would not represent the interests 

of their country of origin at any stage of the judgments. Admissibility of an application was originally 

assessed by the European Commission of Human Rights – which could also refer cases to the Court 

and oversee friendly settlements -, but as the number of applications grew, in 1998 a structural reform 

eliminated the organ in its entirety202. Since then, individuals can submit complaints to the attention 

of the Court without intermediary means. These complaints must nonetheless respect the 

requirements listed in Art. 47 of the Rules of Court203 and, since 2010, must pertain to a “significant 

disadvantage”204 suffered by the applicant. The final judicial decisions of ECtHR are invariably 

binding in nature even though, as of August 2018, the Court has also acquired advisory jurisdiction205. 

The European Court of Human Rights is a central actor in determining to which extent the 

European Counter-Terrorism Approach can concretely operate. The founding constitutionalist idea 

of an accountable, transparent, and, above all, limited rule of law is oftentimes at odds with the 
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impositions counter-terrorist policies have on individual rights and freedoms206. Human rights 

litigations pose many questions about the objective limits politics and national courts have to respect 

in order not to undermine the same democratic freedom they are trying to protect. Vice versa, regional 

and international courts have to take into account the importance of building a consistent and coherent 

case-law, especially when dealing with matters of national security207. In judicially reviewing 

previously-taken decisions, these courts cannot legitimize unlawful stances as the result of uncertainty 

or even political pressure while, at the same time, they have to consider “comity, institutional 

capacities and diplomatic relations”208.  

Cases relating to issues such as rendition209, immunity210, or revocation of residence211 have 

notoriously created great divides among and within members – and observers - of ECtHR. For 

instance, the judgment in Nasr and Ghali v. Italy – also known as the Abu Omar Case – was the first 

in the Court’s history to concern the controversial practice of extraordinary rendition. ‘Extraordinary 

rendition’ refers to the transfer, under a state’s supervision, of individuals presumed to be terrorists 

from a second state to a third, with the final objective of interrogation and, allegedly, torture212. On 

17 February 2003, the imam Abu Omar was forcefully taken into custody by US Central Intelligence 

Agency’s (CIA) agents and transferred from Milan to Egypt, where he later reported to have been 

interrogated and tortured for more than a year213. The Bush Administration fully supported CIA’s 

actions, as did the Italian Service for Information and Military Security (SISMI), which actively 

participated in Omar’s abduction214. Strikingly, such a widespread support for the legally and morally 

ambiguous acts of national secret services relates to the political weight of the ‘War on Terror’ in the 

early post-9/11 era. Opposing the Italian Constitutional Court’s conclusion on the case, which gave 

instead more weight to the importance of state secrecy215, the 2016 ECtHR judgment did not fall prey 

to the political pressure surrounding the case and found Abu Omar’s extraordinary rendition to be 
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unlawful and a violation of his human rights of non-refoulement216, thus declaring the Italian state 

responsible of such violation217. Rendition is not in fact considered to be illegitimate per se, rather 

ECtHR itself proclaimed it to be in line with the Convention as long as the extradition happens under 

the set legal framework of national authorities issuing an official arrest warrant for one or more of its 

citizens, who are responsible of terrorist acts or support218.  

The influence of the legal, political and social contexts in which the mechanisms of human 

rights protection operate gains momentum on the basis of what could be referred to as a substantial 

‘hierarchy of rights’. Verily, there exist rights that cannot be impaired under any circumstance – 

meaning rights for which derogation under Art. 15 of ECHR is never possible -, and rights that can 

instead be derogated “to the extent strictly required by the exigencies of the situation, provided that 

such measures are not inconsistent with [the Contracting Party’s] other obligations under international 

law”219. Under paragraph 2 of the article, derogation cannot affect the right to life220, prohibition of 

torture or inhuman treatment221, prohibition of slavery222, and prohibition of punishment without 

law223. Art. 15 ECHR applies to Contracting States of the Convention which are undergoing a time 

of public emergency; specifically, where the security of the nation is being jeopardized. ECtHR has 

been criticized for not having put into place clear boundaries as to what a ‘time of public emergency’ 

might entail, thus leaving states with too much leeway in derogating human rights224. However, in 

actuality, with its 1967 Greek Case Report, the then-European Commission of Human Rights defined 

a public emergency as actual or imminent, affecting the entirety of the nation and the continuance of 

the national community’s organized life, and exceptional – meaning that normal actions of the state 

are not enough to solve it -225. 

Following the assessment of the ‘state of public emergency’, the Court must verify the extent 

of exigencies and, in turn, the adequacy of adopted measures. Many states have made use of their 

derogation rights over the years, especially in relation to the right to liberty of convicted terrorists226, 
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and the Court has confirmed that a broad margin of appreciation is left to Contracting States’ 

judgement when deciding whether derogation of certain rights is necessary227. Nonetheless, the Court 

systematically adds that States do not enjoy an unlimited power in this respect and derogation has to 

be applied in adherence to the rule of law principles contained in the European Convention on Human 

Rights. The Court therefore reserves the authority to police national countermeasures and, in 

particular, their proportionality228. With this in mind, the former President of the Strasbourg Court 

Luzius Wildhaber pointed out that the primary objective of each democracy should anyway remain 

the safeguard of the community229. As stated in paragraph 2 of Art. 10 ECHR – which protects 

freedom of expression -: “The exercise of [freedom of expression], since it carries with it duties and 

responsibilities, may be subject to such formalities, conditions, restrictions or penalties as are 

prescribed by law and are necessary in a democratic society”. ECtHR has held that it is important to 

protect pluralism and broadmindedness, thus limitations to freedom of expression have to be 

interpreted strictly and be convincing, in their essence, firstly to national courts themselves and then 

to regional ones, even though it is essential that they exist230. Through the declaration of 

inadmissibility of a case brought to the Court by 17 Irish journalists - who had denounced their 

government’s ban on the broadcast of some interviews with members of terrorist organizations as a 

limitation to the freedom of expression -, ECtHR further specified how, in particular, “the defeat of 

terrorism is a public interest of the first importance in a democratic society”231. 

Wildhaber sustained the democratic duty of states’ governments to defend their nationals from 

terrorism and, in order to serve this necessity, human rights law has to adapt to a point232. These rights 

and the related case-law construct a minimum standard that allows, as it is implicitly stated in Art. 2 

ECHR, nations to take the necessary measures to ensure their citizens with the right to life. It is 

therefore erroneous to make the assumption that human rights can, in any capacity, be anti-

democratic233. For this reason, in Chahal v. the United Kingdom – already referenced above for its 

significance in the defense of non-refoulement principles -, the Court regarded as appropriate the use 

of classified information when combating terrorist activities that pose a threat to a community, de 

facto adapting the scope of Art. 5 ECHR234. However, on occasion, judges of ECtHR dissent on the 
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concrete application of Contracting States’ margin of appreciation. In McCann & Others v. United 

Kingdom, the Strasbourg Court was called to decide whether the assassination of alleged terrorists by 

UK security services was the outcome of an unnecessary risk of death, hence a violation that would 

have been made in the planning stages of the operation235. The Court indeed found the planning to 

have lacked attention in regards to its possible collateral effects and judged the UK government to be 

responsible of breaching Art. 2 ECHR. Nine of the judges dissented, holding that the deaths were the 

result of absolutely necessary use of lethal force236. Again, if the very nature of human rights law is 

interpreted as adaptive, such diverse opinions only further consolidate the idea of a case-law which 

is complementary to counter-terrorist measures. In this view, judgments as the ones mentioned fill 

the gaps left by such measures and encounter their own challenges without necessarily losing 

coherence. 

On the other hand, Gilles de Kerchove and Christiane Höhn note that the integrated direction 

of CoE, while having stronger mechanisms of human rights protection if compared, for instance, to 

the United Nations, also has to work in parallel with EU integration237. Thus, it is pivotal to underline 

that an additional layer of cooperation exists between ECtHR and the Court of Justice of the European 

Union. These two regional Courts of primary importance have, over the years, largely influenced 

each other’s judgments, case-law and, in turn, principles. Exemplificative of this mutual recognition 

are the 2008 CJEU Joined Cases of Yassin Abdullah Kadi and Al Barakaat International Foundation 

v Council and Commission – better known by the general public as Kadi I -238.  

Following UN Security Council Resolution 1267 of 1999239 promoting the suspension of 

financial resources if in connection with Taliban terrorist activities, Mr. Kadi – a Swedish resident of 

Saudi-Arabian origin - and the charity foundation ‘Al Barakaat’ had seen their assets effectively 

become frozen by way of the UN Sanctions Committee listing, in late 2001240. With two European 

Commission Regulations241 and a later Council Common Position242, the Union aligned its own 
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stance to that of the United Nations and proceeded to list both legal persons as associated to Al-Qaeda 

and Taliban terrorism in general. Kadi claimed the violation of his rights to be heard and to own 

private property in front of the Tribunal of First Instance (TFI) – which, post-Lisbon Treaty, was 

institutionally replaced by the General Court243 as one of the three main elements constituting 

CJEU244 -. Specifically, the Swedish resident asked for judicial review to be conducted on the validity 

and proportionality of EC Regulations. In 2005, TFI found that Regulations issued by the European 

Commission enjoyed immunity from judicial review procedures because deriving from the need to 

implement international obligations: in this stance, those emanating from the UN Security Council245.  

In its 2008 judgment246, however, the European Court of Justice (ECJ) came to opposing 

conclusions when considering the minimum standards of fundamental rights protection EU acts have 

to respect, consequently rendering them judicially reviewable by EU judicial bodies in accordance 

with the rules set by the Treaties. In Paragraph 326 of the judgment, the Court furtherly held that: 

 

[…] the Community judicature must, in accordance with the powers conferred on it by the EC 

Treaty, ensure the review, in principle the full review, of the lawfulness of all Community acts in 

the light of the fundamental rights forming an integral part of the general principles of Community 

law, including review of Community measures which, like the contested regulation, are designed 

to give effect to the resolutions adopted by the Security Council under Chapter VII of the Charter 

of the United Nations. 

 

Therefore, following such judicial review, CJEU judged that Kadi’s rights to judicial protection 

and to own private property had been breached by EC Regulation No 2062/2001 of 19 October 2001. 

Such Regulation was annulled, and the UN Sanctions Committee had to provide written motivation 

of the individual’s listing among entities connected to Taliban terrorism. On the basis of this written 

motivation, on which Mr. Kadi was allowed to comment but no further evidential proof was offered, 

the European Commission renewed Kadi’s presence within the listing of legal persons whose assets 

ought to be frozen via EC Regulation 1190/2008247. 

In the 2010 judgment Kadi v. Commission – also known as Kadi II -248, the General Court found 

that the necessary ‘full review’ mentioned by ECJ in Kadi I had not been respected by EU institutions 

on an already-lacking body of evidence made available by the UN Sanctions Committee. Inability to 
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provide evidence was in fact declared to be reason enough to contest an official EU institutional 

decision, such as a Regulation, and to constitute only a ‘simulacrum’ of the full review actually 

needed249. Given that reasons for listing Mr. Kadi had not been fully disclosed to him, the General 

Court found once again that a violation of fundamental rights had happened and Regulation 

1190/2008 was therefore annulled. Despite the fact that the European Commission, the Council of 

the European Union and the UK decided to appeal the judgment to CJEU, the Court referred to Kadi 

I in reiterating that: the protection of fundamental rights is an essential component of the rule of law 

on which EU is based250, all EU acts must therefore be judicially reviewable regardless of 

international obligations251, and their judicial review must always be thorough – or ‘full’ -252. The 

Court furtherly highlighted paragraphs 335 and 356 of the 2008 judgment, which respectively cite 

Art.s 6 and 13 ECHR – rights to fair trial and to an effective remedy -, and Art. 1 of the First Protocol 

ECHR – dealing with the protection of property -. 

For Fabbrini and Larik, the case law formed by Kadi I and II is indeed a striking example of 

increasing connections between ECHR and CJEU, where the rights mentioned in the Convention 

became more and more central to the reasoning of the EU Court253. The two scholars note that 

“unsurprisingly, Mr. Kadi has relied from the outset on the ECHR, stressing the long-standing case 

law of the CJEU that the ECHR represents a special source of inspiration for the rights forming part 

of the Union legal order”254, spanning from the initial dismissal of TFI – that instead implemented 

the UN reasoning in 2005 – to the reaffirmation of rights primacy over any other international 

obligation. The same General Court – once TFI – made explicit reference to the Convention and 

ECtHR case law in its Kadi v. Commission judgment of 2010255. Paragraph 146, in fact, importantly 

reads: 

 

[…] although the European Court of Human Rights recognises that the use of confidential 

information may be necessary when national security is at stake, that does not mean, in that court’s 

view, that national authorities are free from any review by the national courts simply because they 

state that the case concerns national security and terrorism (see the judgment of the European 

Court of Human Rights in Chahal v United Kingdom, § 131, and case-law cited, and its judgment 

in Öcalan v Turkey of 12 March 2003, No 46221/99 […]). 
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Thus, in order to offset legitimacy of national decisions stemming from the principle of mutual 

recognition between states, “safeguards for fundamental rights have been put into place”256. Among 

these, the European Court of Human Rights and its set minimum standards have to be respected by 

every single Contracting State to the Convention.  

In her article ‘Accountability for Counter-Terrorism: Challenges and Potential in the Role of 

the Courts’ (2014), Professor Helen Duffy observes: “Regional and international courts do not operate 

a doctrine of state secrets or defer automatically to states’ own assessments of the need for restrictions 

on rights in the interests of national security, and there is no risk of cases not being considered on 

national grounds”257. The power given for the first time to individuals by the Court is precisely that 

of challenging a State for its wrongdoings and if, by internationally-accepted standards enforced by 

impartial judges, the State is considered indeed guilty of such violations, a binding judicial decision 

falls upon it.  

A question of individual motifs then presents itself. Especially in the first years after the 9/11 

attacks, national law enforcement apparatuses used to push the limits of legitimacy in the name of 

increased vigilance258. National criminal law has in turn also been quite selective at times: the 

judgment of improper counter-terrorist measures has not matched in emphasis the strict punishment 

reserved to terrorist acts259. Concrete examples of selective judgment are the joined cases C-57/09 

and C-101/09, brought by a German Federal Administrative Court in front of CJEU in 2009260. The 

cases involved two Turkish citizens of Kurdish descent – B and D - that had been granted asylum in 

Germany as a result of fear of persecution from both the Kurdish organizations they had been 

members of – respectively, the Kurdistan Workers’ Party (PKK) and the Revolutionary People’s 

Liberation Party/Front (DHKP/C) - and by the Turkish authorities which had already imprisoned and 

tortured them. Following the assembling of UN261 and EU262 lists of terrorist entities and individuals, 

which was direct result of the 9/11 events263, the two men saw their refugee status revoked by German 

administrative authorities on the grounds that PKK and DHKP/C were listed on both documents. In 

2010, CJEU recognized the value of suspect lists, but judged that the mere fact of being listed is not 
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enough to affect one’s refugee status, more so because B and D were not personally named on the 

lists, only their former organizations were. Therefore, assessments of the single person’s actions must 

be conducted to determine individual responsibility. Such decision of the European Court of Justice 

falls in line with Art. 6 ECHR, which protects the right of subjects suspected responsible of criminal 

acts to be presumed innocent until proved otherwise by fair trial264.  

Scholar Mark A. Drumbl poses the question of intent behind the conviction of terrorists265. He 

considers incapacitation, deterrence, retribution, reconciliation, rehabilitation, and reintegration to be 

valid hypotheses, but ultimately opts to understand conviction as having an “expressive” value266. 

What this entails is a pedagogic purpose that aims at establishing an international standard of conduct 

which, at times, runs the risk of stigmatizing those who do not comply with it. ECtHR, as CJEU, has 

deemed illicit this kind of tendencies in more than one occasion267, and attempted to limit the liberties 

taken by governments in matters of Counter-Terrorism.  

At the EU level, too, Counter-Terrorism represents a particularly grey area of legislation. In the 

cited Council Framework Decision on the European arrest warrant and the surrender procedures 

between Member States268, no reference to Art. 5 – right to liberty - and 6 – right to a fair trial – of 

ECHR is explicitly made, despite advocating for the protection and respect of the individual 

throughout the arrest, detainment, and judicial procedures. Similarly, Art. 5 of the CoE Convention 

on the Prevention of Terrorism - already mentioned in Section 2.1 of this work -, defines the notion 

of “public provocation to commit a terrorist offence” as “the distribution, or otherwise making 

available, of a message to the public, with the intent to incite the commission of a terrorist offence, 

where such conduct, whether or not directly advocating terrorist offences, causes a danger that one 

or more such offences may be committed”269. The wording of Art. 5 could potentially have been 

assumed to be in contrast with Art. 10 ECHR - protecting freedom of expression unless it poses a 

threat to public security – if ECtHR did not rule for its restrictions to be interpreted strictly270. An 

additional layer of challenges is thus clearly present in trying to synchronize standards originating 

from different sources of law, regardless of their almost identical core principles. 

For this reason, preliminary investigations conducted by police agencies, as well as 

interrogations, aid international law standards in developing state authorities’ accountability. 
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Criminal investigations, prosecutions, and arrests have benefitted from a higher level of 

accountability271. International supervision and a possibility to find alternatives to national systems 

of law is indispensable for the safeguard of human rights in a democracy. The Strasbourg Court itself 

has declared crucial to conduct preliminary investigations that are effective and adequate, especially 

when there is use of force and, with it, the violation of one or more of the ECHR articles272. In the 

final Judgments of a number of cases against the State of Turkey, the Court slowly built a vade mecum 

for national authorities to follow when investigating unexplained deaths of subjects in custody 

situations273.  

Litigations in front of ECtHR give states’ governmental branches the possibility to actually side 

with their citizens by improving their minimum standards of human rights protection. As put by 

scholar Mary Arden, “the position is that the judiciary now has the important task of reviewing 

executive action against the benchmark of human rights. Thus, the transfer of power is not to the 

judiciary but to the individual”274. The very existence of a regional Court as poignant as ECtHR, that 

continuously refines its interpretation of human rights protection to develop a compact baseline and 

that, in doing so, operates along and within the Union Counter-Terrorism, gives scope to the EU 

Approach itself. It provides guidelines for its law-making and law-enforcing systems, as well as 

transcends from simple disputes of intergovernmental and supranational motive by creating the 

safeguard of the individual person first and foremost.  

Acknowledging this key consideration, the work now turns to the analysis of European Union 

Defence Strategy as a whole and in relation to the latest terrorist threats, along with the progress made 

in responding to them. 

 

 
271 Ivi, note 207. 
272 See İlhan v. Turkey (Application no. 22277/93) Judgment of 27 June 2000. 
273 See Ibidem, Güleç v. Turkey (Application no. 54/1997/838/1044) Judgment of 27 July 1998, Fazlı Kaya v. Turkey 

(Application no. 24820/05) Judgment of 17 December 2013 and Oğur v. Turkey (Application no. 21594/93) Judgment 

of 20 May 1999. For more on the obligations of national authorities in investigations of this sort, see Ivi, note 197, p. 

409. 
274 Mary Arden, ‘Human Rights in the Age of Terrorism’ in Human Rights and European Law: Building New Legal 

Orders (Oxford Press, 2015), p.166. 



45 

 

3. Chapter II – The Present and Future of Counter-Terrorism in the EU. 

3.1 The Issue of Defining International Terrorism in the XXI Century. 

 

Two months after the 9/11 attacks, the Security Council (SC) of the United Nations proclaimed 

international terrorism to be among the primary threats to global peace and security275. However, 

defining what ‘international terrorism’ exactly entails is – and has been – especially challenging. As 

already noticed, the League of Nations tried, and failed, to set a first common definition of ‘acts of 

terrorism’ that would not include states as possible perpetrators276. Whether the term should apply to 

nations as well as individuals or extremist groups is one of the questions posed by the UN General 

Assembly, and at a later stage by the Security Council, throughout the second half of the 20th and the 

beginning of the 21st century277.  

The organization developed an interpretation of terrorism that revolved around its social roots 

and could abstain from narrowing the scope of national self-determination, approach that did not 

favor the creation of consensus on the matter278. Moreover, the compliance - and even, at times, the 

endorsement - of terrorist acts has been deemed legitimate by many one nations279. About this, 

American Director of the Center for Strategic Research at the National Defense University, Nicholas 

Rostow, said: “Some do not want to label people terrorists when they use tactics, which, in other 

contexts would make them terrorists”280. The focus of attention is therefore clearly put on the direct 

consequences of terrorism and not on its use as a means to an end281. For instance, in this view, the 

liberation of a population from foreign occupation would not be deemed as terrorist in matrix, rather 

as legitimate resistance to illegitimate violence that has as its direct and positive result freedom.  

With the Draft Convention for the Prevention and Punishment of Certain Acts of International 

Terrorism formulated in the immediate aftermath of the Munich massacre282, the UN General 

Assembly kept an official definition of ‘international terrorism’ undeclared, opting instead for 

advising single states to prevent and punish violations of international significance283. The General 

Assembly also later commissioned the drafting of a Convention for the Suppression of Terrorist 
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Bombings284 to an ad hoc committee which then became central in reporting annually on the progress 

made by the international community against terrorism285.  

Scholar David Rapoport identified four waves of modern terrorism, distinct from previous 

instances of violence in both communication and technology, that allowed it to spread beyond 

national borders286. The ‘anarchist wave’ that started at the end of the 19th century was followed by 

the ‘anti-colonial’ one in the post-WWI period. Colonial powers lost their hold on several occupied 

territories and the independent nations of Algeria, Ireland, and Cyprus – among others – rose under 

the same self-determining sentiment that later ostracized a commonly accepted definition of 

terrorism. The third wave, denominated that of the ‘new left’ by Rapoport, originated instead during 

the Vietnam War and was characterized by the opposite desire: that of rebelling against the 

impositions of national regimes287. Lastly, the ‘religious’ wave of the 1980s saw the succession of 

Christian, Jewish, and Islamist extremists perpetrating violence according to their interpretation of 

their respective sacred texts. What all these declinations of international terrorism have in common, 

then, is violence or the threat of it. Even the objects of such cruelty can be divided in categories: 

people who belong to the same societal class as the victims – ‘targets of fear’ -, the government or 

institution which terrorists aim at drawing the attention of – ‘targets of influence’ -, and the rest of 

society – ‘targets of intimidation’ -288. However favorable to the attainment of a common agreement 

on a definition of international terrorism that could stem both from perpetrators’ and victims’ 

characteristics, the end of the Cold War only concretely expanded the illegitimacy of terrorist acts up 

to a certain point, without unifying their description289.  

The absence of an unanimously-accepted definition of terrorism negatively affects several 

aspects of Counter-Terrorism practices at the international level. Mainly, difficulties arise in 

developing a strategical and operational response, in enforcing international agreements – especially 

those comprising extradition clauses -, and in declaring any terrorist act as illegitimate so that 

organizations perpetrating this sort of violence rarely encounter public condemnation290. Strictly 
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correlated to such complications, then, is the exclusion of terrorist acts and threats from the 

International Criminal Court’s (ICC) jurisdiction291. The 1998 Rome Statute establishing ICC, in fact, 

never mentions the word ‘terrorism’, even if the use of violence inherent in violations of human rights 

and war crimes is widely within the Court’s jurisdiction292. This shortcoming is furtherly evident 

when considering that terrorism can fall under more than one specific dynamic in order to be 

considered international in nature: intra-state violence can indeed be argued to be international in 

scope if either the perpetrators or the victims are citizens of another country, or if the attacks aim at 

influencing another country’s government “to do or to abstain from doing any act”293. Prior to 9/11, 

a total of twenty-one treaties for the fight against international terrorism had already been created at 

the global and regional levels, denoting the vastity of the problem294. The notion of ‘terrorism’ is 

hardly mentioned in these documents, but its modern development nonetheless originated from a 

combination of geo-political objectives and religious convictions295. 

Predictably, after the attacks to the World Trade Center and Pentagon in 2001, the attitude of 

the UN toward cross-border terrorism shifted along with the world’s. The inadequacy of Counter-

Terrorism measures worldwide was highlighted, as was the incoordination of law enforcement and 

intelligence efforts, aspects partly attributable to the lack of a shared definition of the issue296. The 

Security Council took upon itself the role of intervening actor in the field with a series of 

Resolutions297 to call for increased cooperation among states, for the implementation of key anti-

terrorism conventions, and the adoption of any measure lawfully possible to prevent and suppress 

terrorism. In a way, the very fact that a definition for international terrorism was still inexistent lost 

its centrality and was simply seen as a political defect, inconsequential to the carrying on of the 

common fight298. SC Resolution 1373 in particular made clear that national obligations in regards to 

terrorism transcend the problem of finding a definition appealing to all countries: states were there 

expected to make illegal any form of support to terrorism299 – spanning from the financing of terrorist 

acts300 to the tightening of border control301 -, therefore demanding of them to respect requirements 
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usually made under treaty-law302. The same Resolution also established a Counter-Terrorism 

Committee (CTC) tasked with monitoring the implementation of these obligations, which states ought 

to facilitate through written reports produced according to a set timetable303. 

Following the same rationale of the 2001 UN Resolution, at the Union level the above-cited 

Council Framework Decision 2002/475/JHA approximated the definition of terrorist offences in all 

MSs304 instead of officially approving a common definition of terrorist offences within the time 

period originally planned305. Article 1 of Decision 2002/475/JHA sets that “each Member State shall 

take the necessary measures to ensure that the intentional acts referred to below […], as defined as 

offences under national law, which, given their nature or context, may seriously damage a country or 

an international organization” have to be deemed as terrorist offences where their aim is to: “seriously 

intimidating a population”, “unduly compelling a Government or international organisation to 

perform or abstain from performing any act”, or “seriously destabilising or destroying the 

fundamental political, constitutional, economic or social structures of a country or an international 

organisation”306. The Council therefore established three main criteria to determine whether an act 

can be assumed to be one of terrorism: the aim, the context, and the actual act307. If combined, these 

elements constitute the aggravating factors which call for ad hoc penalties. Such penalties are largely 

left to the judgment of the national systems to decide, but custodial sentences must be heavier than 

they would be in the absence of the special intent308. Thus, when the global perception of terrorist 

threats shifted due to the 9/11 attacks, the Union, despite having harmonized its definition of 

international terrorism by first determining which acts fall under its scope, and despite leaving 

prevention and punishment to its MSs, made use of its legislative powers and took a decisive step 

further in synchronizing its response to the phenomenon. EU set minimum standards for both national 
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prevention and punishment, indicating according to which criteria States could understand an act as 

terrorist in nature and to which minimum extent that act could be punished.  

As discussed in Section 2.1 of this work, the clear boundaries set by the Council of the European 

Union were broadened in 2008309. The updated list of acts constituting the crime of terrorism now 

included recruitment, training, and public provocation to commit terrorist violations310. Evidently, 

EU legislation was adapting to new, far-reaching technological instruments that could represent a 

threat to common security – namely, the Internet. In the foreword of the 2008 document, the Council 

notes: 

 

The Internet is used to inspire and mobilise local terrorist networks and individuals in Europe and also 

serves as a source of information on terrorist means and methods, thus functioning as a ‘virtual training 

camp’. Activities of public provocation to commit terrorist offences, recruitment for terrorism and 

training for terrorism have multiplied at very low cost and risk.311 

 

EU, once again building on previous considerations made by the United Nations and contained 

in SC Resolution 1624 of 2005312 and in the ‘Uniting against terrorism: recommendations for a global 

counter-terrorism strategy’ report of the Secretary-General issued in 2006313, contextualized the 

expanding terrorist networks within the course of technological progress. The Council took however 

a further step on the matter, in line with its more harmonized conceptualization of terrorist acts, and 

specified that penalties relating to the added crimes of recruiting, training, and public provocation of 

terrorism should be equal in all MSs, regardless of the means through which they were committed – 

meaning via Internet or not -314. On this basis, EU institutions proceeded to build a pragmatic corpus 

of Acts, Decisions and Regulations that adapted national and regional interpretations of terrorism, 

shaping Counter-Terrorism practices to the evolving essence of the threat. A more in-depth analysis 

of the EU response to cyber terrorism is provided in the following Section of this work. 

The range of meaning international terrorism and its characterizing components hold has been 

additionally widened by two threats that find in the Internet their primary source of strength: ‘foreign 

terrorist fighters’ and ‘lone actors’. As defined by the European Parliament and the Council, foreign 

terrorist fighters (FTFs) are individuals who “travel abroad for the purpose of terrorism”315. The 
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number of FTFs leaving the EU noticeably increased in 2013 with the escalation of conflicts in Syria 

and Iraq – some 5.000 European FTFs are believed to have travelled to those areas316 -, and then again 

in 2015, in parallel with the major terrorist attacks that hit Europe that year317. The UN SC Resolution 

2178 of 2014318 already dealt with the specific issue of FTFs and recognized that addressing 

underlying factors of the phenomenon is key to combat it. Thus, the organization underlined the 

importance of, inter alia, preventing radicalization, disrupting financial support to illicit organized 

crime, and facilitating reintegration and rehabilitation of returnees. With the same premises, CoE 

issued an Additional Protocol to the Council of Europe Convention on the Prevention of Terrorism319 

to criminalize the acts of: participating in an association or group for the purpose of terrorism320; 

receiving training for terrorism321; and travelling abroad322, funding323, or facilitating324 such 

travelling for the purpose of terrorism. On this topic, former EU Counter-Terrorism Coordinator, 

Gilles de Kerchove, and Principal Advisor to the Coordinator, Christiane Höhn, note how since this 

expansion of meaning both criminal law and law enforcement have started to cover preparatory acts 

of terrorism. Accordingly, “the traditional distinction between forward-looking prevention of terrorist 

attacks, entrusted to security services, and backwards-looking investigation and prosecution of 

attacks, handled by the police and prosecutors, is no longer valid, and therefore law enforcement 

cooperation has a significant role to play in the CT domain”325. The FRONTEX agency is indeed a 

fundamental actor in the detection of these individuals, while ECTC includes the monitoring and 

investigation of their activities326. 

Lone terrorist actors – also referred to as ‘lone wolves’ – are instead terrorists who “plan, 

prepare and carry out violent attacks without direction from a wider organisation”327. Due to their 

isolation, identities and actions belonging to lone terrorist actors are nearly impossible to determine, 

especially since little progress has been made by investigative agencies in the categorization of these 

individuals under a comprehensive personal profile328. Their ideological autonomy renders attacks 

less predictable, even if the use of the Internet as a source of radical propaganda and as instrument of 
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autonomous research may offer a traceable pattern for investigations329. Lone wolves are in fact the 

final recipients of public provocations to commit terrorism and one of the expressions of strategic 

terrorism in Europe. ‘Strategic terrorism’, unlike ‘tactical terrorism’, aims at changing the shape of a 

State not simply by promoting regional secession or independence, but by attempting to change the 

very nature of society itself330.  

Despite the recognition of the term by EU institutions – particularly by the European Parliament 

and the Council of the European Union – the words ‘lone wolves’ never appear in official legislative 

texts, and reference to “those ultimately acting alone” is made only in the foreword of Directive 

2017/541/EU331. However, by delineating the confines of terrorist acts in criminal law, the Union is 

not left unprepared in the investigative and judicial stages of the response. At a wider level, in 2018 

CoE issued a Recommendation to “guide Member States in determining what measures may be the 

most efficient to address the phenomenon of terrorists acting alone”332. The document joins European 

Union and UN efforts in stressing the importance of inter-State cooperation – which can be developed 

by any additional arrangement deemed necessary and appropriate – in the stages of prevention, 

detection and interception of lone terrorist actors, primarily by ratifying the relevant Convention333, 

Protocol334, and UN SC Resolution335. Thus, while still evolving, the EU instruments of defense 

against foreign terrorist fighters and lone terrorist actors can find in the extra-regional and, more 

widely, in the global panoramas a fertile seedbed for future developments. 

 

3.2 The Adaptability of the European Union Defense Response. 

 

3.2.a New Threats and New Solutions in the EU. 

 

Already within ESS, submitted by the then-Secretary General and High Representative - Mr. 

Solana - and officially approved by the European Council by the end of 2003336, there was an explicit 

recommendation to prepare for “new threats which are more diverse, less visible and less 
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predictable”337. Solana pointed out that, differently from the concrete and tangible threats posed on 

Europe by the Cold War conflict, these new dangers are worryingly insidious and, consequently, 

difficult to eliminate338. To appropriately respond to them, firstly, national and regional defense 

apparatuses cannot focus their resources exclusively at home but must instead spread abroad in order 

to prevent crisis escalations. Secondly, prevention needs to take place to avoid such crises altogether; 

areas of interest should therefore be the ever-growing dynamics of proliferation, propaganda, and 

underground networks. Lastly, military response to less-than-material attacks is not only ineffective 

but also detrimental as it closes space for dialogue while also hindering the work of intelligence, the 

police, and the judiciary. About this last point in particular, scholars Lindley-French and Algieri claim 

that “security and defence are […] merging because the functioning of a state can be damaged as 

much by catastrophic intrusion as by territorial loss”339. The only effective response to the attacks of 

a restricted number of people on a majority that relies on technology, and is thus interconnected like 

never before, is a comprehensive one. National authorities, the military and civil society have become 

equally fundamental in this fight. 

In 2007, with a Communication to the EP, Council and Committee of the Regions, the European 

Commission aimed at describing in a clear and viable way the most recent and most relevant threats 

to EU security340. In particular, the document verges around cyber crime, its tendencies and potential 

severity, as well as the instruments already put in place at the time by the Union to overcome its 

challenges. The Commission calls attention to a lack of an agreed-upon definition for the term ‘cyber 

crime’ but officially interprets it as “criminal acts committed using electronic communications 

networks and information systems or against such networks and systems”341. The three categories of 

criminal activities linked to cyber crime are: traditional crimes – such as fraud -, the publication of 

illegal content, and crimes strictly related to the nature of electronic networks – namely, hacking and 

attacks on information systems -. While the first category is not to be underestimated, it is in within 

the limits of the other two that terrorism thrives. Public provocations to commit terrorism and outright 

cyber terrorist attacks on institutional databases are in fact a potentially debilitating problem for any 

governmental structure. Although the Communication recognizes how difficult law enforcement 

actions are in this context, its objective was to advance the basis for a general policy on the fight 

against cyber crime. It proposed to do as much through enhanced cross-border operational 
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cooperation342, which needed to be quickened and its tasks clearly divided among the competent 

bodies – inter alia, Europol and Eurojust -. Training was also given centrality in view of an efficient 

general policy, as the fast-paced evolution of cyber threats demands an equally swift development of 

adequate responses343. 

Furthermore, as previously noted, COM(2007) 267 acknowledges the efforts already made by 

EU institutions in the field of cyber security. Chiefly, it makes reference to Framework Decision 

2005/222/JHA on attacks against information systems344, and to the EP and Council Regulation No. 

460/2004, instituting the European Network and Information Security Agency – then denominated 

ENISA -345. ENISA’s scope was set out to be: “ensuring a high and effective level of network and 

information security within the Community and in order to develop a culture of network and 

information security”346. To achieve this objective, the agency was tasked with information gathering 

and risk assessment procedures347, with an advising role for national and regional authorities on the 

best course of legislative action to undertake348, and with instructions to enhance cooperation among 

them, both vertically and horizontally349. ENISA’s mandate was renewed to its permanent status in 

2013 with Regulation No. 526/2013, also known as the Cybersecurity Act350. Without prejudice to 

the competences of the MSs regarding defense and security, the EU agency was now entrusted with 

the education and sensibilization of the public against cyber threats351, in addition to direct 

cooperation with other EU bodies of the field, such as Europol352. Parallelly, in fact, EU was 

launching the European Cybercrime Centre (EC3) as a new integral part of Europol353. EC3 was 

designated to become the focal point of cyber crime information for the Union, where data from the 

private and the public spheres can merge to be used in boosting inter-MSs cooperation during cyber 

crime investigations and judicial procedures354. 
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The European Parliamentary Research Service conducted a study355 to assess the status of cyber 

security in the European Union at the beginning of the 2010s. Here, EU approach was estimated to 

be an “all-hazards” one356, meaning that its focus was on the macro-categories of cyber attacks and 

attackers rather than their subdivisions. However, classifying any cyber threat under the umbrella 

term ‘cyber attacks’ may also hinder nuances of response and was, at the time, correlated to a lack of 

experience in the field. Originally, in fact, the Union institutions “perceived cyber security to be a 

secondary issue related to the growing dependence on information and communication 

technologies”357. As noted, attempts to define cyber crimes often stopped at the mere description of 

common violations that coincidentally happen to take place online358, leaving the characterization of 

criminal phenomena like cyber terrorism vague. With time, given the hugely detrimental attacks 

hitting Europe and North America – which had clearly been coordinated through means of the Internet 

-359 and in light of the major cyber attacks suffered by the state of Estonia in 2007360, the notion of 

‘cyber terrorism’ slowly but steadily started taking shape in European lexicon.  

Nonetheless, the term’s first appearances in EU legislative documents were implicitly 

comprising its description under the astoundingly general label of ‘terrorism’, de facto creating 

another hierarchical correlation with a pre-existing denomination and its much-wider scope361. Even 

though it is – and was even more then – extremely challenging to keep separate the essence of a threat 

from its necessarily multifaceted counter-measure, the EU institutional system attempted to adapt 

accordingly. Initially, in the evaluation of the Development of the Cybercrime and Cyber-terrorism 

Research Roadmap – or CyberROAD EU Project -362 funded by the EU Commission and spanning 

from 2014 to 2016, cyber terrorism was defined on the basis of a description that had its origin outside 

the Union. Namely, in the 1990s, the US Army described the phenomenon as “the premeditated use 

of disruptive activities, or the threat thereof, against computers and/or networks, with the intention to 

cause harm or further social, ideological, religious, political or similar objectives”363. Such wording 
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achievements and future challenges (2010/2311(INI) (2013) OJEU C 168 E/45, cyber terrorism is mentioned only twice 

and is simply said to be a new form of terrorism (sec. F) and thus a target of Counter-Terrorist measures in the EU (sec. 

O). 
362 UNICA – University of Cagliari, PRA Lab – Pattern Recognition and Application Lab, D6.1 – Cyber Terrorism 

Stakeholder Needs and Threats Evaluation in Development of the Cybercrime and Cyber-terrorism Research Roadmap 

(Cagliari, 2015) <untitled (cyberroad-project.eu)>. 
363 Ibidem, p.16. 
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is evidently widely general and its use a symptom of an absent intra-European base of agreement on 

the issue, even if the project interestingly adds to it that, if such ‘disruptive activities’ were carried 

out by a nation, it would be impossible to still define them as cyber terrorism. Rather, they would 

constitute cyber war. Economic-based violations of this nature would similarly qualify as ‘cyber 

crime’. Moreover, in assessing CyberROAD as an instrument intended to focus on cyber security, it 

is of significance to note how the text concludes that “the definition of cyberterrorism can fall under 

the same definitions as cybercrime but with an extended scope”364. This claim implicitly confirms the 

gravity of cyber terrorism and erases any previous erroneous and hierarchical interpretation of the 

concept while also underlying its global reach. 

It is then useful to insert cyber terrorism in the ‘aim, context, and acts’ paradigm used in 2002 

by the Council of the European Union in relation to international terrorism365. Indeed, as was the case 

for acts of international terrorism, the targets can be divided in those ‘of fear’, ‘of influence’ and ‘of 

intimidation’ depending on the desired objective of the attackers; no section of the civil population is 

exempt from these attacks. Furthermore, the context in which cyber terrorism operates denotes 

distinct premeditation. While it may be difficult in certain circumstances to discern acts of physical 

violence from those of terrorism, cyber terrorism requires of the perpetrators to logically prepare the 

aggression and, if possible, cover their traces. The specific acts of cyber terrorism can therefore be 

identified as those “aimed at compromising security (in a wide sense), which [have] simplicity and 

surprise as features, and which [are] (mainly) targeted at civilians and/or militaries”366. 

Legislatively, Council Decision 2014/415/EU declared the solidarity clause contained in Art. 

222 TFEU367 to be applicable to terrorist attacks, “irrespective of whether [they] originate inside or 

outside the territory of the Member States”368. Here, the “wide-ranging impact or political 

significance”369 requiring policy coordination at the EU level – in circumstances where single MSs’ 

actions are insufficient - is to be intended in light of Council Framework Decision 2008/919/JHA370. 

The Decision had indeed already, in and of itself, widened the term ‘terrorist attack’ to include 

Internet-based threats.  

However, the Council furtherly observed that cyber defense should work in parallel with the 

Union’s mechanisms for crisis management – such as CFSP and CSDP -, meaning that clauses similar 

 
364 Ibidem. 
365 See Ivi, note 81 and Ivi, note 307. 
366 Ivi, note 362, p. 17. 
367 See Section 2.1 of this work. 
368 Council of the European Union, COUNCIL DECISION of 24 June 2014 on the arrangements for the implementation 

by the Union of the solidarity clause (2014) OJEU L 192/53. 
369 Ibidem, art 3(c). 
370 See Ivi, note 105. 
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to the solidarity one should be ready to be activated as deemed appropriate in times of emergency371. 

Consequently, the EP addressed372 the possibility of expanding the scope of Art. 42(7) TEU, which 

introduces the concept of a mutual defense clause with the words: “If a Member State is the victim 

of armed aggression on its territory, the other Member States shall have towards it an obligation of 

aid and assistance by all the means in their power”373. Even though the implementation of this clause 

has not been clarified374, as was instead the case for the provision on solidarity among EU MSs, its 

extension to cyber terrorist attacks follows the principle of mutare mutandis (‘with the necessary 

changes having been made’)375. Thus, on the one hand, it can be said that the nature and extension of 

the necessity shapes the nature and extension of the response, too, even without clear guidelines for 

the practical application of the available instruments. 

On the other hand, it may be argued that precisely a lack of normative rules on basic provisions 

for cooperation and solidarity among EU MSs is the first symptom of an essential yet unreached level 

of adaptability on the Union’s part. For instance, the implementation plan for EUGS 2016, while 

mentioning the two clauses among the primary tools that both EU and its MSs can make use of in 

order to protect the Union from external and internal attacks376, simultaneously fails to reconcile 

‘terrorism’ and ‘cyber’ as two potentially overlapping spheres of challenge377. Such conceptual 

fatigue to coherently recognize the essence of different attacks and connect their purpose arguably 

reflects in the inefficient operationalization of counter-measures. The fact that no true and factual 

harmonization of the procedures for mutual defense exists is indeed not only a lagging formality, but 

a case of blatantly failed harmonization. Practically, as of now, MSs under a large-scale attack and 

requesting assistance from one or more fellow MSs have to organize the operation bilaterally with 

each one of the aiding States, since common action is not yet possible378. The more recent EU Cyber 

Security Strategy, developed by the European Commission to improve cyber security within the 

 
371 Council of the European Union, "I/A" ITEM NOTE from the Political and Security Committee to the Permanent 

Representatives Committee (Part 2)/Council on the subject of the EU Cyber Defence Policy Framework (2014) Annex 

15193/14. 
372 Patryk Pawlak, Cybersecurity and cyberdefence EU Solidarity and Mutual Defence Clauses (European 

Parliamentary Research Service, 2015). 
373 Ivi, note 56, art 47(2). 
374 While under Art. 222 TFEU the Council is explicitly advised to issue a Decision for the implementation of the 

solidarity clause (which the Council later did, see Ivi, note 319), Art. 42(7) TEU does not contain such instructions and 

is yet to be defined in implementing terms by the Council. For more, see Ivi, note 372. 
375 Ivi, note 372. 
376 See Ivi, note 125. 
377 Under its ‘Setting Capability Development Priorities’, the implementation plan states that “[…] priority areas […] 

should be revisited to identify how civilian CSDP could better respond to current challenges related to migration, hybrid 

threats, cyber, terrorism, organised crime and border management”, de facto conceptually separating the two threats. 
378 Bob Deen, Dick Zandee and Adája Stoetman, Uncharted and uncomfortable in European defence The EU’s mutual 

assistance clause of Article 42(7) (Clingendael, 2022). 
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Union for the 2020-2030 decade379, decidedly points out this unsolved criticality. In affirming that 

“the EU lacks collective situational awareness of cyber threats”380, the Commission adds: “There is 

currently only limited mutual operational assistance between Member States, and no operational 

mechanism is in place between Member States and EU institutions, agencies and bodies, in the event 

of a large-scale, cross-border cyber incidents or crisis”381. 

EP member Henna Virkkunen denounces that the vacuum created by actually meaningless 

clauses and unguided cooperation has naturally put mutual assistance and defense under the authority 

of international organizations such as NATO382. Especially since twenty-one of the twenty-seven EU 

MSs are also members of NATO, national efforts toward a truly harmonized system of security and 

defense are not as fierce, thus leaving the Union institutional framework with the responsibility of 

concretizing the necessary norms.  Since cyber terrorism, and more generally cyber attacks, have 

proven to undermine the safety of EU citizens, this passage gains seriousness and becomes an issue 

deserving of priority. Agencies such as ENISA and Europol are an important first step toward a 

working system for shared defense, but united responses cannot only be a prerogative of isolated 

bodies of the Union. Likewise, coordination must happen also outside of their quarters. Considering 

that, historically, NATO mainly provides physical defense in the form of troops and weapons, the 

European Union Security and Defense apparatuses should make use of the cyber security and cyber 

anti-terrorism areas to lay the foundations of true inter-EU MSs cooperation. 

 

3.2.b The Importance of the Estonian Case. 

 

In April 2007, following the relocation of the statue of the Soviet Bronze Soldier, Estonia fell 

prey to a series of cyber attacks that lasted a total of twenty-two days383. The attacks were the 

culmination of several protests led by the Russian minority living in the country and aimed at 

weakening the entire Estonian cyber system, from individual devices to police and governmental 

servers. The seizure had several points of origin, most of which were located outside of the Estonian 

border and were organized by unknown sources. In a fully public provocation to commit an act of 

cyber crime, these sources distributed instructions on how to launch the most damaging cyber attacks 

possible. However, given their dubious geographical location and Russian refusal to cooperate, in 

 
379 European Commission, JOINT COMMUNICATION TO THE EUROPEAN PARLIAMENT AND THE COUNCIL 

The EU's Cybersecurity Strategy for the Digital Decade JOIN(2020) 18 final. 
380 Ibidem, p. 3. 
381 Ibidem, p. 4. 
382 Henna Virkkunen, ‘The EU’s mutual defence clause? Article 42(7) of the Treaty on European Union’ (2022) 1 

European View 21, 22. 
383 Rain Ottis, Analysis of the 2007 Cyber Attacks Against Estonia from the Information Warfare Perspective (Tallin 

Cooperative Cyber Defence Centre of Excellence, 2008). 
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fifteen years prosecutors have been able to identify only one of the perpetrators384. In regards to the 

‘targets of fear’385 of these politically-motivated online assaults, it is of interest to note how they 

perfectly coincided with the ‘targets of intimidation’ and those of ‘influence’. In fact, in addition to 

the general population’s devices, governmental servers and police databases, subjects largely 

damaged were also the Estonian President, Parliament and main national banks386.  

Such major and concerted cyber attacks on Estonia have been considered by many the first 

instance of cyber warfare registered in the Union and the turning point of EU capacity-building in the 

field of cyber security387. Aside from starting the previously-mentioned slow introduction of the term 

‘cyber terrorism’ into European lexicon388, in fact, the Estonian events shed light on the Union’s 

operational shortcomings. ENISA, established three years prior to the attacks, offered a belated 

technical assessment of the situation without enhancing inter-MS cooperation, a response aspect that 

de facto remained bilateral in nature389. Confirming that solidarity and assistance did not pass through 

Union institutions, at the forefront of the immediate international aid were Finnish, German and 

Slovenian computer emergency response teams (CERTs), accompanied by network companies, 

vendors and law enforcement teams which could easily manage operational control of the overloaded 

systems390. The attack was therefore countered mainly by inter-State intelligence-sharing and digital 

networks that replaced the overworked Estonian ones for an amount of time sufficient for the state to 

recuperate391.  

As noted by Schmidt, after May 2007 the global – but especially regional – view on Internet 

security changed for two main reasons: first, regardless of the Kremlin’s involvement, the attacks 

served Russian interests and demonstrated how central online violations can be in a conflict; second, 

it opened the still-unregulated Internet dimension to the influence of national authorities392. Through 

the transitional institutionalization of the cyber security community into governmental bodies – 

mainly into CERTs hosting National Security Councils –, it became clear that sharing information 

 
384 Dmitri Galushkevich, an Estonian citizen of Russian descent, was simply fined for his minor violations. See Ibidem 

and BBC, ‘Estonia fines man for ‘cyber war’’ BBC News (London, 25 January 2008) < BBC NEWS | Technology | 

Estonia fines man for 'cyber war'>. Interestingly, after the 2022 Russian invasion of Ukraine, some of the Russian 

culprits confessed their participation in the 2007 attack on Estonia, see Wion, ‘Estonia repelled the 'most extensive' 

cyber attack after it removed Soviet monuments’ ed. by Chaheti Singh Sisodia (Vilnius, 18 August 2022) <Estonia 

repelled the 'most extensive' cyber attack after it removed Soviet monuments - World News (wionews.com)>. 
385 For more on the definitions of the different types of targets, see Ivi, note 286. 
386 Ivi, note 383. 
387 See Ivi, note 341 and Filippo Pierozzi, EU and Cyberterrorism. Added Value or Chimera? (University of Florence, 

2017). 
388 See Section 3.2.a of this work. 
389 Filippo Pierozzi, EU and Cyberterrorism. Added Value or Chimera? (University of Florence, 2017). 
390 Andreas Schmidt, ‘The Estonian Cyberattacks’ in The fierce domain – conflicts in cyberspace 1986-2012 (edited by 

Jason Healey), (Atlantic Council, 2013). 
391 See Ivi, note 360. 
392 Ivi, note 390. 
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vertically required a much higher level of coordination and trust, one Estonia could strive to achieve 

in the matter of years and EU would probably struggle to obtain at all if structural changes were not 

to be made. Moreover, Estonia’s case demonstrated to other EU MSs and the rest of the world how 

the new generation of conflicts – namely, those happening on computer screens – can be successfully 

fought without military force, but rather via the concerted action of international technical security 

communities393. All these considerations constituted the conceptual basis for the international 

response that took shape during the following years, adapting certain security dynamics and creating 

new ones in order to better prepare in the fight against modern threats.  

In concomitance with NATO’s creation of a unified Policy on Cyber Defense394, the 

establishment of a Cyber Defence Management Authority in Brussels395 and a Cooperative Cyber 

Defense Center of Excellence in Tallinn396, in fact, the Union issued an Internal Security Strategy 

verging on cooperation against cyber threats and on the expansion of ENISA’s role to cover direct 

contact and coordination with national CERTs397. Moreover, the Union set to develop long-term 

instruments for the protection of the cyber space, and its 2010 Digital Agenda for Europe revolved 

around the creation of European CERTs, the arrangement of regional cyber attack simulations, and 

the creation of a platform for EU cyber-defense398. EU institutions were therefore giving new shape 

to their cyber defense structure based on the national emergency response systems that had 

successfully overcome the cyber warfare launched on Estonia.  

The state of Estonia itself “became one of the first countries in the world to develop a 

comprehensive national cyber-security strategy”399, which highlighted some of EU’s previous 

shortcomings in matters of cyber defense400. Namely that, since Framework Decision 2005/222/JHA 

on attacks against information systems401 was applicable to EU MSs alone, the cross-border 

 
393 Ivi, note 390. 
394 See NATO, Defending the networks – The NATO Policy on Cyber Defence (2011) <20110819_110819-policy-

cyberdefence.pdf (nato.int)>. 
395 The authority was established in March 2008 and coordinates NATO Members’ responses to cyber attacks under the 

supervision of the Cyber Defence Management Board. For more, see NATO Official Website <NATO - Cyber 

defence>. 
396 The Center was established in May 2008 and comprises experts for research, training and exercises in the fields of 

technology, strategy, operations, and law. For more see CCDCoE Official Website <CCDCOE - The NATO 

Cooperative Cyber Defence Centre of Excellence is a multinational and interdisciplinary hub of cyber defence 

expertise.>. 
397 The Strategy was part of the above-mentioned EU Stockholm Programme, see Ivi, note 117 and European 

Commission, COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT AND THE 

COUNCIL The EU Internal Security Strategy in Action: Five steps towards a more secure Europe COM(2010) 673 

final. 
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EUROPEAN PARLIAMENT, THE COUNCIL, THE EUROPEAN ECONOMIC AND SOCIAL COMMITTEE AND 

THE COMMITTEE OF THE REGIONS A Digital Agenda for Europe COM(2010)245 final. 
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dimension of cyber attacks could not be tackled efficiently, more so because the Framework Decision 

– in line with the CoE Convention on the Prevention of Terrorism402 - considered “attacks against 

information systems as a criminal offence against private and public property, thereby disregarding 

the national security dimension of the threat”403. The European Union system of defense did not 

distinguish between personal computer systems and those containing important infrastructure and 

governmental information, adding gravity to the inexistent differentiation between small-scale and 

large-scale cyber attacks. The causes behind the 2007 cyber attacks on the state of Estonia reside 

partly in the fact that, at the time, “EU directives [did] not aim specifically at ensuring cyber security, 

but rather [had] the interest of the internal market in mind”404. Such focus on the internal market is 

apparently at odds with the denunciation of an ‘all-hazards’ Union approach to Security405. However, 

this is not the case: EU inability to recognize the nuances of the threats launched against it has very 

little to do with the intended protected entity. In this case, in a time period still devoid of a meaning 

for the words ‘cyber terrorism’, the Union institutional framework was faced with the reality of 

invisible assaults, motivated by political ideology and ethno-national pride, and most probably in 

collusion with the government of an extra-EU superpower. The further distinction of ‘cyber wars’ 

that the CyberROAD Project did years later was surely heavily influenced by the Estonian case.  

In addition to the positive influence to Union’s awareness on the different faces of cyber threats, 

the 2007 events were poignant because they activated the extension of EU legislation to cover an 

increasing number of them and expand the role of supranational agencies. In other words, the Estonian 

case supplied some of the much-needed EU experience in the field of cyber security, detailing its 

challenges while also broadening its scope. On the strong national efficiency demonstrated by single 

EU Members States, the Union should build its comprehensive response; not to replace these systems 

but to implement them so as to enrichen the array of instrument at nations’ disposal. Furthermore, the 

fast-paced evolution of cyber attacks, and specifically cyber terrorist ones, does not exclude a future 

attack directly on EU institutions, which will have to be prepared to act accordingly. The case of one 

single EU MS, which is coincidentally also a NATO Member, became indeed the blueprint on which 

the two organizations structured their understanding of the threat and methods of response. 

The work now turns to future possible scenarios for EU Security and Defense systems and 

proposes a solution based on their strengths that could be useful in the years to come.  
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3.3 Theories of Future Changes. 

 

In his book ‘EU Counterterrorism Policy – A Paper Tiger?’406, Oldřich Bureš explores three 

different possible scenarios for the future of EU Counter-Terrorism Policy. The first envisages a 

return to the intergovernmental system of the TREVI group, an inter-Ministerial structural 

organization for the fight against terrorism in the Union. This model would overcome the ever-lasting 

reticence MSs have in conceding more decisional power to EU institutions, while also creating a 

concrete dimension of operational effort where Counter-Terrorism is a priority. Nonetheless, such 

direction would also add a supplementary layer of authoritative bodies in the already too-complex 

political panorama of the EU and Europe in general. MSs would in fact be directly involved in 

common defense, thus completely bypassing the Union’s institutional framework; a dynamic that can 

potentially bring to a fundamentally schizophrenic way of intending policy. 

The second scenario is substantially opposite to an inter-Ministerial reality and considers the 

possibility of building a tight-knit cooperation among EU Member States, to the point where Union 

institutions become the only supranational authority deliberating on every aspect pertaining its 

citizens’ life. It is here that the concept of solidarity in case of attack or major disaster – the clause 

contained in the Lisbon Treaty that is archetype of inter-MS cooperation407 - finds its scope better 

served: prevention of the attack, protection from it and assistance in its aftermath408 would in fact be 

managed easily by the centralized EU power. As previously noted, the Lisbon Treaty allocated to the 

Council and the EP the power to institute minimum rules for judicial and police cooperation in 

criminal matters with a cross-border dimension409, perhaps already valiantly hinting at a stronger EU 

administration. The design of an all-powerful Union is however rather unlikely not only because it 

clashes with national sovereignty, but also “due to the lack of shared perception of the terrorist 

threat”410 that often brings MSs to underestimate the dangers of terrorism and not seek an efficient 

response to it. 

The third and last scenario analyzed by Bureš proposes to find a solution to the essentially 

divided instruments of the Union and seek coherence by linking all its set objectives in regards to 

Counter-Terrorism Policy. ESS 2003 and the following EUGS 2016 arguably focus more on the aims 

of European Union Security than on the means through which institutions and agencies can achieve 

them411. Even the innovative TFEU did not manage to create a unified path toward common 

 
406 Oldřich Bureš, EU Counterterrorism Policy – A Paper Tiger? (Farnham, Burlington Vt., Ashgate, 2016). 
407 Ivi, note 109, art 222. 
408 Ibidem, (a). 
409 For more, see Section 2.1 of this work. 
410 Ivi, note 406, sec. ‘Forward to United States of Europe’. 
411 For instance, EU detection of desirable Counter-Terrorism measures has been defined by Hugo Brady and Daniel 

Keohane as “little more than a long shopping list”, meaning that EU institutions have yet to define a clear path to their 
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objectives, opting instead for a division in Pillars that detaches Common Foreign Security Policy 

from Justice and Home Affairs. Bureš notes how this is “a significant shortcoming because the rigid 

legal division into pillars represents as an important obstacle to institutional consistency by 

contributing to a dispersion of efforts as well as political responsibility in the area of 

counterterrorism”412. He then proceeds to group the main measures actually mentioned in EU 

Programmes and Action Plans under three macro-categories: those promoting UN conventions, 

dialogue-enhancing measures, and measures dealing with assistance in counter terrorism413. These 

categories are strikingly deficient on the operational front and rely too heavily on national initiative. 

Since the implementation of EU Counter-Terrorist measures is left to the single MSs’ Ministers of 

Interior, in fact, Union national governments are most likely to concentrate their efforts and spending 

on internal security rather than external one414. Nonetheless, such design would avoid the complete 

centralization of authority advanced by the previous scenario, therefore proposing a more moderate 

common awareness that, under the guidelines provided by EU institutions, could constitute an 

effective foundation for EU Counter-Terrorism Policy. These guidelines must however be clear and 

comprise concrete steps to take in the fight against international terrorism. 

Thus, theoretically and by reason of the first two models proposed being the polar extremes of 

the supranational/intergovernmental dichotomy, the more plausible and feasible of the three would 

appear to be the latter. Although, it is important to underline that at the basis of its functioning is the 

diversified allocation of EU resources.  

As mentioned in Section 2.a of this Chapter, diversification was also considered to be crucial 

by Mr. Solana, who mentioned it as the first step toward a working ESS415. However, in addition to 

the challenge posed by the Ministers of Interior of individual EU nations, NATO’s influence – and 

specifically the US’ – tends to heighten European States’ inward-looking security policies416. US’ 

‘War on Terror’ is indeed the dominant political and military narrative on intervention abroad, a 

reality that leaves EU activity in third countries to lag behind. Verily, the Council of the European 

Union attempted to strengthen EU external action for the sake of Counter-Terrorism Policy through 

its Conclusions of 9 February 2015417, Directive 2017/541/EU418 to address – inter alia - the problem 

 
desired outcomes. See Hugo Brady and Daniel Keohane, ‘Fighting Terrorism: The EU need a Strategy Not a Shopping 
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The European Union, Conclusions on Counter-Terrorism (2014) Annex DG C 2C. 
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of FTFs, and the constant renewal of terrorist lists419. Moreover, the Commission issued a financing 

plan under the Rapid-reaction Mechanism420 – later supplanted by the Instrument for Stability421 and 

the Instrument contributing to Stability and Peace422 – in order to prevent terrorist-induced crises in 

countries such as the Philippines and Pakistan. Nonetheless, all these projects were not resolutive and 

lacked the necessary plans of action, fact that rendered them too abstract and, ultimately, valueless423.  

Daniel Keohane suggests that the European Union builds its strategy for Counter-Terrorism on 

isolation424. ‘Isolation’ refers to the setting up of a process of disconnection between terrorists and 

their potential supporters, material resources, and desired victims. To be of impact, isolation must be 

carried out within EU borders as well as elsewhere, and must involve political, military, judicial and 

police instruments to create a solid network of work. There are three phases to this particular theory 

of future change - which should be implemented simultaneously to fully benefit EU Counter-

Terrorism practices -: integration, investigation and insulation. One of the strengths of the European 

Union is indeed the multi-nationality of its community, comprising different cultures, languages and 

religions under a single ‘European’ denomination. Avoiding the alienation and consequential 

radicalization of a certain section of the population should always be a priority for the Union, which 

also has the responsibility of promoting the most effective national dynamics of integration at a wider, 

regional level425. Practically, the integration phase can also translate in the promotion of Union values 

of democracy and freedom among States that are candidates for EU membership426. The next stage, 

that of investigation, pertains both to the preservation and dispatch of intra-EU police and intelligence 

cooperation, and to the widening of its reach outside Union confines. If, as seen in the first Chapter 

of this work, cooperation at the European level has been refined since the first successful attempt of 

EPC427, external cooperation has noticeably been promoted less. EU MSs’ recognition of the UN 
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conventions against terrorism is in fact a slow and challenging process428, and intelligence 

cooperation with strategic countries in North Africa and the Middle East is practically non-existent429. 

Insulation, lastly, is about preservation of the safety of European Union citizens through the 

“protection of critical infrastructures; ensuring that governments can provide relief quickly in the 

event of an attack; and preventing the theft of explosives and weapons-of-mass-destruction 

(WMD)”430. Implicitly, the terms ‘insulation’ and ‘protection’ subscribe to the use of military force 

as an essential element of EU Counter-Terrorism Policy. In Keohane’s words, “there are conceivably 

some longer-term scenarios in which EU governments would have to contemplate intervening 

militarily to hamper terrorist activities”431. However, the Union has a “traditional discomfort”432 with 

the use of physical military force to combat international terrorism.  

Confirming this discomfort, during his office as EU High Representative for CFSP, Solana 

affirmed that opting to use this kind of force is not the answer to widespread terror, and that Union 

efforts should concentrate on developing judicial, police, and intelligence cooperation433. While, as 

Zimmerman reports434, such an affirmation may stem from the military failures recorded during the 

Yugoslav Wars – which eventually led to the end of EPC -435, it is also true that Solana’s proposal is 

a more structured one. His approach verges around inter-agency cooperation regulated by 

international agreements, as well as national intelligence built on unfolding investigations. Behind 

this conceptual separation between European agencies and national bodies is a deeper distinction of 

types of intelligence and their use as either sensitive information that is needed to respond to an 

emergency – which, because of its immediate use, cannot be dispersed -, or information that should 

be used to guide future public policy436. The latter type has as its main scope precisely the promotion 

of inter-agency and inter-MS cooperation and can furtherly translate into an advising instrument for 

political action. In fact, “intelligence services can educate the public, explaining the origins of the 

 
428 At the time of Keohane’s writing, only five of the twelve UN conventions on the matter of Counter-Terrorism had 

been ratified by most EU countries. The total number of UN conventions for the fight against terrorism is now nineteen, 

but many EU MSs have yet to ratify most of them. To learn more, visit the dedicated page on the United Nations 

Website: <OHCHR | International Standards on the Promotion and Protection of Human Rights and Fundamental 

Freedoms while Countering Terrorism>. 
429 The agency of Eurojust has concluded cooperation agreements with the third countries of: Albania, Montenegro, 

North Macedonia, Serbia, Georgia, Iceland, Liechtenstein, Moldova, Norway, Switzerland, Ukraine and the USA. 

Eurojust has instead ongoing strategic agreements with thirteen partners, among which the countries of: Brazil, China, 

Russia, Turkey, the United Arab Emirates. A focus on specific nations of the North African and Middle Eastern area is 

still lacking. 
430 Ivi, note 424, p. 28. 
431 Ibidem. 
432 Ivi, note 410. 
433 Javier Solana, ‘Intelligent War on Terror’ (2004) The Korea Herald of 8 November. 
434 Doron Zimmerman, ‘The European Union and Post-9/11 Counterterrorism: A Reappraisal’ (2006) 2 Studies in 

Conflict & Terrorism 29, 123. 
435 See Ivi, note 62. 
436 Ivi, note 433. 

https://www.ohchr.org/en/special-procedures/sr-terrorism/international-standards-promotion-and-protection-human-rights-and-fundamental-freedoms-while#:~:text=Under%20the%20auspices%20of%20the,acts%2C%20categorized%20by%20sector%20below.
https://www.ohchr.org/en/special-procedures/sr-terrorism/international-standards-promotion-and-protection-human-rights-and-fundamental-freedoms-while#:~:text=Under%20the%20auspices%20of%20the,acts%2C%20categorized%20by%20sector%20below.
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alienation that underpins terrorism, how radicalization and recruitment occur, and highlight terrorists' 

goals, methods, and targeting strategies. Only when we understand this can we develop appropriate 

and concrete policies”437. 

What the three exposed theories of future changes for EU Counter-Terrorism by Bureš, 

Keohane and Solana have in common are elements of both intergovernmentalism and 

supranationalism, understood in four different levels. The first – and supranational - one is the EU 

institutional level, where policy guidelines and Union legislation are created based on regional 

interests and the necessities of the community - whose feedback must be kept central -. The second 

level, one that cannot exactly be defined by supranationalism but is still regional in scope, is that of 

EU agencies. Agencies such as Europol and Eurojust are the much-needed space where the 

operational aspects of the EU fight against international terrorism can take place. This space, 

comprised of experts as well as specialized bodies like ENISA, can also better consider the rapid 

technological progress of threats and their cyber-space dimension. EU agencies clearly move within 

the extent of EU legislation and toward common objectives, but should also have a direct channel of 

communication with national authorities in order to maximize their results at all times. The third level 

is indeed embodied by MSs’ bodies and agencies. Here, state secrecy should be respected where 

sensitive information is concerned, but the universal observation of human rights protection and 

judicial cooperation must not be questioned under any circumstance. Lastly, at the individual level of 

the European Union citizens, values of tolerance, cultural integration and education should constantly 

circulate. Such education could ideally derive from the political sphere and, more precisely, from the 

informed use of intelligence as a means to knowledge and integration. 

The work now turns to the brief analysis of a number of EU and extra-EU national intelligence 

apparatuses and how Security and Defense are organized elsewhere accordingly, as well as to what 

is the role of international organizations – primarily NATO – in the global dynamic of Security 

matters. 

 

 
437 Ivi, note 433, p. 1. 
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4. Chapter III – The Influence of Different Counter-Terrorism Approaches on the Union. 

4.1 Main Trends in individual EU MSs’ National Counter-Terrorism Policies. 

 

Within the European Union, a varied array of National Security Policies (NSPs) can be detected. 

Depending on the Member States’ different histories, experiences and main concerns of their standing 

governments, in fact, even similar issues of security can be dealt with following distinctive rationales. 

In turn, NSPs build upon National Security Strategies (NSSs), which are “government[s’] overarching 

plans for ensuring their country’s security in the form of guidance for implementing a national 

security policy”438 and coordinate the work of national authorities in the field of Security as well as 

their role in joint regional and international efforts. In most EU MSs – as is tendentially the case also 

in the majority of extra-EU countries -, the Security Strategy is defined by a National Security Council 

(NSC), comprising the Ministries of Defense, Interior and Foreign Affairs, military officials, and state 

advisors439. The cruciality of these national security dimensions and their independence from the 

influence of EU’s structural dynamics is clearly stated in Art. 4(2) TEU, which reads: 

 

The Union shall respect the equality of Member States before the Treaties as well as their national 

identities, inherent in their fundamental structures, political and constitutional, inclusive of regional and 

local self-government. It shall respect their essential State functions, including ensuring the territorial 

integrity of the State, maintaining law and order and safeguarding national security. In particular, 

national security remains the sole responsibility of each Member State. 

 

For de Kerchove and Höhn, national security should be intended as encompassing the activities 

of both the “foreign intelligence services of EU Member States”440 - or ‘intelligence agencies’ - and 

their “domestic intelligence services”441 - or ‘security services’ -. As in the cases of Germany, France 

and the UK, security and intelligence services have specular roles and cooperate in a dimension proper 

of the single nations, one completely avulsed from the CFSP of European Union442. Nevertheless, 

this kind of organization is, at times, insufficient in implementing the work of internal and external 

security agencies. To explain why, Keohane brings the example of the British MI5, which collects 

information on domestic threats, and MI6, which deals instead with external dangers. He highlights 

that “this type of territorial approach is ill-suited for a comprehensive understanding of the threat”443, 

 
438 Alix Boucher, National Security Policies and Strategies: A Note on Current Practice (Stimson Center, 2009), p. 51. 
439 Ibidem. 
440 Ivi, note 237, p. 277. 
441 Ivi, note 237, p. 277. 
442 See Ivi, note 237 for more on these nations’ services. 
443 Ivi, note 424, p. 31. 
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a situation that often leads to the creation of new national bodies to amend the shortcomings444. In 

addition, the division of work among security services and law enforcement is entirely discretional to 

the State’s organizational system and, in certain instances, the two spheres overlap in one single 

national body.  

Given the plurality of the involved national actors and the multifaceted nature of security445, it 

is to be expected that EU MSs developed their interpretations of NSPs, and more broadly of NSSs, 

in severely diverging ways. However, registered trends of the most recent years in particular have 

depicted a much more complex panorama for European Security, and especially Counter-Terrorist 

national approaches. Some scholars went as far as to define that of EU MSs a trend of ‘collective 

securitisation’446, and even one of ‘convergence’447. 

As already reported in Section 2.2.b of this work, modern international terrorism in Europe had 

an outbreak in the 1970s and was profoundly rooted in separatist, anarchist and independentist 

extremisms448. Italy, Spain, West Germany, France and the UK were especially hit by terrorist attacks 

and, in turn, molded their national responses accordingly449. Despite the fact that all of them were 

part of the European Community and later of the European Union, the separate threats these countries 

faced appeared to demand equally differentiated answers. For instance, even if the extremists Spain 

and the UK had to counter – respectively the ‘Basque Fatherland and Liberty’ movement (ETA) and 

the ‘Irish Republican Army’ (IRA) – were motivated by the same separatist sentiment, the two states 

never openly collaborated in terms of response through regional mechanisms, nor through bilateral 

coordination of instruments450. UK’s strategy notably found its basis in the forceful repression 

brought upon IRA members by the British police and military, while Spain and, most distinctly, 

France have tended to adopt a more moderate approach in times of crisis, one which even considered 

negotiations as a point of strength451. Nonetheless, especially where threats of extra-European origin 

 
444 About the UK in particular, Keohane writes: “To overcome these divisions, the British government set up a joint 

terrorism analysis centre (JTAC) in 2003, bringing together representatives from the eleven government departments 

and agencies that are involved in different aspects of counter-terrorism. The JTAC is designed to encourage officials to 

join up their disparate pools of information and approaches” (Ivi, note 424, p. 31). The author further notes that both 

Spain and France have adhered to this model more and more. 
445 The concept can in fact regard – inter alia - politics, the economy, society, the IT and information systems, and even 

the cultural basis of a country. See Robert Stanciulescu and Elvira Beldiman, Considerations about the 

Conceptualization of National Security in the European Union’ (2016) 1 International Conference Knowledge-Based 

Organization 22, 142. 
446 See James Sperling and Mark Webber, ‘The European Union: security governance and collective securitisation’ 

(2019) 2 West European Politics 42, 228. 
447 See Daniel Nohrstedt and Dan Hansén, ‘Converging Under Pressure? Counterterrorism Policy Developments in the 

European Union Member States’ (2010) 1 Public Administration 88, 190. 
448 See Ivi, note 32. 
449 Christian Kaunert and Sarah Léonard, ‘The collective securitisation of terrorism in the European Union’ (2019) 2 

West European Politics 42, 261. 
450 Ibidem. 
451 France notoriously offered ETA members a ‘safe heaven’ in the south of the country, deeming them as fighters for 

freedom and not terrorists. The Spanish socialist party considered such actions unacceptable, confirming once more that 
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were concerned, EU MSs demonstrated to be capable of cooperation and inter-authority diplomacy. 

The astounding resonance the Munich massacre had around the word is illustrative of this since, in 

its wake, bilateral and multilateral rapports started taking place where they had not priorly existed452. 

Despite the important role of the TREVI group453, of the CoE Convention on the Suppression 

of Terrorism454, and even of the 1985 Schengen Agreement – for the gradual erasure of checks on 

common borders -455, collective securitization truly entered into its further stage only with the 9/11 

attacks of Al-Qaeda against the United States456. Prior to that date, the very creation of international 

cooperation in the region suffered from the ever-present prioritization of national sovereignty. 

Markedly, the foundation of Europol coincided with the end of the Cold War, but still registered 

divisions internal to its founding group: the newly-reunified state of Germany advocated for 

Europol’s central role in countering nuclear smuggling and Spain required for it to manage 

intelligence at the European supranational level, while France and the UK wanted the agency under 

national governments’ control457. Problems stemmed mainly from the differing definitions states gave 

to terrorism, how the crime was legally considered, and what exact role the government had in the 

fight against it. Exemplificative of the definitional struggle is, once again, the drastic British 

approach. In the name of national security, the UK built its anti-terrorism legislation around IRA, 

issuing Acts458 and establishing an ad hoc army459 that often conceptually clashed with regional 

standpoints460. The British government reclaimed the power to detain, arrest, and exclude individuals, 

in addition to giving police forces the competence to conduct discretional controls on foreign 

travelers461. Scholar Jacqueline Ann Carberry reports that ECtHR disapproved of many of these 

provisions, as they were disproportionate at times462 and too tolerant of criminal violations in other 

 
even neighboring European states could view violence perpetrated by a minority in two polar opposite ways. For more 

on the matter, see Ibidem. 
452 Cooperation among the European States happened through means of Interpol and the Council of Europe’s structures, 

completely bypassing the architecture of the then-EEC and de facto mining a future coordination of efforts at the strictly 

European level for the years to come. 
453 See Section 2.2.a of this work for more on the TREVI group. 
454 See Ivi, note 47. 
455 European Union, Schengen Agreement (opened to signature 14 June 1985, entered into force 26 March 1995). 
456 James Sperling and Mark Webber, ‘The European Union: security governance and collective securitisation’ (2019) 2 

West European Politics 42, 228. 
457 Jacqueline Ann Carberry, ‘Terrorism: A Global Phenomenon Mandating a Unified International Response’ (1999) 2 

Indiana Journal of Global Legal Studies 6, 685. 
458 Inter alia: the 1984 United Kingdom Prevention of Terrorism Act, the 1985 Interception of Communications Act, 

the 1989 Prevention of Terrorism Act (PTA), and the 1996 Northern Ireland Emergency Provisions Act (EPA). 
459 With the United Kingdom Prevention of Terrorism Act of 1984, the British government instituted the Irish National 

Liberation Army (INLA). 
460 Ivi, note 456. 
461 See United Kingdom, Prevention of Terrorism (Temporary Provisions) Act (1984). 
462 For instance, “the Court found the provision allowing individuals to be detained for a potential seven-day period 

without a court appearance to be a violation of the European Convention on Human Rights” (Ivi, note 427, p. 692). 
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instances463. The state rarely modified its legislation accordingly, though, invoking the encompassing 

concept of ‘public emergency’ contained in Art. 15 ECHR464.  

Within the conceptual framework of collective securitization, then, it is now clear why the 

initial status quo of EU MSs had the opportunity to shift only with the events of 11 September 2001. 

In that instance, in fact, NSPs started assessing Security and Counter-Terrorism as objectives better 

achieved through concerted action. The attacks on the US were what Sperling and Webber define as 

a ‘precipitating event’, meaning “a crisis [that] initiates a securitisation but its unfolding is determined 

by prior experience and practice”465.  

Javier Argomaniz furtherly connects the intergovernmental trends of Counter-Terrorism in 

Europe at the end of the 20th century with the insufficient reaction of the Union to 9/11466. In his 

opinion, passing from the usual adoption of already-set dynamics – which are characterized by limited 

cooperation among MSs - to completely new policies for countering such a global threat as Islamist 

terrorism created too many sunk costs, practically slowing down EU’s reaction time. Paired with the 

political pressure put on decision makers, policies of form were confused for policies of substance, 

de facto hindering the attainment of necessary solutions to the threat. Moreover, claiming that the 

post-9/11 stances of concurring efforts made by the Union MSs – although costly - were mainly 

originating from an increased shared perception of the threat467 is both reasonable and reductive.  

Following the modification of the pre-2001 status quo through means of a precipitating event, 

in fact, stages three and four of the theoretical path of collective securitization are the ‘securitizing 

move’ and the ‘audience response’468. These stages are complex and interdependent, as they represent 

a new conceptualization of the threat by both the audience – EU citizens - and the decision-making 

authorities. In the EU case, when the sense of security of the Union as a whole was threatened by 

large-scale terrorism, regional authorities’ possible measures highly depended on the rearrangement 

of MSs’ NSSs, in which EU finds its legitimization469. According to a “social constructivist account, 

these attacks led to a change in the perception of terrorism across Europe and, consequentially, also 

of the instruments that the EU member states should put in place to fight this security threat”470, thus 

 
463 In the case of the 1985 Interception of Communications Act, the UK did not originally and officially deem telephone 

tapping per se as a crime, but after ECtHR criticized this decision, the state proceeded to make it a violation of national 

law. For more, see Ivi, note 457 and James R. Fox, Dictionary of International Comparative Law (Oceana TM, III ed., 

2003). 
464 See Section 2.3 of this work for more on the concept of ‘public emergency’ contained in the Convention. 
465 Ivi, note 456, p. 240. 
466 Javier Argomaniz, The EU and counter-terrorism: politics, polity and policies after 9/11 (Routledge, 2011). 
467 See Oldřich Bureš and Sebastian Bätz, ‘European Union and the fight against terrorism: a differentiated integration 

theory perspective’ (2021) Asia Europe Journal 19, 75. 
468 Ivi, note 456. 
469 Ivi, note 456. 
470 Ivi, note 467, p. 79. 
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creating a truly European action for the first time. However, it is also to be noted that, building on 

distinctive NSSs and NSPs, this European action has an intrinsically varied basis and works on an 

emergency-by-emergency strategy. An actual bottom-up convergence of regional objectives is 

therefore the only option with the possibility of long-standing results for European and international 

Security. 

In making a distinction between national Counter-Terrorism policy approaches, Nohrstedt and 

Hansén identify two extremes within the continuum of trends characterizing the European Union 

Member States: transformation and dynamic-conservatism471. Transformation refers to “a state of 

policy development where a set of new policy instruments has been implemented and thus added to 

the state’s collection of anti-terrorism resources”, while in dynamic-conservatist states, “these 

instruments have not been implemented, which means that the state relies upon other means to deal 

with terrorism”472. Taking into considerations five variables pertaining to Counter-Terrorism policy 

development – namely, ‘codification of terrorist offence’, ‘prosecution procedures’, ‘freezing of 

financial assets’, ‘inter-agency counterterrorism body’, and ‘national counterterrorism strategy’ -, the 

study conducted by these two authors investigates whether an EU NSP convergence happened in the 

wake of the 9/11 attacks.  

Before the 11th of September 2001, MSs were pervasively dynamic-conservative – only 10% 

of the possible variables had been scatteredly adopted within the Union -, but by 2006 this trend 

significantly changed – the percentage of implemented instruments analyzed was now 55 -473. More 

specifically: ‘terrorism offences’ had been codified in only six MSs prior to 9/11, but the number 

increased to nineteen by 2006 – “a movement towards policy convergence in aggregate”474 -; from 

only one country to seven was the increment registered in 2005 in regards to the introduction of a 

prosecution procedure into the national legal framework; the freezing of assets connected to terrorist 

activities was greatly promoted by the United Nations475 and, whereas pre-2001 only three EU MSs 

had acted in accordance with UN guidelines, by 2006 a total of twenty-one countries adopted the 

related Resolution; only France and Luxembourg had an inter-agency counterterrorism body in 2001, 

but in 2006 twelve other MSs joined them; lastly, if no State of the EU had implemented a definite 

counterterrorism strategy before 2001, by 2006 eleven of them remedied to this shortcoming476. 

Given the evident convergence commenced at the beginning of this century, the fifth stage of 

collective securitization – what its theorists denominated ‘policy outputs’ and that is built around “the 

 
471 Ivi, note 447. 
472 Ivi, note 447, p. 196. 
473 Ivi, note 447. 
474 Ivi, note 447, p. 202. 
475 Through Ivi, note 239.  
476 See Ivi, note 447 for a more in-detail analysis of these data. 
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formulation and execution of policies which address the securitised threat”477 – foresees that MSs’ 

NSPs be directly affected by the common Union Strategy. Arguably, such a phase and its following 

steps of routinization of common dynamics have not been yet reached at the EU level. As highlighted 

by Christine Andreeva, since Counter-Terrorism within the Union “classifies as a judicial issue as it 

deals with criminality”478 and national Ministries of Justice rule the development of its policies, the 

harmonization attempted by – mainly – the EU Commission has failed. Nonetheless, after the deeply 

shocking attacks of 2015 and 2016479, minor Commission proposals have started to receive more 

attention – for example, stricter restrictions on the availability of firearms and explosives -480. 

Moreover, in concomitance with these dramatic events, intelligence coordination registered a striking 

increase through the opening of national systems to European Union assistance. The 2015 attacks on 

Paris in particular were immediately followed by the decision of the French investigative forces to 

submit all the available information to the experts of Eurojust, a step that paved the way for the 

involvement of Europol’s JITs481 into national operations of Counter-Terrorism as well.  

Conceivably, it could thus be hypothesized that this new series of attacks represents yet another 

round of ‘precipitating events’ on the way to collective securitization; events which have shattered 

the already-precarious sense of safety – or status quo – within the Union and pushed MSs to rely more 

and more on EU instruments, institutions, and agencies. This further convergence has overcome 

previous vacuums in coordination and, to an extent, the debilitating asymmetries between national 

and regional strategies for Security. Additionally, in Andreeva’s words, “apart from filling in gaps in 

EU governance, MSs have also been developing measures on national level in response to [specific] 

problem areas. Thus insufficient information exchange has been tackled in many MSs by the 

establishment of fusion centres, considered a successful tool to remedy such shortcomings”. In 

addition to Commission guidelines being increasingly adopted at the national level, indeed, Europol 

and Eurojust more than doubled their engagement in the years following the Brussels and Paris 

terrorist attacks482.  

Where threats of international nature are involved, MSs have therefore gradually attempted to 

create common ground on which to base further developments. The EU dimension of Counter-

Terrorism measures has thus far appeared to be less in line with national necessities than its material 

resources – mainly its agencies and experts alike -. Lower-risk Commission proposals have been 

 
477 Ivi, note 456, p. 246. 
478 Christine Andreeva, The EU’s counter-terrorism policy after 2015 - “Europe wasn’t ready”—“but it has proven that 

it’s adaptable” (Academy of European Law, 2019), p. 356. 
479 For more on the referenced terrorist attacks in the EU, see Section 2.2.b of this work. 
480 Ivi, note 478. 
481 See Ivi, note 178. 
482 In 2014, only two JITs were instituted within Europol, a number that increased to 8 by 2017. Coincidentally, while 

Eurojust had 14 open cases in 2014, they became a total of 87 by 2017. For more see Ivi, note 478. 
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considered in light of their relative importance, whereas more structural reforms of the system of 

Security Policies have been greatly discarded due to both intergovernmental preferences and a 

lacking, very general, emergency-by emergency regional approach that appears nearly useless to 

national governments. Indeed, even though it is factual that the different MSs have equally different 

understandings of the threat, varying measures and peculiar centrality of certain institutions, it is also 

true that Union structural dynamics ought to have the ability to differentiate operational responses to 

a common threat in accordance with the national context they intend to aid483. 

 

4.2 Extra-EU Counter-Terrorism Designs. 

 

4.2.a Non-Western Approaches to Counter-Terrorism and their Relevance to EU. 

 

The investigation of Counter-Terrorism Policies has, especially since 2001, been largely 

focused on Western countries; chiefly, the large body of existing literature concentrates on the US 

and the European Union. The most common understanding of international terrorism engages 

precisely with anti-Western hatred and propaganda, which mainly originate within the contexts of 

jihadist and Islamic extremism. It is however also strikingly obvious that international terrorism, by 

way of its nature, reaches most national communities and knows no border.  

Author Michael Clarke describes the post-9/11 wave of anti-terrorist legislation as a ‘legislative 

wildfire’ igniting all over the globe with the scope of detecting, preventing, eradicating, and 

prosecuting acts of terrorist violence484. Regardless, such wildfire has been predominantly concerned 

with discussions on the protection of human rights and freedoms in the West, leaving unattained other 

national and regional dynamics. As is the case for individual EU MSs, in fact, also Counter-Terrorism 

in extra-EU countries has been – and still is - conditioned by their peculiar national history, 

perceptions of the threat, and economic and geopolitical goals. These aspects are not as clearly 

defined as they may have been in the past, though, since the growing interconnectedness brought 

about by globalization keeps creating an overlap of interests and, consequently, leads governments to 

influence each other during decision-making processes. 

Exemplificative of this is a world superpower like the Republic of China which, while 

apparently and conceptually uninvolved in the events of September 2001, has actually been deeply 

affected by them. The general perception “that China has no ‘real’ threat posed to it by terrorism and 

 
483 Donatas Palavenis, ‘Lithuania in European Union common security and defence policy context’ (2019) 3 Security 

and Defence Quarterly 25, 16. 
484 Michael Clarke, ‘Introduction: Terrorism and Counter-Terrorism in China’ in Terrorism and Counter-Terrorism in 

China: Domestic and Foreign Policy Dimensions (edited by Michael Clarke), (Oxford University Press, 2018). 
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that its authoritarian government ultimately has little practical need to enact legislation to confront 

and suppress terrorism”485 is indeed erroneous. In fact, while the country itself considered potentially 

terrorist acts as an external problem during most of the 20th century, a New Security Diplomacy 

(NSD) was implemented in the 90s with the objective of alleviating the ongoing conflicts in peripheral 

areas of the nation486. Following Al-Qaeda’s attacks on the US, then, China recognized the spread of 

such external threat and, in doing so, adapted its own internal narrative on the matter. 

Concerns about stricter Counter-Terrorism measures eroding human rights and freedoms in 

North America and the Union have been tenfold in less-than-democratic states such as China, accused 

of instrumentalizing the legislative wave of reforms to repress any kind of political objection to the 

ruling force487. Further element of unrest is the fact that, historically, China’s political and military 

fight against terrorism is both geographically and ideologically circumscribed to the Xinjiang Uyghur 

Autonomous Region (XUAR)488. The state’s measures are therefore sui generis for their 

simultaneously international and domestic nature. Internationally, the Chinese Communist Party 

(CCP) is de facto in line with Western high levels of alert on extremist minorities of Islamic descent. 

The struggle between CCP and the ethnic Uyghur group has been ongoing since the early 1950s489 

and evolved within the contexts of globalization and technological progress, aligning even more with 

current external instances of anti-terrorism. On the domestic front, the Party has thus shaped the 

country’s Counter-Terrorism efforts on a heavily-policed national security which draws legitimacy 

from its affinity with foreign objectives and, at the same time, sets the basis of a tested and proved 

plan of action for future internal threats. Through “heavy security and heavy economic 

investment”490, China has extended the meaning of ‘terrorism’ to any act perpetrated by the Islamic 

minority that is moved against the state’s existing political structure and made it part of the wider 

‘War on Terror’ launched by the US. 

The CCP provided a definition of terrorism and criminal acts to it related in its 2015 Anti-

Terrorism Act491, identifying – as do most other nations of the world – violations of terrorist nature 

in the creation of ‘social panic’, ‘endangerment of public safety’, ‘violation of persons or property’ 

and ‘coercion of organizations’. Moreover, the planning, organization and instigation to commit acts 

of terrorism are to be legally prosecuted, as is the sharing of information and ‘other acts of 

 
485 Ibidem, p. 1. 
486 See Jeffrey Reeves, ‘Ideas and Influence: Scholarship as a Harbinger of Counterterrorism Institutions, Policies, and 

Laws in the People's Republic of China’ (2016) 5 Terrorism and Political Violence 28, 827. 
487 Ivi, note 484. 
488 For more on XUAR, see Ibidem and Sheena Chestnut Greitens, Myunghee Lee and Emir Yazici, ‘Counterterrorism 

and Preventive Repression: China's Changing Strategy in Xinjiang’ (2019) 3 International Security 44, 9. 
489 China’s People’s Liberation Army (PLA) ended what was considered an unjust Islamic oppression in the region of 

XUAR in 1949. 
490 Ivi, note 484, p. 3. 
491 Standing Committee of the Chinese National Peopleʼs Congress, Anti-Terrorism Act (Beijing, 27 December 2015). 
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terrorism’492. Although, China fails to cover the possibility that states could be guilty of terrorism too, 

mirroring UN and EU’s similar long-standing difficulties493. Whereas the system of human rights 

protection set in most Western countries endeavors to overcome such focus on individual or sub-state 

wrongdoings, China does not offer the same legal alleviation, thus marginalizing the Uyghur minority 

even more and augmenting the instances of extremism among its members. CCP’s institution of ‘re-

education camps’ and the heavy presence of the state’s military in XUAR is an additional critical 

element of the terrorist issue in China494.  

Furtherly, the rapid ascension of China as the first world superpower alongside – if not over – 

the US has made it the target of local and international terrorism, especially in light of its increasing 

strategic and economic hold in the Middle East, where organizations like Al-Qaeda originate495. 

China’s aspirations to create a solid Eurasian economic and political cooperation – through major 

projects like the Belt and Road Initiative (BRI) – reconfigure the global geopolitical panorama and 

stress the fundamental role of the Chinese Republic within it, also highlighting the problematic 

relation between CCP and the Islamic communities in the country. Chinese Counter-Terrorism 

measures have thus been recently acquiring broader scope, following American and European 

approaches of ‘prevention abroad’496. This progressively adjacency of condition demonstrated by 

China and Western countries – particularly Europe with which Chinese authorities ought to partly 

share their Eurasian projects – cannot however result in an uncritical international cooperation which 

risks to indirectly support illegitimate uses of force and the complete disregard of human rights. 

On matters of human rights protection build also the differences between the European Union 

and Russia: another incredibly powerful country that has become the center of global attention after 

the invasion of Ukraine on the 24th of February 2022.  

If the end of another major conflict – namely, the Cold War497 – brought American and 

European states to the realization that common security needed a reformed structure based on 

essential values of democracy, human rights and an open market economy, the Russian Federation 

remained conversely oriented toward a system of military security498. For Bajagic and Ruzic, the new 

Security narrative promoted by NATO, CoE, and the EU was “by its very nature […] exclusionary – 
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War. 
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all those states who fail to adhere to these values internally, fail also to qualify as members of the 

new structure of security”499, a condition that left Russia with the role of complacent partner at best. 

NATO and the EU in particular also attempted a policy of Eastern expansion to assure the new 

structural asset higher possibilities of success, but the Federation has notably interpreted it as a way 

to monitor Russian activity more closely, thus rendering its inclusion in common security even more 

difficult500.  

If, historically, Soviet recognition of the North Atlantic Treaty501 and its Organization’s 

international identity was never questioned, the USSR initially refused to do the same with EEC, de 

facto entertaining bilateral relationship with its members instead502. The soon-to-be European Union 

MSs consequently saw reinforced the idea that intergovernmentalism was not only beneficial to 

national sovereignty internally, but also in external relations with major partners. Perhaps strong in 

the conviction that terrorism cannot be perpetrated by national entities, not one of the EEC MSs 

imposed sanctions on the USSR for the unlawful invasion of Afghanistan in 1980 and for the 

interception and destruction of a Korean aircraft in 1983503.  

As already mentioned, however, this tendency did not last past the dissolution of the USSR, 

when the newly-established European Union decided to negate the Russian Federation a place 

amongst its Members504. Even in drafting the 1999 European Union Common Strategy on Russia 

(CSR)505, the Union prioritized the values of democracy, human rights, and market economy, 

distancing itself from the Medium-Term Strategy for the Development of Relations between the 

Russian Federation and the European Union (MTS)506 of that same year. MTS, in fact, recognized 

the foundation of efficient security policies to be solely national sovereignty and economic 

cooperation between otherwise completely autonomous entities507. Nonetheless, given the weight of 

the Federation both as a powerful ally and as a necessary source of raw materials, the EU later 

proceeded to issue a Joint Declaration on Stepping up Dialogue and Cooperation on Political and 

Security Matters508. With this Declaration, the Union included Russia in its Security discussions 
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through frequent meetings - involving the country’s representatives and the Political and Security 

Committee within the Council of the EU -, as well as in the prevention, management and mission 

stages of the fight against terrorism.  

Substantial differences in approach were however too prominent and the re-election of 

President Vladimir Putin in 2012 confirmed Russia’s intentness toward hard power and mainly-

economic cooperation509. Moreover, “due to both the EU and Russia conceptualizing their external 

security as internal, the shared neighborhood continued to be one of the foremost points of contention 

between the two”510, especially in dealing with terrorist threats in the area. In fact, whereas military 

force was more internationally accepted in the years immediately after the attacks of 11 September 

2001 – thus aligning with Russian views on the best responses to external and internal threats -, 

Western countries involved in NATO and the EU became soon particularly concerned with Russian 

activities in Ukraine and the region of the North Caucasus511. NATO’s 2004 membership expansion 

in the Eastern European countries of Bulgaria, Estonia, Latvia, Lithuania, Romania, Slovakia and 

Slovenia exacerbated the animosity already existent between Russia and the West, an antagonism that 

was furtherly evident during the anti-regime ‘color revolutions’ of those years512.  

The Ukrainian crisis of 2014 was an additional major setback in EU-Russia Counter-Terrorism 

cooperation, one that effectively put a stop to the inter-regional meetings and polarized views on 

ethno-minorities. ‘Kavkazofobija’ – the Federation’s predominant and discriminative narrative 

against non-Russian groups in the Caucasus – has either brought to violent clashes in the region, or 

to the complete disregard of cultural and social differences of the people living there513. Much like 

CCP in China, the tendency to repress and ignore minorities continues to be cause of an unclear 

approach toward international terrorism, an ambiguity of intents the Union ought to take into 

consideration when planning its own Counter-Terrorism approach. Specifically in light of countless 

instances of Russian involvement in the insecurity of EU MSs – such as was allegedly the case for 

the 2007 cyber attacks against Estonia514 - and in their sovereignty515, EU has to look at foreign anti-

democratic misinformation as a key issue in countering terrorism while also seeking cooperation from 

the same countries involved. Moreover, recent developments in Russian foreign policy and military 
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action have downgraded matters of Counter-Terrorism to a less-than-central position not only for the 

country itself, but for Europe as a whole, undermining past attempts at cooperation and rendering 

individual States more vulnerable to attacks.  

Counter-Terrorism needs to keep being prioritized also within inter-regional relations the Union 

has with the Middle Eastern and North African (MENA) areas, which are the very seedbed of terrorist 

organizations of Islamic matrix. In these regions, EU action has consistently resorted to policy 

pragmatism, adapting its Foreign Security approach to the specific characteristics of the territory. 

Scholar Annelies Pauwels notes that “while generally much attention goes to those countries in the 

region that are not keen on cooperating with the EU approach, the EU’s agenda has advanced in other 

countries, such as Lebanon, Tunisia, Jordan, and Iraq”516, in order to gradually tackle the problem at 

its roots with a more local approach. While such disposition can be effective in practical terms, tight 

cooperation and data-sharing with these countries’ law enforcement systems could, on the other hand, 

lower EU standards of democracy and human rights protection altogether517.  

In a study conducted on the states of Tunisia and Egypt after the Arab uprisings – or ‘Arab 

Spring’ – of the early 2010s, Assem Dandashly remarks indeed a certain EU tendency toward 

pragmatism518. Since what he calls the ‘EU democracy agenda’ foresees an increased level of security 

in the Southern Neighboring countries to be feasible only through a process of democratization, the 

Union has had to develop a constructive way of overcoming several challenges in order to promote 

its values effectively. Firstly, the Union and its MSs are largely concerned with maintaining the flow 

of natural resources coming from the MENA area – especially considering the latest blockages of 

supplies imposed by Russia -. In turn, dictating the moral values of equality of all citizens, as well as 

of freedom and democracy on these countries may represent a conflict of interests for EU, which 

needs to entertain lasting, beneficial trade relations in the area. Secondly, with the 2016 EUGS519, the 

Council of the European Union actually ceased to overestimate the ‘transformative power’ of the 

EU520 and acknowledged the importance of functional cooperation that operates multilaterally521. 

What this entails is the Union commitment to uphold cooperation in an extremely varied array of 

fields, such as the protection of the environment, economic development and conflict resolution – 

particularly in Libya and Syria where terrorist activities thrive in the midst of recurrent violence -. By 
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doing so, the Union aims at incrementing mutual trust with MENA countries, aid their development, 

and prepare the ground for future democratization. The last point to consider when analyzing EU 

institutions’ rationale in regards to MENA, in fact, is the centrality of the so-called ‘security-stability’ 

nexus, according to which a situation of common security can be reached only when there is also a 

shared stability522. Such condition is fulfilled only when all aspects of security are given the necessary 

attention: sustainment, energy, border controls, anti-human trafficking and, chiefly, Counter-

Terrorism.  

Therefore, “even in authoritarian regimes, the EU will not seek regime change [but] rather will 

invest in socio-economic policies that will have a positive effect on democracy in the long term”523. 

In foresight, the EU ought to fully respect the standing legal, political and social systems of the Middle 

Eastern and North African states it manages to cooperate with: barreling prematurely in 

democratizing dynamics would run the risk of hindering connections in the fields of migration control 

and eradication of terrorism, which are extremely important to EU as a whole.  

Indeed, another – and opposing - interpretation of EU’s external relations with the MENA 

countries points out instead that Union actions within this area are both directly and indirectly 

influenced by the domestic elites it interfaces with524. Academics Zoubir and Lounnas argue that EU 

has seldom overlooked the nature of the existing regimes and “often sacrificed its norms and values 

to engage authoritarian regimes in the south to protect its borders, thus overlooking the nature of those 

regimes”525. According to this critical view of the matter, in fact, EU attempts at ‘securitization’ are 

made at the expenses of core Union values, thus turning exceptionally difficult in light of the colonial 

legacy and the many differences between MENA countries. Conflicts such as the Israeli-Palestinian 

or the Moroccan-Algerian ones have huge consequences on the geopolitical set up EU institutions 

have to navigate: years of close relations with Morocco, for instance, continue having repercussions 

on EU-Algeria relations since the Algerian state systematically resorts to bilateral dialogue with EU 

MSs rather than with the Union supranational entity526. Furtherly, the Maghreb region – comprising 

Morocco, Algeria, Libya, Mauritania and Tunisia – is generally guarded against external interventions 

in national and regional affairs, deeming EU operations – especially counterterrorist and military ones 

indicted by Western countries – as a violation of national sovereignty527. 
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Age-old conflicts could however also undermine the very concept of national sovereignty and, 

in addition to the already-precarious support of democratic practices, the rule of law and open 

markets, EU Counter-Terrorist policies are bound to reach low levels of success528. According to 

Robert Mason, a more ‘holistic approach’ – one taking into account the many characterizing aspects 

of the MENA area as part of an ensemble of useful tools for further cooperation – is the most 

compelling path to undertake. Such holistic perspective of Counter-Terrorism Foreign Policy should 

also consider EU relations with its Southern Neighbors in the bigger context of NATO and global 

security. A closer NATO involvement in the existing open channels of the Mediterranean could, in 

the scholar’s opinion, enhance the alignment of funds and policies for the development of these 

countries, de facto also sustaining the flow of resources EU requires for its States529. Moreover, EU 

may also benefit from adopting NATO’s ‘hybrid approach’ – also known as ‘smart power’ - to 

develop a combination of ‘soft’ security through means of diplomacy and hard, military interventions 

managed directly by EU institutions530. 

After the brief overview offered above, then, it is possible to determine three main observations 

relating to Non-Western Counter-Terrorism approaches and their relevance to EU objectives. Firstly, 

modern international terrorism – pivotally, the attacks of 9/11 – affected all areas of the world and, 

consequently, their Security Policies, both internally and externally. Whereas superpowers like China 

and Russia have distinct national identities and security practices that revolve around military force 

and economic power, they are indeed aware of the importance of building a solid security 

environment, especially with neighboring territories – or, more broadly, the Eurasian macro-region -

. Secondly, EU focus on the core values of human rights protection, rule of law, equality and basic 

freedoms of the individual oftentimes collide with foreign interpretations of security. If China 

tendentially generalizes their significance to serve its own interests and promote a falsely-aligned 

narrative of security, Russia has more openly ostracized these democratic notions, treating them as 

an unattainable standard at first and a completely alien concept in most recent years. The MENA 

region has instead simply not yet faced the issue of finding its own interpretation of these values in 

relation to EU, since the Union maintains the centrality of more pragmatic matters in view of a future 

development toward democracy in the area. Thirdly, even while struggling to define international 

terrorism, the European Union and the rest of the world ought to consider regional differences without 

overlooking the rights of minorities. In fact, a globally accepted aspect of terrorism is that it is 

perpetrated by minorities – usually ethnically detached from the rest of the population – to subvert 
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the standing ruling system. However, while violent acts must be sanctioned, each government should 

also investigate the root causes of such extremist outcomes. Given the principles on which the EU is 

founded, as well as its involvement in global progress, the Union has a fundamental role in such 

investigation and in the sensibilization of its partners. 

 

4.2.b Transatlantic US-EU Cooperation. 

 

As mentioned in the previous Section of this Chapter, a large body of academic literature exists 

which is comprehensive of Western approaches to Security policies and practices, their evolution, 

and their specific stances on the topic of terrorism. With the WWII victory, an astounding economic 

growth and some unprecedented extents of soft power, the United States of America secured their 

role as first superpower of the new world order promoted by the West. Following yet another success 

in the major Cold War conflict, the US reaffirmed its unparalleled influence over the rest of the globe, 

particularly on issues of Security and Defense, two sectors on which the US spends more than any 

other country in the world to this day531.  

Setting US interests and objectives for the 1990s, the American government listed a series of 

actions necessary to the “survival [of the US] as a free and independent nation, with its fundamental 

values intact and its institutions and people secure”532. Among these were: the deterrence, resistance 

and defeat of any form of aggression, including the ‘threat of international terrorism’; the 

improvement of strategic stability through technological progress and close cooperation with the 

country’s allies; and the promotion of a greater recognition of human rights principles, democracy, 

and open markets. Cooperative relations with other nations were therefore already a staple for 

American security and defense against terrorist attacks. EC – soon-to-be EU, at the beginning of the 

90s – was expressively mentioned as a key international partner and, under the guide of George H. 

W. Bush, the White House made a point of supporting European political, economic, and defense 

integration533.  

Despite not having the long-forged experience of terrorist activities that many EU MSs already 

had at that point in time, the US were exceedingly aware of the possible repercussions a role of 

primacy such as theirs could have. For this reason, US Security Policies indiscriminately made 

reference to domestic and external threats, evoking a direct connection between external events and 

American interests – namely, peace under a liberal and democratic global system -. Whereas the 
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USSR met its end on 26 December 1991, the defense of American core principles subsequently spread 

well beyond Europe, bringing the country to the deployment of 500.000 troops in South-West Asia 

during the Gulf War534 and, later, to US heavy involvement in the Afghan War535. The predominant 

perspective within the nation was one perfectly depicted by the words of think-tank CEO Michael D. 

Rich: “we [the US] generally assumed that forces capable of deterring Soviet threats would be capable 

of protecting our security interests from non-Soviet threats, as well”536. In the post-Cold War decades, 

American presidents have indeed interpreted foreign policy-making as following ‘a vision thing’537, 

a bigger picture of sorts that could venture into useless risks for the sake of providing others with 

gratuitous ‘social work’538. However, military interventions in other continents did not gather 

unanimous and uncritical consensus from the political sphere, which retained isolationist tendencies 

at times, nor from the general population, who saw their troops and taxes destined to foreign conflicts 

in the name of an abstract ideology.  

Contrasting opinions on foreign policy approaches were effectively put to rest in the immediate 

aftermath of Al-Qaeda’s attacks on New York, Washington and Pennsylvania, where a total of 2,974 

people died539. The attention of the political class as well as that of American public opinion 

concentrated on the erupting ‘War on Terror’, which once again polarized world’s positions in a Cold 

War fashion. “You are either with us, or with the terrorists”540 was President George W. Bush’s 

famous way of illustrating the situation to other international actors.  

Scholar Joshua D. Kertzer analyzed the narrative around the War on Terror within three 

different Counter-Terrorism frameworks which constitute a continuum of policies that have evolved 

on the basis of encountered challenges541.  

The first framework is Clinton’s ‘Counter-Terrorism as law-enforcement’ doctrine. Here, 

“terrorism [is perceived] primarily through the prism of the justice system and intelligence age”542, 
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meaning that a more tactical and strategic take on the fight against terrorism was prevailing under the 

Democratic administration. President Clinton had in fact yet to respond to direct attacks of the 

proportions of 9/11543. In the wake of 9/11, however, such ‘law-enforcement’ strategy lost the public’s 

support, as diplomacy and even the mere imprisonment of a number of extremists had clearly not 

solved the core of the issue. Viewing international terrorism as an act of international crime was not 

enough anymore, and the paradigm shifted with Bush’s presidency at the beginning of the 21st 

century.  

The second framework, with ‘Counter-Terrorism as national security’, “presents terrorism as a 

problem best resolved through the use of military force”544. President Bush started a campaign against 

states sponsoring terrorism, de facto dividing the world – as already mentioned – into ‘allies’ and 

‘enemies’ of the United States. With this rationale, Bush’s administration invaded Afghanistan at the 

end of 2001545 and Iraq in March 2003546, deeming both nations too entangled with terrorist cells to 

manage an effective response that would eradicate the problem definitely. “As part of this new 

security environment, there [had] been an expressed willingness to act preemptively if necessary, in 

order to defuse threats before they reached the United States itself”547, thus challenging the extent of 

foreign national sovereignty in the name of domestic security. Military force was here equally 

understood as a solution and as a deterrent for possible future attacks against the US. Interpreting 

Counter-Terrorism as a means of national security was effective until the residual impact of the 9/11 

events subsided and President Bush notably proposed an increased American engagement in Iraq at 

the beginning of 2007548. Such decision shifted American public and political opinion’s view on the 

matter once more, along with the paradigm of Counter-Terrorism, toward the ‘counterinsurgency’ 

phase of its evolution.  

This third framework can be interpreted as a hybrid version of the two preceding ones, where 

both criminal justice and military action are key elements of the fight against international terrorism. 

It is however also important to note that the term ‘insurgency’ relegates terrorism to one of the tools 

at the disposal of a nonruling minority seeking to overturn the ruling class, either through secessionist, 
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traditionalist, or preservationist movements549. Kertzer argues that this terminological variation sheds 

light on the erroneous misconception that a ‘War on Terror’ could ever be enough to eradicate 

extremisms without investigating their root causes first and foremost. In his words: 

“Counterinsurgency requires an integrated military, political, economic, and diplomatic response, not 

the muscular strategy espoused by a Pentagon-led war on terror”550. The main feature of 

counterinsurgency regards the particular attention paid to the proportionality of response. Hence, 

demonstrating resolve was not at the center of US agenda anymore: in its place, a combination of 

effective military defense and constructive dialogue with the local elites arose.  

Arguably, then, precisely on the hybrid elements that endured the evolution of Security 

approaches, in both the US and EU, builds their inter-regional cooperation. For both entities, the topic 

areas of law enforcement and intelligence, military action and homeland security are fundamental 

components of public safety. These aspects concretely translate into multilateral cooperation, re-

allocation of counterterrorist resources – such as intelligence and troops -, economic sanctions, and 

tangible military operations551. Nonetheless, a general weakening of transatlantic relations has been 

identified by experts in most recent years, one mainly related to the isolationist presidency of Donald 

Trump, the COVID-19 pandemic and consequent economic crisis, and tensions related to the 

necessary measures to counter climate change552. Despite the convergence registered in facing the 

Russian invasion of Ukraine, the threat posed on economic liberalism by both Russia and China adds 

to the substantial asymmetry perceived within EU-US relations, where the American country 

dominates the Security field in terms of fundings, military prowess, and influence. 

Section 4.3 of this work aims therefore at underpinning how these dynamics came to be and, 

most importantly, how they coexist in the context of the most prominent international organization 

for security and defense: NATO. 

 

4.3 EU-NATO Cooperation. 

 

With the North Atlantic Treaty of 1949553, the Western countries which had also been winners 

of WWII commenced an official concerted action of ‘Communism containment’ against another 
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winner: the USSR. While the Alliance’s founding Members554 signed the Treaty in Washington D.C., 

it was under British and French initiative that an initial dialogue with the US was opened555. Western 

European states were in fact aware of the considerable threat posed by the Soviet Union’s 

expansionary ambitions and agreed that only a sizeable partner as the United States could concretely 

support its containment. Thus, through the links already formed via the offered economic aid – 

markedly, the 1947 Marshall Plan –, the US government started a campaign of American transatlantic 

investment that could in turn benefit national interests, both financially and politically556. With the 

Washington signature, the Organization of Western states that deemed collective defense a priority 

was launched and its institutional guidance identified in a Council comprised of representatives of 

the Members’ governments557.  

Throughout the four decades of conflict, NATO proved to be a military bulwark capable of 

opposing the USSR and its Warsaw Pact allies558. The Organization supported US nuclear threats and 

facilitated the deployment of weapons to European territory, instituting a ‘dual-control’ system 

following which the US and the weapon-hosting country had veto power over the use of nuclear 

armament559. In the years leading up to the 80s, however, a period of détente and conflict-easing 

unfolded, and NATO members even opened their markets to trade relations with the Soviet bloc. Yet, 

when the USSR invaded Afghanistan in 1979, the Organization ceased to act in accordance with a 

‘Flexible Response’ – a strategy based on the proportionality of reactions to enemy activity that 

included non-military means, such as diplomatic personnel withdrawals and economic aid 

interruptions -560. NATO hereafter followed US President Reagan’s policy of Communist rollback 

that, paired with Moscow’s slow retirement from Central and Eastern strategic points of advantage 

and USSR President Gorbachev’s Non-Communist administration, brought to the end of the conflict 

and the heavily-promoted reaffirmation of Western liberal values of freedom and democracy561. The 

very existence of NATO as a military international organization was however questioned now that 

its historical objective had been achieved and its hostile counterpart – the Warsaw Pact alliance – had 

dissolved. Nonetheless, the newly-reunified Federal Republic of Germany greatly relied on 
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556 Ibidem. 
557 Ivi, note 501, art 9. 
558 The Warsaw Pact was a Treaty for collective defense, signed in May 1955 by the USSR and seven Eastern socialist 

bloc countries – Albania, Bulgaria, Czechoslovakia, East Germany, Hungary, Poland, and Romania -. 
559 For more on the ‘dual-control’ system, see Mark Kramer, ‘The “Lessons” of the Cuban Missile Crisis for Warsaw 

Pact Nuclear Operations’ (1995) 5 Woodrow Wilson International Center for Scholars – Spring number, 59. 
560 For more, see Sean Maloney, ‘Fire Brigade or Tocsin? NATO's ACE Mobile Force, Flexible Response and the Cold 

War’ (2004) 4 Journal of Strategic Studies 27, 585. 
561 David G. Haglund, ‘NATO during the Cold War’ Britannica, The Editors of Encyclopaedia (5 June 2012) <North 

Atlantic Treaty Organization - NATO in the post-Cold War era | Britannica>. 

https://www.britannica.com/topic/North-Atlantic-Treaty-Organization/NATO-in-the-post-Cold-War-era
https://www.britannica.com/topic/North-Atlantic-Treaty-Organization/NATO-in-the-post-Cold-War-era
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international support as well as connections to strengthen its national identity and consequently 

demanded its NATO membership continue. The North Atlantic Treaty Organization de facto shifted 

from a solely military and strategic paradigm to one including political dynamics, all without 

modifying the scope of its founding Treaty562.  

EU-NATO relationships, then, find their origin in the Cold War period, where the presence of 

a common enemy boosted effective cooperation and a convergence of fundamental principles. Some 

scholars have nevertheless maintained that the two international realities, while developing in 

parallel, never found real common ground and went as far as creating a competitive inter-institutional 

dynamic between them563. It was through informal meetings between the then-Secretary General of 

the Council of the European Union and High Representative, Mr. Solana, and the NATO Secretary 

General appointed in 1999, George Robertson, that EU-NATO cooperation could be partly relieved 

of these rivalrous pressures564. In addition, the concurrent Yugoslav Wars565 increased the urgency of 

finding new shared paradigms of collaboration that could exist without the imminent threat of a 

hostile foreign power. “The ‘Solana-Robertson connection’ […] was the first time that organisations, 

instead of states, undertook joint efforts to solve a conflict”566, a connection that gave start to a series 

of regular meetings between different branches of both EU and NATO, actually integrating their 

systems of crisis management in unprecedented fashion. Even though, as previously mentioned, the 

establishment of CSDP divided European public opinion on whether the NATO Alliance was useful 

to European Union MSs567, the 2002 EU-NATO Declaration on European Security and Defence 

Policy (ESDP)568 clarified the complementarity of the two structures. In the document, strong 

reference to the ‘indivisibility of the security dimension’ in the new century is made, depicting the 

role of ESDP – and of EU Security and Defense Policies in general – as one of independency from 

the Alliance workings but as still comprised in the collective defense mechanisms of NATO. 

Cooperation was thus set to be based on mutual consultation, equality and partnership, respect 

for each MS’ sovereignty, and the creation and improvement of military capabilities to the benefit of 

both EU and NATO. These principles were however simply being formalized by the Declaration, 

 
562 Niels Blokker, 'NATO as an International Organization: Ten Brief Observations' (2019) 34 Emory Int'l L Rev 29. 
563 See Jolyon Howorth, ‘EU-NATO cooperation and strategic autonomy: Logical contradiction or Ariadne’s thread?’ 

(2018) KFG Working Paper 90, 1 and Trine Flockhart,‘NATO and EU: A “strategic partnership” or a practice of 

“muddling through”?’ in Strategy in NATO: Preparing for an Imperfect World (edited by Odgaard Liselotte), (Palgrave 

Macmillan, 2014). 
564 Nele Marianne Ewers-Peters, Understanding EU-NATO cooperation: how member states matter (1st edition), 

(Taylor and Francis, 2021). 
565 See Ivi, note 62. 
566 Ivi, note 564, ‘The EU-NATO relationship in perspective’. 
567 See Section 2.1 of this work. 
568 European Union and North Atlantic Treaty Organization, European Union-NATO Declaration on the European 

Security and Defence Policy (ESDP) (Brussels, 16 December 2002). 
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since mere months prior to its signature, NATO had unanimously activated Article 5 of its Treaty for 

the first time in its history, in the context of the 9/11 attacks569. The Article stipulates that, should one 

or more of the Parties to the Treaty be the subject of an armed attack, the other Parties will assist them 

either individually or in concerted action via any means necessary - including the use of armed force 

- in order to reinstate a situation of permanent security in the area570. For this system of collective 

defense to be effective, the Organization’s capabilities had to be improved to manage military 

operations and crisis responses as swiftly as possible. In concomitance with the issuing of the 

Declaration on ESDP, then, the Union and NATO established a package of provisions known as the 

‘Berlin Plus arrangements’ – or the ‘Berlin Accords’ -571, classified and hidden to the public eye. 

Ewers-Peters explains how “the EU desired to conduct military crisis management operations where 

NATO as a whole does not get engaged. However, it did not have adequate capabilities to do so, but 

with the Berlin Plus arrangements it would move closer to conducting autonomous military operations 

in its near proximity”572. Interestingly, in acting as the complementary – necessary - element of EU 

Security and Defense, and concretely compensating for military Union shortcomings, NATO offered 

its planning and intelligence capabilities, too.  

The decision to make its many tools available was not enough for NATO to avoid the following 

decade of ‘frozen conflict’ with the European Union, where cyber threats such as the one that hit 

Estonia catastrophically added to the waves of physical attacks, all of which were managed by the 

two organizations separately573. The frozen conflict stemmed from a series of political disagreements: 

firstly, Cyprus’ accession to EU in 2004 indisposed the Turkish government, which had placed a veto 

on the general Alliance’s willingness to closely cooperate with the island; secondly, EU MSs were 

divided – and still are to some extent – on whether the Organization represented a threat to EU and, 

more specifically, to the national sovereignty of its States574; lastly, the plurality of succeeding 

governments in the then-25 Member States of the Union signified an ever-changing disposition 

toward the Alliance, which in turn concretely translated in periods of scarce availability of national 

military resources that deeply affected NATO’s operations all over the world575. Informal cooperation 

 
569 See Suzanne Daley, ‘AFTER THE ATTACKS: THE ALLIANCE; For First Time, NATO Invokes Joint Defense 

Pact With U.S.’ The New York Times (New York, 13 September 2001) <AFTER THE ATTACKS: THE ALLIANCE; 

For First Time, NATO Invokes Joint Defense Pact With U.S. - The New York Times (nytimes.com)>. 
570 Ivi, note 501, art 5. 
571 For more on the Berlin Plus arrangements, see NATO, The NATO-EU Strategic Partnership (2004). 
572 Ivi, note 564, ‘The EU-NATO relationship in perspective’. 
573 Jolyon Howorth, ‘EU-NATO cooperation and strategic autonomy: Logical contradiction or Ariadne’s thread?’ 

(2018) KFG Working Paper 90, 1. 
574 As in the past, when CDSP was first launched, France was once again the most skeptical about the amount of power 

willingly handed to NATO, especially since the country has a long history of advocating for a truly European 

autonomous Security and Defense body. 
575 Ivi, note 564. 

https://www.nytimes.com/2001/09/13/us/after-attacks-alliance-for-first-time-nato-invokes-joint-defense-pact-with-us.html
https://www.nytimes.com/2001/09/13/us/after-attacks-alliance-for-first-time-nato-invokes-joint-defense-pact-with-us.html
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at the staff-level nevertheless happened, organically highlighting the utmost importance of EU-

NATO cooperation despite the difficulties encountered by operations that fell under the scope of the 

Berlin Plus arrangements576. 

Circumstances changed once again with the issuing of EUGS in 2016. As previously 

mentioned, with this Global Strategy the Union equaled its own organization to those of NATO and 

the UN, considering them fundamental allies in the protection of European citizens as well as 

measurement scales on which to evaluate regional systems of crisis management. Section 18 of the 

EUGS Implementation Plan577 specifies that the ‘forces and capabilities’ in possession of EU MSs 

can be employed nationally or multinationally and their development “through CSDP and using EU 

instruments will thus also help to strengthen capabilities potentially available to the United Nations 

and NATO”578. Therefore, the new standpoint of Union institutions turned again to one of 

complementarity and close cooperation with the Alliance. Both organizations identified seven key 

areas of interest in need of immediate concerted action: response to hybrid threats, operational 

cooperation, cyber security and cyber defense, capabilities, research and industry, military exercises, 

and defense and security capacity building579. Each of these areas necessitates a continuum of action 

and dialogue in order to have a specific weight on the overall security of the region, also implying 

that NATO and, mainly, EU now recognized the importance of autonomy up to the point of 

advantage, but were not ready to sacrifice security in the name of it. The Union has in fact, since 

EUGS, implemented a number of Directives, mechanisms, and tools580 designed to enhance EU 

autonomy while also not excluding cooperative relations with other international organizations. 

Asymmetries in technological and investment capabilities are however a central and 

inescapable element of tension between the two organizations. The funds at NATO’s disposal allow 

its infrastructures and personnel to work more easily and more effectively than Union bodies have 

the possibility to, creating a lower level of credibility for EU as a whole and raising questions about 

CSDP and CFSP’s suitability581. Lacking a clear division of tasks and labor, EU and NATO often 

risk indirectly hindering operational swiftness and encouraging EU MSs to autonomously determine 

which of the two organizations is best to address. Additionally, intra-EU and intra-NATO tensions 

seldom overlap, jeopardizing years of political and social integration – as has, for instance, been the 

 
576 Simon Smith, ‘EU-NATO cooperation: A case of institutional fatigue?’ (2011) 2 European Security, 20, 243. 
577 See Ivi, note 125. 
578 Ivi, note 125, sec. 18. 
579 Council of the European Union, Council Conclusions on the Implementation of the Joint Declaration by the 

President of the European Council, the President of the European Commission and the Secretary General of the North 

Atlantic Treaty Organisation (2017) 14802/17. 
580 Nele Marianne Ewers-Peters lists – inter alia – the following: “the European Defence Fund (EDF), the Military 

Planning and Conduct Capacity (MPCC), the Coordinated Annual Review on Defence (CARD) and Permanent 

Structured Cooperation (PESCO)”. See Ivi, note 545, ‘The EU-NATO relationship in perspective’. 
581 Ivi, note 564. 
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case for many one Turkish vetoes, through which the extra-EU country has been able to leverage its 

influential position as NATO border nation to benefit its own interests at the expenses of EU’s internal 

harmony582 -. Trust in EU capabilities and its value as a collective of NATO Members are therefore 

matters debated also outside of the Union. One of the most controversial points of Trump’s 2017-

2021 presidency was indeed the prospect of withdrawing the United States from the list of Alliance 

Members, due to costs – both in terms of financial and human contributions – greatly exceeding 

membership benefits583. Donald Trump’s uncharacteristically strong connections to President 

Vladimir Putin’s Russia584 were a further motivation behind the proposal: weakening NATO would 

have in fact increased amicability between the two superpowers while also distancing both 

governments from the burdens of monetary – from a US standpoint – and politico-ideological – for 

Russia – nature represented by the Union.  

To complicate already-present matters of regional Security in relation to mass migration and 

human trafficking is also international terrorism and its evolution into a multidimensional threat, one 

with an even more complex nature than that behind the 9/11 attacks. The invocation of Article 5 of 

the North Atlantic Treaty would indeed reveal to be not as valuable in today’s panorama if not 

complemented by valid instances of information and intelligence sharing between international actors 

and their members. Military capability certainly retains importance, especially in Western outposts 

placed throughout the MENA area, but the hybrid pattern of terrorist activities demands for 

international organizations interested in Security and Defense to enact Counter-Terrorism responses 

in an improved version of the above-analyzed ‘counterinsurgency’ design. Practically, set rules for 

the proportionality of concerted action should exist that take into consideration previous measures, 

past miscalculations and, possibly, future threat evolutions, so that resources are not uselessly 

employed and crisis escalations can be avoided altogether. Moreover, a strong basis of shared values 

should permeate EU and NATO activities at all times to create a hierarchy of objectives that can be 

agreed upon without creating further inter-regional, detrimental tensions. Once again, common 

recognition of human rights and democratic practices as inalienable concepts can potentially 

overcome more material matters of contribution shares and trade interests which, while important, 

inevitably bring to division. 

 
582 As examples: the veto on Cyprus’ close cooperation with NATO already mentioned in this Section, and the latest 

Turkish government’s imposition, which requires Finland to extradite 73 Kurdish refugees investigated for terrorism 

against Turkey. On Finland’s collaboration pends the country’s membership in NATO. 
583 Julian E. Barnes and Helene Cooper, ‘Trump Discussed Pulling U.S. From NATO, Aides Say Amid New Concerns 

Over Russia’ The New York Times (14 January 2019) <Trump Discussed Pulling U.S. From NATO, Aides Say Amid 

New Concerns Over Russia - The New York Times (nytimes.com)>. 
584 Ibidem. 

https://www.nytimes.com/2019/01/14/us/politics/nato-president-trump.html
https://www.nytimes.com/2019/01/14/us/politics/nato-president-trump.html
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Paired with a new, pro-NATO narrative in President Biden’s America, the recent outbreak of 

conflict between Russia and Ukraine has paradoxically strengthened EU position in the context of 

global security, once more recognizing in the Russian state – but more broadly in authoritarian, 

illiberal ruling - a common enemy. Resource restrictions currently suffered by European Union States 

are indeed catastrophic for the common market and the quality of life of individual citizens, but US 

and NATO cooperation could ideally represent the most suitable form of counteraction. However, 

such counteraction is feasible and will be resolutive only if implemented in the respect of civilian 

lives, of their rights, and of their freedoms. Thus, in the immediate future and beyond, internal 

national differences should be viewed as an opportunity to collect different useful insights, 

experiences, and pools of competence. As rightfully illustrated by Ewers-Peters, “the typology and 

the categorisation of each member state provides room for further incentives to allow EU–NATO 

cooperation to progress and develop in a way that supports all member states and their foreign and 

security policy orientations”585. Cooperation between these two fundamental organizations should 

once again represent the unified front that put an end to the Cold War, represented a new international 

life for the Federal Republic of Germany, and provides possibilities of mutual consultation, equality 

and partnership, respect for each MS’ sovereignty, and the creation and improvement of military 

capabilities. 

In light of the registered trends of collective securitization and convergence among EU MSs 

reported in Section 4.1 of this Chapter, and remarking that such common tendencies sparked from 

the need to face a common enemy, it would be realistic to argue for an upcoming convergence among 

NATO Members as well. The threat posed by Russia, and in smaller scale by China, provides the 

further necessary step in the direction of collective securitization: cohesive threat perception. The 

turning point – or ‘precipitating event’ – represented by Russia’s invasion of Ukraine could therefore 

heighten intelligence-sharing and cooperation among nations, mirroring EU MSs’ new-found 

openness to follow Commission guidelines and involve supranational agencies in national 

investigations characteristic of the post-2015 and 2016 period.  

Importantly, however, EU-NATO cooperation should avoid alienating non-Western countries 

and regions by blindly promoting liberal values without concrete support and commitment to identify 

root causes of instability that, eventually, lead also to radicalization of minorities. In its highly 

militarized asset, NATO has a security conception which is closer to that of non-Western 

superpowers, and can therefore bridge the wide methodological gaps these areas and the Union have 

to face in their external relations. In this way, the ‘rhetoric of an exclusionary hybrid intervention’ – 

a point made in Section 4.2.a of this work – could more easily be overcome. On the US’ part, the 

 
585 Ivi, note 564, ‘Implications for EU-NATO cooperation’. 
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support given to both EU integration and NATO projects remains vital, especially in consideration of 

the ‘Counter-Terrorism as counterinsurgency’ paradigm presented in Section 4.2.b, that has sustained 

EU-US collaboration through the most recent isolationist tendencies, the COVID-19 pandemic, and 

asymmetrical economic capabilities.  
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5. Conclusion 

 

This Final Dissertation has taken into consideration constitutionalism, globalization and 

supranational/intergovernmental dichotomies to analyze the temporal and contextual evolution of 

Counter-Terrorism Approaches within the European Union. Considering the multitude of national 

experiences with terrorist threats, EU’s struggles to reach a common agreement on how to tackle the 

issue have been highlighted in the text, as have the regional and global unsuccessful attempts to define 

international terrorism. As noted, definitional problems are furtherly aggravated by technological 

progress and constant interconnectedness, circumstances which have introduced aspects such as cyber 

attacks, cyber crime and cyber warfare into an already-complex scenario.  

The Union has, over the years, proposed many one instruments to fight international terrorism, 

spanning from Council Framework Decisions586 to the institution of ad hoc agencies such as the 

TREVI Group, Europol, Eurojust, FRONTEX, and ENISA. Nonetheless, its Member States have 

consistently preferred managing issues of Security and Defense on their own terms by signing 

international Conventions587 and pursuing bilateral forms of cooperation, instead of entering a more 

supranational dynamic. National experiences have had a fundamental role in shaping this 

intergovernmental mindset, one made of clear divisions between MSs’ intelligence and secret 

services. A turning point was however reached at the beginning of the 21st century, when Al-Qaeda 

attacked the US and killed almost 3.000 people on the 11th of September 2001. What in the text has 

been defined as a ‘precipitating event’588 had enormous effects on global, and therefore European, 

Counter-Terrorist approaches.  

It has been in fact here argued that a converging tendency of ‘collective securitization’589 started 

in the post-9/11 era. Heightened perception of the threat brought to the adoption of similar 

 
586 Particularly relevant to the here-presented analysis are Council of the European Union, Council Framework Decision 

of 13 June 2002 on combating terrorism (2002) OJEU L 164/3, Council of the European Union, COUNCIL 

FRAMEWORK DECISION of 13 June 2002 on the European arrest warrant and the surrender procedures between 

Member States (2002) L 190/1, art 17(6) and Council of the European Union, COUNCIL FRAMEWORK DECISION of 

28 November 2002 on the strengthening of the penal framework to prevent the facilitation of unauthorised entry, transit 

and residence (2002) L 328/1. 
587 To cite some in the pre-European Union period: Council of Europe, Convention for the Protection of Human Rights 

and Fundamental Freedoms and Protocol (opened to signature 4 November 1950, entered into force 3 September 1953) 

67075 CoE, Council of Europe, Convention on the Prevention of Terrorism (opened to signature 5 May 2005) CoEUTS 

196, United Nations, Convention to prevent and punish the acts of Terrorism taking the form of Crimes against Persons 

and related Extortion that are of International Significance (opened to signature 2 February 1971) 24381 UNTS, United 

Nations, Draft Convention for the Prevention and Punishment of Certain Acts of International Terrorism (25 September 

1972) UN Doc. A/C.6/L.850, United Nations, Convention for the suppression of unlawful seizure of aircraft (opened to 

signature 16 December 1970, entered into force 22 October 1973) 12325 UNTS and United Nations, Convention 

Against the Tacking of Hostages (opened to signature 17 December 1979) 21931 UNTS. 
588 See Ivi, note 446. 
589 See Ivi, note 446. 
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codifications of terrorist offences and prosecution procedures, to inter-agency cooperation, to the 

suspension of financial assets belonging to terrorist suspects, and even to the very creation of national 

counterterrorism strategies in EU MSs that were priorly lacking one. On the downside, hyper-

awareness posed new problems of strictness of measures, ones that risked violating the fundamental 

basis of EU values: the rule of law. As part of it, the protection of human rights and fundamental 

freedoms of the individual has been analyzed and contextualized within the jurisprudence of the 

European Court of Human Rights and the principles comprising the Convention on which it is 

founded. The work has underlined how important are regional Courts in the setting of minimum 

standards of right protection and in limiting the extent of governments’ liberties where national 

security is concerned. 

The events of September 2001 also briefly suspended debates of definitional nature regarding 

terrorism, classifying it as a political defect of secondary importance. As defining international 

terrorism and the difficulties to it connected are a central part of this Final Dissertation, it has been 

however noted that an operational definition was nonetheless necessary at the time and that soon after 

9/11 the Council of the European Union provided base criteria to define the threat, as well as 

minimum standards of punishment the MSs have to respect590. EU institutions furtherly recognized 

in the Internet a possible terrorist tool, as instrumental to radicalization as to actual aggression591. 

Indeed, the series of cyber attacks launched on Estonia in 2007 has been chosen as a pivotal example 

of the possible consequences online threats can have on entire nations. The case-study has been 

central in underlining fundamental EU shortcomings in the field of cyber warfare and, on the other 

hand, incredibly advanced mutual-assistance systems instituted by single EU MSs. On the Estonian 

experience the Union significantly restructured its cyber response mechanisms, methods and 

approaches through official Internal and Global Strategies592, series of training initiatives, and the 

expansion of relevant agencies’ tasks593. 

The work has then considered theories of future changes pertaining to the Security and Defense 

Approach adopted by the Union. Through a synthesis of intergovernmental and supranational 

alternatives, a feasible combination of elements on four working levels has been presented as the 

possible, and most effective, outcome. Such hybrid model takes into account the long-standing 

dynamics of influence coming from single MSs and extra-EU countries’ Counter-Terrorist 

organizational settings, depicting their main trends and their roles in relation to the Union. Specific 

 
590 See Ivi, note 17. 
591 Ivi, note 18. 
592 The Internal and Global Strategies here referred to were respectively set up in 2010 and 2016. See Ivi, notes 21 and 

125. 
593 Chiefly, ENISA. 
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attention is posed on EU-US and EU-NATO cooperations, which are briefly narrated through their 

most functional periods and frozen conflicts without neglecting their fundamental importance in the 

safety of the region. The work maintains, particularly in matters of Counter-Terrorism, the centrality 

of democratic values and human rights protection in EU external relations, which should never be 

compromised. 
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7. Summary 

 

The vast array of threats arisen throughout the last century has majorly affected the world’s 

view on Security and Defense issues and, with it, the range of chosen counteractions. The core 

objective of this Final Dissertation is to specifically analyze the development of EU’s Counter-

Terrorism Approach over the years, taking into account the numerous external and internal factors 

influencing its evolution, means, and future prospects. It proposes to do so within the bounds of 

three main theoretical frameworks: the doctrine of constitutionalism, the theory of globalization, 

and the intergovernmental/supranational dichotomy. Depicting which inherent difficulties interfere 

with the formulation of a common definition of modern international terrorism, this work inspects 

the elements of different national experiences in approaching the threat as well as of major world 

events that, in concomitance with a consistent path of European integration, have shaped EU 

Counter-Terrorism narratives. Moreover, throughout the text it is highlighted how, in order to 

prevent dangerous crisis escalations, regional and national responses have had to adapt in parallel to 

the ever-new innovations in technology and weaponry, which enhance the formation of organized 

terrorist networks. Seldom, such elaboration of effective Counter-Terrorist policies and measures 

takes place inside cooperative inter-regional dynamics, ruled by a commonly accepted legal basis 

and implemented by an institutional framework that simultaneously ought to act in accordance with 

it. As pointed out in the work, however, cooperation within the European Union has presented a 

series of challenges, spanning from the extremely varied interpretations of Security and Defense 

matters, and their centrality in national agendas, to the strong intergovernmental traits 

characterizing common responses inside and outside EU territories. 

The structure of the here-presented Final Dissertation is tripartite: firstly, an overview of the 

evolution of the European Union Counter-Terrorism Strategy and Approach is provided through the 

explanation of the Approach’s legal basis, its constituent agencies and actors, and its relation to 

human rights protection; secondly, the present and future conditions of Counter-Terrorism in the 

EU are descripted by analyzing the definitional issues attached to the meaning of modern 

international terrorism and the adaptability capabilities of the Union Defense Responses, as well as 

foreseeable theories of changes; lastly, a brief illustration of different Counter-Terrorism 

Approaches and their influence on EU is furnished, spanning from those of individual EU MSs to 

extra-EU Counter-Terrorism designs, and is then complemented by the descriptive analysis of 

Union-NATO cooperation. Central take-aways and observations are finally summarized in the 

concluding section of the work, which additionally re-states the relevance of constitutionalism, 
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globalization theory and intergovernmental/supranational political dichotomies within the overall 

analysis. 

Particularly, Section 2.1 offers an historical overview of the legal basis on which the states of 

the once-European Communities built their legislative approach over the years. Whereas the 1951 

Geneva Convention successfully introduced international provisions connected to the prevention of 

terrorism, European states’ preoccupation with national sovereignty delayed the development of a 

true political cooperation at the regional level that, when reached in the late 1980s, dealt only with 

broad foreign policy issues. Nonetheless, coincidentally, a series of Council of Europe (CoE) 

Conventions were issued with the aim of creating one united front in the face of specific security 

issues, such as the suppression of terrorism and money laundering. The Maastricht Treaty of 1992 

furtherly regulated cooperation between national criminal jurisdictions and police forces, and 

instituted Common Foreign and Security Policy (CFSP) as its Second Pillar, in conformity with 

international cooperation designs presented in the 1945 United Nations Charter, the 1990 Paris 

Charter and 1975 Helsinki Final Act. The text then underlines how an increased collaboration among 

EU MSs soon brought to the creation of a Common Security and Defence Policy (CSDP) and how, 

in the wake of the 9/11 attacks, heightened awareness on the issue of terrorism led to the issuing of a 

large number of Council of the European Union Decisions, a European Security Strategy (ESS), and 

sequential Union working Programmes. Central to common EU action and to the relevant provisions 

then contained in the 2009 Treaty on the Functioning of the European Union – or Treaty of Lisbon – 

were: solidarity and cooperation, especially in regards to prevention; and information and 

intelligence-sharing, which is here intended as the exchange of subsets of information and data which 

are politically and strategically significant. 

Section 2.2 focuses on the evolution of European Union agencies coping with threats through 

regionally-coordinated mechanisms. Insights on the origins and internal functioning of the TREVI 

Group, Europol, Eurojust and FRONTEX are offered in relation to the previously-exposed legal basis 

and the pivotal changes in narrative brought about by the turn of the century. Particular stress is put 

on the fast-paced adoption of instruments – such as the European Arrest Warrant (EAW) – and on 

the creation of dedicated task forces – of which an example is Europol’s Counter-Terrorism Task 

Force – in the immediate aftermath of 11 September 2001. These new developments revealed to be 

crucial during a new wave of terrorist attacks directly aimed at EU MSs in the 2004-2016 time period, 

that shed additional light on many Union shortcomings and started a useful inter-body dialogue based 

on national experiences and knowledges of the threat. 

Section 2.3 inspects a fundamental aspect of the rule of law principle promoted by EU Treaties 

and institutions: human rights protection. Specifically, the text analyzes the evolution of this key 
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element within the framework provided by the European Convention for the Protection of Human 

Rights and Fundamental Freedoms (ECHR) and by the jurisprudence of the European Court of 

Human Rights (ECtHR). The Court is in fact a central actor in determining to which extent the 

European Union Counter-Terrorism Approach can concretely deliberate on the life of individual 

persons. Controversial cases pertaining extraordinary rendition, rightful impairment of rights, 

elements constituting of a ‘public emergency’ and state secrecy are briefly exposed, alongside the 

rationale behind the Court’s judgements. As pointed out, inside the Union human rights protection is 

the result of inter-state cooperation, state-institution collaboration, and intra-judicial bodies’ 

accordance on basic understandings and principles. Therefore, the Section furtherly highlights the 

ongoing influences between ECtHR and the Court of Justice of the European Union (CJEU), as well 

as the continuous reaffirmation of minimum common standards of human rights protection that limit 

the liberty of national Counter-Terrorist measures. 

Section 3.1 turns to illustrate the age-old struggle of finding a common definition for 

international terrorism that can be recognized by all states and consequently be used as foundation 

for shared Counter-Terrorist Policy-making. Without a clear definition of the concept, the 

enforcement of international agreements is rendered extremely difficult, as is the management of a 

unified operational response where it is needed. Even though the events of 9/11 briefly labelled the 

problem as a political defect, it soon became clear that, at the very least, an operational definition was 

needed. Through a 2002 Framework Decision on combating terrorism, the Council of the European 

Union thus defined the main criteria to determine whether an act can be assumed to be one of 

terrorism, and to which minimum extent it can be punished at the national level. Moreover, in a 2008 

Framework Decision, EU institutions listed the Internet among more traditional terrorist threats, 

acknowledging its key role in radicalizing campaigns, attack-planning, and actual aggressions. The 

new dangers posed by terrorist expansion are here better understood through the figures of ‘foreign 

terrorist fighters’ and ‘lone wolves’, demanding of national and regional governments to alter and 

adapt their long-standing anti-terrorist practices. 

Section 3.2 concentrates precisely on the adaptability of the European Union Defense Response. 

At the beginning of the 21st century, the Union recognized that new threats require indeed new 

solutions, and that non-military prevention and de-radicalization has the potential of positively 

impacting the fight against terrorism only when national and regional defense apparatuses spread 

resources beyond their borders, thus avoiding crisis escalations. Comprehensive responses that 

equally involve security and defense measures are to be interpreted as the sole resolutive approach to 

external and internal dangers of terrorist nature. Despite definitional difficulties also affect the 

common interpretation of new threats – such as cyber crime -, the European Commission attempted 
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to set a solid basis for cross-border cooperation and instituted the ad hoc body of the European 

Network and Information Security Agency (ENISA), tasked with information-gathering and risk 

assessment procedures. Nonetheless, the European Union approach to cyber crime and attacks was 

deemed to be an ‘all-hazards’ one, void of the nuances necessary to face specific cyber dangers.  

The Section furtherly centers on the 2007 Estonian case-study, which was de facto a turning 

point for cyber security in the EU. The series of cyber attacks suffered by the state of Estonia was 

unprecedented in variety and duration: citizens’ devices as well as public and governmental ones 

were hacked for a total of twenty-two days. The case introduced terms such as ‘cyber warfare’ and 

‘cyber terrorism’ into institutional lexicon and brought to light the extensive deficiencies of EU 

apparatuses. The newly-founded ENISA only offered a posthumous assessment of the situation, 

leaving the much-needed mutual assistance to EU MSs and confirming that inter-State solidarity did 

not depend on Union institutions and bodies. The Estonian case is moreover important because it 

proved how damaging online violations can be and opened the Internet sphere to governmental 

regulations, which had been lacking up until that point in time. The already-identified relevance of 

comprehensive responses was here exacerbated by the abstract essence of the attack and the 

consequential adaptation of EU instruments. In fact, the Union introduced the use of computer 

emergency response teams (CERTs) - which had been the backbone of national aid to Estonia -, a 

new Internal Security Strategy, and a Digital Agenda foreseeing training and simulations based on 

the Estonian experience. What would have been an isolated national experience in the past became a 

learning opportunity for the Union as a whole, on which methods and approaches – exemplified by 

the CyberROAD Project and by the 2016 EU Global Strategy (EUGS) – were consequently shaped. 

Section 3.3 offers an overview of theories of future changes significant to the European 

Approach so far described. The proposed possible evolutions of EU Counter-Terrorism respectively 

develop on intergovernmentalism, supranationalism, and a combination of the two that in turn 

benefits operationalization, international agreements and a common awareness guided by shared 

Union values. Additional elements of resource diversification, isolation of terrorist groups from their 

supporters, integration of minorities and crime investigation build here on a hybrid scenario, made 

effective by inter-agency cooperation and an ever-evolving history of successful law enforcement. 

The educational function of intelligence is then recognized to be an important anti-radicalization tool 

that can benefit the general public as it does regional bodies of higher profile. Lastly, a four-level 

model comprising the strengths of previously-made considerations is proposed as the theoretically 

ideal solution for Union future changes in Security and Defense matters. 

In Section 4.1, the main trends characterizing EU MSs’ Counter-Terrorist Policies are taken 

into consideration in light of their independence from Union structures. National Security Policies 
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(NSPs) and practices highly rely on individual states’ experiences with security threats, but a 

substantial division in ‘intelligence services’ and ‘security services’ can be often depicted, regardless 

of their levels of interaction. In most recent times, trends of collective securitization and convergence 

have been observed among Union Member States, sparking from the many instances of aggression 

originating outside EU borders. The turning point was, once again, embodied by the 9/11 attacks on 

the US, which confined national sovereignty discourses to the back of the common security agenda 

for years and ignited the upturning of the status quo in Europe. This Section emphasizes the 

importance of collective threat-perception in creating a truly European action for the first time, one 

of still-varied origins that is cohesive and legitimate, but far from harmonized. Nonetheless, after the 

deeply-shocking attacks of 2015 and 2016 on Brussels and Paris, an increasing number of European 

Commission proposals have been implemented, and national systems have been opening more and 

more to EU intelligence assistance. 

In Section 4.2, the Chinese, Russian, and Middle Eastern and North African (MENA) Counter-

Terrorism designs are explored in relation to their significance for EU’s own setting. Despite the 

fundamental differences in governmental and economic organization, the three chosen areas present 

a common alienation to Western values of democracy and human rights protection, which in turn 

shapes their individual takes on a global fight against international terrorism. These non-Western 

superpowers tend to regulate their national and regional narratives along that of US’ ‘War on Terror’ 

and unique geopolitical interests, a dichotomy easily explained by their ascension as major economic 

global forces which have to coexist with the US and EU inside the global market. Furthermore, the 

heavily-militarized conception these countries have of internal security renders EU, US, and CoE’s 

rhetoric of hybrid intervention one of inherent exclusion. The work thus sustains that the European 

Union has to navigate the ambiguous treatment reserved to minorities under these governments’ 

jurisdiction without losing sight of its constituent values and while also maintaining open channels 

of political and economic collaboration.  

The Section then turns to transatlantic US-EU cooperation, explaining how US objectives have 

been including EU integration and collaboration ever since the end of WWII. Interestingly, the 

American conception of terrorism foresees external security issues as possible future internal threats 

which ought to shape national counteractions, thus opposing other world views that instead 

understand security practices as primarily built on domestic experiences. This work follows a 

tripartite division of US narratives concerning Counter-Terrorism ‘as law-enforcement’, ‘as national 

security’, and ‘as counterinsurgency’. The 2001 attacks polarized the American interpretation of the 

rest of the world, classifying states as either ‘allies’ or ‘enemies’ and causing the first paradigm shift, 

which saw Counter-Terrorism ceasing to be a law-enforcement aspect of administration and 
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becoming one of national security. Subsequently, increased American engagement in Iraq at the end 

of 2007 brought politicians and the general audience to interpret Counter-Terrorism as a tool of 

counterinsurgency. Here, the text stresses the centrality of politics and diplomacy among more 

economic and military means of counteraction. It is precisely on the hybrid nature of effective 

Counter-Terrorism, then, that it is argued US-EU cooperation thrives. Nonetheless, recent isolationist 

tendencies, the COVID-19 pandemic, and different economic capacities have exacerbated the 

perceived asymmetry between the two regions, posing further questions on how to develop common 

strategies in the near future. 

Lastly, Section 4.3 investigates how these transatlantic dynamics coexist within the most 

prominent international organization for security and defense: NATO. The origins of the Organization 

are briefly presented to explain the subsequent evolution of objectives common to its Members as 

well as its gradual transformation from a strictly military Alliance to an international actor with 

significant political weight. However, once the ‘common enemy’ – the USSR - was defeated in the 

Cold War, only informal meetings and practical cooperation at the staff-level encouraged the Union 

and the US to overcome their well-hidden rivalries. The activation of Article 5 of the North Atlantic 

Treaty furtherly consolidated unity of intents and ignited the issuing of a series of measures to 

improve the extent of NATO strategies. Despite a relatively long period of frozen conflict between 

EU and NATO, the Union recognized NATO’s important complementary role for European security 

and opened official channels of cooperation through the issuing of EUGS, in 2016. Building on the 

strengths and struggles demonstrated by this inter-organizational cooperation, the text suggests a 

partially improved resolution based on set rules of response proportionality, shared knowledge, 

informed predictions, and primacy of democratic values. 

In conclusion, while recognizing past Union struggles to reach a common agreement on how to 

tackle the issue of international terrorism, the present Final Dissertation stresses the importance of 

finding a shared working interpretation complete of basic definitional criteria, efficient channels of 

cooperation, and minimum rule of law standards. Verily, the many instruments proposed by EU 

institutions, such as Council Framework Decisions and European Commission Communications, 

continue to represent fundamental tools in the fight against cross-border terrorist activities and 

progress toward an alignment between European integration and the Security and Defense sphere. 

Nonetheless, as demonstrated by significant turning points and emblematic attacks on EU MSs, 

CFSP and Counter-Terrorist Policies in particular would greatly benefit from a four-level dynamic of 

interdependence among supranational institutions – where common guidelines are set -, EU agencies 

– which curate the operational aspects of cooperation -, distinct MSs’ governments and authorities – 

vital for information-sharing channels and first response mechanisms -, and individual citizens – the 
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subjects of human rights protection and the very basis of the rule of law -. Such development, strongly 

relying on interconnectedness and inter-body cooperation, would be consistent with the trends of 

collective securitization and convergence registered in the region, but nonetheless requires of national 

governments to adjust to a more supranational conception of state security and state secrecy. In 

analyzing different national and regional systems of Defense and Security it furtherly became clear 

how disputed concepts of democracy and equality of individuals can represent an obstacle in EU 

external relations. Political and ideological elements of dispute thus often lead to trade, economic and 

practical misalignments, which the Union has to navigate without renouncing its core values and 

favorable cooperative positions in the world.  

The role of like-minded countries and international organizations as working support systems, 

as well as measurement scales on which to evaluate regional systems of crisis management is 

recognized to be additionally important. These entities compensate EU operational shortcomings 

while also benefitting from diplomatic cooperation and open dialogue with hot-spot areas of the 

world, where terrorist organizations originate and expand. In fact, the ‘security-stability’ nexus 

promoted by EU ideally maintains high standards of aid and cooperation between regions, where the 

root causes of radicalization – such as poverty, food insecurity, and low levels of education – are 

addressed as much as military threats. Concretely, the Union has proved to have encountered many 

difficulties in relating to external systems, torn between a gradual approach to common problems and 

the military demands of its allies. Periods of ‘frozen conflict’ with both NATO and the US are 

evidence of an asymmetry of resources and conceptions of Security that should identify working 

solutions without compromising diversity of views. Overall, a hybrid Counter-Terrorism Approach 

best serves multiple interests, comprising actions of counterinsurgency promoted by the US and the 

political dialogue at the center of European Union Strategies. 

 

 

 

 

 

 

 


