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Abstract:

The governance of artificial intelligence in enterprise environments emerges at the intersection of
technology, law and fundamental rights. Microsoft 365 Copilot, presented as a productivity enhancer,
1s examined as a case study to explore the challenges of compliance with the General Data Protection
Regulation (GDPR), the forthcoming Artificial Intelligence Act (Al Act) and Italian labor law.
Copilot’s architecture, built on the partnership between Microsoft and OpenAl, illustrates how
distributed ecosystems complicate the allocation of accountability and obscure the transparency of
data flows. While technical measures such as retrieval-augmented generation and zero-retention
policies are framed as safeguards, they fail to dispel uncertainties around indirect data transfers and
the role of third parties in processing. The thesis investigates these dynamics through two guiding
questions: whether Microsoft indirectly exposes enterprise data to OpenAl during inference, and
whether Copilot functions primarily as a tool of efficiency or as an instrument of workplace
surveillance. The first line of inquiry reveals how legal responsibility is fragmented, weakening the
accountability principle at the core of GDPR. The second highlights the risk of function creep, where
insights generated from employee communications blur the boundary between assistance and
monitoring, raising concerns under Article 22 GDPR, the Al Act’s risk-based framework, and Article
4 of the Workers’ Statute. Copilot thus stands as a test case for the European regulatory response to
enterprise Al. It embodies the tension between innovation and protection, productivity and dignity,
efficiency and autonomy. Its significance lies not only in its technical design but in the broader
question of whether legal frameworks can adapt quickly enough to ensure that the digital workplace

evolves without eroding fundamental rights.
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Introduction

1.1 The Rise of Artificial Intelligence in Enterprise Services

Over the past decade, artificial intelligence (AI) has shifted from being an
experimental research field to a transformative force across industries. In the enterprise
sector in particular, Al has evolved from discrete applications, such as automated
chatbots or predictive analytics, into fully integrated systems embedded within
everyday business tools. This integration is epitomized by the growing phenomenon
of Artificial Intelligence as a Service (AlaaS), where Al functionalities are seamlessly
delivered through cloud infrastructures and incorporated into standard productivity
platforms. The spread of AlaaS illustrates how the technology is no longer confined to
specialist teams but has become a ubiquitous feature of the digital workplace, directly
shaping how knowledge is produced, shared, and consumed within organizations. This
development coincides with a broader process of digital transformation. Companies
are under increasing pressure to streamline workflows, enhance efficiency, and remain
competitive in markets that demand constant innovation. Al systems, particularly
those that exploit large-scale language models, promise to automate routine tasks,
reduce administrative burdens, and unlock new forms of insight from vast pools of
corporate data. By embedding such capabilities within enterprise software ecosystems,
firms like Microsoft position Al not merely as a technical add-on, but as an
indispensable layer of the digital infrastructure that supports daily work activities. The
implications of this shift are profound. On the one hand, the adoption of AI in
enterprise services is expected to boost productivity and enable organizations to
harness the full potential of their data assets. On the other hand, the same systems raise
pressing questions about transparency, accountability, and the safeguarding of
fundamental rights. When Al systems operate as “black boxes” within workplace
tools, their influence on decision-making, communication, and performance
evaluation can blur the line between technological assistance and hidden forms of
surveillance. This tension becomes particularly evident when analyzing Microsoft 365
Copilot, a generative Al assistant marketed as a productivity enhancer but capable of
producing outputs that may indirectly affect how employees are monitored and
assessed. Against this background, the European regulatory landscape takes on a
decisive role. The General Data Protection Regulation (GDPR) has established robust

principles of accountability, transparency, and proportionality in data processing. The



forthcoming Artificial Intelligence Act (Al Act) aims to complement this framework
by introducing a risk-based regulatory model specifically tailored to Al. Together,
these instruments seek to balance the benefits of technological innovation with the
imperative to protect individuals’ rights in digital environments. Enterprise Al services
like Copilot thus stand at the intersection of innovation and regulation, serving as a

test case for the effectiveness of Europe’s evolving legal frameworks.

1.2 Legal and Ethical Challenges of Data Flows in the Al Ecosystem

The integration of artificial intelligence into enterprise environments introduces not
only technological opportunities but also complex legal and ethical challenges,
particularly in relation to the governance of data flows. Enterprise Al systems, such as
Microsoft 365 Copilot, operate within multilayered ecosystems that involve
developers, providers, and client organizations. This distributed structure complicates
the allocation of responsibilities and creates zones of ambiguity regarding compliance
with existing regulatory frameworks. A first challenge concerns the fragmentation of
accountability across multiple actors. Developers such as OpenAl create and maintain
the generative models; providers like Microsoft embed these models into enterprise
software and cloud infrastructures; and corporate clients rely on the tools for daily
operations. Each of these actors is involved in different stages of data processing,
ranging from collection and storage to inference and output generation. However, the
lack of a unified framework to clarify their respective legal roles risks diluting the
accountability principle enshrined in Article 5(2) GDPR, which requires data
controllers to both ensure and demonstrate compliance. When responsibility is
distributed without clear boundaries, it becomes difficult for organizations to
determine which actor is liable for which aspect of data handling, and for data subjects
to exercise their rights effectively. A second challenge lies in the opacity of data flows.
Although Microsoft asserts that enterprise data processed within Copilot does not
leave its Azure environment, questions remain about whether transient or indirect
interactions with OpenAl’s models occur during inference. Under Article 4(2) GDPR,
even temporary operations, such as data held momentarily in memory during
processing, qualify as “processing.” This implies that any exposure of enterprise data
to OpenAl infrastructure, however short-lived, could fall under the scope of European

data protection law. The absence of explicit technical proof or contractual clarification



regarding OpenAl’s role in the inference process raises significant transparency
concerns. Without clear documentation and auditability, enterprise clients are left
unable to verify whether regulatory safeguards are consistently respected. Beyond
legal uncertainty, these dynamics also raise important ethical issues. Al systems
embedded in workplace environments often process communications, documents, and
metadata that reflect employees’ behaviors and interactions. While intended for
productivity gains, such processing can inadvertently enable profiling and monitoring
practices. The boundary between assistance and surveillance is blurred when Al
outputs allow managers to infer patterns of performance, productivity, or
collaboration. This tension is particularly acute in jurisdictions such as Italy, where
Article 4 of the Workers’ Statute prohibits remote monitoring of employees unless
specifically authorized. Even absent direct surveillance mechanisms, the possibility
that Al systems generate insights with evaluative implications underscores the risk of
“function creep,” where tools designed for efficiency acquire unintended monitoring
capacities. The broader societal implications of these challenges are equally
significant. For enterprises, uncertainties regarding data governance increase the risk
of non-compliance and potential sanctions. For employees, opaque data flows raise
concerns about workplace autonomy, privacy, and dignity. For policymakers and
regulators, the rise of enterprise Al highlights the urgent need to adapt existing legal
frameworks to account for new modalities of data processing. The GDPR and Al Act
offer complementary approaches—one focused on data protection principles, the other
on risk-based governance—but the rapid pace of technological deployment exposes
the limitations of both regimes in addressing emerging scenarios of accountability and

surveillance.

1.3 Research Objectives and Guiding Questions

The rapid adoption of artificial intelligence in enterprise settings requires not only
technical adaptation but also a rigorous assessment of the legal frameworks that govern
its deployment. This thesis positions Microsoft 365 Copilot as a case study to
investigate how existing and forthcoming European regulations respond to the
challenges posed by Al-as-a-Service (AlaaS). Against this background, the research
pursues a dual objective: to clarify the allocation of legal responsibilities within

complex Al ecosystems and to assess the potential consequences of Al-driven tools



1.

for both organizational governance and the protection of individual rights. The first
objective is to analyze the extent to which Microsoft, as the provider of Copilot,
indirectly transfers enterprise user data to OpenAl in the process of Al inference.
While Microsoft publicly claims that no personal data leaves its Azure environment or
is shared with OpenAl, the architecture of Copilot reveals points of ambiguity
concerning transient data handling. This raises fundamental questions about the
applicability of the GDPR, particularly its provisions on accountability, transparency,
and data transfers. The inquiry aims to determine whether Microsoft’s contractual
assurances are sufficient to meet regulatory obligations, or whether the involvement
of OpenAl creates risks of hidden or indirect processing that may undermine
compliance. The second objective is to examine whether Microsoft 365 Copilot,
beyond its marketed role as a productivity enhancer, functions in practice as a tool of
workplace surveillance. Because the system processes vast amounts of enterprise
data—emails, documents, meeting notes, and communication metadata—its outputs
can indirectly enable managers to infer patterns of behavior, performance, and
collaboration. Even if such monitoring is not an explicit design feature, the risk of
function creep places Copilot at the intersection of data protection law, the Al Act, and
Italian labor law. The research therefore investigates whether Copilot’s functionalities
align with GDPR provisions on automated decision-making (Article 22), the Al Act’s
risk-based classification framework, and the protections against unauthorized
monitoring established under Article 4 of the Workers’ Statute. These objectives are

pursued through two guiding research questions:

Does Microsoft, as the provider of Copilot, indirectly transfer user data to OpenAl, and

if so, is this practice compatible with the GDPR and the AI Act?

Should Microsoft 365 Copilot be considered primarily a tool for productivity, or does it
also function as a mechanism of workplace surveillance, with implications under both

data protection and labor law?

By addressing these questions, the thesis seeks to contribute to the broader academic
and policy debate on the governance of enterprise Al. It provides insights not only for
legal scholarships but also for enterprises navigating compliance obligations and for

regulators tasked with safeguarding fundamental rights in the digital workplace.



1.4 Methodological Approach and Analytical Tools

The complexity of enterprise artificial intelligence services requires a methodological
approach that integrates technical, legal, and doctrinal perspectives. This thesis adopts
a mixed-method strategy designed to capture both the operational mechanisms of
Microsoft 365 Copilot and the normative implications of its deployment under
European and national law. The methodology combines documentary analysis of
technical sources, doctrinal interpretation of legal frameworks, examination of
regulatory practice, and engagement with academic literature. Technical-documentary
analysis forms the foundation of the inquiry. Official Microsoft documentation, white
papers, and transparency notes were examined to reconstruct the architecture of
Copilot, focusing on the movement of data through Microsoft Graph, Azure OpenAl
Service, and the GPT-4 inference process. Special attention was given to privacy-
enhancing technologies (PETs), such as retrieval-augmented generation (RAG) and
zero-retention policies, which are promoted as mechanisms to reduce compliance
risks. This analysis provides the necessary basis for assessing whether enterprise data
remains fully contained within Microsoft’s infrastructure or whether technical
ambiguities create the possibility of indirect exposure to OpenAl. Doctrinal and legal
analysis complements this technical reconstruction. The research evaluates Copilot’s
compliance with the General Data Protection Regulation (GDPR), particularly its
provisions on accountability (Article 5(2)), transparency (Articles 12-15), and
automated decision-making (Article 22). Parallel consideration is given to the
forthcoming Al Act, with a focus on its risk-based classification system and
obligations for high-risk Al systems, and to Italian labor law, especially Article 4 of
the Workers’ Statute, which prohibits unauthorized monitoring in the workplace.
These legal frameworks are interpreted in light of their objectives of safeguarding
fundamental rights while enabling responsible innovation. Examination of regulatory
practice and case law further grounds the analysis in real-world enforcement.
Decisions from European data protection authorities, such as the Italian DPA’s stance
on biometric surveillance and the Swedish DPA’s ruling on school-based facial
recognition, demonstrate that even transient or indirect processing of personal data
falls under GDPR obligations. Case law concerning algorithmic management,
including rulings against Deliveroo, highlights the relevance of transparency and
accountability principles in employment contexts. These precedents are used to assess

whether Copilot’s architecture aligns with existing regulatory expectations. Finally, a



critical review of academic and policy literature contextualizes the findings within
broader debates on AI governance. Scholarships on distributed accountability, the
opacity of data flows, and the ethical risks of algorithmic management provides
conceptual tools for understanding the structural issues identified in the Copilot case.
Policy reports and position papers from European institutions and expert groups
complement this analysis by offering insights into the evolving regulatory landscape
and highlighting areas where existing law may be insufficient. By combining these
approaches, the thesis establishes a robust analytical framework that bridges the gap
between technical realities and legal principles. This interdisciplinary methodology
not only allows for a detailed evaluation of Copilot’s compliance with GDPR and the
Al Act but also provides a basis for reflecting on the broader societal implications of

embedding generative Al into enterprise environments.

1.4 The Argumentative Path of the Thesis

The structure of this thesis reflects its dual objective of clarifying the allocation of
responsibilities within enterprise Al ecosystems and assessing the implications of
Microsoft 365 Copilot for privacy and labor rights. The argument unfolds
progressively, beginning with the technical and architectural foundations of Al
services, moving through the legal and ethical challenges they generate, and
concluding with an assessment of regulatory adequacy. The first chapter lays the
conceptual groundwork by examining the architecture of enterprise Al and the roles
of the key actors—developers, providers, and client organizations—across the data
processing lifecycle. Particular attention is given to the infrastructures that enable Al-
as-a-Service and to the privacy-enhancing technologies, such as retrieval-augmented
generation (RAG), that are presented as safeguards but raise questions of effectiveness.
This contextual framework is essential to understanding how data circulates within
Copilot and how accountability becomes fragmented across different stakeholders.
Building on this foundation, the second chapter addresses the first research question:
whether Microsoft, as the provider of Copilot, indirectly transfers enterprise user data
to OpenAl. By reconstructing Copilot’s data flows and analyzing Microsoft’s
contractual assurances and technical safeguards, the chapter evaluates their
compatibility with the GDPR and the forthcoming Al Act. The analysis highlights

unresolved ambiguities regarding OpenAl’s role in the inference process, the



interpretation of “processing” under Article 4(2) GDPR, and the sufficiency of
transparency obligations. These findings point to the persistence of significant
compliance risks, even in the presence of strong corporate commitments to privacy.
The third chapter shifts the focus to the second research question: whether Copilot
functions purely as a productivity enhancer or also as a mechanism of workplace
surveillance. Here the discussion explores how the system’s capacity to process and
recombine enterprise communications and documents may allow managers to infer
patterns of employee behavior and performance. This dual functionality raises
concerns under GDPR Article 22 on automated decision-making, the Al Act’s high-
risk classification criteria, and Article 4 of the Italian Workers’ Statute, which strictly
regulates employee monitoring. The chapter argues that, depending on its deployment,
Copilot can reasonably be regarded as an algorithmic surveillance tool, with profound
implications for workplace autonomy and dignity. The conclusion synthesizes these
findings and situates them within the broader debate on Al governance. It emphasizes
that Copilot illustrates the structural challenges of applying existing legal frameworks
to distributed Al ecosystems, where accountability is fragmented and data flows
remain opaque. In particular, it underlines the dilution of the GDPR’s accountability
principle, the absence of clarity regarding OpenAI’s involvement in inference, and the
potential for productivity tools to assume monitoring functions in practice. At the same
time, it acknowledges the limitations of the research, which relies on publicly available
documentation, and it advances recommendations aimed at strengthening regulatory
clarity, contractual transparency, and policy oversight. Through this argumentative
path, the thesis develops a layered understanding of how enterprise Al services like
Copilot test the resilience of European data protection law, challenge established labor

protections, and reveal gaps in the emerging regulatory framework of the AT Act.



Chapter 1: The Architecture of Al Services and Data
Relationships

2.1. Key Stakeholders in Al Services: Developers, Providers, and Clients

The development and deployment of artificial intelligence (Al) services involve
multiple stakeholders, each playing a distinct role in shaping the Al ecosystem. These
stakeholders include AI developers, Al service providers, enterprise clients, and
regulatory bodies, all of whom share varying levels of responsibility regarding data
governance, security, and regulatory compliance. Understanding their interactions is
essential to evaluating how Al services are structured, deployed, and monitored within

legal and ethical frameworks.

2.1.1. Al Developers
Al developers are the entities responsible for designing, training, and optimizing
machine learning models. They include independent research organizations, corporate
Al divisions, and academic institutions engaged in the advancement of Al
technologies. They mainly define Al systems’ architecture, select training data,
and ensure that models perform well and comply with ethical and regulatory
standards'. This surge is led by developers like OpenAl, DeepMind, Microsoft
Research, Google AI, and IBM Watson through proprietary and open-source
models. One of the most critical responsibilities of Al developers is ensuring data
governance and security. They must comply with legal frameworks such as the General
Data Protection Regulation (GDPR) and the proposed EU Al Act, which impose strict
requirements on data processing, algorithmic transparency, and risk mitigation.
Developers also need to directly tackle bias and fairness challenges by
performing audits that identify and prevent unfair treatments through Al-
generated decisions. Due to the increasing importance of explainability,

developers are advised to incorporate approaches such as Explainable Al (XAI)

'U.S. Department of Homeland Security, Roles and Responsibilities Framework for Artificial Intelligence in Critical Infrastructure,
In Consultation with The Artificial Intelligence Safety and Security Board, November 14, 2024

2 Lins, S., Pandl, K.D., Teigeler, H. et al. Artificial Intelligence as a Service. Bus Inf Syst Eng 63, 441-456 (2021).
https://doi.org/10.1007/s12599-021-00708-w
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into their products, allowing users to gain insight into the output of AT models?.
Besides compliance with applicable regulations, developers of data sharing
platforms must implement technical privacy-enhancing technologies (PETs),
including differential privacy and federated learning, in their platforms. These
techniques aim to reduce exposure to unauthorized data access and model
inversion attacks, all while maintaining the efficiency of Al systems. With the
advancement of Al, developers can no longer be just techies as they are expected
to incorporate robust security that can stand up against adversarial attacks and

ethical governance of Al systems at every step of the life cycle*.

2.1.2. Al Service Providers

Al service providers deploy and manage Al models as cloud-based services,
facilitating their accessibility and scalability for enterprise use. Key providers such as
Microsoft Azure OpenAl Service, Google Cloud Al, and Amazon AWS Al operate
large-scale infrastructure that supports AI model hosting, computation, and real-time
data processing. These entities serve as intermediaries between Al developers and
enterprise clients, ensuring that AI models function reliably while maintaining
compliance with data security regulations®. Cloud-based Al infrastructure is a core
component of Al service providers' operations. These providers offer computer
resources on demand, enabling the smooth execution of Al workloads. It is not
enough to simply secure data storage, implement encryption protocols, and
enforce multi-layered authentication mechanisms to prevent unauthorized
access to enterprise data. For example, Microsoft has built in real-time
monitoring tools into Azure OpenAl Service for detecting anomalous efforts in

Al-generated interactions, enabling enterprise clients to exercise control over

3 Hoffman Robert R. , Mueller Shane T. , Klein Gary , Jalacian Mohammadreza , Tate Connor, Explainable Al: roles and
stakeholders, desirements and challenges, Frontiers in Computer Science Vol.5, 2023-
https://www.frontiersin.org/journals/computerscience/articles/10.3389/fcomp.2023.1117848 DOI=10.3389/fcomp.2023.1117848
4 Deshpande, A., & Sharp, H. (2022). Responsible Al systems: Who are the stakeholders? Paper presented at the 227-236.
https://doi.org/10.1145/3514094.3534187

5 Lins, S., Pandl, K.D., Teigeler, H. et al. Artificial Intelligence as a Service. Bus Inf Syst Eng 63, 441-456 (2021).
https://doi.org/10.1007/s12599-021-00708-w
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proprietary data while benefiting from AlI-driven automation®. AI service
providers not only manage infrastructure but also have data processing, storage,
and compliance-related legal obligations. They should be in compliance with
industry standards such as ISO 27001, SOC 2, and GDPR, to ensure that the
deployment of AI is compliant with the law in different jurisdictions. In
addition, Al service providers are also embracing more privacy-enhancing
technologies like Retrieval-Augmented Generation (RAG) and federated
learning to mitigate the possibility of data leakage while powering Al

workloads’.

2.1.3. Enterprise Clients and End-Users

Enterprise clients represent businesses and organizations that integrate Al services into
their workflows to enhance decision-making, automation, and operational efficiency.
These clients range from multinational corporations to government agencies that
deploy AI for predictive analytics, customer engagement, and data-driven insights.
While AI adoption offers significant advantages, it also raises concerns related to data
privacy, security, and regulatory compliance®. To address such risks, enterprise
customers need to take control of data controls, data handling, and Al security
configurations. It is the responsibility of organizations to enforce stringent
access controls to the interaction (certainly Al-generated outputs) so that only
accredited personnel can interact with it. In short, enterprises will need to ensure
Al service providers comply with data sovereignty laws (which are much stricter
in the European Union and China regarding cross-border data transfers). While
this issue is compounded for enterprises with third-party Al solutions and Al as

a service, enterprises must perform thorough due diligence to ensure that third-

6 U.S. Department of Homeland Security, Roles and Responsibilities Framework for Artificial Intelligence in Critical Infrastructure,
In Consultation with The Artificial Intelligence Safety and Security Board, November 14, 2024

7 Hoffman Robert R. , Mueller Shane T. , Klein Gary , Jalacian Mohammadreza , Tate Connor, Explainable Al: roles and
stakeholders, desirements and challenges, Frontiers in Computer Science Vol.5, 2023-
https://www.frontiersin.org/journals/computerscience/articles/10.3389/fcomp.2023.1117848 DOI=10.3389/fcomp.2023.1117848

8 Deshpande, A., & Sharp, H. (2022). Responsible Al systems: Who are the stakeholders? Paper presented at the 227-236.
https://doi.org/10.1145/3514094.3534187



https://www.frontiersin.org/journals/computerscience/articles/10.3389/fcomp.2023.1117848
https://doi.org/10.1145/3514094.3534187

party Al solutions align with their internal security policies®. However, despite
these protective measures, the adoption of Al comes with inherent risks.
Sensitivity leaks are among the top concerns, such as when Al insights
accidentally expose sensitive corporate data or IP. Another major concern is
bias in Al models; enterprises need to ensure fair and non-discriminatory Al-
driven decision-making processes. Then the regulatory uncertainty imposes
difficulties for the companies, the kaleidoscopic modalities of legality come

with other clefts, the agency that needs to answer it'°,

2.2. General Architecture of Al Services and Cloud Infrastructure

The architecture of Al services is deeply interconnected with cloud infrastructure,
enabling organizations to leverage artificial intelligence at scale while ensuring
computational efficiency, data security, and regulatory compliance. Cloud-based Al
models rely on distributed computing frameworks to train, deploy, and operate
machine learning algorithms, which require vast amounts of processing power and
structured data flows. Understanding this architecture is essential for assessing the
implications of AI adoption on enterprise systems, particularly concerning data
handling practices and security risks. This section explores the fundamental
components of cloud-based Al infrastructure, the lifecycle of Al models within cloud
environments, and the security mechanisms implemented to protect Al-driven

applications.

2.2.1. Cloud-Based Al Infrastructure

Cloud-based Al infrastructure consists of a set of interconnected computing resources,

including data centers, virtual machines, APIs, and containerized Al models that

% U.S. Department of Homeland Security, Roles and Responsibilities Framework for Artificial Intelligence in Critical Infrastructure,
In Consultation with The Artificial Intelligence Safety and Security Board, November 14, 2024

19 Lins, S., Pandl, K.D., Teigeler, H. et al. Artificial Intelligence as a Service. Bus Inf Syst Eng 63, 441-456 (2021).
https://doi.org/10.1007/s12599-021-00708-w
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enable businesses to deploy Al-driven applications seamlessly!!. These components
facilitate AI model inference, real-time decision-making, and large-scale automation.
Leading cloud providers such as Microsoft Azure, Amazon Web Services (AWS), and
Google Cloud offer Al-as-a-Service (AlaaS) solutions, allowing enterprises to
integrate pre-trained Al models into their workflows without requiring in-house model
development'?. One of the key differentiators in cloud AT deployment is the choice of
cloud models—public, private, and hybrid cloud infrastructures. Public clouds offer
scalable Al services on multi-tenant, shared platforms that reduce operational costs but

113, In contrast, they are deployed

come with risks to data sovereignty and access contro
in dedicated enterprise environments, providing more granular control over security
policies and regulatory compliance. Interest in the hybrid cloud model among
enterprises is spiking, as organizations can train Al models on private infrastructure
but then use public cloud resources for high-computation tasks. It manages to strike a
balance between efficiency and privacy, especially for sectors that have strict
compliance obligations, such as healthcare and finance'4. A notable trend in real-world
Al deployment has been edge computing, where models are deployed closer to data
sources such as [oT devices, mobile applications, and on-premise servers rather than
exclusively in cloud environments'>. With Edge Al, latency is reduced, real-time
decision-making is improved, and the risks of transmitting data to centralized cloud

servers are minimized. Yet, deploying Al inference at the edge brings new and

different security challenges around data synchronization and model updates.

2.2.2. Al Model Lifecycle in Cloud Services

Inside cloud environments, AI models adopt a structured lifecycle of
development, training, deployment, and continuous optimization. This has been
used to ensure that the Al platform is accurate, efficient, and compliant with the

latest regulatory requirements. ASOM describes the different stages of an Al
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lifecycle, their respective roles, and how they complement each other in
ensuring the reliability of an Al-based service (in particular, when an Al model
is working with sensitive enterprise data). During the model development phase,
training data are selected, algorithms are designed, and hyperparameters are
tuned, usually in high-performance cloud environments that utilize GPUs
(Graphics Processing Units) and TPUs (Tensor Processing Units) to speed up
the training of deep learning models!®. GPUs, originally designed for graphical
rendering, are optimized for parallel processing, making them well-suited for complex
machine learning tasks. TPUs, developed by Google, specialize in tensor operations,
enabling faster and more efficient AI model execution—particularly in TensorFlow-
based applications'”. Nevertheless, despite the cloud-based Al infrastructures
delivering more raw computing power than any individual could ever manage,
they also bring risks related to data ownership, intellectual property rights, and
compliance. Using third-party cloud providers like Microsoft Azure, Google
Cloud, and AWS comes with the question of who is in charge of your training
data and how it is being processed. This problem is especially critical for
regulated industries that are bound by data sovereignty regulations like the
GDPR and the U.S. Cloud Act that mandate stringent data residency, encryption,
and access control'®, Al models are subsequently trained and then enter a stage
of fine-tuning, being adapted to specific business use cases with the help of
domain-specific data. This process is important to increase model accuracy,
reduce bias, and maintain relevance in practical scenarios. This forms a
compelling argument for enterprises deploying any such Al services to adopt
data minimization strategies, limiting data exposure via ensuring only data
datasets required are processed. Doing so minimizes the risks tied to excessive
data collection and inadvertent data sharing'’.

The deployment stage involves putting Al models into production environments
via containerized services like Docker and Kubernetes that improve scalability,
fault tolerance, and resource handling. Many cloud providers use an API-centric

model to deliver their Al models, enabling enterprises to build Al features into
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applications without requiring a complete rework of current infrastructures. But
a key challenge remains in the phenomenon of model drift, where the
performance of Al gets worse over time as patterns in data evolve.
Organizations are turning to MLOps (Machine Learning Operations) pipelines,
which automate the retraining, versioning, and monitoring of models in
production environments, to stave off model drift and maintain the reliability
and accuracy of Al systems?’. As Al models evolve, the necessity of continuous
monitoring, bias mitigation, and compliance assessments becomes more pressing.
Organizations must balance efficiency gains from cloud-based AI models with
stringent security measures that safeguard proprietary data, comply with legal
frameworks, and prevent unauthorized access. By adopting privacy-preserving Al
techniques such as federated learning and differential privacy, enterprises can enhance
Al security while maintaining computational performance?!. The AI model lifecycle
thus represents a delicate equilibrium between innovation, security, and regulatory
adherence, ensuring that Al-powered enterprise solutions remain effective, ethical, and

resilient in dynamic digital environments.

2.2.3. Security Mechanisms in Al Services

As Al adoption increases, robust security mechanisms are critical for protecting Al
models from data breaches, adversarial attacks, and unauthorized access. Al security
strategies focus on three core areas: encryption, authentication, and compliance.
Encryption is the process that converts data into an unreadable format using
cryptographic algorithms, ensuring that only authorized parties with the correct
decryption key can access the original information it is fundamental in securing Al-
driven applications, particularly in cloud environments where sensitive data is stored
and transmitted across multiple systems. End-to-end encryption ensures that Al
queries and responses remain protected, preventing unauthorized access. To address
this challenge, a technology called homomorphic encryption has recently

emerged, enabling Al models to perform over encrypted data without decrypting

20 Andrew, James. (2025). Al Model Lifecycle Management: Strategies for Scalable Deployment and Maintenance.
21 Sangwan RS, Badr Y, Srinivasan SM. Cybersecurity for Al Systems: A Survey. Journal of Cybersecurity and Privacy. 2023,

3(2):166-190. https://doi.org/10.3390/jcp3020010



https://doi.org/10.3390/jcp3020010

it, thus providing security and privacy in cloud-based inference of AI?%
Authentication and access control, security mechanisms that verify a user's identity
and enforce permissions to ensure that only authorized individuals can access, are
essential to restrict unauthorized interactions with Al models. Using role-based
access control (RBAC) and multi-factor authentication (MFA), we can restrict
access to only those users and applications that are authorized to obtain Al-
generated insights. Most cloud Al platforms follow zero-trust security models,
requiring continuous validation of access credentials to mitigate unauthorized
activity. Additionally, audit logging and real-time anomaly detection help
organizations monitor Al interactions and detect potential security threats?’. In terms
of compliance, cloud Al providers need to comply with industry standards like
ISO/TEC 27001 (Information Security Management), SOC 2 (Service
Organization Control), and GDPR compliance. Such frameworks actually set
strict data protection standards for organizations to follow while processing Al-
driven data lawfully and transparently?*. Under GDPR regulations, Al providers
are required to implement privacy-by-design principles, ensuring that Al models
handle data with minimal exposure and maintain accountability for automated
decisions. Despite these security measures, cloud-based Al services are still prone
to adversarial strikes. Yet, there are risks for confidential information with
model inversion attacks which can reconstruct training data from Al-generated
outputs. Another threat comes from data poisoning attacks, where attackers
insert corrupted inputs into Al training datasets, manipulating the Al behavior
in counterproductive and unintended ways?. To combat these threats,
organizations are utilizing differential privacy techniques, which add controlled
noise to the Al training data to protect sensitive information without impacting

the accuracy of the model.
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2.3. Data Flow in Cloud-Based Al: From User Input to Model Processing

The flow of data in cloud-based Al services is a critical aspect that determines the
efficiency, security, and compliance of Al-driven solutions. Al models rely on
structured data pipelines that process user input, refine it for inference, and ensure
secure transmission and storage. These stages introduce various risks, including
unintended data retention, model inversion attacks, and cross-tenant data leakage. This
section examines the lifecycle of data in Al services, highlighting security protocols
and mitigation strategies that organizations employ to ensure compliance and protect

sensitive information.

2.3.1. Stages of Data Flow in Al Services

The lifecycle of data in Al services consists of multiple interconnected phases, from
data collection to post-processing and storage. Each phase presents potential
vulnerabilities that require proactive security measures. The data collection
phase represents the entry point where Al models receive input from users through
various means, including API calls, software-as-a-service (SaaS) platforms, and
enterprise systems. It is in having access to an API endpoint in the cloud that
allows for this interaction, where input data is sent over the wire through
encrypted communication channels like HTTPS and gRPC?®. Without a
properly set measurement plan in place, the data collected may not accurately
reflect the goal information needed to drive a business-influencing decision.
Once collected, data undergoes pre-processing, a crucial step involving data
anonymization, filtering, and transformation. This is a step to ensure that the Al
model does not work on personally identifiable information (PII) directly but
only works on identifiable data. For instance, various techniques like
tokenization, differential privacy, and the use of synthetic data have been widely
used in an effort to secure user privacy while striving to preserve model

accuracy?’. During inference, Al models generate predictions based on processed
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input data. This phase is where cloud-based machine learning systems derive value
from the collected information. Model execution takes place in virtualized cloud
environments, where pre-trained Al models process input data to produce
responses in real time. Inference can, however, lead to specific threats occurring
while using Al, including model inversion attacks in which adversaries attempt
to reverse engineer the input data (based on the outputs generated by the AI)?%,
Once inference is done, post-processing refines, validates, and formats the Al-
generated results for use. Human interventions (e.g., human-in-the-loop
(HITL)) may be used at this step when these classification outputs made by the
Al can be reviewed and corrected to increase accuracy. Also, Al interactions are
typically logged and stored for auditing and compliance purposes. Such logs are
crucial for regulatory compliance, especially for GDPR and ISO/IEC 27001

requirements?’.

2.3.2. Data Transmission in Al Systems

The security of Al data transmission is a key concern, as data moves between clients,
cloud models, and storage environments. Al services employ a range of
communication protocols to ensure secure and efficient data exchange. The most
common channels for data transmission between client devices and Al models
as a service on the cloud are HTTPS (Hypertext Transfer Protocol Secure),
WebSockets, and gRPC. These protocols create encrypted channels which

protect data from unauthorized interception during transfer3’.

Moreover, secure API interactions are crucial to deploying the Al because they
help ensure any data that goes between applications and the Al service is

authenticated and restricted for access.

To protect against risks of data interception, data transit encryption frameworks
like TLS (Transport Layer Security) and end-to-end encryption are largely

adopted. These standards protect Al interactions by keeping transferred data
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unreadable to third parties. Certain AI models additionally exploit
homomorphic encryption, which is a cryptographic method that enables
calculations on encrypted data without needing it to be decrypted, thus

increasing security.

2.3.3. Risks and Mitigation Strategies in Al Data Processing

The processing of data in cloud-based Al services introduces various security risks
that organizations must address to maintain compliance and protect user privacy. One
of the primary concerns is unintended data retention, where Al systems
inadvertently store input data beyond the necessary duration. Given strict data
protection regulations such as GDPR, this is a compliance risk. Cloud Al
reference providers restrict retention, stateless processing of Al queries and
responses beyond the immediate lifecycle’!.

Data minimization is also a strategy employed by organizations, whereby only
the information needed to enhance AI models is retained while all data that is
excess and does not add further value is disposed of. Model inversion attacks,
in which an attacker tries to recreate the original input data from the AI’s
generated output, are another major threat. This attack uses the patterns in the
model predictions to learn sensitive information about the training data. To
protect against model inversion, adversarial training, differential privacy
techniques, and controlled model access can be employed, making it difficult
for outside users to extract significant information from Al models?. A third
and final concern in AI data processing is cross-tenant data leakage, which
appears in shared cloud environments where disparate organizations utilize a
common Al infrastructure. Improperly configured access controls or multi-
tenancy vulnerabilities may lead to unauthorized access of sensitive data for
other clients. Cloud Al providers mitigate this risk using data isolation
technologies like role-based access control (RBAC) and attribute-based access

control (ABAC) that ensure the separation of data between tenants.
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Furthermore, there are containerized Al environments like Kubernetes, allowing
for the execution of an Al model in isolation as a container, preventing cross-

tenant interference3.

2.4. Retrieval-Augmented Generation (RAGQG) as a Privacy-Enhancing
Technology (PET)

As enterprise artificial intelligence systems continue to evolve, balancing data
accessibility and privacy remains a key challenge. Retrieval-Augmented Generation
(RAG) has emerged as a technique for improving the accuracy and relevance of Al-
generated outputs while reducing reliance on sensitive training data. Unlike
conventional language models that rely solely on pre-trained knowledge, RAG
dynamically retrieves relevant documents or structured data from external sources to
generate responses grounded in verifiable information. This method is particularly
beneficial in environments requiring factual accuracy and up-to-date information, as it
allows Al to reference external knowledge bases rather than depending entirely on
memorized data. The adoption of RAG is increasingly recognized as a privacy-
enhancing strategy since it reduces the need for long-term data retention, minimizing
risks associated with model memorization and data leakage**. However, while RAG
strengthens data control, it also introduces privacy risks related to retrieval security,

information exposure, and vulnerabilities in third-party data repositories?>.

2.4.1. Introduction to Retrieval-Augmented Generation (RAQG)

RAG is a hybrid AI architecture that combines retrieval-based information
sources with generative Al models to create more accurate and contextually
grounded responses. Unlike traditional models, which derive their content

generation purely from pre-trained parameters, RAG proactively retrieves
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externally relevant datasets for its functioning, allowing it to adapt to the nature
of real-time knowledge extraction. This methodology notably enhances factual
accuracy and reduces the likelihood of Al hallucinations, a phenomenon where
models generate plausible but inaccurate content. With a retrieval step, RAG
makes sure that the responses are grounded by real and reliable sources and
prevents speculative outputs, making the Al-generated text more auditable and
explainable’®. Also, the retrieval mechanism enables Al systems to better cope
with new knowledge sources in enterprises, as knowledge source retraining can
be done without a full retraining process, making an enterprise system more

efficient in operations and response.

2.4.2. Privacy Benefits of RAG

RAG has a major privacy advantage where it does not require sensitive user data
to be embedded within model weights. Large-scale traditional AI (especially
deep learning) models naturally learn from extensive amounts of training data,
increasing the probability that sensitive, proprietary, or insider information may
be leaked in their outputs. This approach contrasts with RAG, which retrieves
relevant data at generation, eliminating sensitive inputs persisting in sources
from which adversaries can extract data via attacks?’. Furthermore, because
RAG pulls in information only when necessary, it suits the vacated requirement
for information minimization showcased in several privacy regulations,
including the GDPR. Such a design preserves the interaction of users with the
model from being part of a continuous learning chain of the model, preventing
the model from memorizing any user-inputted information (personal or
corporate)®®. A second privacy advantage of RAG is to provide transparency for
Al-generated responses. Unlike traditional generative models, which function

as a black box system, the RAG service gives users the ability to trace what it
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produces back to the sources of information that were included in its results,
providing greater interpretability and explainability in Al-driven decision-
making. This capability is especially beneficial in regulated sectors like finance,
healthcare, and legal services, where organizations need to prove compliance
with data protection regulations and be responsible for the insights generated by
AT*. This allows enterprises to have a lot more control over the data
provenance, generating content only if their generative Al systems are drawing

from pre-approved knowledge bases with retrieval mechanisms.

2.4.3. Challenges and Risks of RAG

While RAG has privacy-enhancing qualities, it also poses security concerns,
especially about the reliability of the retrieval sources. Because RAG models
draw on knowledge repositories, the quality and neutrality of these sources
affect the integrity of generated outputs. When the retrieval corpus is plagued
with misinformation or biases, the Al might propagate incorrect or biased
outputs without intention, presenting ethical challenges related to fairness and
accuracy?. Maintaining curation, openness, and adherence to organization
policies for retrieval sources is still a major challenge in deploying RAG-based
Al systems. Another restriction of RAG Rise is latency and calculation
overhead. However, the retrieval step adds extra computation time and
consequently increases Al inference time compared to fully pre-trained
versions. For example, in real-time applications, such as automated financial
trading or security monitoring, delays in Al response time can have an effect on
decision-making effectiveness.

RAG generating organizations must therefore find a balance between the
advantages of retrieval-based augmentation and the need for rapid, scalable
operations of the AI*!. RAG also poses security risks when it retrieves data from

third-party sources. For Al systems whose processes pull from external
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repositories, sensitive queries used in the enterprise could be seen by untrusted
data providers, posing information leakage risks. Evidence exists that attackers
reach to know if asked content in a retrieval database*?. To address these risks,
enterprises should enact robust access controls and ensure retrieval sources are

secure and authorized for use in Al-driven workflows.

2.4.4. Use Cases of RAG in Enterprise Al

RAG is widely used in enterprise applications where factual accuracy, privacy, and
transparency are essential. Al service providers such as Microsoft Azure OpenAl
Service, Google Cloud Al, and Amazon AWS Al implement RAG to enable real-time
knowledge retrieval across corporate databases without embedding sensitive data into
model training. This approach is particularly valuable in customer service automation,
where Al chatbots dynamically access company knowledge bases to provide accurate,
up-to-date responses while minimizing the risk of Al hallucinations®*. Within legal
and compliance research, RAG-based Al tools retrieve relevant laws, policies,
and case law, tailoring the output of Al according to existing regulatory
standards. This reduces dependency on old training data and enhances the
verifiability of Al-generated legal summaries. Likewise, in enterprise Al
copilots, researchers use RAG to improve document search, workflow
automation, and knowledge management by extracting critical insights from
structured and unstructured internal data sources. This enables workers to
quickly summarize reports and distill important information, all while
maintaining proprietary business content within enterprise security
boundaries*. With the rise of RAG, security issues in retrieval are popping up
for Al providers who must ensure that any enterprise Al applications are
operating under the same constraints of access controls and governance
frameworks. RAG enables a privacy-preserving approach to enterprise Al,
allowing organizations to reference the most up-to-date knowledge without

needing to store sensitive business data in model weights. However, the
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implementation of it has to be controlled very well to ensure that no
unauthorized data will be exposed and the corporate security policies will be

followed.

2.5. Contractual and Regulatory Framework Governing Al Data

Interactions

The deployment of AI technologies in enterprise environments necessitates a
comprehensive regulatory and contractual framework to ensure compliance with data
protection laws, ethical Al principles, and evolving governance standards. Microsoft
365 Copilot operates within a legal landscape shaped by the EU AI Act, GDPR, and
various global Al governance guidelines, which impose obligations on Al providers
regarding transparency, risk management, and data protection. This section explores
the legal instruments that regulate Al-driven data processing, focusing on the
contractual agreements between Microsoft and enterprise clients, regulatory

compliance challenges, and the broader implications for Al governance.

2.5.1. Overview of Al Governance Frameworks

The rapid advancement of Al has necessitated the development of robust governance
frameworks to ensure its ethical and secure deployment. Central to these efforts are
the European Union's Artificial Intelligence Act (Al Act), the General Data Protection
Regulation (GDPR), and various global AI ethics guidelines. The Al Act seeks to
establish harmonized rules for Al within the European Union, aiming to ensure that
Al systems are safe and respect existing laws on fundamental rights and Union values.
It introduces a risk-based classification system, categorizing Al applications based on
their potential impact. Prohibited practices include Al systems that deploy subliminal
techniques beyond a person's consciousness to materially distort behavior in a manner
that causes or is likely to cause physical or psychological harm. High-risk Al systems,
such as those used in critical infrastructure, education, or employment, are subject to
strict obligations before they can be placed on the market. These obligations
encompass rigorous risk assessments, data governance measures, and human oversight

mechanisms. The Act also emphasizes transparency, mandating that users be informed



when they are interacting with an Al system, unless this is obvious from the
circumstances and the context of use®. By setting these standards, the AI Act aims to
foster public trust and acceptance of Al technologies. The GDPR, effective since May
2018, serves as a cornerstone for data protection within the EU. It stipulates that
personal data must be processed lawfully, fairly, and in a transparent manner in
relation to the data subject. Individuals are granted rights such as access to their data,
rectification of inaccuracies, and the erasure of data under certain conditions. For Al
systems that process personal data, compliance with GDPR is imperative. This
includes ensuring data minimization, purpose limitation, and obtaining explicit
consent when required. The regulation also addresses automated decision-making,
granting individuals the right not to be subject to decisions based solely on automated
processing, including profiling, which produces legal effects concerning them or
similarly significantly affects them*®. Thus, the GDPR plays a pivotal role in
safeguarding individual privacy in the realm of Al. Beyond legislative measures,
ethical guidelines provide a foundational framework for the responsible development
and deployment of Al. The EU's Ethics Guidelines for Trustworthy Al, formulated by
the High-Level Expert Group on Al, assert that trustworthy Al should be lawful,
ethical, and robust. The guidelines delineate seven key requirements: (1) Human
agency and oversight: Al systems should empower human beings, allowing them to
make informed decisions and fostering their fundamental rights. (2) Technical
robustness and safety: Al systems need to be resilient and secure, ensuring a fallback
plan in case something goes wrong. (3) Privacy and data governance: Full respect for
privacy and data protection must be ensured, along with adequate data governance
mechanisms. (4) Transparency: The data, system, and Al business models should be
transparent, with traceability mechanisms and explainability of Al decisions. (5)
Diversity, non-discrimination, and fairness: Unfair bias must be avoided, ensuring
accessibility to all and involving relevant stakeholders throughout the Al system's

lifecycle. (6) Societal and environmental well-being: Al systems should benefit all
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human beings, including future generations, and be sustainable and environmentally
friendly. (7) Accountability: Mechanisms should be in place to ensure responsibility
and accountability for Al systems and their outcomes*’. These guidelines serve as a
compass for developers and users alike, promoting Al that aligns with societal values
and ethical principles. In summary, the confluence of the Al Act, GDPR, and global
ethical guidelines establishes a comprehensive governance framework. This
framework seeks to balance innovation with fundamental rights, ensuring that Al
technologies are developed and utilized in a manner that is both responsible and

aligned with societal values.

2.5.2. Compliance Challenges in Al Data Processing

The intersection of Al technologies with existing data protection laws presents several
challenges. Ambiguities arise due to the dynamic nature of Al, where traditional data
processing definitions may not adequately cover Al's capabilities, leading to potential
compliance gaps. The GDPR, for instance, was enacted before the widespread
adoption of Al, resulting in interpretative uncertainties regarding automated decision-
making and profiling®8. Although laws such as the EU AI Act and GDPR are
designed to protect individual rights and promote ethical Al use, they can also
stifle innovation. The challenge is that strict compliance requirements can slow
the development of artificial intelligence, forcing a painful cost-benefit analysis
between innovation and regulation (Article 42, Artificial Intelligence Act). The
Al Act imposes strict conditions to be met for these high-risk Al systems,
including a burden for enterprises to collect and provide adequate test data to
assess conformity*. Enterprises need to adopt strong data governance
frameworks, regularly conduct compliance audits, and continuously educate

stakeholders to deal with these challenges. Moreover, it is imperative that data
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quality and integrity are high, as expressed in the Ethics Guidelines for
Trustworthy AI’°, Routine evaluations can help uncover possible weaknesses
and ensure that Al systems comply with new legal benchmarks. Providers of
high-risk Al systems must have post-market monitoring systems in place to
ensure ongoing compliance®. Communicating regulatory changes and their
impact allows for informed compliance and responsible use of Al tools by all
parties involved. Ensure participation and pluralism: during the entire lifecycle
of any AI system, stakeholders should be involved in their design and
implementation to take in different perspectives?. By tackling these outliers
proactively, organizations can still leverage the gains afforded by Al innovation
while balancing the need to be compliant with the regulators, thereby aligning

responsible and lawful AT use.
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Chapter 2: Analyzing the first research question — Does
Microsoft, as the provider of Copilot, indirectly transfer

user data to OpenAl?

3.1. The Architecture of Microsoft 365 Copilot and OpenAlI’s Role

The integration of advanced artificial intelligence technologies within enterprise
applications represents a significant evolution in workplace productivity.
Understanding the architecture of Microsoft 365 Copilot requires examining the
longstanding partnership between Microsoft and OpenAl, which began with
Microsoft’s substantial $1 billion investment in OpenAl in 20193, aimed at supporting
OpenAl’s Al research and securing exclusive cloud hosting rights for OpenAl’s
models on Azure. This partnership allowed for rapid innovation, as Microsoft received
exclusive access to cutting-edge Al technology, including OpenAl’s GPT models.
Microsoft 365 Copilot lies at the heart of this evolution after integrating
OpenAl’s GPT-4 Large Language Model (LLM) into Microsoft’s ecosystem to
create an environment that is much more pro-user in terms of productivity and
speed operations>*. A thorough understanding of this architecture is essential to
assess whether, and under what conditions, indirect data transfers could occur
between Microsoft and OpenAl, particularly within the stringent frameworks of

GDPR and the AI Act.

3.1.1. Technical Integration of Copilot and OpenAl

Microsoft 365 Copilot is integrated into the Microsoft 365 ecosystem through Azure
OpenAl Service, a dedicated infrastructure that ensures adherence to enterprise-grade
security and compliance standards. OpenAl is the company bringing the sophisticated
generative Al capabilities via its GPT-4 model and Microsoft partners with the

company to build those into an enterprise use model. Microsoft Graph serves as the

33 Microsoft. (2019, July 22). Microsoft invests in and partners with OpenAl to support us building beneficial
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central store, aggregating organizational data- such as emails, documents,
meetings and communication- to provide context for Al interactions and
responses’®. Copilot is completely separate from OpenAl's public models, like
ChatGPT, because it is deployed behind Azure OpenAl Service, configured for
enterprise environments. This approach ensures compliance with strict enterprise data
governance policies and regulatory requirements, especially GDPR and the AI Act™.
At the core of Copilot’s integration in this workflow is the application of Microsoft
Graph to get and enhance user queries to form a grounded prompt. This grounded
prompt is then processed by GPT-4 within the Azure OpenAl Service infrastructure,
following strict data security and governance practices®’. Microsoft documentation
highlights that no data gets shared outside of Microsoft nor gets used for training
models, which reinforces strong commitments to data containment and privacy>®.
While the clear boundaries above exist, we arrive at another consideration on how
inferences are handled and data might either in-directly pass through an
inference processing pipe-line: While Microsoft does say unequivocally that
OpenAl does not have access to enterprise data, a detailed examination of the
architecture and details of how data moves through Copilot would be required
to confirm that there are no potential avenues where the data could be exposed,
even if only when a model is being inferred. It’s important to stress that
Microsoft is the Data Controller, accountable for compliance obligations under
the GDPR and AI Act, to handling securely, protecting and enabling compliance
for all data processed in Copilot. Microsoft has responsibility for the entirety
of enterprise data processing including security and compliance, and

transparency responsibilities about Al-driven interactions™’.

35 Microsoft. (2024, March 6). Azure OpenAl Service powers the Microsoft Copilot ecosystem. Microsoft Azure

Blog. https://azure.microsoft.com/en-us/blog/azure-openai-service-powers-the-microsoft-copilot-
ecosystem/#:~:text=Microsoft%20originally%20introduced%20the%20concept. Edge%2C%20Microsoft%20365%2C%20and%20W
indows

36 Microsoft. (2025, January 15). Data, privacy, and security for Microsoft 365 Copilot. Microsoft

Learn. https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy

7 Microsoft. (2025, March 6). Semantic indexing for Microsoft 365 Copilot. Microsoft Learn. https://learn.microsoft.com/en-
us/microsoftsearch/semantic-index-for-copilot

38 Microsoft. (2025, January 15). Data, privacy, and security for Microsoft 365 Copilot. Microsoft

Learn. https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy

3 OpenAl. (n.d.). Data processing addendum. OpenAl. Retrieved March 8, 2025, from https://openai.com/policies/data-processing-
addendum/



https://azure.microsoft.com/en-us/blog/azure-openai-service-powers-the-microsoft-copilot-ecosystem/#:~:text=Microsoft%20originally%20introduced%20the%20concept,Edge%2C%20Microsoft%20365%2C%20and%20Windows
https://azure.microsoft.com/en-us/blog/azure-openai-service-powers-the-microsoft-copilot-ecosystem/#:~:text=Microsoft%20originally%20introduced%20the%20concept,Edge%2C%20Microsoft%20365%2C%20and%20Windows
https://azure.microsoft.com/en-us/blog/azure-openai-service-powers-the-microsoft-copilot-ecosystem/#:~:text=Microsoft%20originally%20introduced%20the%20concept,Edge%2C%20Microsoft%20365%2C%20and%20Windows
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy
https://learn.microsoft.com/en-us/microsoftsearch/semantic-index-for-copilot
https://learn.microsoft.com/en-us/microsoftsearch/semantic-index-for-copilot
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy
https://openai.com/policies/data-processing-addendum/
https://openai.com/policies/data-processing-addendum/

3.1.2. Data Flow in Copilot’s Al Processing

The processing of user queries in Microsoft 365 Copilot involves several clearly
defined steps, beginning when a user initiates a query or task in a Microsoft 365
application. First, Copilot accesses the Microsoft Graph for the exact enterprise data
the user requested, by using advanced semantic indexing methods to ensure the
accuracy and relevance of the retrieved data®. The returned set of enterprise data is
merged with the user's prompt to provide a grounded prompt with added context data
which is then sent to the AI model for processing. Once the data is retrieved and
grounded, the enriched prompt is sent to the Azure OpenAl Service. Microsoft
explains that this inference are run inside the Azure Security environment by secure
zero-retention policies meaning that neither the prompts nor the generated outputs are
retained beyond the immediate processing session®!. So once the GPT-4 model comes
up with the response, that goes back to Copilot, and then there’s some processing that
has to happen for it to be actually delivered in a compliant, contextual way back to the
user. However, despite clear statements in official documentation regarding data
containment, there remains a potential point of ambiguity related to whether and how
OpenAl’s proprietary models indirectly interact with enterprise data during this
inference phase. With the intricate relationships between Microsoft’s own
infrastructure and OpenAl’s generative capabilities, some specific questions regarding
where transient data might be exposed come into play, especially in light of regulatory
scrutiny under the GDPR and the AT Act®?. Comprehending these subtleties is essential
for evaluating if Microsoft's safeguards are sufficient to completely eradicate all
possible indirect interaction of data with OpenAl, or if there still exist oblique points

of contention in this integration.
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3.2. Microsoft Azure OpenAl Service, Retrieval-Augmented Generation

(RAG), and Enterprise Data Processing

This section examines how Microsoft Azure OpenAl Service facilitates enterprise Al
deployment, focusing on data handling, retrieval-augmented generation (RAG), and
transient data exposure during inference. It explores how enterprise data is processed
within Copilot, the security measures in place, and the potential risks associated with

real-time Al interactions.

3.2.1. Microsoft Azure OpenAl Service and Enterprise Data Handling

The Azure OpenAl Service is designed to enable secure integration of OpenAl’s
models into business environments with its hosting on Microsoft infrastructure. By
running those models only on Azure, Microsoft makes it possible to keep enterprises
safe from interaction with OpenAl’s public Al services. The service runs in a logically
isolated environment and enforces role-based access control, data encryption, and
jurisdictional data boundaries to allow global compliance with data protection laws.
Make sure that you're processing data only in regions that correspond to regions that
satisfy regulatory cross-border data flow requirements, such as GDPR, using Azure
OpenAl Data Zones®. One of the core attributes of the Azure OpenAl Service is the
zero retention, meaning that a user’s prompts, Al generated answers, and embeddings
will not be remembered once that immediate inference session ends. This ensures that
prompts, responses generated by the Al model, and embeddings themselves are not
retained beyond the duration of the inference session, greatly reducing the potential of
any data persistence, access, or misuse for Al model refinement®*. Nonetheless, with
real-time Al ideation adding layers of complication, the question stands how exposure
of data in temporary creation of inference should be vehemently interpretable against
known compliance postures. Although Microsoft upholds tight governance over the
flow of data into and interaction with models, it is not necessarily clear to what extend

these leave the company exposed to the risks of short-lived or ephemeral copies of
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data®. Microsoft, as the Data Controller under GDPR, holds the primary responsibility
for ensuring that enterprise data remains contained within its infrastructure. This role
includes enforcing compliance policies that govern data residency, security
configurations, and enterprise-specific processing controls. The need for continuous
oversight is particularly relevant in scenarios where Al models interact with structured
enterprise queries, requiring careful evaluation of the extent to which Microsoft’s

governance measures mitigate risks of data exposure during processing®.

3.2.2. Retrieval-Augmented Generation (RAG) in Microsoft 365 Copilot

Retrieval-Augmented Generation (RAG) is a key mechanism in Microsoft 365 Copilot
that enhances Al-generated responses by dynamically retrieving enterprise-specific
information from Microsoft Graph. This allows Copilot to ground its answers in the
knowledge of an organization, so that the Al outputs can be based on current,
contextually relevant information rather than just relying on model knowledge that is
static. RAG is especially beneficial in enterprise setups where Al workflows are
required to adapt with new datasets and internal knowledge sources®’. Some of the
main advantages of RAG include less memorization of Al model and lower exposure
to accidental data retention and leakage. By dynamically retrieving enterprise data
instead of embedding it into the model, Copilot can generate task-specific responses
without storing sensitive information®®. Not only does this approach lead to more
accurate Al, but it is also more aligned with data governance best practices that inform
control over how information is retrieved and used. Users could benefit from being
served real-time data, but it comes at the trade-off of exposing volatile data. Though
Copilot operates within the secure Azure OpenAl Service provided by Microsoft, the
interaction of enterprise data retrieved within Copilot and OpenAl’s models during

inference has raised questions. Microsoft uses heavy guardrails on data flow and model
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interaction in order to ensure that enterprise queries remain in its systems®. But this
needs a deeper analysis to check whether they lead to layers of vast complexity in Al
enterprise applications, if instantaneous data retrieval and augmentation make way for
it’%.  To mitigate these concerns, Microsoft has implemented security policies
regulating RAG’s access to corporate data sources including query isolation,
encryption, and enterprise access controls. As organizations continue to adopt Al-
driven productivity tools, maintaining transparency in retrieval processes and ensuring
clear governance over data augmentation mechanisms remains an important factor in

mitigating potential risks’".

3.2.3. Risks and Compliance Challenges in Enterprise Al Data Processing

The integration of OpenAl’s generative models into Microsoft 365 Copilot introduces
compliance challenges that require ongoing evaluation. While Microsoft has applied
stringent governance controls that manage enterprise Al interactions, real-time
inference processing begs the question of how much scope and applicability current
data protection law has’>. Ensuring that Al-driven workflows align with enterprise
security policies is critical, particularly when considering the implications of Al-
assisted decision-making in business environments. To reduce the surface of attack
from the inference of an AI model, Microsoft adopts methodologies, such as logical
isolation, access control, and encryption to Azure OpenAl Service. However, in light
of retrieval-based Al interactions gaining popularity, there are ongoing discussions on
the importance of short-lived Al interactions in the context of formal data processing
episodes’. With Microsoft’s zero-retention policy for Copilot interactions,

organizations need to evaluate whether such security claims meet their enterprise data
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governance and compliance requirements’®. A related issue is how enterprise-specific
interactions with Copilot could taint model outputs over time. While Microsoft
maintains that Copilot customers’ data is not used for model training, it remains
unclear how structured inputs are interacting with OpenAI’s models during inference,
given ongoing Al response refinement in the enterprise context. While Microsoft’s
security framework is designed to restrict external data access, further clarity is needed
to ensure that enterprise Al workflows maintain a clear distinction between inference-
based interactions and long-term model adaptation”. To help address these threats,
Microsoft has bolstered its enterprise Al governance approach with contractual
protections, access controls, and enterprise-class compliance monitoring. However, as
LLM technology and regulatory guidelines evolve, organizations must continue
validating that their use of Microsoft 365 Copilot meets shifting legal and practical Al

data processing expectations’s.

3.3. Transparency in Microsoft’s Documentation and Compliance with

GDPR Articles 12 to 15 and the AI Act

In this section, we look at Microsoft’s transparency measures and regulatory
compliance obligations relating to Copilot’s Al processing. It investigates if
Microsoft’s disclosures are compliant with GDPR’s transparency requirements,
considers how Copilot would be classified under the Al Act, and assesses the
effectiveness of Microsoft’s Al governance strategies. While Microsoft asserts
compliance with data protection principles, regulatory analyses reveal gaps in data
processing disclosures, explainability, and oversight mechanisms, raising questions

about whether Copilot’s Al inference processes align with evolving legal frameworks.
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3.3.1. Transparency and Al Governance Under GDPR

The GDPR mandates that organizations provide data subjects with clear and
comprehensive explanations of how their personal data is processed, particularly under
Articles 12 to 15, which establish the right to be informed, access, rectify, and restrict
personal data processing. Microsoft states that Copilot does not store enterprise data
beyond its immediate processing session and does not use customer data for model
training, emphasizing that all interactions occur within Azure’s secure infrastructure”’.
Nonetheless, the Data Protection Impact Assessment (DPIA) of Microsoft 365
Copilot raises questions in relation to Microsoft’s disclosures, namely in relation to
Required Service Data, which also includes metadata collected within the context of
operations to monitor system performance. The DPIA shows that Microsoft does not
provide a disaggregated view over what kind of metadata it collects, for which
purpose, and for how long it stores it; that there is a difficulty for an enterprise to
understand whether tracking of telemetry data is GDPR-compliant concerning
requirements of purpose limitation and data minimization”®. Another concern is
whether momentary inference processing by OpenAl models constitutes a regulated
data transfer under GDPR. Although Microsoft maintains that Copilot’s Al interactions
stay within the enterprise environment, it does not directly address whether transitive
inference by OpenAl’s models amounts to data processing subject to supplemental
regulatory safeguards’. Additionally, Microsoft’s Data Processing Agreement (DPA)
lists Copilot as a data processor, so compliance risk does land on enterprise customers’
shoulders. However, the DPA does not provide a clear description of the part that
OpenAl plays in the inference process, and therefore it is difficult for both companies
to draw any conclusions about whether the Generative Al outputs of Copilot are
consistent with the GDPR transparency and accountability principles®’. To enhance
compliance, Microsoft needs to establish what episodic inference processing is for its
systems; make telemetry data retention more transparent; and allow enterprise users to

have greater granular control over Al-generated outputs.
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3.3.2. Al Act Compliance and High-Risk Al Classification

The EU Al Act introduces a risk-based regulatory approach, imposing the most
stringent obligations on high-risk Al systems, which are those that significantly impact
fundamental rights, safety, and societal interests®!. While Microsoft 365 Copilot is not
designated as a high-risk Al system per se, its capabilities to generate content, handle
corporate data, and support enterprise decision-making also introduce new concerns
around transparency, explainability, and human oversight®?. According to the AI Act,
high-risk Al systems should make intelligible documentation available that describes
the functioning of the AI models and the flow of data through the enterprise so that
users can trust in the results generated by Al systems and can adjust and intervene
where necessary. Microsoft has implemented traceability solutions like audit trails and
sensitivity labels to increase the accountability around Copilot’s outputs®?,
Nonetheless, ongoing assessments by regulators highlight that Copilot’s
documentation fails to adequately clarify the way in which responses to enterprise
queries are formatted through OpenAl’s models, leaving OpenAl inference
mechanisms uncertain regarding if future outputs are impacted at all from an
immediate processing session®*. The The Al Act also specifies that high-risk Al
systems must introduce safety measures that ensure human oversight to address the
risk of automation bias. More Microsoft describes Copilot as optimized for human-
in-the-system behaviors where an Al-generated suggestion needs to be reviewed and
refined before it is applied®. However the DPIA of Microsoft 365 Copilot notes that
enterprise users are not given sufficient guidance on how they can raise queries or
override Al, leading to speculation over whether Copilot meets the explainability and
risk mitigation requirements of the AT Act®®. Another important requirement of the Al

Act is transparency in Al-driven decision-making. Microsoft has Transparency Notes
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and governance tools, but their docs do not provide enough details about how Copilot
fetches, processes, and integrates enterprise-specific data in its Al-generated
responses?’. If Copilot fails to meet the Al Act’s transparency principles, this could
lead to risks of opacity in Al-generated decision-making, making it difficult for
organizations to verify whether Al-generated outputs align with their corporate
governance and regulatory compliance policies. To address these concerns, Microsoft
should enhance its Al transparency measures by providing greater clarity on inference
mechanisms, user control options, and OpenAl’s involvement in enterprise Al

processing.

3.3.3. Evaluating Microsoft’s Al Governance Strategies

Microsoft's Al governance framework is built on transparency, compliance and risk
management, and is consistent with the requirements of GDPR and Al Act. The
company has undertaken various transparency initiatives, including Privacy
Statements, Data Processing Agreements (DPAs), and Transparency Notes, in order to
offer enterprise users insights into how their data is processed by Copilot, how Al
inference is involved and how users can participate in control in the product®.
However, a comparison of Microsoft’s governance practices and regulatory
expectations reveals major disparities in disclosure, user explanability, and the
oversight of AI. Where GDPR mandates clear explanations of how personal data is
processed by organizations, the Al Act broadens these to include Al decision-making
logic and to address potential risk. Microsoft claims that Copilot operates on
enterprise data in a controlled environment, and that it does not use any customer data
to train OpenAI’s underlying models®’; however, the DPIA on Microsoft 365 Copilot
reveals that Microsoft’s documentation lacks detailed disclosures on telemetry data,

OpenAT’s role in inference processing, and the traceability of Al-generated outputs®.

87 Microsoft. (2024). Data, privacy, and security for Azure OpenAl Service. Retrieved from https://learn.microsoft.com/en-
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The AI Act further requires that providers of the Al allow users interrogate and
challenge Al generated content, but the Copilot documentation guidance is also found
to be inadequate on detailing how organizations can intervene in Al decision-making
or, guard against automation bias®'. In addition, Microsoft’s approach to Al
governance is also largely geared towards internal compliance rather than helping
companies with external tools to track the transparency of Al inference. To bridge this
gap, Microsoft should improve its Al documentation, including making more granular
disclosures about the inference capabilities of Copilot, be more transparent about the
OpenAl partnership and provide more control to enterprise customers over the Al-
generated content. While Microsoft has made significant progress in AI compliance,
continuous refinements are necessary to ensure that Copilot aligns with evolving
transparency, accountability, and risk mitigation expectations under GDPR and the Al
Act, while avoiding concerns related to real-time Al inference or model training, which

will be examined in later sections.

3.4. Possible Temporary Exposure of Data to OpenAl: Legal Interpretation
of Real-Time Processing Without Retention and Comparison with Case

Law on Instantaneous Data Analysis

The increasing adoption of Al-driven enterprise tools such as Microsoft 365 Copilot
introduces new challenges in data protection and regulatory compliance, particularly
regarding real-time data processing and Retrieval-Augmented Generation (RAG).
While Microsoft has implemented zero-retention policies and security measures, the
temporary nature of Al inference raises concerns about momentary exposure of
enterprise data during processing. GDPR’s broad definition of data processing means
that even transient interactions with personal data require compliance, necessitating
clear regulatory guidance and oversight. This section examines the risks, legal
precedents, and regulatory gaps associated with temporary data access in Al inference,

focusing on how RAG impacts data protection obligations.

1 Microsoft. (2024). GDPR & Generative Al: A Guide for the Public Sector. Retrieved from Microsoft documentation



3.4.1. Understanding the Risk of Instantaneous Data Exposure

The use of real-time Al inference in Microsoft 365 Copilot, particularly through
Retrieval-Augmented Generation (RAG), raises concerns about momentary data
exposure during processing. RAG improves Al generated answers by dynamically
fetching organizational relevant context from Microsoft Graph, anchoring the
responses in organizational knowledge rather than just being based on pre-trained
model's memory®2. This decreases the risk of AI memorization, but it introduces
another potential attack vector, since data pulled from enterprise sources will need to
be temporarily held as it is processed to churn out a reply. GDPR defines processing
broadly, covering retrieval, consultation, and use of personal data, regardless of storage
duration®®. This means that Al inference via RAG, even if ephemeral, falls within
GDPR’s regulatory scope. The UK Information Commissioner’s Office (ICO) has
reinforced that even transient access to personal data constitutes processing,
necessitating a lawful basis and compliance with transparency obligations®*. Microsoft
asserts that Azure OpenAl Service is stateless, ensuring that no prompts, enterprise
data, or generated outputs are retained beyond the immediate processing session®.
Also, because Copilot is built on RAG-based retrieval, enterprise data isn’t injected
into the Al model but is queried only on-the-fly, for each question. Nevertheless, even
with these guarantees, brief access to enterprise data at inference is not risk-free. Even
though RAG eliminates data retention risks associated with long-term storage, it still
requires data to be loaded into system memory (RAM/GPU memory) during
inference®®. Even though the AI model itself does not store this data, the underlying
cloud infrastructure supporting Copilot’s inference process may temporarily cache
data, generate logs, or perform real-time filtering for security and abuse detection®’.
For organizations using Copilot and Azure OpenAl Service, this means that even

ephemeral RAG-based interactions should be treated as GDPR-regulated processing.

92 Microsoft. (n.d.). Retrieval Augmented Generation (RAG) in Azure Al Search. Retrieved from https://learn.microsoft.com/en-
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Enterprises must assess the full data flow involved in retrieval, inference, and response
generation, ensuring that contractual safeguards are in place and users are transparently
informed about how Al-driven retrieval affects their data privacy. While zero-retention
policies, encryption protocols, and strict access controls mitigate risks, the transient

exposure of enterprise data via RAG retrieval still requires regulatory scrutiny.

3.4.2. Legal Precedents on Real-Time Data Processing Without Retention

Legal precedent confirms that even short-lived interactions with personal data qualify
as processing under GDPR. A key case illustrating this is the Milan Central Station
biometric advertising case (Provvedimento n. 551 del 21 dicembre 2017), in which the
Italian Data Protection Authority (Garante per la protezione dei dati personali) ruled
that an advertising system performing real-time facial analysis constituted personal
data processing, despite no images being retained beyond a fraction of a second®®. The
Milan advertising system used built-in cameras and facial detection software to
estimate demographic attributes such as age and gender, adjusting displayed
advertisements accordingly. The video stream has been processed in real-time and
every frame has been erased, so no sequence has been memorized or stored; but the
Garante held that this did in fact amount to processing of personal data, since the
system processed biometric details, albeit for a fraction of time. The DPA stipulated
that visible public notices should be used, that immediate frame deletion should be
applied and processing should be limited to non-identifying features®. This ruling
applies to Copilot’s RAG-based retrieval, where enterprise data is dynamically
retrieved, processed in real-time, and discarded after response generation. While
Copilot does not store or transmit identifiable user data, its retrieval, contextualization,
and inference process still constitutes GDPR-regulated activity!?’. This reading is
confirmed by additional legal decisions, that even momentary access to personal data
is considered processing. A fine by the Swedish Data Protection Authority against the
use of live facial recognition by a school for school attendance management, even if

no image of students was recorded, shows that processing is not in the clear when it’s

%8 Garante per la Protezione dei Dati Personali. (2017). Provvedimento n. 551 del 21 dicembre 2017.([Source: Italian DPA]).

% ibidem
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transient!?!. These precedents confirm that even RAG-enhanced real-time Al inference
must be treated as GDPR-regulated processing. While Microsoft enforces zero-
retention policies and encryption, the retrieval process itself, particularly how long
enterprise data remains in active memory before being discarded, warrants closer
scrutiny. Organizations must assess whether Copilot’s retrieval and inference process

aligns with GDPR principles of transparency, necessity, and proportionality.

3.4.3. Regulatory Gaps in Defining Al Model Inference Risks

GDPR does not explicitly define how transient Al processing should be regulated, as
the regulation was drafted before widespread enterprise Al adoption. While GDPR
applies broadly to personal data processing, including real-time inference, regulators
have only recently begun clarifying how these rules apply to momentary Al
interactions that do not involve persistent storage'%?. According to the European Data
Protection Board (EDPB) 2024 Opinion on Al and Data Protection, Al models cannot
be assumed to be automatically anonymous just because they do not store data. Where
there is a risk that personal data may be re-identified from the Al model outputs, the
GDPR is triggered!?. This directly affects Al such as Copilot’s RAG-based retrieval,
which temporarily processes enterprise data to improve response accuracy, even
though the content is not logged. To address these risks, Al governance frameworks
must evolve to regulate momentary Al interactions, particularly in cloud-based
enterprise tools. The CNIL has proposed new privacy-by-design approaches'**

2

advocating for:

o Greater transparency on Al training data sources, ensuring users are informed of
potential data exposure risks.
e Privacy-enhancing techniques (PETs) such as output filtering, differential privacy, and

secure multiparty computation to reduce risks during Al inference.
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e Mandatory Data Protection Impact Assessments (DPIAs) for Al deployments to assess

transient data exposure risks before implementation.

However, the EU Al Act does not go far enough in addressing transient inference
risks, and GDPR remains the principal applicable law for Al-based enterprise software
applications'?. Responsible Al governance by Microsoft, such as the use of retrieval
mechanisms based on RAG, access controls, and encryption methods, help reduce
some of the risk, but enterprises need to be vigilant in staying compliant with
contractual safeguards, transparency policies, and keeping an eye on the regulatory
landscape. As Al inference models continue to advance, organizations need to remain
vigilant in monitoring new regulatory clarifications all while implementing privacy-

by-design protections in enterprise Al deployment.

3.5. OpenAl’s Model Training and the Potential Indirect Use of Enterprise
Data

As artificial intelligence systems become increasingly integrated into enterprise
environments, concerns arise over how user interactions may influence the
development of foundational models. And while Microsoft has put in place measures
to prevent Copilot data being used to train OpenAl’s own models, it remains unclear
whether indirect learning effects could still take place. In particular, retrieval-
augmented generation (RAG) presents issues of being able to infer what data was
exposed during inference (I.e., are enterprise interactions contributing to OpenAl’s
global model evolution). This section examines the possibility of indirect data
influence, the regulations on Al training and training limitations, and the compliancy
inspired interventions to keep enterprise data warehousing from contaminating

foundation models.

105 Microsoft. (2025). The EU Al Act: A Microsoft Overview. Microsoft. Retrieved May 7, 2025,
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3.5.1. Does OpenAl Indirectly Benefit From Copilot Data?

Microsoft says Copilot does not use any user data to train OpenAl’s models and
everything stays within the enterprise customer’s environment, but there are still
questions about whether OpenAl’s models at the very bottom might benefit indirectly
from seeing interactions in the enterprise. Even without retaining data, patterns of user
engagement, language structures or enterprise-specific customizations could
influence OpenAlI’s models, he cautioned. A notable point of concern is the Retrieval-
Augmented Generation (RAG), which could let Copilot fetch enterprise-specific data
from Microsoft Graph in real-time just before executing the response. Microsoft
maintains the processing is entirely within the Azure OpenAl Service with no storage
butit’s this lack of clear visibility of what is done with data grabbed into the inference
process that can lead to concerns over compliance and data protection. If enterprise
data is used for the purpose of generating Al responses temporarily, it is unclear if
OpenAl’s systems could lend queries or data to this temporarily stored data during
inference. The lack of technical details about how Microsoft prevents leakage of
transient data is unclear as to whether RAG interactions still remain completely
1solated from OpenAl’s base models. Academic research on Al model refinement and
data reuse suggests that even when models do not store user-provided data, repeated
interactions can still influence reinforcement learning-based improvements!®. This is
a concern of GDPR compliance, because the indirect model adaptation can be
considered as an implicit type of training. Some legal scholars argue that machine
learning models can derive statistical inferences from user interactions, making a
complete separation between enterprise Al use and foundation model evolution

difficult to guarantee!?’

. Although Microsoft has data containment policies such as
zero-retention for Copilot interactions, it is uncertain whether RAG-based S/R could
contribute insights to OpenAl’s models. The EDPB has further stressed that Al
providers must perform compatibility checks (Article 6(4) GDPR) before reusing
company data in ways that may impact model training. This means any processing of

this nature will be expected to align with what the user reasonably expects and with
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the purpose limitation principle of GDPR!%, For as AI governance continues to
develop, the implications of Copilot’s on-the-fly parsing on OpenAl’s larger Al

ecosystem will be a key aspect of compliance and transparency.

3.5.2. GDPR’s Purpose Limitation Principle and Al Training Risks

The purpose limitation principle under GDPR (Article 5(1)(b)) mandates that personal
data must be processed strictly for its stated purpose and not repurposed without a new
legal basis!®. This principle is especially important to apply with respect to Al
systems, as base models change over time, it is not clear whether Copilot’s enterprise
interactions could inform the broader AI model improvement at OpenAl later even in
the absence of explicit data retention. A case in point is the Italian Data Protection
Authority’s (Garante) 2023 decision against OpenAl’s ChatGPT that held OpenAl
didn’t have a legal basis for training models on scraped personal data and didn’t
disclose how previous user input impacted the model’s future behavior!'?. This
decision makes clear that, if Al providers purport to not store user data, they still need
to make the commitment that insights drawn from interactions will not be leveraged
for purposes that would go against the purpose limitation principle under the GDPR.
Further academic analysis suggests that Al inference itself may constitute a secondary
use of data if its results influence model optimization, meaning that enterprise
interactions with Copilot could still contribute to OpenAl’s learning process'!!. The
EDPB has emphasized that any reuse of data for Al model training must pass a
compatibility assessment (Article 6(4) GDPR), ensuring that data subjects can
reasonably anticipate how their interactions may impact future AI model evolution!!2.
Despite Microsoft’s claims that Copilot data is never used in training the OpenAl
model, questions have been raised about retrieval-augmented generation (RAG) and
how it may inform model outputs. As RAG dynamically ingests domain-specific data

during inference, policymakers and enterprises need to consider whether these
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interactions establish implicit learning paths that then have an impact on OpenAI’s
base models. The changing regulatory environment underscores the importance of
robust Al governance frameworks to ensure that enterprise Al deployments adhere to
GDPR’s purpose limitation requirements and to stop unintentional AI model

enrichment.
3.5.3. Compliance Strategies to Ensure Data Containment in Al Systems

To avoid accidentally spreading enterprise data through into OpenAI’s foundational
models, Microsoft applied tight data containment policies that ensure data used by
Copilot does not spill over into OpenAI’s other Al training processes!!. These include
zero-retention policies that stop Copilot-generated prompts and responses from being
retained, and encryption mechanisms that protect users’ interactions within the
enterprise-managed Microsoft 365 environment. Microsoft also has contractual
provisions that prevent sharing data between enterprise customers and OpenAl
without clear authorisation by the customer!'*. The Azure OpenAl Service, which
powers Copilot’s Al features, is a “bring-your-own-data” deployment of OpenAl’s
models, keeping enterprise content safe by never logging or sending it to OpenAl’s
servers. Microsoft clearly states that user prompts, completions, and interactions are
“NOT provided to OpenAI” and “NOT used to train OpenAl’s models”!'!>. This
architecture allows to ensure that there is no unintended feedback loop, where the data
that makes OpenAl’s model a great model is in fact proprietary data that the company
owns. Data sequestration as a compliance criterion for providers of Al applications
has been getting more consideration from regulatory organizations. The ICO’s clear
guidance emphasises that every step of processing of an Al model- from training,
finetuning to inferencing - must be purpose-bound and that data cannot be ‘repurposed’
from one to the next, in the absence of a clear legal basis''®. The EDPB also suggests
that companies should be using enterprise versions of Al services and not use
organizational personal data to train the provider’s models when warning that personal

data transfers for Al training cannot as a general rule be justified on the basis of
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‘legitimate interests’ under the GDPR!'7. In the future, Al providers will also probably
be subject to additional regulations on the use of enterprise data across foundation
models. The EU Al Act (in force in 2025) defines obligations for foundation model
providers and Al deployers with additional transparency and data governance''8. For
example, in Article 28b it is required that Al providers carry out an assessment of risks
to personal data in training data, that they take steps to mitigate such risks and to
provide summaries of copyrighted or personal material that was used for training, or
that they take privacy-by-design to account. Non-compliance with these evolving
regulations could lead to significant financial penalties, with the Al Act proposing fines
of up to 6-7% of a company’s global turnover for violations!'. As Al governance
frameworks develop, enterprises must ensure that their AI deployments align with
GDPR’s purpose limitation principle, the Al Act’s transparency requirements, and
broader compliance obligations. Strengthened contractual commitments, technical
safeguards, and regulatory oversight will be essential in maintaining strict data

isolation between enterprise Al use and foundation model training.
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Chapter 3: Analyzing the Second Research Question — Is
Microsoft 365 Copilot a Tool for Productivity or
Surveillance?

4.1. The Processing of Employee Data Through Copilot and AI’s Role in

Performance Monitoring
The above discussion about the role of Microsoft 365 Copilot in workplace analytics

also relates to the previously discussed privacy concerns in Chapter 2, regarding the
indirect transfer of enterprise data to OpenAl. Copilot was built to stay within
Microsoft’s secure infrastructure, but the technology’s capability to access,
summarize, and analyze large volumes of employee-generated content could challenge
how these insights get applied inside an organization. Just as transparency and
governance are key to mitigating Al processing’s exposure risk, the same is true for
Copilot’s straddle of workplace monitoring. The idea that analytics driven by Al could
go from a productivity-enhancing tool to a de facto surveillance tool requires a close
look at how it’s implemented, regulated, and that it complies with employment

regulations.

4.1.1. Microsoft Productivity Score and Its Relevance to Copilot’s Workplace

Analytics
Microsoft Productivity Score was designed to offer insights into how employees use
Microsoft 365 tools, tracking email activity, meeting participation, and collaboration
patterns to help organizations optimize workflows'2°. While its purpose was to support
digital transformation, its capability to monitor individual employee behavior sparked
concerns about workplace surveillance. Managers were initially able to receive
detailed reports on employee activities, including the number of emails sent and
time spent in meetings, but there were concerns it could force people to feel as

if they had to stay constantly engaged'?!. Facing a shower of criticism, Microsoft
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removed the ability to track by user, showing data only in aggregate form. The
company was quick to stress that this wasn't a tool to monitor the rank and file,
but rather one for IT and leadership teams who want to optimize their business
operations'??, But the uproar over its Productivity Score is illustrative of a
broader issue in Al-driven workplace analytics, even if a tool is not intended for
surveillance, it may be perceived, or deployed, as one'?3. Microsoft 365 Copilot
is not another Productivity Score but rather a generative Al assistant as opposed
to an analytics dashboard. But, because it's reading, summarizing your emails,
meetings, and documents, people are still concerned that its findings might be
used to indirectly assess your contributions as a monkey and an activity
tracker'?*. According to studies, Al-based workplace analytics may raise anxiety
and opposition when employees are aware of being constantly watched!?>. While
Microsoft asserts that Copilot is designed for productivity, not monitoring,
organizations must set clear governance policies to prevent its use for performance

tracking'®,

4.1.2. Copilot’s Role in Workplace Analytics: Productivity Enhancement or Indirect
Monitoring?
Microsoft 365 Copilot integrates with Outlook, Teams, Word, and other applications,
providing Al-powered assistance through Retrieval-Augmented Generation (RAG). It
also introduces new levels of automation to tasks, such as writing emails,
creating meeting minutes, and finding and pulling in the most up-to-date
information into documents, delivering to save time and foster efficiency!?’.
Microsoft emphasizes that Copilot enhances productivity while operating within an
organization’s secure cloud environment without training on user data!?®, Despite

these advantages, there are lingering concerns as to whether Copilot’s
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summarization of talks and highlighting of important contributions would make
it easier for employers to monitor their workers indirectly. Summaries processed
by AI might indicate the degree of involvement in meetings or group projects
and their influence on a manager’s perception!?. While Copilot does not explicitly
provide managers with engagement metrics, its insights could still be interpreted as a
measure of individual contributions'3°. The debate over Al-driven workplace analytics
is not new. Microsoft’s Productivity Score initially faced scrutiny for tracking
employee activity at an individual level before shifting to aggregated
insights'3!. Copilot does not offer direct dashboards for monitoring employee
engagement, but the ability to process vast amounts of communication data could still
raise concerns about implicit performance assessments'3?. Studies indicate that when
employees feel monitored by Al, they experience stress and may alter their behavior
to appear more engaged'33. This has been seen in labour settings that deploy Al-
powered monitoring systems as workers change their communicative strategies
or push back from the Al to evade being under surveillance'3*. To address this,
Microsoft and organizations using Copilot must establish clear governance policies,
ensuring transparency and limiting Al-driven insights to productivity enhancement

rather than performance evaluation'.

4.1.3. Copilot and the Expansion of Al-Powered Performance Monitoring
Al-powered workplace analytics have evolved from simple productivity tracking to
sophisticated algorithmic management tools that influence workflow optimization and
performance evaluations'3®. Microsoft 365 Copilot is part of this trend, integrating Al

into  enterprise  applications to  automate tasks and  streamline
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137 Although it presented as a software tool for its possible

communication
efficiency, fears around its performance-monitoring application linger!3®. The
lesson learned from Microsoft’s Productivity Score serves as a cautionary
precedent. Initially designed to assess organizational adoption of Microsoft 365, it
faced criticism for allowing managers to view granular employee activity data,
prompting Microsoft to remove individual-level tracking'®®. This history is relevant to
Copilot, as its ability to summarize meetings and analyze workplace interactions could
similarly be repurposed to evaluate employee engagement'*’, The growth of
algorithmic management adds to these fears. Al-powered programs are
increasingly being used to set work schedules, rate productivity, and even hire

or fire workers!'#!

. Amazon’s use of Al to manage its warechouse workers’
productivity serves as a case in point, workers have said they have been
penalised for automatically-generated Al recommendations with little human
oversight. There was also backlash around Microsoft’s Productivity Score,
which allowed for workplace surveillance before it was updated!*>. Employers
claim Al-driven analytics improves efficiency and accountability; workers often
see them as intrusive!®. A further example is that research indicates algorithmic
tracking is linked to more stress and job dissatisfaction. Employees fear that Al
insights could be used unfairly, leading to micromanagement or punitive
measures !4, Regulatory initiatives are focused on reining in these risks. EU Al
Act places workplace AI monitoring tools in "high-risk" category with rigorous
transparency and oversight requirements. The unions have been looking for

collective agreements to add proper limitations to how Al-based analytics are

being used. These developments reflect growing recognition that AI’s role in
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workplace management must be carefully regulated to prevent privacy violations and
protect worker autonomy. In conclusion, Al-powered performance monitoring
presents both opportunities and risks. While tools like Copilot can streamline
workflows and reduce administrative burdens, they must be implemented responsibly
to avoid enabling workplace surveillance'#. Transparency, governance, and clearly
defined policies are essential to ensuring that Al enhances productivity without

infringing on employee rights'4.

4.2. Applicability of Article 4 of the Workers' Statute: Is Copilot a
Necessary Work Tool or a Surveillance Mechanism?

4.2.1. Legal Framework of Article 4: Key Provisions and Protections

Article 4 of the Italian Workers' Statute regulates the use of workplace monitoring
technologies, ensuring that employee surveillance is restricted to specific, justified
purposes and subject to strict procedural safeguards. The provision establishes three
key principles: the permissible use of surveillance technologies, the distinction
between work tools and monitoring systems, and the requirement for transparency and

worker notification.

1. Permissible Use of Surveillance Technologies

"Audiovisual equipment and other instruments from which also derives the possibility
of remote monitoring of workers' activities may be used exclusively for organizational
and production requirements, work safety and protection of company assets and may
be installed subject to a collective agreement entered into by the unitary trade union
representation or company trade union representatives. Alternatively, in the case of
enterprises with production units located in different provinces of the same region or
in several regions, such agreement may be entered into by the comparatively most
representative trade union associations nationwide. In the absence of an agreement,

the equipment and instruments referred to in the first sentence may be installed subject
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to the authorization of the territorial headquarters of the National Labor Inspectorate
or, alternatively, in the case of enterprises with production units located in the areas
under the jurisdiction of several territorial headquarters, of the headquarters of the

National Labor Inspectorate. The measures referred to in the third sentence are final."

This section sets out that technology that has the capacity for the remote
surveillance of workers (like cameras, tracking devices, or an Al-powered

monitoring system) can only be used for specific and reasonable purposes:

e Organizational and production needs (e.g., ensuring efficient workflow management).
o Workplace safety (e.g., monitoring hazardous work environments).
e Protection of company assets (e.g., preventing theft or fraud).
Even with these, a company can't unilaterally implement monitoring. The
implementation of a monitoring system is a matter of consensus with the trade
union delegates. In the absence of a mutual agreement, the employer must obtain
authorization from the National Labor Inspectorate, whose decision is final'4’.
This provision ensures that employees are protected from indiscriminate surveillance,
reinforcing that monitoring tools should not be used as a means of controlling worker

productivity or behavior. Instead, they should be deployed for legitimate business

functions, subject to oversight from trade unions or labor authorities.

2. Exemptions for Work Tools and Attendance Recording

"The provision referred to in paragraph 1 does not apply to instruments used by the
worker to render work performance and instruments for recording access and

attendance."

This clause clarifies a crucial distinction: work tools that are necessary for employees
to perform their job (such as computers, email accounts, and digital communication
platforms) and systems used only for attendance tracking (such as badge readers) are
not considered surveillance tools and do not require prior approval'*®, This distinction

is essential in assessing whether Microsoft 365 Copilot falls under Article 4
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restrictions. As a digital assistant that comes integrated into Microsoft’s array of
workplace tools, this tool can be considered as a work instrument. On the other
hand, if enterprises would start to rely on Copilot’s Al-powered insights to
monitor their employees’ productivity, its role might evolve from being a mere

work tool to a surveillance device and should be legally compliant'#,

3. Use of Collected Data and Employee Notification Requirements

"The information collected under paragraphs 1 and 2 may be used for all purposes
related to the employment relationship provided that the worker is given adequate
information on how to use the tools and carry out the checks and in compliance with

the provisions of Legislative Decree No. 196 of June 30, 2003."

Workers need to be fully aware of how such systems work and what data is being
collected, as well as how that data may then be used. Compliance with privacy
laws, particularly Legislative Decree No. 196/2003 (the Italian Personal Data
Protection Code), which integrates GDPR principles regarding transparency,
proportionality, and necessity!>°. That means that whether or not monitoring is
permissible, employees should be formally notified of what kind of data Copilot
is sifting through, how it stores it, and if and how it could be used in workplace
evaluations. In case information is not transparent, then the use of Copilot’s

insights could be illegal according to both labor and privacy laws 3!,

4.2.2. Is Copilot a Legitimate Work Tool or a Compliance Risk?

Microsoft 365 Copilot is described as an Al-driven assistant aimed at boosting

productivity in the workplace by automating administrative tasks, distilling

communication, and surfacing critical information across Microsoft 365 apps'32.
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But its processing of vast amounts of workplace data is problematic under
Article 4 of the Workers’ Statute, given the doubts over whether it constitutes a
legitimate work tool or an indirect form of surveillance. According to Italian
labor legislation, instruments used to perform one’s job, such as e-mail systems,
software applications, and communication tools, do not need to be approved

153 Strictly used as a workplace assistant, Copilot

beforehand by the unions
complies with this definition as it functions much like current automation
features in Microsoft Office, automating the drafting of employee emails,
retrieval of documents, and workflows in general'>*. However, compliance risks
emerge if Copilot’s Al-generated insights are used for performance tracking. The
Italian Supreme Court has ruled that even when a system is not explicitly designed for
surveillance, it falls under Article 4 restrictions if it allows employers to infer employee
behavior!>®, Copilot’s ability to summarize meetings, highlight key contributors, and
retrieve insights from workplace interactions could lead to indirect performance
monitoring, making compliance with Article 4 a necessity if these functionalities are

156

leveraged for employee assessments'~°. Organizations need to make sure Copilot

doesn’t become a monitoring tool to keep out of compliance. Employers should:

o Define Copilot’s role in workplace policies.
o Restrict access to Al-generated insights to prevent indirect employee evaluations.

o Engage with trade unions to establish safeguards and transparency measures.

If Copilot is perceived as a monitoring tool, its implementation may trigger Article 4

compliance obligations, requiring union agreements or regulatory approval'>’.
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4.2.3. Legal Precedents on Al and Workplace Surveillance

Legal precedents have established strict limitations on the use of Al-driven workplace
analytics to monitor employees, reinforcing labor protections against disproportionate
surveillance. Microsoft 365 Copilot was not specifically built for supervision,
but has to be viewed in the context of previous lawsuits around similar
technologies. The 2021 Deliveroo decision of the Labour Court of Bologna has
been an important experimental precedent, recognizing discrimination against
riders through the platform’s Al-based scheduling algorithm by punishing them
for absences, regardless of legitimate reasons such as illness or labor
strikes. This case underscores that Al-driven workforce management tools must
comply with labor protections and avoid opaque decision-making that affects
employees’ rights. If Copilot were used to rank employees based on Al-generated
summaries, it could face similar scrutiny. Similarly, Amazon received a 32 Million
Euro sanction from France’s CNIL in the year 2023 for breach of law concerning
worker privacy as a result of excessive Al monitoring (Euronews.com). The
inquiry determined that Amazon did not inform its employees about how their
data was being collected and used. This is consistent with Article 4 principles
that AT tools should not be used for long-term performance monitoring without
supervision. These cases demonstrate that Al workplace analytics must be managed
carefully. In both of these two legal precedents Al was first used as a tool to work
with, then as a monitoring tool. Though Copilot alone doesn’t break labor law,
previous legal challenges have shown that Al-enhanced tools can potentially
serve as illegal surveillance if misused. Employers implementing Copilot must
ensure transparency, define access restrictions, and engage worker representatives to

prevent potential legal disputes'>®.
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4.3. GDPR and AI Act Compliance: The Regulatory Framework for Al-
Driven Workplace Tools

4.3.1. GDPR Compliance: Transparency and Employee Data Protection

The General Data Protection Regulation (GDPR) establishes stringent requirements
for processing employee data, particularly in contexts where artificial intelligence is
involved. Microsoft 365 Copilot, as an Al-driven workplace tool, must comply with
GDPR principles, ensuring transparency, lawfulness, and accountability in data
processing. Under Article 6, employers must have a lawful basis for processing
employee data, as consent is rarely considered valid in employment relationships due
to the inherent power imbalance'*®. Rather, it is generally the processing of such
data on the legal grounds of legitimate interests, fulfilment of a contract, or
compliance with legal obligations by which organisations must carry out
balancing tests to avoid privacy invasion being disproportionate'®,
Transparency requirements implemented under Articles 12-15 require that
employees are provided with clear information about how Al systems such as
Copilot process their data and explanations as to what data is used, how it is
processed, and whether it is used in making workplace decisions'®!. Lack of
clarity or transparency can result in regulatory scrutiny, as we have seen in
situations where companies have been penalized for not making known the
rationale for Al-generated decisions'®?. Additionally, GDPR’s Article 22 prohibits
decisions based solely on automated processing that significantly impact employees
unless specific safeguards are in place, such as human oversight or explicit employee
consent!®. Employers rolling out Copilot must make sure that Al-powered

insights are not the only factor in the decision and underline the importance of
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human intervention to any outcome of any Al-augmented evaluation of

employee performance!®.

4.3.2. The Al Act and Workplace Al Tools: Is Copilot a High-Risk System?

The European Union’s Al Act adopts a risk-based regulatory approach, classifying
certain Al applications as high-risk when they pose potential threats to fundamental
rights, safety, or employment conditions. Worker management, performance
tracking, hiring, and firing decisions based on Al systems fall under the highly
harmful category under Annex III of the regulation, necessitating specification
of risk mitigation measures'®. Microsoft 365 Copilot is not inherently categorized
as a high-risk system since it functions as a workplace assistant rather than a dedicated
HR decision-making tool. However, whether it should be considered one is
contingent on its use, as its classification is as an instrument of organization.
While those uses of Copilot might not meet the high-risk Al system definition,
limited use to monitor productivity trends, employee communications, or inform
performance evaluations could invite regulatory scrutiny under the AT Act'®,
The regulation places obligations on both Al providers and deployers, meaning that
while Microsoft ensures Copilot aligns with compliance standards, businesses using it
for high-risk purposes must implement additional safeguards, such as human
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oversight, transparency, and fairness assessments'®’. Employers adopting Copilot

into HR procedures need to be careful if it evolves into an implicit performance
management device, as failure to comply with the high-risk Al requirements

may lead to regulatory intervention and potential enforcement action '8,
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4.3.3. Compliance Challenges and Legal Uncertainties

Despite the structured frameworks provided by the GDPR and the Al Act, significant
legal uncertainties remain regarding the classification, use, and oversight of Al-driven
workplace analytics. Algorithmic management has no specific definition that is
standardized across the EU, and creates uncertainty about the regulatory
treatment of workplace Al tools such as Copilot, particularly when these tools
are used to monitor employees or track performance!'®®. While the GDPR does
grant some umbrella protection against data abuse, the Article 22 restrictions on
automated decision-making are reserved for wholly automated processes with
significant consequences, placing Al tools that provide advisory guidance out
of range for direct regulatory classification!’. Similarly, while the AT Act explicitly
designates certain HR-related Al applications as high-risk, it remains unclear whether
Al-driven analytics that provide managerial recommendations, rather than making
direct decisions, fall within this category'’!. Microsoft has framed Copilot as an
adherent Al tool, with guardrails in place to achieve GDPR & AI governance,
like preventing user data from being used for Al model training and abiding by

172 However, responsibility for regulatory adherence

current data protection laws
ultimately depends on how businesses deploy Copilot, particularly if it is used in HR
decision-making or productivity assessments'’3. Regulatory developments will
deliver more clarity in the next few years, notably when the Al Act becomes
enforceable, and the European Data Protection Board’s position on Al-driven
workplace tools develops. It's not hard to imagine that businesses who are using

Copilot will have to expect ever-evolving compliance requirements and be

prepared to enforce governance practices to minimize legal risks should AI
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analytics begin to shape... Automatic decision-making tools in the workplace

must not end up resulting in errant employee rights violations !,

4.4. Al as a Tool for Productivity or a Risk for Employee Autonomy

The use of Al-based technologies in workplace management is redefining
traditional organizations by creating new efficiencies but also presenting new
challenges in relation to transparency, privacy, and the autonomy of workers.
Algorithmic management solutions like Microsoft 365 Copilot have the
potential to make decision-making and workflows more efficient; however, they
must be administered in a way that ensures we do not fall back to traditional,
less effective ways of working. This section looks at the consequences of
management driven by Al, the ethical issues at stake, and the need for organized
labor to ensure that Al is kept as a tool for productivity, rather than a tool for

control.

4.4.1. The Rise of Algorithmic Management in Workplaces

The rise of Al-based algorithmic management in the workplace is recasting the
traditional role of managers and delegating tasks such as task assignment,
performance measurement, and even decision-making to automated systems. Al
tools such as Microsoft 365 Copilot will help to enable and drive these shifts in
the way that they use large amounts of data to streamline business processes and
provide insights for action, often cutting out the need for human involvement in

purely managerial tasks!”

. While Al may lead to improvements in labor
productivity in terms of facilitating administrative activity, it also poses serious
questions in terms of worker discretion and fairness. Algorithmic management
depends on predictive analysis and historical data patterns, which may embed
systemic biases that hurt certain employees more than others!'’®. Al-driven

performance monitoring, particularly when used to quantify productivity metrics, can
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create an environment of continuous evaluation that erodes workplace trust and
increases psychological stress'”’”. The black box problem of algorithmic decision-
making is another reason to make it challenging to place them in the hierarchy.
Workers often have little understanding of the basis for Al-based decisions, so
it is hard to challenge evaluations of performance, promotion, or job
assignments, which may be generated based on incomplete or incorrect
information'”®. To address these risks, European regulations emphasize transparency
and oversight in Al-driven workplace management. The EU Directive (EU) 2019/1152
on Transparent and Predictable Working Conditions, transposed into Italian law
through Legislative Decree No. 104/2022, mandates that employers disclose the use
of automated decision-making systems in workplace governance, ensuring that
employees are aware of how algorithmic tools influence their roles and conditions!”.
But as we move to full-automation requirements, there have been certain
amendments where the transparency requirements will not cover semi-
automated decision-making as labor organizations have unease with not having
to disclose all that is related to making decisions on the basis of data!®®, As the
Al frontier continues to reconfigure daily management practices, regulatory
attempts will likely seek to ensure algorithmic tools more effectively remove

waste from the process than rights and autonomy from workers '8!,

4.4.2. Ethical Considerations: Worker Privacy vs. Employer Control
The adoption of Al in workplace management presents a fundamental ethical
challenge: balancing increased productivity and operational efficiency against the
potential for invasive surveillance and diminished worker autonomy. Al-based
platforms, including Microsoft 365 Copilot, can track employee activity,

workflow processes, and even facilitate corporate decision-making and can
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autonomously more effectively delegate tasks and assess performance!®?. At the
same time, with reason, these very features can foster an atmosphere of constant
surveillance and worker anxiety, where the degree of professional autonomy has
declined across industries!®3. Surveillance underpinned by AI is no longer
limited to the classic image of monitoring but can also intercept keys, speech
patterns, and attitudes, bringing an excess of control by the boss into view.
Among the biggest ethical issues with workplace Al is its adoption isn't
transparent. Few workers have a sense of how much Al affects what they do
each day or how algorithmic assessments mold how managers approach their
duties'®*. The opacity of AI models exacerbates this problem, the reason behind
algorithmic decisions is often a black box, preventing workers from disputing
or even understanding automated determinations. For instance, the Italian Workers'
Statute prohibits covert surveillance and mandates that employees be informed when
Al-based performance assessments are in place. However, studies indicate that
compliance with these transparency obligations remains inconsistent, with many
organizations failing to provide employees with clear disclosures about Al monitoring
practices'®®. Another pressing ethical issue is the phenomenon of "function creep,"
where Al systems originally introduced for operational optimization gradually expand
into more invasive surveillance tools. Al functionalities that monitor workflow
performance could potentially be re-purposed to encode and enforce labor
standards for employee behavior beyond work-related tasks, with privacy
implications that survive legal compliance!®. European and Italian legislations
focus on the assessment of proportionality in workplace monitoring, but ethical
Al governance is not mere compliance with regulations; organizations should
also act to guarantee that Al respects human dignity of workers and autonomy.

Ethical deployment of Al in the workplace should prioritize meaningful human

182 Giin, D. (2023). The impact of artificial intelligence in the workplace and its effect on the digital wellbeing of employees(Master’s
thesis). Malmo University. https://urn.kb.se/resolve?urn=urn:nbn:se:mau:diva-63760

183 Parent-Rocheleau, X., & Parker, S. K. (2023). The rise of algorithmic work: Implications for organizational control and worker
autonomy. Current Opinion in Psychology, 56, 101695. https://doi.org/10.1016/j.copsyc.2023.101695

184 Mittelstadt, B. D., Allo, P., Taddeo, M., Wachter, S., & Floridi, L. (2016). The ethical implications of algorithms: Predictive
analytics and their impact on human behaviour. Big Data & Society, 3(2), 1-12. https://doi.org/10.1177/2053951716679679

185 Cieslik, M. (2023). “Negotiating the algorithm”: Automation, artificial intelligence, and labor protection. International Journal
of Comparative Labour Law and Industrial Relations, 39(2), 111-138.

186 Moore, P. V., & Woodcock, J. (2023). 4 policy primer and roadmap on Al worker surveillance and productivity scoring tools.
The Future of Work(ers) project. https://www.futureofworkers.org/publications/a-policy-primer-and-roadmap-on-ai-worker-
surveillance



https://urn.kb.se/resolve?urn=urn:nbn:se:mau:diva-63760
https://doi.org/10.1016/j.copsyc.2023.101695
https://doi.org/10.1177/2053951716679679
https://www.futureofworkers.org/publications/a-policy-primer-and-roadmap-on-ai-worker-surveillance
https://www.futureofworkers.org/publications/a-policy-primer-and-roadmap-on-ai-worker-surveillance

oversight, clear communication with employees, and strict limitations on the scope of

Al-driven data collection!'®’.

4.4.3. The Role of Labor Unions and Worker Protections in AI Regulation

Labour unions around Europe have been appointed as central advocates for
worker rights in the face of the growing prevalence of Al-fuelled management
systems, calling for transparency, fairness, and employee representation in
establishing Al policies. Unions understand Al can make things more productive
and effective, but they demand any implementation remain free from the rights
of workers or their job security. Italian labor organizations, including CGIL, CISL,
and UIL, have been at the forefront of campaigns demanding stronger legal safeguards
against the potential misuse of algorithmic management tools'®®. In collective
bargaining contracts, unions have worked to set the parameters around how Al-
driven surveillance can be used, focusing on enabling the tools to support, not
control, employees. For example, sectoral agreements in Italy have addressed the use
of Al-powered tracking applications, setting strict conditions to prevent their misuse
for disciplinary purposes'®®. However, recent regulatory changes have weakened some
of these protections. In 2023, Italy revised its transparency requirements, limiting
disclosure obligations to fully automated decision-making systems while exempting
Al tools that involve human oversight. Unions have criticized this policy shift, arguing
that even semi-automated systems can significantly impact workers and should be
subject to transparency rules!®®. At the European Union level, trade unions have
been instrumental in shaping regulations around Al to ensure that AI workplace
technologies are not being abused. The European Trade Union Confederation
(ETUC) wants tougher rules for Al-based hiring, monitoring and disciplining
systems, notably in the drafting of the EU Al Act and the Platform Work
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Directive. The new Platform Work Directive provides important safeguards
against algorithmic decision-making in gig work, mandating human intervention
in essential employment decisions and forbidding automated dismissals. And
these protections are also likely to shape other workplace Al policies, having
strengthened the principle that Al should not diminish worker rights. Europe’s
labour unions are militant advocates for protecting workers against the growing
reliance on Al-based management systems, arguing for the imperatives of
transparency, fairness and employee-contributed input in the creation of Al
policies. Unions support the use of Al to improve productivity and efficiency,
they say, but want government to ensure that its introduction does not undermine
workers’ rights and job security.Italian trade unions, such as CGIL, CISL e UIL,
have taken the lead in carrying out actions to fight for stronger legislative
protection of workers from potential abuse of algorithmic management tools ',
In collective bargaining contracts, unions have worked to set the parameters
around how Al-driven surveillance can be used, focusing on enabling the tools
to support, not control, employees. For instance, Italian sectoral agreements for
the COVID-19 emergency have looked into the use of Al-driven tracking apps
imposing stringent conditions to prevent them from being used in a disciplinary
manner'®2. But some of these protections have been weakened through new
regulations. Italy updated its transparency obligations in 2023, obliging only
fully automated decision-making systems to disclose themselves or themselves,
exempting Al tools with a human-in-the-loop. Unions have criticized this policy
change, contending that even semi-automated systems could have far-reaching
impacts upon workers and therefore ought to be covered by transparency
rules'”. At the European Union level, trade unions have been instrumental in
shaping regulations around Al to ensure that Al workplace technologies are not
being abused. The European Trade Union Confederation (ETUC) wants tougher
rules for Al-based hiring, monitoring and disciplining systems, notably in the

drafting of the EU AI Act and the Platform Work Directive. The new Platform
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Work Directive provides important safeguards against algorithmic decision-
making in gig work, mandating human intervention in essential employment
decisions and forbidding automated dismissals. And these protections are also
likely to shape other workplace Al policies, having strengthened the principle
that Al should not diminish worker rights. European workers' organizations
have also called for compulsory algorithmic impact assessments, under which
companies would be obligated to assess the impact of Al systems on employees
and intervene if bias or discrimination was detected'®*. Policy raccomandations
have focused on the necessity of enforceable transparency requirements that
guarantee that workers can access substantive information about how Al
systems will impact their work!'?>. Unions argue that Al governance frameworks
must include mechanisms for workers to contest algorithmic decisions, a principle
already enshrined in the GDPR but often difficult to enforce in
practice!®. Furthermore, unions advocate for Al to be leveraged in ways that improve
working conditions rather than serving as tools of surveillance and
micromanagement!’. With Al increasingly shaping the realities of the modern
workplace, the role of unions has never been more critical in grappling with the
challenges and opportunities it presents, underscoring the urgent need for
policies that put human oversight, worker empowerment, and ethical Al

deployment front and centre.

4.5. Considerations and Final Answer: Copilot as a Productivity Tool or
Surveillance Risk?

When deployed in the workplace, Microsoft 365 Copilot can have a two-edged
effect: It can operate as an efficiency tool that supports workflows or, in the

wrong circumstances, turn into a cudgel that is used as a surveillance and control
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mechanism. The main factor will be how organizations implement, control, and
oversee its use, in complying with legislation and responsible Al principles. This
part focuses on key factors that contribute to Copilot’s impact, weighing the
potential benefits of a more optimized workplace with the need for transparency,
oversight, and worker protections. Even as the sun rises over the horizon,
however, there may be a few minutes or more in which its light fails to cut

through the bulk of the darkness, and you are able to notice the little things.

4.5.1. Key Findings from the Analysis
Microsoft 365 Copilot offers significant potential to enhance workplace efficiency by
automating routine administrative tasks, summarizing information, and assisting
employees in managing their workload more effectively. Built into Microsoft 365
apps like Word, Outlook, Teams, and Excel, Copilot is capable of creating
reports, composing emails, surfacing relevant stats, and delivering analysis in
real-time. These features will enable employees to concentrate on more
important and valuable work rather than having to waste time on mundane
activities, thus increasing overall productivity and work processes'®®. It is
revealed that Al-based psychological distance in workplace assistance systems
can lower cognitive load, reinforce decisions, and the ability to work together
by facilitating the ease of access to company-wide data!®. From a business
perspective, Copilot’s potential to boost productivity and lower bureaucracy is
consistent with larger narratives about the spread of Al applications in the
workplace?®. Yet while these advantages underpin Copilot’s place as a useful
workplace tool, questions over transparency, privacy, and potential abuse still
loom large in the debate over its deployment. One of the primary concerns
surrounding Copilot is its capacity to be repurposed as a tool for performance
monitoring, raising significant transparency and privacy issues. Copilot has access
to large quantities of workplace data such as emails, chats, documents, and
summaries of meetings and thus provides the opportunity for this information

to be abused for tracking or analyzing the employee’s behavior and work
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patterns and making a conjecture about employees’ productivity?’!. If Copilot-
derived analytics are subsequently used to assess employees without appropriate
protections in place, it will effectively give rise to the lawful permissibility of
surveillance by stealth capable of invading privacy and curtailing the autonomy

of workers202

. The problem of Al-based workplace monitoring and surveillance
has been associated with greater stress, lower levels of job satisfaction, and
worries of micromanagement, particularly when workers are not informed what
their data is being used for?®. Transparency concerns remain, however,
including the fact that employees don’t understand exactly what Al Copilot does
with their data, or how data-generated insights may affect their bosses’
decisions?™, This ambiguity can undermine trust, especially if workers believe
they are being evaluated by algorithms without the means of effectively
challenging Al-driven assessments. The regulatory landscape for AI workplace
tools is the crucial need to follow existing data protection laws, from a legal and
regulatory standpoint, under the umbrella of GDPR and the AI Act. This is
reflected in GDPR Article 22, which protects individuals against decisions made

only by automated processing?®’

and experts argue that Al-based workplace
analytics should not be a substitute for human judgment when it comes to
employment decisions as it could infringe Article 22 GDPR protections.
Employers have to remember the outputs of Copilot are advisory, not
determinative, underlining the insistence on human input in any substantial
employment decision?’. Furthermore, data governance protections should be
established to guard against function creep, the tendency of Al systems
introduced for productivity to be coopted as mechanisms for surveillance and

behavioral control?”’. Organizations adopting Copilot should adhere to Al ethics

principles and promote transparency to employees about how Al insights are
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being used, trying to ensure best practice through internal protocols that
commercially bind them against the use of Al analytics for direct performance
evaluation®®®. In the end, whether Copilot revolutionizes the workplace for the
better is down to tight governance models to make sure Al is more a powerful

tool than some covert means of surveilling and controlling workers.

4.5.2. Determining Factors: Implementation, Transparency, and Governance

The extent to which Microsoft 365 Copilot functions as a workplace productivity tool
or a compliance risk depends on how employers implement and govern its use. Copilot
and other systems that rely on Al to drill information out of data sets promise to
automate, streamline, and data check, in ways that must be cautiously managed
to prevent risks of privacy violations and Al oversight. Employers who
implement Copilot with lines in the sand, establishing that it's a tool to back up
rather than replace human decision-making, can see to it that it adds productivity
without taking it away from workers?®. But running Copilot to track employee
interactions, measure performance metrics, or even to make employment-related
decisions, in such a way that lacks transparency and human intervention, could
prompt serious regulatory concerns, especially under GDPR and the AT Act?!°,
Employers must determine whether Copilot remains an advisory tool, providing
assistance in drafting content and retrieving data, or whether it becomes a de facto
management system capable of shaping employee evaluations. The key distinction lies
in implementation: when Al-generated insights are leveraged to track employee
behavior or performance without disclosure and safeguards, Copilot shifts from an

211 Transparency is a condition precedent

efficiency tool to a compliance liability
to verify Copilot’s deployment is legal and ethical. Employees must be properly
informed as to what the Copilot is doing with workplace data, such as whether

the Copilot is analyzing internal communications, generating reports on user
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activity, or impacting managerial decisions?'?. Under GDPR, Articles 12-15
mandate that workers have access to information about Al-driven data processing,
while Article 22 restricts fully automated decision-making without human review?'3.
Transparency also means making sure employees understand the protections that
have been put in place to prevent Al-driven surveillance or biased evaluations.
The uncertainty surrounding Copilot’s operations could erode employee trust in
the tool and generate legal risks if data usage is subsequently challenged under
privacy legislation?'%. Beyond disclosure, meaningful governance mechanisms must
be established to monitor Copilot’s use, ensuring that AI-driven recommendations do
not become determinative factors in professional assessments. Employers should
engage in continuous evaluation, conducting audits and Data Protection Impact

Assessments (DPIAs) to assess whether Copilot’s implementation aligns with

compliance obligations and organizational policies?!>.

4.5.3. Final Verdict: Is Microsoft 365 Copilot a Tool for Productivity or Surveillance?
Microsoft 365 Copilot has the potential to serve as a highly effective workplace
productivity tool, but its ultimate impact depends entirely on how it is implemented,
governed, and monitored. When utilized responsibly, Copilot can enhance
productivity by automating mundane and repetitive tasks, generating
summaries, assisting in report writing, and facilitating data collection.
Employees may leverage Al-generated recommendations to optimize task
efficiency, reduce administrative burdens, and focus on value-added work, all
while maintaining autonomy?'. From a security and compliance perspective,
Microsoft has designed Copilot within the Microsoft 365 framework, ensuring
that user data is not employed for Al training and that access controls are aligned
with existing organizational protocols. This approach reflects a commendable
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commitment to data privacy~'’. However, responsible deployment requires strict

adherence to legal and ethical guidelines, including transparency in data processing,
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clear communication with employees, and safeguards to prevent Al-generated insights
from being used as covert performance monitoring tools?!8. Conversely, if employers
misuse Copilot as a means of silently tracking employee activity, monitoring
communications, or making HR-related judgments without transparency and
oversight, it risks becoming a workplace surveillance tool. Algorithm-driven
workplace instruments may create a misleading impression of objectivity,
wherein quantitative assessments of employee performance are regarded as
unequivocal evidence, devoid of necessary contextual understanding or human
judgment?'?. In the absence of appropriate checks and balances, such data
collection capabilities could be employed by organizations to monitor
productivity, analyze communications, or even to flag employees based on
algorithmic assumptions, thereby raising concerns regarding workplace
surveillance and inequitable evaluations??°. The distinction between utilizing
Copilot as a tool for efficiency and as an instrument for surveillance ultimately
hinges on the governance exercised by employers and the regulatory
frameworks established to safeguard worker rights. Organizations should
implement explicit guidelines regarding the use of Copilot, ensuring that the
tool serves as a source of guidance rather than directive mandates for

employees??!

. Transparent communication with employees is essential, providing
them with accessible explanations of how Copilot interacts with their
data???. Ultimately, the ethical and legal implications of Copilot depend on the choices

made by employers.
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Conclusion:

5.1 Objective, Research Questions, and Method Recap
This thesis set out to examine the normative challenges posed by the deployment of
Microsoft 365 Copilot in enterprise settings, with particular attention to its alignment
with the General Data Protection Regulation (GDPR), the forthcoming Artificial
Intelligence Act (Al Act), and Italian labor law. The investigation focused on two key

questions:

e Does Microsoft, as the provider of Copilot, indirectly transfer user data to
OpenAl?

e [s Microsoft 365 Copilot a Tool for Productivity or Surveillance?

To address these questions, the research employed an integrated methodology. The
initial phase involved a thorough analysis of technical documents released by
Microsoft, focusing on data flows, system architecture, and the role of third
parties in the operational framework. Subsequently, a doctrinal analysis was
conducted to elucidate the relevant legal standards, including the pertinent legal
provisions, enforcement policies, and prevailing interpretations by regulatory
authorities, particularly the European Data Protection Board. Finally, a critical
review of existing legal literature and case law provided further insights into
how architectural design choices interact with fundamental legal principles such
as accountability, transparency, and purpose limitation. This mixed-methods
approach facilitated a robust analytical framework necessary for understanding
the extent to which emerging Al-as-a-Service (AlaaS) platforms align, or fail to
align, with the evolving European regulatory landscape, particularly concerning

the rights and obligations of both individuals and organizations.

5.2 Critical and Structured Summary of Findings

5.2.1 Chapter 1 — Al Service Architecture and Distributed Responsibility
The first key finding of this thesis is that the architectural configuration of enterprise
Al services such as Microsoft 365 Copilot fragments legal responsibility across
multiple actors, undermining the effectiveness of core data protection principles. These
services rely on a multilayered ecosystem, in which developers (Such as OpenAl),

service providers (As Microsoft), and corporate clients each contribute to



different parts of the data processing process, from data acquisition and
preprocessing through to model inference and potential logging. Every stage
poses unique risks, from model inversion and data leakage to unauthorized
cross-tenant access. While Microsoft has implemented certain privacy-enhancing
technologies (PETs), such as retrieval-augmented generation (RAG) and federated
learning, these technical measures may not be sufficient for Microsoft to
constitute itself as meeting its GDPR responsibilities. Notably, there is no unified
framework ensuring accountability across the entire lifecycle of data processing. As a
consequence, the accountability principle set out in Article 5(2) GDPR, in
accordance with which data controllers have to demonstrate not only
compliance with but also accountability under the law, is watered down in a
substantial manner. The current architecture, by design, dilutes legal responsibility,
making it difficult to establish which actor is accountable for which processing
operation and under what legal basis. This opacity has real consequences since it
interferes with the capacity of enterprise clients to confirm compliance and also

with the ability of data subjects to effectively apply their rights.

5.2.2 Chapter 2 — Indirect Data Transfer to OpenAl and Lack of Transparency
The second core finding concerns the legal ambiguity surrounding the involvement of
OpenAl in the operation of Microsoft 365 Copilot, particularly during the inference
stage. Microsoft claims contractually that no personal data is shared with
OpenAl, but this claim rests on a narrow reading of “transfer,” and there is no
transparent, technical proof that this is the case. According to article 4(2) of the
GDPR, any accessing of personal data, regardless if of a nature that is of
transitory character during processing (“such as temporary copying in the RAM
of a computer”), does constitute processing. Given that Copilot utilizes the
GPT-4 model to generate responses to prompts containing potentially sensitive
enterprise information, that inference process is squarely an object within the
“material scope” of the Regulation. Microsoft’s documentation, though, does
not specifically address whether OpenAl, as a model developer and
infrastructure provider, is technically prohibited from touching these inputs,
even for a moment. The absence of such a definition is a serious risk of
infringement (also with reference to the data subjects and enterprise clients who

seek to comprehend the real entity of data processing processes). This opacity is



compounded by the absence of a clearly defined legal role for OpenAl in Microsoft’s
Data Processing Addendum (DPA). Whether OpenAl acts as a processor, sub-
processor, or third party service provider is still up in the air, and this
completely contradicts the transparency requirements pursuant to Articles 13
and 14 GDPR. These provisions require that data subjects be informed about all
parties involved in processing their data, the purposes of the processing, and the
applicable safeguards. When these roles are not made explicit, transparency becomes
illusory, and the capacity to attribute responsibility is lost. Precedents from European
data protection authorities, including the Italian DPA’s position on biometric
surveillance at Milan’s Central Station and the Swedish DPA’s assessment
concerning school-based facial recognition, demonstrates that even when data
processing is transient or indirect, full regulatory compliance is needed. The
temporality does not make these contributions any less relevant to the law. And
finally, Microsoft's use of zero-retention policies and non-persistency
assurances is not enough protection against that. The inference process is a black
box: it is not auditable, traceable, nor verifiable by an enterprise customer.
Without the support of technical means or contractual entitlements that make it
possible for the customers to verify the processing of data during this phase,
undisclosed processing or indirect access cannot be excluded from the picture.
As a result, this thesis finds that Copilot’s design creates a substantive risk of
unauthorized or unsupported data processing with OpenAl. The current
governance does not address this risk, and tighter regulation and greater clarity

of roles may be required.

5.2.3 Chapter 3 — Algorithmic Surveillance and Labor Law

The final substantive finding addresses the implications of Copilot’s deployment in
the workplace, where its technical functionalities may produce surveillance-like
effects, even if not explicitly intended as monitoring tools. While Microsoft presents
Copilot as a neutral productivity enhancer, automating tasks such as drafting emails,
summarizing meetings, or retrieving files, the system inherently processes and
generates outputs based on workers’ interactions with enterprise software. These
outputs, recommended links or references, summaries, or edits, are not

inherently anonymous, but rather they mirror and reformulate the digital



behavior of identifiable users. Even without direct performance dashboards, this
capability allows for indirect ‘profiling” of behaviour and attributing
contributions in ways that may be leveraged (whether intentionally or not) for
evaluative or disciplinary purposes. Used as such, Copilot’s tools fall afoul of
the circumference of Article 4 of the Italian Workers’ Statute, which prohibits
remote monitoring tools unless introduced through a pre-established trade union
agreement or labor inspectorate authorization. The risk is not merely theoretical.
According to Italian consolidated case law, even instruments that do not seem
at first sight likely to infringe, through such a range of safe operational uses,
the competing rights of workers can be unlawful by their clandestine use or by
the absence of safety measures. What the Italian Supreme Court has clarified is
the principle that its purpose for being cannot decide whether the technology at
stake violates the law, but how the technology operates and what its effect is. If
Copilot enables managers to reconstruct workflows, identify individual bottlenecks, or
infer performance levels based on Al-generated summaries, it effectively becomes a
monitoring tool. In this case, its use had to comply with collective bargaining
processes and the obligation to transparency towards employees. To not do so
would not only violate national labor law but also fundamental rights to dignity
and workplace autonomy. Further, Copilot is problematic from a regulatory
perspective, both under the GDPR and the AI Act. Under article 22 of
GDPR, automated processing that produces effects on individuals, especially in
employment contexts, requires explicit safeguards, including the right to obtain human
intervention and contest the decision. While Copilot may not make direct decisions,
the insights it generates could feed into automated evaluation processes, triggering
Article 22 protection. The AI Act also deems employee management and
monitoring systems as high-risk, with more stringent conformity assessment and
transparency requirements applying to them. To the extent that Copilot is used
in manners that impact decision-making about tasks, performance, or behavior,
the model must be considered in assessment and treatment planning within the
risk framework presented. This thesis thus concludes that Copilot, depending on its
configuration and use, can reasonably be considered an algorithmic surveillance tool,

requiring enhanced safeguards at the intersection of data protection and labor law.



5.3. Limitations
Despite the depth of its legal and technical analysis, this thesis is subject to certain

limitations, primarily stemming from its reliance on publicly accessible sources.
Microsoft 365 Copilot's adherence to data protection and employment laws was
evaluated based on documentation, white papers, and contractual representations from
Microsoft and OpenAl. However, such sources do not offer complete visibility into
real-time data flows, backend infrastructure, or short-lived processing activities, in
particular those associated with the inference stage. Without access to proprietary data
such as system logs, model telemetry, and internal audit reports, it is simply not
possible to verify beyond any doubt that the provider’s processing assertions are an
accurate reflection of how the system was behaving. This lack of evidence limits our
ability to reach firm conclusions about technical compliance and management of
information. Furthermore, the regulatory landscape remains in flux: the final
implementation guidance for the Al Act, as well as evolving positions from the
European Data Protection Board (EDPB) may impact how inference is legally defined,
and how workplace-use Al engines are categorized by degrees of risk. As such, some
of the normative implications set out herein, most notably the implications of inference
as processing and the threshold for high-risk designation, should be understood as
having been derived from the current legal doctrine and may need to be modified as

the jurisprudential and regulatory landscape develops.

5.4. Policy and Research Recommendations
Building on the findings of this research, several policy and research recommendations

emerge as necessary steps to close the regulatory gaps identified in the governance of
enterprise Al services. First, EU regulators need to expressly acknowledge
inference as a regulated processing activity both under the GDPR and the Al
Act (even where no data is kept). The occasional use of personal or corporate
data in conjunction with personal or corporate information to produce an output
is processing in substance and is to be regarded as such in order to promote legal
certainty. Secondly, the application of general purpose foundation models in
B2B environments requires significantly more transparency. Service providers
like Microsoft should be legally compelled to exactly state what the particular
aspect of data processing, say inference, has played in third party-model

developers such as OpenAl. Without this, clients and data subjects are left in



the dark, unable to verify compliance or enforce their rights. In parallel, it is
essential to introduce independent audit mechanisms to embedded Al systems:
traceability, human oversight and non-retention guarantees should not be based
solely on provider self-certification. In the area of labour, national laws will
need to be modernised to keep up with the line blurring personal productivity
tools and surveillance devices. As demonstrated in this thesis, tools like Copilot
may have unintended monitoring effects, activating legal protections that are currently
outdated or too narrowly framed. Collective oversight mechanisms, such as prior
agreements with unions or supervisory authorities, should be adapted to the digital
context to prevent covert data exploitation. Lastly, this thesis calls for more
interdisciplinary studies that center around compliance regimes extending
across data protection, Al governance, and labour law. And the space between
these two fields is where regulatory tension is most pronounced, in particular in
difficult-to-map-out Al-as-a-Service models of Al. The need for
comprehensive, legally defensible and practically applicable assessment tools
could present an obstacle in a world where Al becomes a pervasive component
of the enterprise lifestyle. Ultimately, the issues raised in this thesis speak to a deeper
structural challenge: contemporary regulatory systems struggle to keep pace with the
opacity and distributed responsibility of modern Al architectures. When providers rely
on external model developers without full disclosure, when inference is treated as a
legal grey zone, and when workers are exposed to automated analysis without
safeguards, the foundational principles of transparency, accountability, and fairness
are at risk. Addressing these concerns is not merely a matter of compliance but of
democratic integrity. If left unresolved, enterprise Al systems may erode the very legal

and ethical structures meant to protect individuals in the digital age.
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