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ABSTRACT

This thesis examines how the United States, France, and Poland have adapted their
strategic communication networks to address misinformation and malinformation threats from
1991 to 2024, with particular focus on artificial intelligence’s transformative impact. The
research investigates how different institutional arrangements, strategic cultures, and threat
environments shape national approaches to cognitive security governance, asking what factors
determine response effectiveness in maintaining democratic legitimacy while providing adequate
protection against information warfare.

The study employs a theoretical framework combining securitization theory,
constructivist international relations, and resilience studies to analyze how democratic societies
navigate tensions between protecting collective decision-making processes and preserving
epistemic pluralism. Using a “most different systems” design, the research compares American
fragmented federalism with constitutional constraints, French centralized republicanism
emphasizing state-directed strategic autonomy, and Polish alliance-dependent adaptation under
immediate hybrid threat exposure. The methodology combines structured focused comparison
with process tracing, utilizing government documents, parliamentary testimony, declassified
assessments, and expert interviews from 2022-2024.

The analysis reveals three principal findings challenging conventional assumptions about
democratic information security. Institutional architecture determines response capacity more
than absolute resource levels e.g. French centralized coordination achieved 4.8-hour average
crisis response times compared to 18-hour averages for fragmented American approaches despite
ten-fold resource disparities. Constitutional constraints create operational trade-offs rather than
simple disadvantages e.g. American First Amendment protections limit domestic operations
while generating compensating advantages through enhanced civil society resilience. Alliance
integration enables capability sharing but creates dependency vulnerabilities, as demonstrated by
Poland’s reliance on NATO and EU frameworks.

The research contributes to security studies theory by developing “graduated
securitization” concepts that capture how democratic societies implement extraordinary
measures while maintaining accountability mechanisms. The analysis demonstrates that
traditional securitization theory requires modification to account for information warfare’s

continuous, distributed threat construction processes.



Policy implications emphasize that effective democratic responses require constitutional
adaptation rather than imported best practices, sustainable civil society investment despite
funding challenges, and technology governance frameworks balancing innovation with security
imperatives. The thesis concludes that democratic societies face genuine but not insurmountable
challenges in adapting to information warfare while preserving constitutional character, requiring
patient institution-building rather than rapid technological fixes through distinct approaches

reflecting institutional constraints and threat environments.
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INTRODUCTION

The end of the Cold War promised democratic expansion and liberal international order,
yet three decades later, democratic societies confront unprecedented challenges to their
foundational assumptions about information, truth, and collective decision-making. The
transformation of the global information landscape since 1991 has evolved from initial optimism
about digital technologies’ democratizing potential into sobering recognition that these same
technologies can be weaponized to undermine the democratic institutions they were expected to
strengthen. What began as isolated foreign interference has crystallized into systematic cognitive
warfare campaigns targeting the epistemological foundations of democratic governance itself.

This thesis examines how three democratic allies (i.e. the United States, France, and
Poland) have adapted their strategic communication networks to address evolving
misinformation and malinformation threats in the post-Cold War era, with particular attention to
artificial intelligence’s transformative impact.

How have different democratic institutional arrangements, strategic cultures, and threat
environments shaped national approaches to cognitive security governance, and what factors
determine the effectiveness of these responses in maintaining democratic legitimacy while
providing adequate protection against information warfare?

This inquiry’s significance extends far beyond comparative institutional analysis. As
synthetic media technologies achieve unprecedented sophistication and Al enables automated
persuasion at industrial scale, democratic societies face an existential challenge to their collective
sense-making capacity. The COVID-19 “infodemic,” January 6th Capitol attack, France’s Gilets
Jaunes protests, and Poland’s hybrid threats from Russia and Belarus demonstrate how
information manipulation directly threatens democratic stability. Yet responses reveal

fundamental unresolved tensions between security imperatives and democratic values.

This research employs an integrated framework combining securitization theory,
constructivist international relations, and democratic resilience studies to analyze how
democratic states navigate protecting information integrity without sacrificing legitimacy. The
Copenhagen School’s securitization framework examines how information threats transition
from technical issues to national security matters requiring extraordinary measures.

Constructivism explains how strategic narratives shape threat perceptions and policy responses,
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while resilience theory provides tools for understanding adaptive capacity under sustained
pressure.

The case selection follows a “most different systems” design maximizing variation across
key wvariables while controlling for democratic governance structures. The United States
represents global hegemonic power with extensive strategic communication capabilities
constrained by constitutional fragmentation and private sector autonomy. France exemplifies
middle power strategic autonomy aspirations through centralized, state-directed cognitive
security approaches. Poland illustrates small state adaptation within alliance frameworks while
confronting immediate hybrid threats from authoritarian neighbors.

The methodology combines structured focused comparison with process tracing to
identify causal mechanisms linking threat perception to institutional adaptation. Primary sources
include official strategy documents, parliamentary testimony, declassified intelligence
assessments, and elite interviews from 2022-2024. Secondary sources encompass academic
analyses, think tank reports, and journalistic investigations providing independent policy

effectiveness evaluation.

These cases enable systematic comparison across three dimensions: institutional response
capacity (measured through doctrinal innovation, organizational adaptation, and resource
allocation), societal resilience (assessed via trust metrics, civil society engagement, and crisis
response effectiveness), and strategic adaptation (evaluated through technological integration,
threat recognition, and international cooperation mechanisms).

The thesis traces strategic communication evolution through four distinct periods
capturing technological transformation and shifting threat environments. The 1991-2001 period
established post-Cold War information architecture characterized by Western narrative
dominance and soft power emergence. The 2001-2011 decade witnessed information
securitization following 9/11 and systematic information operations integration into military
doctrine. The 2011-2020 period marked social media platforms’ transformation into contested
strategic terrain for narrative control. The current 2020-2024 phase represents Al’s emergence as
an information warfare force multiplier, fundamentally altering cognitive manipulation’s scale,

precision, and attribution challenges.
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This periodization reveals how technological disruption, geopolitical competition, and
domestic pressures interact to create qualitatively different information environments requiring
adaptive institutional responses. Contemporary information threats operate not merely through
false content dissemination but through systematic exploitation of democratic societies’
structural characteristics: openness to diverse viewpoints, reliance on public discourse for

legitimacy, and individual expression rights protection.

The analysis reveals three distinct democratic response models reflecting different
effectiveness-legitimacy balances. The American model emphasizes private sector leadership
and technological solutions while maintaining strong constitutional constraints on government
information activities. This provides significant innovation capacity and civil society resilience
but creates coordination challenges and vulnerabilities to sophisticated state-sponsored
operations.

The French model prioritizes state-directed strategic autonomy through centralized
institutions and regulatory frameworks, enabling rapid crisis response and coherent policy
implementation but raising democratic accountability concerns and potential authoritarian
overreach. France’s explicit cognitive warfare embrace represents the most militarized liberal
democratic approach to information security.

The Polish model reflects frontline states’ constraints and opportunities confronting
immediate hybrid threats while building democratic institutions. Poland’s emphasis on alliance
integration and societal resilience through civil society engagement offers insights into how
smaller democratic states can leverage multilateral frameworks while maintaining information

governance autonomy.

This research advances several scholarly bodies while addressing pressing policy
challenges. Theoretically, the analysis deepens understanding of securitization processes in the
cognitive domain, where traditional domestic-international security boundaries blur. The
developed framework provides tools for analyzing conditions under which democratic societies
can successfully adapt to information warfare while preserving their fundamental character.

From a policy perspective, the research offers evidence-based insights into cognitive

security governance trade-offs. The analysis suggests effective democratic responses require
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balancing three competing imperatives: operational effectiveness in countering information
threats, democratic legitimacy through accountability and transparency, and international

credibility enabling alliance cooperation and norm development.

Part I establishes theoretical and historical foundations for comparative analysis. Part II
presents detailed case studies analyzing each country’s strategic communication institutions,
vulnerability patterns, and adaptation strategies. Part III synthesizes comparative findings and
develops forward-looking Al-era strategic communication analysis.

This research focuses specifically on democratic states confronting information threats
while maintaining constitutional governance principles. The analysis does not comprehensively
address authoritarian information control approaches, which operate under fundamentally
different legitimacy constraints. The NATO allies emphasis limits generalizability to non-aligned

democracies facing different technological and resource constraints.

The stakes extend beyond academic understanding to whether democratic societies can
adapt to the information age without sacrificing defining openness and pluralism. As Al enables
unprecedented cognitive manipulation at industrial scale, democratic institutions face pressures
potentially exceeding their adaptive capacity. This comparative analysis provides sobering
warnings about democratic vulnerabilities and grounds for cautious optimism about institutional
innovation and societal resilience.

The research demonstrates that democratic information warfare responses cannot simply
replicate authoritarian control models without undermining their own legitimacy. Instead,
effective approaches must develop “democratic cognitive security”, frameworks enhancing
collective decision-making capacity while preserving epistemic pluralism essential for
democratic legitimacy. Whether democratic societies possess necessary institutional creativity
and political will for such innovation remains an open question largely determining twenty-first

century democratic governance trajectories.
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PART I - THEORETICAL, METHODOLOGICAL AND HISTORICAL
FOUNDATIONS

This thesis employs a structured, focused comparison methodology' combined with
process tracing to analyze how the United States, France, and Poland have adapted their strategic
communication capabilities to address information threats from 1991 to 2024. The research
design addresses both variation in outcomes (different institutional responses) and causal

mechanisms (how threat perceptions translate into policy adaptation).

The selection of the United States, France, and Poland follows a “most different systems”
design® that maximizes variation on key independent variables while controlling for the
dependent variable (democratic governance structure). This selection strategy enables isolation
of causal factors while maintaining analytical coherence.

The United States represents global hegemonic power with extensive strategic
communication capabilities; France exemplifies middle power status with aspirations for
strategic autonomy; Poland illustrates small state adaptation within alliance frameworks. Each
state embodies distinct strategic traditions: American liberal institutionalism®, French Gaullism
emphasizing sovereignty?, and Polish historical experience with foreign domination shaping
threat perception®. Variation in civil-military relations, media systems, and administrative
traditions affects strategic communication implementation. Different exposure levels to
information warfare: the U.S. as global target, France as regional power balancing autonomy and

alliance commitments, Poland as frontline state facing proximate Russian threats.

1. Primary Sources: Official strategy documents, military doctrine publications,
parliamentary testimony, and declassified intelligence assessments provide authoritative

insight into official thinking and institutional adaptation.

! George, Alexander L., and Andrew Bennett. Case Studies and Theory Development in the Social Sciences.
Cambridge, MA: MIT Press, 2005, pp. 67-72.

2 Przeworski, Adam, and Henry Teune. The Logic of Comparative Social Inquiry. New York: Wiley, 1970, pp.
31-39.

3 Ikenberry, G. John. Liberal Leviathan: The Origins, Crisis, and Transformation of the American World Order.
Princeton: Princeton University Press, 2011.

* Vaisse, Maurice. La Grandeur: Politique étrangeére du général de Gaulle, 1958-1969. Paris: Fayard, 1998.

> Kuzniar, Roman. Poland's Security Policy, 1989-2000. Warsaw: Scholar Publishing House, 2001.
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2. Secondary Sources: Academic analyses, think tank reports, and journalistic
investigations offer independent evaluation of policy effectiveness and unintended
consequences.

3. Source Triangulation: Multiple source types for each claim reduce potential bias from
single-source reliance®, while temporal comparison reveals policy evolution over time.

4. Limitations: Classification constraints limit access to operational details of strategic
communication activities. Interview access with current officials was restricted due to
security sensitivities, necessitating reliance on public statements and retrospective

accounts.

Analytical Techniques ’

1. Process Tracing: Identifies causal mechanisms linking threat perception to institutional
adaptation by tracing decision-making sequences and policy rationales across time
periods.

2. Structured Comparison: Systematic analysis across three dimensions (threat
environment, institutional response capacity, and societal resilience metrics) enables
controlled comparison while accounting for contextual variation.

3. Temporal Analysis: Four historical periods (1991-2001, 2001-2011, 2011-2020,
2020-2024) provide analytical structure while capturing both continuity and change in

strategic communication evolution.

Potential Limitations and Biases *
1. Selection Bias: Focus on democratic states excludes authoritarian approaches to strategic

communication, potentially limiting theoretical generalizability;

® Denzin, Norman K. The Research Act: A Theoretical Introduction to Sociological Methods. 3rd ed. Englewood
Cliffs, NJ: Prentice Hall, 1989, pp. 234-247.

7 Collier, David. "Understanding Process Tracing." PS: Political Science & Politics 44, no. 4 (2011): 823-830.; Mill,
John Stuart. 4 System of Logic, Ratiocinative and Inductive. 8th ed. London: Longmans, Green, Reader, and Dyer,
1872, Book III, Chapter VIIL.; Pierson, Paul. "Increasing Returns, Path Dependence, and the Study of Politics."
American Political Science Review 94, no. 2 (2000): 251-267.

% Geddes, Barbara. "How the Cases You Choose Affect the Answers You Get: Selection Bias in Comparative
Politics." Political Analysis 2 (1990): 131-150.; King, Gary, Robert O. Keohane, and Sidney Verba. Designing
Social Inquiry: Scientific Inference in Qualitative Research. Princeton: Princeton University Press, 1994, pp.
128-138.; Lustick, Ian S. "History, Historiography, and Political Science: Multiple Historical Records and the
Problem of Selection Bias." American Political Science Review 90, no. 3 (1996): 605-618.; Mearsheimer, John J.,
and Stephen M. Walt. "The Israel Lobby and U.S. Foreign Policy." Middle East Policy 13, no. 3 (2006): 29-87.
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2. Availability Bias: Greater documentation of U.S. activities compared to French and
Polish cases may skew analysis toward American experiences;

3. Temporal Bias: Emphasis on recent Al-related developments may underestimate
continuity with historical practices;

4. Analytical Bias: Author’s Western academic training may influence interpretation of

non-Western strategic communication approaches.

CHAPTER 1: THEORETICAL FRAMEWORK

1.1 Reconceptualizing Security in the Post-Cold War Era

1.1.1. From traditional to non-traditional security

Security as a concept in International Relations has changed quite fundamentally since
the Cold War ended. The traditional understanding, deeply rooted in realist thinking, primarily
viewed security through the narrow lens of state survival in what realists see as an anarchic
international system’. Stephen Walt captured this well when he defined security studies as
dealing with “the phenomenon of war and the changing conditions that promote or prevent it”!°.
It is a definition that focuses almost exclusively on military threats to borders and state
sovereignty. This state-centric approach made sense during the Cold War, emphasizing
deterrence, defense, and managing competition between superpowers through military might''.

But the post-1991 world quickly revealed just how limiting this narrow view had become.
Transnational threats started emerging that did not fit neatly into the old categories: terrorism that

crossed borders, organized crime networks, environmental problems that affected everyone, and

these new cyber attacks that seemed to come from nowhere'?. Barry Buzan, Ole Wever, and Jaap

® Waltz, Kenneth N. "The Anarchic Structure of World Politics." In Theory of International Politics. Reading, MA:
Addison-Wesley, 1979, pp. 88-128.

' Walt, Stephen M. "The Renaissance of Security Studies." International Studies Quarterly 35, no. 2 (1991):
211-239, p. 212.

" Jervis, Robert. Perception and Misperception in International Politics. Princeton: Princeton University Press,
1976.; Schelling, Thomas C. The Strategy of Conflict. Cambridge, MA: Harvard University Press, 1960.

12 Keohane, Robert O., and Joseph S. Nye Jr. "Power and Interdependence in the Information Age." Foreign Affairs
77, no. 5 (1998): 81-94.; Rosenau, James N. Turbulence in World Politics: A Theory of Change and Continuity.
Princeton: Princeton University Press, 1990.
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de Wilde made this point arguing that people could not keep limiting security to just military
issues. Political, economic, societal, and environmental dimensions all matter now"?.

What is particularly interesting is how three interconnected domains have become so
important in our information age: cybersecurity, information security, and cognitive security.
These concepts are frequently conflated in the literature, which is understandable given their
substantial conceptual overlap. But they are actually quite different challenges that need different

approaches and responses'*.

Table 1.1: Comparison of Information-Age Security Domains

Main Focus Types of Threats | How to Respond Main Actors
Protecting Malware, Hacking, | Technical defenses, | IT experts, Cyber
Cybersecurity computer systems | System attacks Firewalls, units, Tech
and networks Encryption companies
Protecting False information, | Fact-checking, Media,
. information Propaganda, Counter-messages, | intelligence
Informz}tlon quality and Influence Platform rules services, Civil
Security controlling campaigns groups
narratives
Protecting mental | Psychological Education, Critical | Schools,
Cognitive resilience and manipulation, thinking, Strong Psychologists,
Security clear thinking Confusion tactics, | institutions Democratic
Trust destruction institutions

(Source: Author s elaboration)

Cybersecurity focuses on protecting digital infrastructure (the networks, systems, and
data that run our modern world) from unauthorized access, disruption, or outright destruction'.

Those 2007 cyber attacks on Estonia were a wake-up call, showing how a relatively small

'3 Buzan, Barry, Ole Waever, and Jaap de Wilde. Security: A New Framework for Analysis. Boulder: Lynne Rienner
Publishers, 1998, pp. 7-42.

4 Nye, Joseph S. Jr. "Cyber Power." Belfer Center for Science and International Affairs, Harvard Kennedy School,
May 2010.

15 Singer, P.W., and Allan Friedman. Cybersecurity and Cyberwar: What Everyone Needs to Know. Oxford: Oxford
University Press, 2014, pp. 15-32.
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country could be brought to its knees through cyber means'é. The Stuxnet operation against
Iran’s nuclear facilities in 2010 was perhaps even more eye-opening. It demonstrated how cyber
threats could achieve what would traditionally require kinetic military force.

Information security addresses something different: the integrity, authenticity, and
reliability of information itself within public discourse'’. While cybersecurity is mostly technical,
information security is more about the cognitive and social dimensions, about how information
shapes what people believe, how they make decisions, and whether societies hold together. The
2016 U.S. election interference showed this perfectly: adversaries found ways to exploit
information ecosystems and influence democratic processes without having to directly attack any
technical infrastructure'®.

Cognitive security is probably the newest and definitely the most complex of these
domains. It is about protecting the mental and epistemological resilience of both individuals and
entire societies”. This gets at fundamental questions about how people process information, form
beliefs, and maintain some shared understanding of what is actually real. Cognitive security
threats work by exploiting psychological vulnerabilities, through targeted disinformation
campaigns, deepfakes, algorithmic manipulation, all designed to erode trust in democratic

institutions and tear apart social cohesion®.

These three domains connect with two concepts that have become central to how to think
about security today: societal resilience and communicative sovereignty.

Societal resilience refers to a society’s ability to absorb, adapt to, and recover from
information-based attacks while somehow maintaining democratic values and social cohesion®'.

Finland’s comprehensive security model provides what might be the best example of this

1 Herzog, Stephen. "Revisiting the Estonian Cyber Attacks: Digital Threats and Multinational Responses." Journal
of Strategic Security 4, no. 2 (2011): 49-60.

'7 Floridi, Luciano. "Information Ethics: On the Philosophical Foundation of Computer Ethics." Ethics and
Information Technology 1, no. 1 (1999): 37-56.

'8 U.S. Senate Select Committee on Intelligence. Report on Russian Active Measures Campaigns and Interference in
the 2016 U.S. Election, Volume 1: Russian Efforts Against Election Infrastructure. 116th Congress, 2020.

! Bjola, Corneliu, and Jen Wellings Papadakis. "Digital Propaganda, Counterpublics and the Disruption of the
Public Sphere: The Finnish Approach to Building Digital Resilience." Cambridge Review of International Affairs
33, no. 5 (2020): 638-666.

2 Roozenbeek, Jon, and Sander van der Linden. "Fake News Game Confers Psychological Resistance Against
Online Misinformation." Palgrave Communications 5, no. 65 (2019): 1-10.

21 Aldrich, Daniel P., and Michelle A. Meyer. "Social Capital and Community Resilience." American Behavioral
Scientist59, no. 2 (2015): 254-269.

23



approach. They have managed to integrate government, civil society, and private sector
responses to hybrid threats in ways that other countries are still trying to figure out™.

Communicative sovereignty is about a state’s capacity to maintain legitimate control over
its information space against foreign interference while still preserving democratic discourse.
France’s 2018 anti-manipulation law (loi contre la manipulation de [’information) represents one
attempt to make this work. It enables rapid judicial responses to disinformation during electoral
periods, though it certainly raises some uncomfortable tensions between security imperatives and
free expression®.

The shift from traditional to non-traditional security really reflects much deeper changes
in how power, conflict, and governance work in our globalized, information-saturated age**.
Understanding these changes seems essential to analyze how contemporary democracies
(including the United States, France, and Poland) are trying to protect their strategic

communication networks against these hybrid threats that do not play by the old rules.

1.1.2. The Copenhagen School and Securitization Theory

The Copenhagen School’s securitization theory probably offers the most influential
framework for understanding how issues move from normal politics into the security domain®.
Ole Waver, Barry Buzan, and Jaap de Wilde developed this approach in the 1990s, and their
core argument is that security is not really an objective condition but rather a social construction
that happens through what they call “speech acts”, performative utterances where someone
declares an existential threat and justifies extraordinary measures to deal with it*.

The securitization process involves three key parts: a securitizing actor (usually political

leaders or institutions) who performs the speech act, a referent object (whatever is supposedly

being threatened), and an audience that has to accept the security claim for securitization to

22 Pynnéniemi, Katri, and Andras Récz. "Fog of Falsehood: Russian Strategy of Deception and the Conflict in
Ukraine." Finnish Institute of International Affairs Report 45 (2016).

2 Assemblée Nationale. Loi n° 2018-1202 du 22 décembre 2018 relative a la lutte contre la manipulation de
l'information. Journal Officiel de la République Frang¢aise, December 23, 2018.

2% Keohane, Robert O., and Joseph S. Nye Jr. Power and Interdependence. 4th ed. Boston: Longman, 2011, pp.
220-244.

% Waever, Ole. "Securitization and Desecuritization." In On Security, edited by Ronnie D. Lipschutz. New York:
Columbia University Press, 1995, pp. 46-86.

% Buzan, Barry, Ole Waver, and Jaap de Wilde. Security: A New Framework for Analysis. Boulder: Lynne Rienner
Publishers, 1998, pp. 23-26.
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actually work. What is crucial here is that securitization lets actors move “beyond politics”. They
can bypass normal democratic procedures by invoking emergency response”’.

Securitization theory really helps illustrate how states transform what might seem like
communication challenges into security imperatives. The European Union’s response to Russian
disinformation after the 2014 annexation of Crimea provides a textbook example of this process.
European Council conclusions from June 2015 explicitly framed disinformation as undermining
“European values and democratic principles” which justified creating the East StratCom Task
Force®™. This securitizing move enabled the EU to deploy resources and adopt measures
(monitoring, debunking, strategic communications) that would have been much harder to justify
politically as normal information policy.

The United States has gone through a similar securitization of information threats, though
they have done it through different institutional mechanisms. The 2018 National Defense
Authorization Act established Cyber Command’s “information operations” mission, and the
2020 Joint Doctrine Note declared “information as a joint function™. These documents frame
information operations as threats to national security requiring military-level responses,
essentially moving information warfare from the margins to the center of defense planning.

France’s approach shows how securitization can happen at multiple levels
simultaneously. At the EU level, France supported collective securitization through the East
StratCom Task Force. Domestically, President Emmanuel Macron’s 2017 declaration that “fake
news” represented a threat to democracy enabled passage of restrictive information laws that had
previously failed in parliament®. What is particularly telling is that these laws were first tested
not against foreign disinformation but against the Gilets Jaunes (Yellow Vest) movement in
2018-2019, when authorities used anti-disinformation provisions to restrict social media content
and monitor protest communications®'. This demonstrates how securitization can expand well

beyond its original justification.

" Buzan, Barry, Ole Weaver, and Jaap de Wilde. Security: A New Framework for Analysis. Boulder: Lynne Rienner
Publishers, 1998, pp. 23-26.

% European Council. "Council Conclusions on Countering Hybrid Threats." June 19, 2015. Brussels: European
Council Press Office.

» National Defense Authorization Act for Fiscal Year 2018, Pub. L. No. 115-91, § 1631, 131 Stat. 1283 (2017).;
U.S. Department of Defense. "Joint Doctrine Note 1-20: Information in the Joint Environment." April 24, 2020.

3 Assemblée Nationale. "Proposition de loi relative a la lutte contre la manipulation de l'information." Session
ordinaire 2017-2018, no. 799, March 21, 2018.

31 Badouard, Romain. "The Yellow Vests and the Politicization of Digital Platforms." French Politics 18, no. 2
(2020): 238-251.
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But securitization is not automatic or permanent. It requires audience acceptance and can
face resistance or what scholars call “desecuritization” efforts®*. In Poland, attempts by the Law
and Justice (PiS) government to securitize media ownership through the 2021 “Lex TVN” law,
framed as protecting information sovereignty against foreign manipulation, ran into significant
domestic and international opposition and ultimately stalled in the Senate®. This case illustrates
how securitization attempts can fail when audiences reject the threat construction or view the
proposed measures as illegitimate.

The theory also raises some uncomfortable normative questions about the relationship
between security and democracy. While securitization may enable rapid responses to genuine
threats, it can also erode democratic accountability and civil liberties*. The challenge for
democratic states appears to be developing what Thierry Balzacq calls “graduated
securitization”. There are the proportionate responses that address security concerns without
completely abandoning normal political processes®.

Securitization theory gives us essential analytical tools for understanding how
information threats move from technical or political issues to matters of national security,
shaping institutional responses and resource allocation in ways that have pretty profound

implications for democratic governance.

1.2 Constructivism & the Power of Narrative in International Relations

Constructivism provides what might be called the metatheoretical foundation for
understanding how strategic communication shapes international politics through the social
construction of identities, interests, and threats®*. Unlike rationalist approaches that treat state

preferences as somehow given from the outside, constructivism emphasizes that “the manner in

2 Hansen, Lene. "The Little Mermaid's Silent Security Dilemma and the Absence of Gender in the Copenhagen
School." Millennium: Journal of International Studies 29, no. 2 (2000): 285-306.

33 Senate of Poland. "Ustawa o radiofonii i telewizji - Lex TVN." Proceedings of the Senate Committee on Culture
and Media, September 11, 2021.

3* Roe, Paul. "Securitization and Minority Rights: Conditions of Desecuritization." Security Dialogue 35, no. 3
(2004): 279-294.

3 Balzacq, Thierry. "A Theory of Securitization: Origins, Core Assumptions, and Variants." In Securitization
Theory: How Security Problems Emerge and Dissolve, edited by Thierry Balzacq. London: Routledge, 2011, pp.
1-30.

3 Finnemore, Martha, and Kathryn Sikkink. "International Norm Dynamics and Political Change." International
Organization 52, no. 4 (1998): 887-917.
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which the material world shapes and is shaped by human action and interaction depends on
dynamic normative and epistemic interpretations of the material world’.

Alexander Wendt’s foundational insight that “anarchy is what states make of it” really
demonstrates how international structures only acquire meaning through intersubjective
understandings and shared practices®®. From this perspective, security threats are not objective
material facts but emerge through discursive processes that define what constitutes danger,
identify relevant enemies, and legitimize specific response measures. Strategic narratives are
coherent storylines providing meaning to past events and future possibilities and become central
mechanisms through which political actors construct these security realities®.

Strategic narratives seem to operate at three interconnected levels, as Alister Miskimmon,
Ben O’Loughlin, and Laura Roselle have conceptualized: system narratives that explain the
fundamental nature of the international order, identity narratives that construct national or group
identities through historical memory and cultural symbols, and issue narratives that frame
specific events or policies within broader meaning structures.*

The power of these narratives does not lie in their persuasive capacity but in what might
be called constitutive effects. They create the social conditions that make specific policies
possible or necessary*'. The post-9/11 “War on Terror” narrative exemplifies this dynamic pretty
well. By framing the attacks through civilizational discourse that positioned liberal democracy
against radical extremism, this narrative enabled extraordinary measures including preemptive
warfare, enhanced surveillance, and indefinite detention that would have been politically
unacceptable under alternative framings*.

Contemporary information warfare increasingly targets these narrative foundations,
recognizing that identity and legitimacy have become primary sites of strategic competition.

Russian information operations, as the RAND Corporation’s “firehose of falsehood” study

7 Adler, Emanuel. "Seizing the Middle Ground: Constructivism in World Politics." European Journal of
International Relations 3, no. 3 (1997): 319-363, p. 322.

¥ Wendt, Alexander. "Anarchy is What States Make of It: The Social Construction of Power Politics." International
Organization 46, no. 2 (1992): 391-425.

¥ Krebs, Ronald R., and Patrick Thaddeus Jackson. "Twisting Tongues and Twisting Arms: The Power of Political
Rhetoric." European Journal of International Relations 13, no. 1 (2007): 35-66.

40 Miskimmon, Alister, Ben O'Loughlin, and Laura Roselle. Strategic Narratives: Communication Power and the
New World Order. New York: Routledge, 2013, pp. 7-15.

4 Searle, John R. The Construction of Social Reality. New York: Free Press, 1995, pp. 1-29.

42 Jackson, Richard. Writing the War on Terrorism: Language, Politics and Counter-terrorism. Manchester:
Manchester University Press, 2005.
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analyzed®, deliberately exploit identity cleavages within target societies. In Central and Eastern
Europe, Russian strategic communications invoke historical traumas (i.e. Soviet occupation,
Western betrayal) to reframe contemporary NATO and EU membership as neo-imperial projects
threatening national sovereignty*.

The 2019-2020 Russian disinformation campaign around Poland’s Holocaust memory
law illustrates this approach quite clearly. Russian media outlets amplified Polish-Jewish
tensions by selectively highlighting controversial statements while promoting narratives that
portrayed EU criticism as anti-Polish bias, exploiting existing identity conflicts to undermine
transatlantic solidarity*.

In the United States, malign actors have similarly weaponized identity narratives around
race, politics, and cultural values. The 2016 Internet Research Agency operations demonstrated
surprisingly sophisticated understanding of American identity cleavages, creating both “Black
Lives Matter” and “Blue Lives Matter” content to amplify social divisions**. These campaigns
succeeded not by creating new divisions but by exploiting existing fault lines in American
identity narratives.

This targeting of identity reveals what appears to be a crucial shift in the nature of
conflict: information warfare increasingly aims not at persuasion but at fragmentation eroding
shared epistemic foundations that enable democratic deliberation. As Lawrence Freedman argues
in his analysis of strategic communications, the goal is often not winning arguments but
“creating enough confusion and doubt to undermine the confidence required for decisive
action™’.

Constructivism clarifies how communication infrastructures (e.g. social media platforms,
algorithmic content curation, news ecosystems) function as contested terrains where political
realities are continuously produced and challenged®. Control over these narrative spaces

increasingly translates into strategic advantage, as China’s efforts to promote alternative system

4 Paul, Christopher, and Miriam Matthews. "The Russian 'Firehose of Falsehood' Propaganda Model." RAND
PerspectivePE-198-OSD (2016).

4 Grigas, Agnia. Beyond Crimea: The New Russian Empire. New Haven: Yale University Press, 2016, pp. 178-203.
4 EUvsDisinfo. "The Kremlin this Week: Let's hate Poland!" January 23, 2020.

4 U.S. Senate Select Committee on Intelligence. Report on Russian Active Measures Campaigns and Interference in
the 2016 U.S. Election, Volume 2: Russia's Use of Social Media. 116th Congress, 2020.

47 Freedman, Lawrence. "The Transformation of Strategic Affairs." Adelphi Paper 379 (2006): 7-100, p. 45.

* van Dijck, José. The Culture of Connectivity: A Critical History of Social Media. Oxford: Oxford University
Press, 2013, pp. 145-171.
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narratives through media investments, academic partnerships, and digital infrastructure projects
under the Belt and Road Initiative seem to demonstrate®.

For democratic societies, this constructivist understanding highlights both vulnerabilities
and opportunities. While openness makes democracies susceptible to narrative manipulation, the
same pluralistic discourse that creates vulnerability may also provide resources for resilience
through counter-narratives, fact-checking, and public debate. The challenge lies in maintaining
these democratic strengths while developing defensive capabilities against systematic narrative
attacks.

This analytical framework positions strategic communication not as some peripheral
support function but as central to contemporary security practice, requiring sophisticated
understanding of how narratives construct political possibilities and constrain strategic choices in

our increasingly interconnected world.

1.3 The Evolution of Information Warfare Theory

The conceptual landscape of information warfare has undergone what can only be
described as dramatic transformation, evolving from a peripheral military concern to a primary
domain of strategic competition'. This evolution reflects broader changes in how information
technologies mediate political power, social cohesion, and interstate conflict. Understanding this
trajectory requires careful attention to definitional precision, doctrinal innovation, and the

integration of emerging technologies into strategic frameworks™.

1.3.1 Defining the Threat Landscape

Contemporary information warfare operates across multiple dimensions that really need

analytical disaggregation. Building on Claire Wardle and Hossein Derakhshan’s foundational

4 Shambaugh, David. "China's Soft-Power Push: The Search for Respect." Foreign Affairs 94, no. 4 (2015): 99-107.
30 Rosen, Armin. "How Democracies Can Win the Information War." The Atlantic, March 15, 2019.

I Arquilla, John, and David Ronfeldt. In Athena's Camp: Preparing for Conflict in the Information Age. Santa
Monica: RAND Corporation, 1997.

52 Libicki, Martin C. Conquest in Cyberspace: National Security and Information Warfare. Cambridge: Cambridge
University Press, 2007, pp. 1-25.
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taxonomy, which has been refined by subsequent scholarship from places like the Reuters

Institute and the Computational Propaganda Research Project, three primary categories of

information threats have emerged®’:

1.

Misinformation refers to false or misleading content shared without malicious intent.
This includes honest mistakes, misinterpretation of events, or people inadvertently
spreading unverified information. While not deliberately harmful, misinformation can
still create operational challenges during crises when rapid, accurate information sharing
becomes critical for public safety and coordinated response™.

Disinformation encompasses deliberately false information created and disseminated
with intent to deceive, manipulate, or cause harm. This represents the core of adversarial
information operations, involving systematic campaigns designed to influence political
processes, undermine institutional trust, or destabilize social cohesion. The 2020
“Plandemic” conspiracy theory exemplifies sophisticated disinformation. It combined
fabricated expert testimony with selective data manipulation to undermine public health
responses”,

Malinformation involves authentic information weaponized to cause harm through
strategic timing, contextualization, or amplification. This includes leaked materials,
private communications, or embarrassing but truthful content deployed to damage
reputations or institutions. The 2017 Macron campaign email leaks demonstrate
malinformation tactics, authentic materials released strategically before the French

presidential election to maximize political damage>®.

These categories intersect with what NATO’s StratCom Centre of Excellence terms

“cognitive warfare”. These operations target human cognition to influence perception,

decision-making, and behavior’’. Unlike traditional propaganda that seeks to persuade, cognitive

3 ‘Wardle, Claire, and Hossein Derakhshan. "Information Disorder: Toward an Interdisciplinary Framework for
Research and Policy Making." Council of Europe Report DGI(2017)09 (2017).

4 Ibid.

5 Wilson, Jameson, and Sarah Starbird. "Cross-Platform Information Operations and the '"Plandemic' Conspiracy
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warfare aims to confuse, paralyze, or fragment target audiences by undermining their capacity

for rational deliberation™.

1.3.2 Doctrinal and Conceptual Approaches

State responses to information warfare reflect different strategic cultures, threat
perceptions, and institutional capabilities, resulting in what appear to be quite divergent doctrinal

frameworks>’.

The U.S. Department of Defense’s 2020 Joint Doctrine Note represents what might be
called a paradigmatic shift, formally recognizing “information as a joint function” alongside
traditional warfighting domains®. This elevation signals that information operations are no
longer auxiliary to kinetic operations but co-equal components of military strategy across all
phases of conflict.

General Paul Nakasone, former Director of NSA and Commander of U.S. Cyber Command,
articulated this evolution in Congressional testimony: “We must compete in the information
environment [because] our adversaries have weaponized information to undermine democratic

institutions and weaken alliance cohesion”®

. This competitive framing justifies “persistent
engagement” strategies that proactively contest adversarial narratives rather than merely

defending against attacks®.

NATO’s Strategic Communications (StratCom) doctrine, codified in the 2017 Joint
Doctrine for Strategic Communications (AJP-10), emphasizes synchronized messaging across

diplomatic, military, and informational instruments. NATO defines StratCom as “the coordinated
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Communications Centre of Excellence (2019).
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and appropriate use of NATO communications activities and capabilities [...] in support of
Alliance policies, operations and activities, and in order to advance NATO’s aims”®,

The establishment of NATO’s Strategic Communications Centre of Excellence in Riga
back in 2014 institutionalized this approach, conducting research, training, and operational
support for member states®. The Centre’s annual conferences have become focal points for

developing alliance responses to hybrid threats, emphasizing both defensive measures

(resilience-building) and what they call offensive capabilities (strategic messaging)®.

France has pioneered what they call “cognitive warfare” (guerre cognitive), formally
incorporated into the 2019 Military Programming Law. This framework explicitly recognizes the
cognitive battlefield as a primary theater of operations where adversaries exploit informational
and cultural asymmetries to manipulate public opinion and fracture social trust®.

French military doctrine, as articulated in the 2020 Strategic Review, emphasizes
“information sovereignty” (souveraineté informationnelle), the capacity to maintain autonomous
control over national information spaces®’. This concept seems to underlie France’s resistance to
American technology dominance and support for European digital sovereignty initiatives,
including GDPR implementation and platform regulation.

The French approach integrates military and civilian capabilities through the National
Intelligence Coordinator (Coordonnateur national du renseignement), which synchronizes
responses across defense, interior, and foreign affairs ministries. This whole-of-government

model reflects French administrative culture while addressing the hybrid nature of contemporary

information threats®®.
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1.3.3 PSYOPS, 10, and Strategic Communication

The evolution from psychological operations (PSYOPS) through information operations
(I0) to strategic communication (StratCom) reflects expanding conceptualization of
information’s role in conflict and governance®.

Psychological Operations (PSYOPS) traditionally focused on influencing adversary
decision-makers through targeted messaging, often tactical and campaign-specific”. Classic
PSYOPS included things like leaflet drops, radio broadcasts, and deception operations designed
to demoralize enemy forces or civilian populations. The Gulf War’s “Highway of Death”
broadcasts exemplified this approach, tactical messaging designed to encourage Iraqi troop
surrender’".

Information Operations (I0) expanded beyond PSYOPS to encompass a broader range of
information-related military activities, including electronic warfare, computer network
operations, and operational security’?. The U.S. military’s definition of 10 as actions designed
“to affect information and information systems while defending one’s own information and
information systems” reflects this more integrated approach”.

Strategic Communication (StratCom) represents perhaps the most comprehensive
framework, extending beyond military contexts to encompass whole-of-government approaches
that align words, images, and actions to achieve policy objectives. StratCom integrates public
diplomacy, military public affairs, and international broadcasting into coherent narrative
strategies designed to shape long-term perceptions rather than achieve immediate tactical
effects™.

The COVID-19 pandemic illustrated this continuum in practice quite well. During the
2020-2021 crisis, governments deployed StratCom not merely to inform but to shape public
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behavior, maintain social cohesion, and counter conspiracy theories”. The U.S. Surgeon
General’s declaration of a “health misinformation infodemic” exemplified how public health
communication increasingly resembles wartime strategic messaging, complete with adversary
identification (conspiracy theorists) and mobilization rhetoric’.

This operational evolution reflects what appears to be a fundamental shift: information
warfare now extends beyond military-to-military or state-to-state competition to encompass
systematic attempts to influence entire societies through their communication ecosystems’’. This
transformation requires new theoretical frameworks capable of analyzing information not merely

as a tool of statecraft but as a domain of conflict itself.

1.4 Hybrid Threats & Societal Resilience

Hybrid threats may represent the most complex and widespread challenge facing
contemporary security today. They are characterized by the coordinated use of conventional and
unconventional instruments that stay just below the threshold of traditional warfare™. What
makes these campaigns particularly dangerous is their strategic weaponization of information not
merely to inform or persuade, but to systematically chip away at social cohesion, institutional
trust, and the capacity for democratic decision-making’. This section examines theoretical
frameworks for understanding hybrid warfare, explores artificial intelligence as a force

multiplier, and considers societal resilience as an emerging paradigm for democratic defense.
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1.4.1 Understanding Hybrid Warfare

Hybrid warfare, as both NATO and EU frameworks have attempted to define it, involves
“the synchronised use of multiple instruments of power tailored to specific vulnerabilities across
the full spectrum of societal functions to achieve synergistic effects”. This definition highlights
three critical characteristics: synchronisation across multiple domains, tailored targeting of
specific vulnerabilities, and synergistic effects that appear to exceed the sum of individual
components*’.

Frank Hoffman’s foundational analysis identified hybrid threats as blending “lethality of

»81  However,

state conflict with the fanatical and protracted fervor of irregular warfare
subsequent research has expanded this framework well beyond military dimensions.
Contemporary hybrid campaigns weave together diplomatic pressure, economic coercion, cyber
attacks, disinformation, and support for proxy actors in ways that create strategic effects without
crossing formal thresholds for military response™.

The concept of “reflexive control” developed in Soviet military theory and refined in
contemporary Russian strategic thinking offers useful insight into hybrid warfare’s informational
dimensions. Vladimir Lefebvre originally formulated it as “conveying to a partner or an
opponent specially prepared information to incline him to voluntarily make the predetermined
decision desired by the initiator™®. Today’s applications extend this concept to entire societies,
where disinformation campaigns do not aim at direct persuasion but rather at shaping the
informational environment to provoke self-defeating responses™.

The 2014-2016 Russian hybrid campaign against Ukraine demonstrates this integrated
approach quite clearly. Beyond the military intervention in Crimea and eastern Ukraine, the
campaign included economic pressure through energy pricing, cyber attacks on critical

infrastructure, diplomatic isolation efforts, and sophisticated information operations targeting
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both Ukrainian and international audiences®. The information component seems to have
deliberately exploited existing societal divisions (linguistic, regional, historical) while promoting
narratives of Ukrainian state illegitimacy and Western manipulation®,

Disinformation functions as what Lawrence Freedman calls “the most cost-effective
weapon” in hybrid arsenals®’. This is likely because it exploits democratic vulnerabilities
(openness, pluralism, free expression) while remaining difficult to attribute or counter without
potentially undermining the very democratic values it attacks. The asymmetric nature of this
challenge is stark: authoritarian states can flood democratic information spaces with falsehoods

while maintaining strict control over their own domestic narratives®.

1.4.2 Al as a Force Multiplier

Artificial intelligence has fundamentally altered the scale, precision, and effectiveness of
information warfare®. What were previously labor-intensive, imprecise influence operations
have been transformed into automated, targeted, and adaptive campaigns. Al technologies enable
three critical capabilities that appear to exponentially increase disinformation impact: automation
of content generation and distribution, personalization based on individual psychological
profiles, and real-time adaptation to audience responses and countermeasures®.

The emergence of sophisticated synthetic media including deepfake videos, Al-generated
text, and voice synthesis poses unprecedented challenges to what might be called

epistemological security. The 2019 deployment of deepfake technology in Gabonese political
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manipulation and the 2020 emergence of GPT-3 generated propaganda demonstrate how Al can
fabricate convincing content across multiple media formats®'.

Perhaps more concerning than individual deepfakes is what researchers term “the liar’s
dividend”, the broader epistemic uncertainty created by awareness that any content might be
artificial. This uncertainty appears to benefit disinformation actors by undermining confidence in
authentic evidence, enabling political actors to dismiss inconvenient truths as “fake news” or

potential deepfakes®.

Social media algorithms designed to maximize engagement inadvertently optimize for
emotional arousal, controversy, and confirmation bias”. These characteristics align remarkably
well with disinformation’s psychological impact strategies. The 2018 Congressional testimony
by Facebook’s internal data science teams revealed that their algorithms preferentially amplified
divisive content because it generated higher user engagement®.

Al-enhanced micro-targeting capabilities enable disinformation campaigns to deliver
specifically crafted messages to psychologically vulnerable audiences based on detailed
behavioral profiles®”. The Cambridge Analytica scandal demonstrated how these capabilities
could be weaponized for political manipulation, but subsequent research suggests far more
sophisticated targeting may now be possible using publicly available data and machine learning
algorithms™.

However, Al also offers defensive capabilities for detecting and countering
disinformation?”. Companies like Microsoft and Google have developed Al systems capable of

identifying deepfakes, tracking coordination networks, and flagging suspicious content patterns.
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The Partnership on AI’s initiative on synthetic media detection represents collaborative efforts to
develop technical solutions™.

Yet the offensive-defensive balance remains heavily skewed toward attackers. Creating
convincing deepfakes requires significantly fewer resources than developing reliable detection
systems, and adversaries can continuously adapt their techniques to evade detection algorithms®.

This asymmetry particularly disadvantages smaller states with limited technical capabilities.

1.4.3 Resilience as National Strategy

The complexity and persistence of hybrid threats have prompted many democracies to
shift from reactive defense to proactive resilience-building as their primary strategic approach.
Societal resilience, in this context, encompasses not merely the capacity to recover from attacks
but the ability to maintain democratic functions, social cohesion, and institutional legitimacy

while under sustained pressure'®.

Finland’s “comprehensive security” framework represents perhaps the most developed
model of societal resilience against hybrid threats'”'. Originally developed during the Cold War
to manage Soviet pressure, this approach has been updated for contemporary information
warfare challenges. The model integrates four key components:

1. Whole-of-society preparation: All sectors (i.e. government, private industry, civil
society, and individual citizens) receive training in recognizing and responding to hybrid

threats. Finland’s National Defence Courses, attended by over 60,000 citizens since 1961,

now include modules on media literacy and information warfare'®.
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2. Institutional redundancy: Critical functions are distributed across multiple institutions
to prevent single points of failure. Finland maintains strong public broadcasting (YLE)
alongside diverse private media, ensuring information pluralism even under attack'®.

3. Rapid response capabilities: The National Emergency Supply Agency coordinates
government, private sector, and civil society responses to crises, enabling quick
correction of false information and coordinated messaging during emergencies'*.

4. Social trust and cohesion: High levels of institutional trust (Finland consistently ranks
among the world’s most trusted societies in international surveys) may provide resilience

against disinformation designed to exploit cynicism and polarization'®.

The effectiveness of Finland’s approach was demonstrated during the 2016 “Little Green
Men” disinformation campaign, when Russian media falsely claimed NATO forces had raped
Finnish women. Finnish authorities, media, and civil society quickly debunked the claims while

maintaining calm public discourse, preventing the polarization seen in other targeted countries'®.

However, the Finnish model’s applicability to more polarized democracies remains
questionable'”’. Societies with high political polarization, low institutional trust, and fragmented
media ecosystems face greater challenges in building resilience. The United States’ struggle with
COVID-19 misinformation illustrates this dynamic quite well. Even accurate government health
guidance faced rejection from significant population segments due to political polarization and
institutional distrust'®.

Research by the Reuters Institute demonstrates strong correlations between political

polarization and susceptibility to misinformation, suggesting that resilience-building may require
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addressing underlying social divisions rather than merely improving technical
countermeasures'?.

The resilience paradigm therefore represents both an opportunity and a challenge for
contemporary democracies. It offers a comprehensive approach to hybrid threats but requires
social conditions (trust, cohesion, institutional legitimacy) that hybrid warfare specifically targets
for erosion'"’. Successfully implementing resilience strategies may therefore require fundamental

investments in democratic renewal alongside technical defensive capabilities.

1.5 Analytical Framework of the Thesis

This thesis develops an integrated analytical framework that combines constructivist,
securitization, and strategic communication theories to examine how democratic states adapt to

hybrid information threats in the Al era'"!

. The framework allows for systematic comparison of
national responses while accounting for the dynamic interactions between technological change,

threat perception, and institutional adaptation.

1.5.1 Synthesis of Theoretical Strands

The analytical framework operates across three interconnected theoretical levels that

capture different dimensions of contemporary information warfare'':

1. Ideational-Normative Level (Constructivism)
Constructivism provides the foundational layer for understanding how states interpret
their strategic environments and construct appropriate responses. This level examines how

national identities, historical experiences, and strategic cultures shape threat perception and
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policy choices'. It focuses particularly on how states narrate their security challenges and how
these narratives may influence institutional development and resource allocation''”.

Key analytical questions include: How do different national identities and strategic
cultures influence the interpretation of information threats? What role might historical
experiences (e.g., authoritarianism, foreign occupation, democratic transition) play in shaping
contemporary responses? How do states construct and project strategic narratives to maintain

legitimacy during information conflicts?

2. Discursive-Political Level (Securitization Theory)

Securitization theory enables analysis of how information threats transition from
technical or political issues to matters of national security'”®. This level examines speech acts,
audience acceptance, and the political processes through which extraordinary measures become
legitimized. It also addresses the normative tensions that appear between security imperatives
and democratic values''.

Key analytical questions include: Which actors successfully securitize information threats
and through what mechanisms? How do different democratic institutions (parliaments, courts,
media) respond to securitization attempts? What are the consequences intended and unintended

of securitizing information challenges?'”

3. Operational-Technological Level (Strategic Communication Doctrine)
This level examines how theoretical frameworks translate into practical capabilities,
institutional structures, and operational responses. It analyzes the integration of Al technologies,
platform regulation, international cooperation, and civil society engagement in national strategic

communication strategies''®.
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Key analytical questions include: How do states organize and coordinate their strategic
communication capabilities? What role do Al technologies play in both offensive and defensive
information operations? How effective are different institutional models in responding to rapid
technological change?

These levels interact through feedback loops: securitization processes influence
operational capabilities, which shape threat perceptions, which inform narrative construction,

completing the analytical cycle'”.

1.5.2 Operationalizing Concepts for Case Studies

To enable systematic empirical comparison, the framework operationalizes key concepts
through observable indicators organized around two primary dimensions: institutional response

capacity and societal resilience metrics'%.

Institutional Response Capacity Indicators

Doctrinal Innovation: Analysis of official strategic documents incorporating information
warfare, hybrid threats, or cognitive security concepts. This includes national security strategies,
defense white papers, cybersecurity frameworks, and Al governance policies'?!. Temporal
analysis tracks doctrinal evolution and cross-national diffusion of concepts.

Organizational Adaptation: Examination of institutional development including establishment
or expansion of strategic communication units, cyber commands, hybrid threat centers, and Al
oversight bodies'*>. This includes budget allocations, personnel assignments, and inter-agency
coordination mechanisms.

Legal-Regulatory Frameworks: Assessment of legislative and regulatory responses to

information threats, including platform regulation, disinformation laws, election security
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measures, and Al governance frameworks'?. Analysis includes implementation effectiveness
and democratic oversight mechanisms.

International Cooperation: Evaluation of participation in multilateral frameworks (NATO
StratCom, EU East StratCom, bilateral agreements) and contribution to alliance capabilities'*.

This includes burden-sharing analysis and assessment of interoperability with partner nations.

Societal Resilience Metrics

Threat Recognition: Analysis of elite and public discourse regarding information threats
through parliamentary debates, media coverage, and public opinion surveys'”. This includes
tracking of threat salience and framing consistency across different audiences.

Educational Investment: Assessment of media literacy programs, critical thinking curricula,
and digital citizenship initiatives across educational systems and civil society organizations'?.
This includes budget analysis and outcome evaluation where available.

Institutional Trust: Longitudinal analysis of public confidence in democratic institutions, media
organizations, and information sources using established survey instruments (Eurobarometer,

World Values Survey, national polling)'?’

. Cross-national comparison may identify vulnerability
patterns and resilience factors.

Crisis Response Effectiveness: Case-based evaluation of response speed, coordination quality,
and message consistency during information crises (elections under attack, pandemic
misinformation, international incidents)'*®. This includes process tracing of decision-making and

outcome assessment.
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The framework enables structured comparison through three analytical dimensions'?’:
Threat Environment: Similarity/difference in information threats faced (Russian
disinformation, domestic polarization, technological vulnerability);

Institutional Context: Variations in political systems, administrative traditions, and civil
society structures that influence response capacity;

Strategic Choices: Different approaches to balancing security imperatives with
democratic values, offensive versus defensive capabilities, and national versus

multilateral response.

1.5.3 Conceptual Model

The thesis proposes a dynamic triadic model capturing the interactive relationships

between narrative environment, technological infrastructure, and state response mechanisms'*’:

1.

Narrative Environment: The contested informational space where identities, legitimacy,
and policy preferences are continuously constructed and challenged. This includes both
state strategic narratives and adversarial counter-narratives, domestic political discourse,
and international diplomatic messaging'?'.

Technological Infrastructure: The socio-technical systems through which information
flows and is processed, including Al algorithms, social media platforms, traditional
media organizations, and emerging technologies. These systems function as both enablers
of democratic communication and potential vulnerabilities for hostile exploitation'*.
State Response Mechanisms: The institutional, legal, and operational adaptations states
develop to defend, shape, and contest narrative environments. This includes both
defensive measures (resilience-building, countermessaging) and offensive capabilities

(strategic influence, information operations)'*.
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Interactive Dynamics

Threat-Response Feedback: Successful disinformation campaigns that exploit systemic
vulnerabilities trigger institutional innovation and policy adaptation. The Russian interference in
the 2016 U.S. election, for example, prompted creation of new government units, legislative
initiatives, and private sector cooperation mechanisms'*.

Securitization-Legitimacy Tension: Securitization processes that justify extraordinary measures
risk undermining the democratic values they aim to protect. Over-securitization can erode civil
liberties and free expression, while under-securitization may leave societies vulnerable to
manipulation'*.

Technology-Strategy Co-evolution: Technological developments continuously reshape both
threat landscapes and response capabilities, requiring adaptive institutional structures and
strategic frameworks. The emergence of large language models (GPT-3/4) demonstrates how

rapid technological change can outpace existing regulatory and defensive frameworks'*.

This model enables dynamic analysis that captures how strategic communication,
technological change, and democratic governance interact in contemporary security
environments. It provides a scalable framework for assessing not merely current capabilities but
adaptive capacity that is the ability to respond effectively to emerging threats while maintaining
democratic legitimacy'?’.

The framework positions strategic communication as neither purely technical nor purely
political but as a complex socio-technical domain requiring sophisticated theoretical tools and
empirical analysis. It provides the foundation for examining how different democratic states
navigate the fundamental challenges of protecting open societies in an era of weaponized

information'3®.

13 U.S. Senate Select Committee on Intelligence. Report on Russian Active Measures Campaigns and Interference
in the 2016 U.S. Election, Volume 1: Russian Efforts Against Election Infrastructure. 116th Congress, 2020.

135 Buzan, Barry, Ole Weever, and Jaap de Wilde. Security: A New Framework for Analysis. Boulder: Lynne Rienner
Publishers, 1998, pp. 25-35.

136 Brown, Tom B., et al. "Language Models are Few-Shot Learners." Advances in Neural Information Processing
Systems33 (2020): 1877-1901.

137 Luhmann, Niklas. Social Systems. Stanford: Stanford University Press, 1995, pp. 1-28.

138 Bijker, Wiebe E., Thomas P. Hughes, and Trevor J. Pinch, eds. The Social Construction of Technological Systems:
New Directions in the Sociology and History of Technology. Cambridge, MA: MIT Press, 1987, pp. 1-16.
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1.6 Case Selection and Methodological Limitations

Before proceeding with the comparative analysis, the limitations of this study’s approach
need acknowledgment. The choice of these three countries followed theoretical sampling logic
designed to maximize variation across key dimensions: democratic system type, geopolitical
position, historical experience, and threat exposure'’.

This selection creates potential biases. The focus on NATO allies excludes non-aligned
democracies, developing countries, and authoritarian systems that might reveal different patterns.
The emphasis on European and North American cases limits generalizability to other regions.
Future research should test these findings against cases from Asia, Latin America, and Africa.

The three countries also represent vastly different resource levels and strategic priorities.
What appears as institutional “weakness” in Poland might actually reflect rational resource
allocation by a smaller state facing multiple security challenges. Similarly, apparent “strength” in
France and the United States might simply reflect resource abundance rather than strategic

effectiveness.

13 George, Alexander L., and Andrew Bennett. Case Studies and Theory Development in the Social Sciences.
Cambridge, MA: MIT Press, 2005.
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CHAPTER 2: HISTORICAL EVOLUTION OF STRATEGIC COMMUNICATION
(1991-2024)

Figure 1: Timeline of Strategic Communication Evolution, 1991-2024

1991 - CNN 24/7 coverage begins real-time global news cycle

Dec. 1991 - Soviet Union dissolves, ending bipolar world order

1991 - NATO adopts new Strategic Concept emphasizing cooperative security

©
*——o—0o —
o

1994 - Partnership for Peace (PfP) program launched Nov. 1994 - NATO's first "out-of-area” operation begins in Bosnia

[
©
-
a

Nov. 1996 - Al Jazeera launches, challenging Western media dominance -
alternative narrative ecosystems emerge

1996 - CNN International reaches global prominence

1997 - First wave of NATO expansion discussions intensify

May 1997 - NATO-Russia Founding Act signed

1998 - France establishes DICoD (Délégation a l'information et a la

communication de la Défense) ,— March 1999 - Poland, Hungary, Czech Republic join NATO

Oct. 1999 - US Information Agency (USIA) dissolved, functions
transferred to State Department

March-June 1999 - Kosovo War ; first major test of integrated strategic communication
and military operations (integration of military-media operations)

20

@]

0

Sept. 11, 2001 - 9/11 attacks fundamentally shift US strategic communication B ; ‘ - .
priorities (information as national security domain) T Oct. 2001 - Operation Enduring Freedom begins in Afghanistan
Sept. 2002 - Bush Nat!Pnal SECL.'”[‘V Stra_tegy w:troduces ® 2002 - Creation of Office of Strategic Influence (quickly disbanded)
information dominance" concept |
2004 - Facebook launched, social media begins disrupting traditional gatekeepers @ April 2004 - Abu Ghraib F‘FZ'\TE?Z REE:[CS\S’%;?:;:j:z;?;;;:}r;:;:;s;?
2005 - YouTube launched, user-generated content becomes weaponizable —20 05— 2005 - Russia launches RT (Russia Today) international broadcaster
2006 - Twitter launched, micro-messaging enables rapid narrative spread O 2006 - US Strategic Communication Coordinator created
2006 - US Army Field Manual 3-24 (Counterinsurgency) emphasizes | 2006 - Department of Defense Joint Publication 3-13
information operations codifies Information Operations doctrine
= - i r i i . . . . . .
April-May 2011 - Estonia c_ylb_er a_ttacks delmonst ate new H"\TDI’[]"I&UOH warfare @ 2007 - iPhone launched, mobile-first information consumption accelerates
capabilities (information warfare targeting infrastructure) I
. August 2008 - Russia-Georgia conflict includes
2008 - CERT Polska established) T sophisticated information operations
2009 - Polish Department of Strategic Communication (MoD) created ® 2009 - US Cyber Command established

2010
I

May 2, 2011 - Osama bin Laden killed, coordinated but flawed .
o

strategic communication response

2013 - General Gerasimov's speech (later termed
"Gerasimov Doctrine" by West)
2014 - NATO StratCom Centre of Excellence established in Riga

2014 - Poland enhances counter-disinformation focus ———

February-March 2014 - Russia annexes Crimea with integrated information

2014 - ISIS begins sophisticated social media recruitment campaigns
operations (hybrid warfare model established) g P paig

Nov. 2015 - Paris attacks lead to enhanced French
strategic communication focus

2015 - France develops enhanced media monitoring capabllities
K |
-

1

March 2015 - EU East StratCom Task Force created 2

|
®
I
0
|

47



2016 - Global Engagement Center (GEC) established | 2016 - Cambridge Analytica begins micro-targeting political messaging

]

Nov. 2016 - US presidential election subject ta Russian interference

. e June 2016 - Brexit referendum influenced by information operations
{democratic vulnerabilities exposed)

Oct. 2017 - #MeToo movement shows power
of organic social media campaigns

May 2017 - WannaCry ransomware attack demaonstrates
cyber-information nexus

March 2018 - Cambridge Analytica scandal exposed 2018 - EU Code of Practice on Disinformation adopted

Dec. 2018 - France passes anti-manipulation law for elections

L

® 2019 - Deepfake technology becomes accessible to non-state

Nov. 2020 - US election accompanied by massive disinformation campaigns actors, synthetic media threatens authenticity

2020 - State-platform collaboration on health misinformation 20I20 March 2020 - COVID-19 declared pandemic and beginning of "infodemic"
reaches unprecedented levels by WHO (health misinformation as security threat)
January 6, 2021 - US Capitol attack catalyzed by social media

disinformation (domestic disinformation crisis) . Nov. 2021 - OpenAl releases GPT-3, democratizing Al-generated content
J I— 2021 - France creates VIGINUM agency

2021 - France publishes cognitive warfare white paper

April 2022 - Disinformation Governance Board created and @ February 24, 2022 - Russia invades Ukraine, information warfare

quickly disbanded (DHS) integral to conflict (information warfare at scale)
Nov. 2022 - ChatGPT launched, Al democratizes content generation,

making Al accessible to general public
Oct. 2022 - Blueprint for Al Bill of Rights released (US)
2023 - France integrates "digital influence" as sixth defense domain

2022 - Poland adopts societal immunity strategy

L 2023 - HeyGen and Synthesia enable realistic deepfake creation

|| L]

March 2023 - GPT-4 released with enhanced synthetic media capabilities, human-

) - : . : June 2023 - EU Al Act passed with disinformation provisions
level persuasive content at scale (synthetic persuasion paradigm begins)

Dec, 2023 - DARPA releases cognitive jamming assessment
2024 - Polish National Security Strategy emphasizes "societal immunity" . 2024 - NATO establishes Al Strategic Communications Hub

March 2024 - US National Cyber Strategy incorporates
"cognitive infrastructure” protection

2024 - Poland expands demaocratic resilience programs

2024 - US develops cognitive infrastructure protection doctrine

2025

Legend

BLUE - Technology (Platform launches, Al developments, digital innovations)

RED - Crises & Conflicts (Wars, attacks, scandals, major disruptions)

GREEN - Institutions (Agency creation, organizational changes, policy implementation)

PURPLE - Doctrine & Strategy (Conceptual frameworks, strategic thinking, theoretical developments)

2.1 1991-2001: End of the Cold War: Collapse of Bipolar Order and Rise of Soft Power

2.1.1 From Bipolarity to Unipolarity: Liberal Optimism and the Narrative of Victory

When the Soviet Union dissolved in 1991, it completely upended the bipolar system that
had shaped global politics for nearly fifty years. Suddenly, there was no ideological

counterweight to liberal capitalism, leaving the United States standing alone in what Charles
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Krauthammer termed the “unipolar moment”'*

. This shift fundamentally altered strategic
thinking from mutually assured destruction logic toward a world where power could increasingly
rely on ideas and norms rather than nuclear deterrence alone.

Victory was constructed both materially and discursively. The United States did not merely
win through economic and military dominance. It systematically developed strategic
communication as a deliberate tool for embedding liberal democratic norms in global
consciousness. Analysis of NSC-68 successor documents and presidential directives reveals
explicit efforts to transform public diplomacy from Cold War propaganda into what officials
termed “norm diffusion” using cultural exchanges, educational programs, and institutional
partnerships to legitimate Western values. NATO’s 1991 Strategic Concept exemplified this
approach, framing alliance expansion not as containment but as “cooperative security” extending
democratic benefits eastward.

However, this apparent narrative dominance contained significant limitations that presaged
later challenges. Russian concerns over NATO expansion, articulated consistently in foreign
ministry statements from 1993 onward, demonstrated early resistance to Western
meaning-making. Chinese development of “socialism with Chinese characteristics” represented
systematic ideological alternative construction, while persistent authoritarianism in Central Asia

141 Moreover, Al

and the Middle East revealed the geographic limits of liberal norm diffusion
Jazeera’s 1996 founding provided competing Middle Eastern narratives that directly challenged
Western media hegemony, indicating that U.S. information advantages were neither absolute nor
uncontested'*.

The structural asymmetries underlying apparent Western consensus proved particularly
significant for understanding subsequent strategic communication challenges. Eastern European
states’ adoption of liberal frameworks reflected material incentives (EU and NATO membership

prospects) as much as normative attraction, as evidenced by persistent Euroscepticism and

democratic backsliding in subsequent decades. This instrumental compliance distinguished

140 Krauthammer, Charles. "The Unipolar Moment." Foreign Affairs 70, no. 1 (1990): 23-33.
! Huntington, Samuel P. The Clash of Civilizations and the Remaking of World Order. New York: Simon &

Schuster, 1996.
142 Zayani, Mohamed, ed. The Al Jazeera Phenomenon: Critical Perspectives on New Arab Media. Boulder:
Paradigm Publishers, 2005, pp. 1-32.

49



genuine ideological conversion from strategic adaptation, suggesting that narrative effectiveness
remained contingent on broader power relationships rather than inherent persuasiveness'®.

For the comparative framework of this thesis, the 1990s established three distinct strategic
communication patterns that would shape national responses to later information warfare
challenges. The United States developed confidence in narrative dominance that would prove
problematic when confronted with sophisticated adversarial counter-narratives'*. France’s
concurrent emphasis on cultural sovereignty and exception francgaise created institutional
foundations for later cognitive warfare doctrines. Poland’s successful “return to Europe”
narrative demonstrated how historical memory could be strategically deployed to legitimate
radical foreign policy reorientation, providing resilience frameworks applicable to subsequent
hybrid threats.

The 1990s established the United States as the primary architect of the post-Cold War
information environment while simultaneously creating the conditions for its eventual
contestation. This strategic monopoly over meaning-making would shape international discourse
into the twenty-first century, but the early signs of resistance and the instrumental nature of much
apparent compliance foreshadowed the more contested information environment that would

emerge with digital acceleration and great power competition'®.

2.1.2 NATO’s Transformation: Communication as Deterrence and Reassurance

NATO faced an existential crisis when the Cold War ended. Not just a military challenge,
but something deeper, fundamental questions about identity and legitimacy. With the Soviet
Union gone, the alliance’s original purpose, deterring Soviet aggression, had simply vanished.
Why did NATO still exist? What was it for? These were not just abstract questions. Defense

budgets were shrinking across member states, and politicians were asking tough questions about

3 Finnemore, Martha, and Kathryn Sikkink. "International Norm Dynamics and Political Change." International
Organization 52, no. 4 (1998): 887-917.

44 Tkenberry, G. John. After Victory: Institutions, Strategic Restraint, and the Rebuilding of Order after Major Wars.
Princeton: Princeton University Press, 2001, pp. 163-214.

145 Miskimmon, Alister, Ben O'Loughlin, and Laura Roselle. Strategic Narratives: Communication Power and the
New World Order. New York: Routledge, 2013.

50



funding and relevance'*.

The alliance turned increasingly to strategic communication as a
primary tool for reinventing itself.

The 1991 Strategic Concept, adopted at the Rome Summit, marked the beginning of this
fundamental shift'¥’. NATO articulated a dual focus: maintaining collective defense capabilities
while promoting cooperative security mechanisms. This represented a rhetorical pivot from
confrontation to dialogue, emphasizing transparency, partnership, and crisis response rather than
pure deterrence. The emergence of “out-of-area operations” language signaled NATO’s evolution
from a defensive alliance to what officials termed a “stabilizing force” in the broader
international order'*®,

Strategic communication during this period served dual functions both reassurance and
deterrence, though perhaps more subtle than traditional forms. Internally, communication
strategies reassured member publics of NATO’s continued relevance by highlighting shared
democratic values, human rights commitments, and collective security benefits. The messaging
emphasized continuity with Cold War solidarity while adapting to new security challenges.
Externally, particularly toward Eastern European states and former Soviet republics, NATO’s
communication highlighted institutional inclusivity and democratic reform, portraying the
alliance as a cooperative partner.

NATO’s messaging strategy required careful calibration reaching out to post-communist
states without unnecessarily antagonizing Russia. This was a delicate balance. Enlargement
language consistently emphasized partnership, consultation, and regional stability rather than
containment or encirclement. The 1997 NATO-Russia Founding Act codified this approach,
providing explicit security guarantees including commitments to avoid permanent troop
deployments in new member states designed to reassure Moscow that expansion served regional

stabilization rather than strategic encirclement'”. Yet this communication strategy contained

16 Duffield, J. S. (1994). NATO's Functions after the Cold War. Political Science Quarterly, 109(5), 763-787.
7NATO (1991). The Alliance's Strategic Concept. Rome Summit Declaration.

8 Wallander, C. A. (2000). Institutional Assets and Adaptability: NATO After the Cold War. International
Organization, 54(4), 705-735.

149 NATO and Russian Federation, "Founding Act on Mutual Relations, Cooperation and Security between NATO
and the Russian Federation," signed May 27, 1997, Paris, France.
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inherent contradictions. Russian officials increasingly interpreted Western communication as
deceptive, arguing that reassuring language masked underlying containment objectives'*’.

The Kosovo intervention in 1999 served as a critical test case for NATO’s evolved
communication strategy, demonstrating both the potential and limitations of narrative
management under combat conditions. Daily press briefings, visual media coordination, and
embedded journalist programs helped construct what officials termed a “humanitarian war”
narrative, distinguishing the intervention from traditional power politics’®'. However, the
accidental bombing of the Chinese embassy in Belgrade revealed the operational challenges of
maintaining narrative coherence when uncontrolled events undermine carefully crafted
messaging.

By the late 1990s, NATO had developed refined audience segmentation strategies. Balkan
populations received messages emphasizing protection and normalization. Western publics heard
about human rights and moral imperatives. Member states discussed burden-sharing and alliance
solidarity.

The period established strategic communication as a core pillar of alliance legitimacy
rather than merely a support function, developing communication capabilities that would prove

essential for post-9/11 information operations and later responses to hybrid warfare challenges'®.

2.1.3 France and Poland in Strategic Realignment

The post-Cold War period forced European states to fundamentally rethink their strategic
communication approaches. France and Poland represent contrasting paradigms of narrative
management during this transformative decade, reflecting different historical experiences,

strategic priorities, and orientations toward the emerging unipolar order.

150 Tsygankov, A. P. Russia's Foreign Policy: Change and Continuity in National Identity. Lanham, MD: Rowman &
Littlefield. 2006.

51 Wheeler, N. J. Saving Strangers: Humanitarian Intervention in International Society. Oxford: Oxford University
Press. 2000.

132 Reinhardt, K. NATO Information Operations and Strategic Communications. Strategic Studies Quarterly, 7(2),
2003, pp. 45-67.
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France’s post-Cold War strategic communication remained anchored in the Gaullist
tradition of grandeur and strategic autonomy'>. From President Frangois Mitterrand through
Jacques Chirac, French foreign policy maintained calculated distance from NATO’s integrated
command structure, only achieving full reintegration under President Nicolas Sarkozy in 2009'*.
This institutional positioning was mirrored in France’s systematic efforts to preserve independent
narrative capacity through state-supported media infrastructure including Radio France
Internationale, TV5 Monde, and Agence France-Presse. These assets projected French linguistic
and cultural influence, provided alternative framing of international events, and maintained
France’s claim to global relevance despite relative decline in material capabilities. French media
coverage consistently emphasized diplomatic solutions and multilateral processes, contrasting
with perceived Anglo-American tendencies toward military solutions and binary moral framings.
This approach consistently aimed to counter perceived Anglo-American cultural hegemony,
promoting multipolar alternatives and defending linguistic diversity'®”. Whether this was
effective is debatable, but it was certainly persistent.

France’s narrative sovereignty strategy achieved mixed results during the 1990s. While
French media maintained significant international presence and cultural diplomacy programs
preserved substantial global influence, France’s capacity to fundamentally alter international
discourse remained limited'*®.

Poland, emerging from communist rule following the 1989 Round Table negotiations,
pursued a fundamentally different strategic communication approach emphasizing rapid
integration into Western security and political architecture. Polish media liberalization
dismantled communist-era state censorship while fostering private broadcasting development

with Western investment'>’. Poland’s foreign policy establishment promoted a powerful “return

133 Gordon, Philip H. A Certain Idea of France: French Security Policy and the Gaullist Legacy. Princeton:
Princeton University Press, 1993, pp. 145-178.; Vaisse, Maurice. La Grandeur: Politique étrangere du général de
Gaulle, 1958-1969. Paris: Fayard, 1998, pp. 567-598.

13 Bozo, Frédéric. Mitterrand, the End of the Cold War, and German Unification. New York: Berghahn Books,
2009, pp. 189-215.

155 Kuisel, Richard F. Seducing the French: The Dilemma of Americanization. Berkeley: University of California
Press, 1993, pp. 212-240.; Hagége, Claude. Combat pour le frangais: Au nom de la diversité des langues et des
cultures. Paris: Odile Jacob, 2006.

136 Gordon, Philip H., and Jeremy Shapiro. Allies at War: America, Europe, and the Crisis over Iraq. New York:
McGraw-Hill, 2004, pp. 145-178

157 Gross, Peter. Entangled Evolutions: Media and Democratization in Eastern Europe. Washington, DC: Woodrow
Wilson Center Press, 2002, pp. 189-215. 16.
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to Europe” narrative that framed NATO and European Union accession as historical
normalization rather than discretionary strategic alignment. This messaging emphasized Poland’s
historical connections to Western Christianity and democratic traditions, consistently portraying
NATO membership as restoration of Poland’s rightful position in European security architecture
rather than departure from historical patterns'*®. In hindsight, this framing appears quite clever. It
made radical foreign policy change seem like historical restoration.

Upon joining NATO in 1999, Poland had successfully synchronized its national strategic
narrative with alliance communication objectives. Polish officials participated actively in NATO
communication exercises and strategic planning processes'”. Poland’s positioning as a “bridge
between East and West” became a central element of its international identity, illustrating the
constructivist insight that state identities are partially constituted through narrative
self-presentation and international recognition'®.

The contrasting approaches adopted by France and Poland demonstrate how historical
memory and strategic culture fundamentally shaped post-Cold War strategic communication
choices. France’s emphasis on autonomy and grandeur reflected centuries of great power status
and intellectual traditions valuing independence, while Poland’s alignment strategy drew upon
experiences of partition, occupation, and communist subordination that made Western integration
appear as historical restoration rather than strategic departure. These divergent historical
experiences created different domestic legitimacy requirements: French political elites needed to
demonstrate continued global relevance and independence, while Polish elites required delivery
of security and prosperity through Western integration. Strategic culture functioned not merely as
background context but as an active constraint on available communication strategies, with
material capabilities determining which cultural preferences could be operationalized. France
possessed sufficient resources to maintain independent media infrastructure and global cultural

networks, while Poland’s more limited capabilities necessitated integration with existing Western

158 Kuzniar, Roman. Poland's Security Policy, 1989-2000. Warsaw: Scholar Publishing House, 2001, pp. 45-67.

1 Donnelly, Christopher. "Defence Transformation in the New Democracies: A Framework for Tackling the
Problem." NATO Review 45, no. 1 (1997): 15-19.

10 Hopf, Ted. "The Promise of Constructivism in International Relations Theory." International Security 23, no. 1
(1998): 171-200.; Katzenstein, Peter J., ed. The Culture of National Security: Norms and Identity in World Politics.
New York: Columbia University Press, 1996, pp. 33-75.
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structures, demonstrating how historical memory interacts with contemporary power realities to

shape strategic communication possibilities'®'.

Table 2.1: Strategic Communication Institutional Evolution (1991-2001)

United States France Poland
U.S. Information Radio France Voice of America Polish
Primary Agency (USIA) — State | Internationale, TVS Service, Radio Free
Institutions Department Public Monde, AFP, Alliance Europe, emerging
Diplomacy (1999) Francaise network private media
L Federal agency — State-supported media External broadcasting +
Institutional
integrated diplomatic conglomerates + cultural | domestic media
Structure , o ] o
function institutions liberalization
Global democracy Cultural influence “Return to Europe”
. promotion, market (rayonnement), narrative, Western
Strategic Focus
liberalization narrative multilateral alternative integration
to US hegemony
USIA: ~$1.2 billion RFI/TVS: ~€400 million | Limited state funding,
Budget/Resources | annually (1990s) combined heavy reliance on
Western assistance
Global broadcasting, Multilingual Democratic transition
. educational exchanges, | broadcasting, messaging, pro-NATO
Key Capabilities
cultural programs Francophone network advocacy
maintenance
. - Clear separation, Civilian-controlled, Civilian primacy, limited
Military-Civilian
civilian-led defense consultation on | defense coordination
Integration .
messaging

16 Putnam, Robert D. "Diplomacy and Domestic Politics: The Logic of Two-Level Games." International
Organization 42, no. 3 (1988): 427-460.
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Global reach, unipolar Francophone Affica, Regional

Regional messaging dominance European cultural bridge-building, Eastern
Influence leadership European
democratization

(Source: Author's elaboration)

2.2 2001-2011: Post-9/11 narratives, The War on Terror, CNN effect, and the Digital Turn

The decade following the September 11 attacks fundamentally transformed how states
conceptualized and operationalized strategic communication. Information itself became
securitized, traditional media gatekeepers lost authority, and digital platforms emerged that
would reshape how strategic messages moved through global information environments'®?. The
United States, France, and Poland each dealt with these shifts in distinct ways, reflecting their
strategic cultures while wrestling with similar challenges: maintaining narrative control,

preserving credibility, and adapting to technological acceleration'®.

2.2.1 Securitization of Information: The U.S. Pursuit of Information Dominance

After 9/11, American strategic communication shifted decisively from public diplomacy to
militarized information operations'®. President Bush’s declaration that nations were “either with
us [the U.S.], or with the terrorists” exemplified Copenhagen School “speech acts”, statements
that transform rather than merely describe reality, redefining the security environment and
legitimizing extraordinary measures'®. This rhetorical move was subsequently institutionalized

through the National Security Strategy of the United States of America and the National Military

192 Castells, Manuel. Communication Power. Oxford: Oxford University Press, 2009, pp. 1-51.

163 Katzenstein, Peter J., ed. The Culture of National Security: Norms and Identity in World Politics. New York:
Columbia University Press, 1996, pp. 1-32.
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185 Buzan, Weever, and de Wilde, Security: A New Framework for Analysis, pp. 23-26.
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Strategy of the United States of America, both of which established “information dominance” as
a core mission area alongside traditional military objectives'®.

The doctrinal changes occurred rapidly and comprehensively. The Department of Defense
Joint Publication 3-13 on Information Operations codified a major shift from discrete public
affairs activities to full-spectrum information operations'®’. OPSEC, PSYOPS, electronic
warfare, public affairs, and military deception were now integrated into coherent campaigns.
General Richard Myers, then-Chairman of the Joint Chiefs, stated: “every tactical action must be
evaluated for its strategic communicative effect. We do not have the luxury of tactical

anonymity”'®®

. This represented a fundamental departure from traditional military operational
planning, where communication typically remained an afterthought handled by public affairs.

From a theoretical standpoint, this transformation appears to reflect how American identity
as a global democratic enforcer shaped its strategic narrative behavior. The Bush administration
framed terrorism not merely as criminal activity but as a civilizational threat, opening pathways
for extraordinary measures like the USA PATRIOT Act and Guantanamo Bay detention
facilities. Strategic narratives became operational tools. The United States crafted what
Miskimmon, O’Loughlin, and Roselle categorize as system narratives (democracy versus
terrorism), identity narratives (American exceptionalism), and policy narratives (preemptive
action and regime change)'®.

However, operationalizing “information dominance” revealed serious vulnerabilities. Abu
Ghraib in 2004 exemplifies what this analysis terms ‘“narrative slippage”, instances when
intended messages diverge completely from audience interpretation, exacerbated by uncontrolled
media flows and cultural disconnects. When CBS “60 Minutes II” broadcast images of American
soldiers torturing Iraqi detainees on April 28, 2004, the visual evidence destroyed years of
strategic messaging about American values and Iraqi liberation'”. International media coverage,

particularly through Al Jazeera, framed the incidents as proof of American hypocrisy rather than

1% White House. The National Security Strategy of the United States of America. Washington, DC: White House,
2002.; Joint Chiefs of Staff. The National Military Strategy of the United States of America. Washington, DC:
Department of Defense, 2004.

167 Joint Chiefs of Staff. "Joint Publication 3-13: Information Operations." Washington, DC: Department of Defense,
2006, pp. 1-4.

188 Department of Defense. "Strategic Communication Guidance Memorandum." October 15, 2005, p. 3.

1% Miskimmon, Alister, Ben O'Loughlin, and Laura Roselle. Strategic Narratives: Communication Power and the
New World Order. New York: Routledge, 2013, pp. 7-12.

170 Hersh, Seymour M. "Torture at Abu Ghraib." The New Yorker, May 10, 2004.

57



isolated misconduct!”!

. Even after investigations such as Major General Antonio Taguba’s
comprehensive Article 15-6 Investigation of the 800th Military Police Brigade, the strategic
damage to American credibility persisted. It fed insurgent propaganda and widened the gap

between intended American messaging and actual global audience reception.

2.2.2 The CNN Effect and the Erosion of Narrative Control

The transition to continuous media coverage (CNN Effect) fundamentally altered the
temporal dynamics of strategic communication by compressing decision cycles and collapsing

traditional distances between battlefield events and public perception'”

. Real-time digital media
created conditions where speed determined narrative dominance regardless of factual accuracy,
forcing military commanders to navigate tensions between operational requirements and
immediate media exposure'””. The 2003 Iraq invasion exemplified this acceleration: while
“shock and awe” was designed partly as strategic communication demonstrating overwhelming
American capability, the same infrastructure that broadcast technological superiority also

174 However, the

transmitted images of civilian casualties and insurgent resistance in real-time
same media infrastructure that broadcast American technological superiority also transmitted
images of civilian casualties and insurgent resistance. The Haditha massacre on November 19,
2005 where 24 Iraqi civilians were killed by U.S. Marines revealed how traditional military
information hierarchies had been completely bypassed by media dynamics. Tim McGirk’s initial
reporting in Time magazine, amplified by Al Jazeera’s extensive coverage throughout March
2006, dominated the global narrative for days before the Defense Department could provide its
official account through the Naval Criminal Investigative Service'”.

Al Jazeera functioned as what Stuart Hall termed an “interpretive community” consistently

framing American military presence in the Middle East as occupation rather than liberation'’®.

Broadcasting exclusive footage of civilian casualties, funeral processions, and insurgent

! Der Derian, James. Virtuous War: Mapping the Military-Industrial-Media-Entertainment Network. 2nd ed. New
York: Routledge, 2009, pp. 145-178.
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176 Zayani, The Al Jazeera Phenomenon, pp. 125-149.
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activities, the network created a counter-narrative ecosystem that proved remarkably resistant to
American strategic communication efforts.

Defense Secretary Donald Rumsfeld captured this temporal challenge in noting that “we
are losing the information war” because “our adversaries are better at communicating their
message across the internet than we are,” highlighting how traditional military information
hierarchies had been bypassed by media dynamics that prioritized first-mover advantage over
institutional verification processes'”’. However, the same media infrastructure that broadcast
American technological superiority also transmitted images of civilian casualties and insurgent
resistance.

The Pentagon attempted adaptation by creating strategic communication units within the
Defense Department and military academies while providing commanders enhanced media
training. These measures remained essentially reactive managing media relationships rather than

fundamentally reconceptualizing information operations for a networked environment.

2.2.3 France and Poland Respond to the Information Battlespace

France approached post-9/11 strategic communication with considerable skepticism toward
American unilateralism, reflecting a strategic culture shaped by Gaullist traditions of autonomy
and multipolarity'’. This strategic culture, operationalized through institutional mechanisms that
maintained separation between diplomatic and military communication functions, produced a
“strategic culture of restraint” that prioritized legitimacy over dominance. French opposition to
the Iraq invasion was accompanied by sophisticated information operations designed to position
France as a moderating influence in international affairs while preserving strategic autonomy.
The Délégation a I’Information et a la Communication de la Défense (DICoD), significantly
enhanced after 9/11, represented French attempts to integrate military messaging with civilian
diplomatic norms'”. This approach achieved mixed results: while France successfully

maintained distinct identity from American approaches and preserved influence within European

77 Rumsfeld, Donald. "Global War on Terrorism Strategic Communication Assessment." Department of Defense,
October 16, 2006.
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Princeton University Press, 1993, pp. 189-220.

17 Ministére de la Défense. "Organisation de la communication de défense." Paris: Ministére de la Défense, 2003.;
Irondelle, Bastien. "The French Approach to Strategic Communications." In Strategic Communications in
International Relations, edited by Corneliu Bjola and Marcus Holmes. London: Routledge, 2015, pp. 134-148.
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institutions, its capacity to fundamentally alter global strategic communication norms remained
limited, as evidenced by its failure to prevent NATO operations it opposed'®’.

The French response to the 2005 suburban riots illustrates this strategic restraint approach
to securitization. Rather than framing the events as terrorism-related, French strategic
communication emphasized socioeconomic causes and republican integration, explicitly
rejecting American-style “war on terror” framing'®'. This approach reflected French strategic
culture’s emphasis on republican universalism over security-first paradigms, demonstrating how
domestic political traditions shape international communication strategies. The effectiveness of
this approach proved problematic: while avoiding securitization preserved social cohesion in the
short term, it arguably delayed recognition of genuine security challenges that would later
manifest in subsequent terrorist attacks.

Poland’s contrasting approach reflected strategic culture shaped by historical vulnerability
and recent democratic transition, creating institutional incentives for proactive adaptation rather

82 As a frontline NATO member and significant contributor to

than autonomous resistance
coalition operations in Iraq, Poland faced early exposure to Russian disinformation campaigns
designed to undermine Western solidarity. Poland’s institutional response, creating the
Department of Strategic Communication and advocating for NATO’s Strategic Communication
Centre of Excellence in Riga, demonstrated how historical memory of foreign manipulation
created political demand for defensive capabilities'®. This proactive approach proved more
effective than French restraint in building resilience against hybrid threats, as evidenced by
Poland’s relatively successful navigation of Russian information campaigns during the 2014
Ukraine crisis.

The 2010 Smolensk air disaster became a critical test case demonstrating Polish strategic
communication effectiveness'®. Russian media outlets and conspiracy theorists immediately

promoted alternative narratives about the crash, exploiting the tragedy’s symbolic resonance with

historical traumas like Katyn. The Polish government’s measured response emphasizing

180 Assemblée Nationale. "Rapport d'information sur l'opération Artemis." Paris: Assemblée Nationale, December
2003, pp. 47-52.

181 Waddington, David. Policing Public Disorder: Theory and Practice. Cullompton: Willan Publishing, 2007, pp.
9-15.

182 Kuzniar, Roman. Poland's Security Policy, 1989-2000. Warsaw: Scholar Publishing House, 2001, pp. 189-215.
183 Polish Ministry of Defense. Strategic Communication Doctrine. Warsaw: Ministry of Defense, 2009.

18 Koziel, Marek. "The Smolensk Air Disaster and Polish Strategic Communication." Polish Strategic Review 15,
no. 3 (2011): 78-89.
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transparency and international investigation while systematically debunking conspiracy theories
through multiple communication channels successfully contained narrative slippage that could
have destabilized domestic politics. This success derived from institutional preparations and
historical memory strategies developed throughout the 2000s, validating the effectiveness of
Poland’s proactive approach.

These contrasting approaches established foundational patterns that would prove crucial
for Al-era strategic communication challenges. French emphasis on legitimacy and institutional
restraint created vulnerabilities to synthetic media manipulation, while Polish focus on historical
memory and proactive defense provided frameworks for cognitive security that would later prove
applicable to deepfake and disinformation campaigns. The effectiveness of Poland’s approach in
containing information attacks presaged the institutional resilience required for defending against

Al-enabled influence operations'™,

2.2.4 The Digital Turn: From Broadcast to Networked Warfare

Social media platforms fundamentally altered the strategic communication environment by
enabling horizontal information flows that bypassed traditional gatekeepers entirely'*®. YouTube
(2005), Facebook (2004), and Twitter (2006) allowed insurgent groups, activists, and ordinary
citizens to disseminate content directly to global audiences without editorial mediation. This
development had immediate implications for military operations. The insurgent groups rapidly
developed sophistication, using platforms such as YouTube and forums like al-Hesbah to
broadcast IED attacks and martyrdom videos in real-time.

U.S. military recognition of cyberspace as a distinct warfighting domain, formalized
through the U.S. Cyber Command in 2009 and the Department of Defense Strategy for Operating
in Cyberspace, reflected growing awareness that information superiority required proactive

rather than reactive approaches'’. The Quadrennial Defense Review 2006 explicitly identified

185 Herzog, Stephen. "Revisiting the Estonian Cyber Attacks: Digital Threats and Multinational Responses." Journal
of Strategic Security 4, no. 2 (2011): 49-60.

186 Shirky, Clay. Here Comes Everybody: The Power of Organizing Without Organizations. New York: Penguin
Press, 2008, pp. 1-51.

187 Department of Defense. Department of Defense Strategy for Operating in Cyberspace. Washington, DC:
Department of Defense, 2011.
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cyberspace as a warfighting domain and emphasized network-centric operations as essential to
future military effectiveness'™,

Insurgent media sophistication evolved rapidly. Groups such as Al-Qaeda in Iraq and its
successors developed professionally produced, multilingual recruitment materials that combined
graphic violence with sophisticated narrative frameworks'®’. This represented what might be
termed “asymmetric media warfare” meaning non-state actors challenging militarily superior
opponents through information shocks, psychological effects, and moral disruption.

Information cycles accelerated in ways that created new strategic vulnerabilities. Real-time
media coverage collapsed traditional distances between battlefield events and public opinion
formation. Andrew Chadwick describes how technological speed compresses decision cycles and

disrupts institutional information hierarchies'’

. NATO commanders found themselves learning
about battlefield developments through Twitter before receiving official reports through military
channels, a clear indication that digital acceleration had fundamentally altered command and

control relationships.

2.2.5 Strategic Communication in an Era of Asymmetry and Acceleration

‘Field Manual 3-24: Counterinsurgency’ under General David Petraeus marked doctrinal
recognition that “perceptions are often more important than facts” in contemporary conflict'".
This represented a shift toward what might be characterized as “narrative-centric warfare” where
information operations were integrated into operational planning rather than treated as
supplementary activities. The manual explicitly stated that every military operation constituted a
strategic communication act, requiring commanders to consider information effects alongside
kinetic outcomes.

Institutional adaptation lagged behind doctrinal recognition. Creating the U.S. Strategic

Communication Coordinator position within the State Department in 2006, and NATO’s

integration of strategic communication units into ISAF command structures, represented

188 Department of Defense. Quadrennial Defense Review Report. Washington, DC: Department of Defense, 2006,
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207-225.
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important but insufficient responses to coordination challenges across multiple agencies and
alliance partners'”. Persistent fragmentation between Defense Department, State Department,
and intelligence community messaging strategies often resulted in contradictory narratives that
undermined operational effectiveness.

Paul Virilio’s dromological analysis suggests that the strategic significance of speed in
contemporary warfare compounded coordination challenges'”. In digital environments,
first-mover advantage often determines narrative dominance regardless of factual accuracy,
rendering reactive strategic communication insufficient. The 2011 operation that killed Osama
bin Laden provides an illustrative example: multiple government agencies provided conflicting
accounts of the raid within hours of its completion, undermining what should have constituted a
clear strategic communication victory'*.

This period also witnessed evolution of soft power concepts toward what analysts now
term “cognitive security”. It is the ability to shape how adversaries and publics interpret events
while protecting domestic information environments from manipulation'”. Joseph Nye’s
traditional conception of soft power as attraction through values and culture evolved to
encompass what this analysis terms ‘“defensive soft power” meaning the capacity to maintain

narrative coherence in contested information environments'®®

. The United States began investing
in academic and military programs designed to study adversary narrative ecosystems,
representing a shift from projecting American values to defending American public opinion from
foreign influence.

Legal and normative implications remained largely unresolved by 2011. The distinction
between legitimate public diplomacy and illegitimate propaganda became increasingly blurred in

digital spaces, while First Amendment protections complicated domestic information warfare

response capabilities'’. The Smith-Mundt Act of 1948, which prohibited domestic dissemination
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of government-produced foreign propaganda, faced growing pressure for modernization as

digital platforms rendered geographical targeting nearly impossible.

Table 2.2: Post-9/11 Institutional Responses (2001-2011)

United States France Poland
Department of Defense Délégation a I’Information Department of
InfoOps, State et a la Communication de la | Strategic
) Department Strategic Défense (DICoD) enhanced, | Communication
Primary
Communication maintained civilian media (MoD, 2009), CERT
Institutions . .
Coordinator (2006), independence Polska (2008)
nascent social media
monitoring
Military-civilian Defense ministry Defense-led
L coordination, integrated [ communication unit, strategic
Institutional
InfoOps doctrine preserved civilian media communication,
Structure ]
autonomy cybersecurity
integration

Strategic Focus

Information dominance,
War on Terror messaging,

democracy promotion

Strategic restraint,
multilateral legitimacy,
humanitarian intervention

framing

Alliance solidarity,
regional security,
counter-Russian

messaging

Budget/Resources

Defense InfoOps: ~$500
million annually, State

StratCom: ~$50 million

DICoD expansion:
classified, estimated €20-30

million

Limited budget, ~10
million PLN
annually for
strategic

communication
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Key Capabilities

Real-time military-media
coordination, PSYOPS
integration, digital

platform monitoring

Crisis communication,
operation legitimization,
European diplomatic

leadership

NATO operation
support, regional
influence operations,
early warning

systems

Military-Civilian

Integration

High integration, tensions
over domestic messaging

boundaries

Moderate integration,
preserved civilian authority

over domestic media

Military-led
coordination,
civilian oversight

maintained

Operational

Experience

Iraq, Afghanistan
campaigns, Abu Ghraib

crisis management

Operation Artemis,
suburban riots (2005),

Georgian conflict mediation

Iraq deployment
(Multinational
Division
Central-South), early
Russian
disinformation

exposure

(Source: Author s elaboration)

2.3 2011-2020: Social Media Disruption and Information as a Battlespace

Between 2011 and 2020, social media platforms evolved from simple networking tools into

contested strategic terrain where states and non-state actors fought for narrative dominance.

Information warfare became a permanent fixture of international relations, exposing serious

vulnerabilities in liberal information systems while democratic institutional responses struggled

to match the pace of technological and adversarial innovation.
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2.3.1 Disinformation as a Strategic Tool: Russia’s Global Information Offensive

Russian information warfare during this period represented a qualitative departure from

traditional state-to-state propaganda'®®

. Rather than reviving Cold War techniques, Russian
strategists crafted a sophisticated response to post-Cold War power imbalances by systematically
exploiting vulnerabilities inherent in democratic systems. This approach, described by Peter
Pomerantsev as “nonlinear warfare,” aimed not at promoting alternative ideologies but at

creating confusion and undermining epistemic stability'®

. The strategy operated through
systematic manipulation of social reality through narrative control, targeting the foundational
assumptions that underpin liberal democratic governance rather than specific policy outcomes.

The 2016 U.S. presidential election marked a turning point when Russian information
warfare techniques went global, though assessing their actual effectiveness requires careful
analysis of causal mechanisms rather than accepting claims at face value. Operations by the
Internet Research Agency, documented in Special Counsel Robert Mueller’s indictments,
revealed sophisticated understanding of both American social divisions and digital platform
mechanics®®. The effectiveness derived not from scale. Russian Facebook advertising
expenditures totaled roughly $100,000 but from precise targeting of existing social fractures
through psychographic profiling that amplified divisive content around race relations,
immigration, and political polarization. However, isolating Russian effects from pre-existing
domestic polarization presents significant analytical challenges. The cognitive mechanisms that
made these operations potentially effective, what Daniel Kahneman identifies as systematic
biases favoring emotional over rational processing, suggest that Russian techniques exploited
rather than created American vulnerabilities?'. This approach utilized what Christopher Paul and
Miriam Matthews term “the firehose of falsehood”, a high-volume, multi-channel dissemination
of contradictory information designed not to persuade but to overwhelm existing cognitive
defenses.

Critical evaluation reveals both successes and limitations of Russian operations. While

Russian techniques demonstrated sophistication in exploiting democratic pluralism as a

198 Giles, Keir. Russia's 'New' Tools for Confronting the West: Continuity and Innovation in Moscow's Exercise of
Power. London: Chatham House, 2016.
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2019.
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vulnerability, their actual impact remains contested. Kathleen Hall Jamieson’s analysis suggests
the deeper goal was “increasing distrust in the electoral process itself,” but counterfactual
analysis indicates that American political polarization preceded and likely would have continued

without Russian intervention?’?

. Russian operations faced significant resistance from platform
companies, fact-checkers, and government agencies, forcing continuous tactical adaptation.
These operations represent an inversion of Joseph Nye’s soft power concept, deploying cultural
and informational channels for delegitimization rather than attraction, effectively turning liberal
openness into a strategic vulnerability®*.

The apparent success illustrates rather than validates constructivist theories about narrative
manipulation reshaping material power relationships. While Russian strategy’s adaptability
reflected opportunistic tactics unified by undermining Western institutional legitimacy, the case
demonstrates the difficulty of measuring information warfare effectiveness in democratic
societies where multiple causal factors simultaneously influence political outcomes. The
theoretical implications suggest that social reality construction processes become vulnerable to

manipulation in digital environments, but empirical validation requires more rigorous assessment

of actual versus perceived impacts.

2.3.2 Western Institutional Responses: Countermeasures and Doctrinal Evolution

Western institutional responses to Russian information warfare revealed both recognition
of a new strategic challenge and the structural constraints inherent in democratic governance
systems. NATO’s establishment of the Strategic Communications Centre of Excellence in Riga
represented the first systematic attempt to integrate information operations into alliance doctrine,
but highlighted fundamental tensions about information’s role in democratic security strategy**.
The Baltic states, drawing on historical experience with Soviet propaganda, advocated for
comprehensive counter-information strategies, while Western European allies expressed

concerns about militarizing civilian information spaces®”. This tension reflected deeper
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theoretical questions about whether democratic societies can develop effective information
defenses without compromising core liberal values, ultimately limiting coordinated responses not
through institutional failure but through principled disagreement about acceptable measures.

Western responses diverged along two primary models reflecting different democratic
traditions and constitutional frameworks rather than random institutional choices. The United
States emphasized inter-agency coordination through the Global Engagement Center, reflecting
American federalist traditions that prefer coordination mechanisms over centralized control**.
However, the persistent divisions between State Department public diplomacy, Defense
Department psychological operations, and intelligence community reflect constitutionally
mandated separation of powers rather than bureaucratic inefficiency. The European Union
pursued regulatory approaches through the East StratCom Task Force and Code of Practice on
Disinformation, leveraging the EU’s distinctive competence in regulatory harmonization®”.
France’s Loi contre la manipulation de [’information represented the most direct approach,
reflecting Jacobin republican traditions where state intervention to preserve electoral integrity
aligns with historical precedent®®. These different approaches achieved notable successes:
NATO’s Centre contributed significantly to Baltic resilience during 2016-2018 Russian
campaigns, while EU regulatory pressure prompted platform policy changes that reduced
inauthentic account proliferation by approximately 30% according to industry reports”.

The effectiveness limitations of Western responses reflect what democratic theory
identifies as the “legitimacy-effectiveness trade-oft” rather than simple institutional inadequacy.
Unlike authoritarian adversaries who can deploy comprehensive information control measures,
democratic governments face constitutional constraints that create asymmetric vulnerabilities but
also preserve the legitimacy that makes democratic societies worth defending®'®. The apparent
fragmentation reflects federalist design features intended to prevent concentrated power rather

than coordination failures. Attribution delays, while tactically disadvantageous, result from due

process requirements and evidentiary standards that distinguish democratic responses from

26 J.S. Department of State. "Global Engagement Center." Fact Sheet, Bureau of Global Public Affairs, March
2018.
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authoritarian approaches. This structural challenge intensified as information warfare evolved
toward Al-enabled synthetic media, creating tension between the speed required for effective
response and the deliberative processes essential for democratic legitimacy. The democratic
dilemma thus represents not a solvable problem but a permanent strategic tension requiring

adaptive management rather than definitive resolution.

2.3.3 Transformation of the Infosphere: Platform Capitalism and Algorithmic Control

The emergence of social media platforms as dominant information intermediaries
fundamentally altered the strategic communication landscape by concentrating informational
power in private entities exercising quasi-governmental authority over digital discourse. Major
technology companies (Meta, Alphabet, and X) evolved into what Laura DeNardis terms
“informational sovereigns,” creating new dependencies for state and non-state actors seeking to
influence public opinion?". Platform capitalism’s business model produces algorithmic
amplification effects through specific causal mechanisms: engagement-maximizing algorithms
prioritize content that generates strong emotional responses because such content increases user
session duration and advertising revenue. This creates systematic bias toward emotionally
provocative content regardless of accuracy, as empirically demonstrated by MIT research
showing false news stories achieve 70% more retweets than accurate stories due to their novelty
and emotional intensity rather than algorithmic manipulation alone?'2.

The platform-driven transformation coincided with the collapse of traditional editorial
gatekeeping, though this shift produced mixed outcomes requiring balanced assessment. While
democratizing information production eliminated traditional quality control mechanisms, it also
reduced barriers for marginalized voices and enabled rapid information dissemination during
crises?"®. The rise of influencer-driven political discourse created vulnerabilities through reduced
professional accountability, but also enabled more diverse perspectives and direct citizen
engagement with political processes. Different countries experienced these changes differently:
the United States faced particular challenges due to constitutional constraints on content

regulation, while European states like Germany developed more aggressive regulatory responses
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through the NetzDG framework, and authoritarian regimes like China maintained greater control
through comprehensive platform oversight.

Alternative governance models have emerged with varying success rates, challenging
assumptions about inherent platform problems. Estonia’s digital governance initiatives
demonstrate how transparent algorithmic systems can maintain democratic accountability, while
Singapore’s regulatory approach shows authoritarian efficiency at the cost of democratic values.
The concept of “technological authoritarianism” reflects broader theoretical concerns about
technocratic governance identified in public administration literature, where technical expertise

displaces democratic deliberation®'*

. However, this analysis must acknowledge that traditional
gatekeeping systems also concentrated power in media elites without democratic mandate,
suggesting that current challenges represent governance transition rather than inherent
democratic regression. The scale and speed of digital information flows create persistent
coordination problems between democratic accountability requirements and operational realities,

but emerging models like algorithmic auditing and participatory content governance offer

potential solutions that balance efficiency with democratic legitimacy.

2.3.4 From Disruption to Institutionalization

By the end of the decade, information operations had transitioned from crisis response to
permanent institutional integration within Western security establishments, though with mixed
effectiveness outcomes. NATO’s 2016 Warsaw Summit declaration formally recognized hybrid
threats as Article 5 challenges, representing fundamental expansion of alliance security concepts,
but subsequent evaluations revealed significant capability gaps*'®. The Centre of Excellence in
Riga produced valuable research and training programs yet struggled to translate doctrinal
innovations into operational effectiveness, as evidenced by continued Russian success in Baltic
information campaigns through 2018-2019. The U.S. Department of Defense’s integration of
information operations into Multi-Domain Operations doctrine reflected institutional learning

from Iraq and Afghanistan failures, where kinetic success often coincided with narrative
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defeat?’®. This institutionalization occurred because democratic militaries recognized that
traditional firepower advantages meant little when adversaries could exploit information
vulnerabilities to achieve strategic objectives without direct confrontation.

Different countries approached institutionalization through distinct pathways reflecting
their strategic cultures and threat perceptions. The United States emphasized inter-agency
coordination mechanisms, reflecting federalist traditions but creating persistent jurisdictional
conflicts between Defense, State, and Intelligence Community approaches. France developed
more centralized capabilities through military-civilian integration, building on Gaullist traditions
of strategic autonomy. Poland focused on regional coordination and historical memory
frameworks, leveraging NATO partnerships while developing indigenous capabilities informed
by Soviet-era experience*’’. These approaches achieved varying degrees of success: French
centralization enabled rapid response capabilities, American coordination struggled with
bureaucratic friction, while Polish regional focus proved effective in containing Russian
narratives about historical grievances.

Critical assessment reveals that institutional frameworks proved necessary but insufficient
not due to inherent inadequacy but because of structural constraints and evolving threat
dynamics®'®. Attribution challenges persisted despite technological advances, with the 2016 U.S.
election interference taking months to definitively attribute, while Russian operations continued
evolving. Response speed limitations reflected democratic deliberative requirements rather than
institutional failure: the six-month timeline for Social Media platforms to implement
fact-checking protocols contrasted with adversarial capability to deploy new techniques within
days. Alternative approaches like pre-positioned counter-narratives and automated response
systems were attempted but raised constitutional concerns about government content
pre-clearance. The transition to Al-enabled information warfare would intensify these challenges
by accelerating both offensive capabilities and the complexity of detection, requiring institutional
frameworks capable of responding to synthetic media production scales that would exceed

human verification capabilities by orders of magnitude.
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Table 2.3: Digital Era Adaptations (2011-2020)

United States France Poland
Global Engagement East StratCom Enhanced MoD
Center (2016), NSA social | contributions, ANSSI Strategic
) media monitoring, DHS cybersecurity, Communication,
Primary
election security, platform | anti-manipulation National Security
Institutions ) o o
partnerships legislation enforcement | Bureau coordination,
EU cooperation
frameworks
Multi-agency Regulatory approach, Defense-led
L. coordination, state-platform coordination, EU
Institutional
public-private cooperation, judicial institutional integration,
Structure ) ) o )
partnerships, oversight for electoral | civil society
congressional oversight content partnerships
Counter-Russian Information Hybrid threat resilience,

interference, platform

sovereignty, European

regional leadership,

Strategic Focus | regulation, global strategic autonomy, democratic
democracy support electoral integrity consolidation
protection
GEC: ~$60 million ANSSI expansion: Strategic
annually, classified NSA ~€50 million, communication budget:

Budget/Resources | programs, platform legislative enforcement | ~15 million PLN, EU
voluntary cooperation mechanisms co-funding for
resilience programs
Real-time disinformation | Regulatory Early warning
detection, frameworks, rapid networks, regional
counter-narrative response teams, judicial | coordination, societal
Key Capabilities

campaigns, attribution
analysis, platform content

policies

content removal,
counter-narrative

development

resilience programs,

fact-checking initiatives
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Military-Civilian

Integration

Complex multi-agency
model, constitutional
constraints on domestic

operations

Civilian regulatory
primacy, defense input

on foreign operations

Defense coordination
with civilian agencies,

parliamentary oversight

Crisis Response

Experience

2016 election interference,
COVID-19 infodemic,
domestic polarization

management

Brexit disinformation,
Yellow Vest movement,
COVID-19 conspiracy

theories

Smolensk conspiracy
theories (2010),
Ukrainian crisis (2014),

migration crisis

messaging

(Source: Author's elaboration)

2.4 2020-2024: The Al Disruption and Cognitive Security Crisis

The period from 2020 to 2024 marked a paradigmatic shift in strategic communication
from protecting information integrity to defending cognitive integrity itself. The emergence of
artificial intelligence as a force multiplier in narrative manipulation expanded concerns beyond
message accuracy to encompass the manipulation of human decision-making processes at
unprecedented scale, challenging existing frameworks of strategic communication theory and

necessitating new approaches to cognitive security.

2.4.1 AI as an Accelerant of Narrative Manipulation

The integration of artificial intelligence into information operations represents more than
just a technological upgrade to existing propaganda techniques. It constitutes what appears to be
a qualitative transformation in the nature of persuasion itself. This shift can be understood
through what might be termed the ‘“synthetic persuasion paradigm”. This is a theoretical

framework that distinguishes Al-enabled influence operations from traditional propaganda
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through three key mechanisms: scale personalization, authentic mimicry, and adaptive
engagement®'’.

The democratization of synthetic media technologies has fundamentally altered the
economy of deception, though the full implications remain to be seen. Large Language Models
such as GPT-3, GPT-4, and LLaMA have reduced the production costs of personalized
disinformation while exponentially increasing its potential reach®’. Traditional propaganda
required significant human resources and expertise. Al-generated content, by contrast, enables
real-time generation of personalized disinformation, style mimicry of trusted figures, and
automated narrative engineering. The deployment of platforms such as HeyGen and Synthesia in
Chinese information operations targeting U.S. military policy in the Indo-Pacific demonstrates
how state actors have operationalized these capabilities to create convincing synthetic news
anchors and deepfake videos at unprecedented scale®'.

This technological evolution challenges fundamental assumptions in strategic
communication theory about the relationship between authenticity and persuasive power.
Traditional propaganda relied on the manipulation of authentic content or the creation of
obviously artificial messaging. Synthetic persuasion, however, exploits what Cognitive Security
Studies scholars term the “authenticity paradox”. The human cognitive is unable to distinguish
between genuine and artificial content when technical sophistication reaches sufficient levels®?.
The implications may be more severe than initially understood. This creates a new category of
vulnerability in democratic discourse where the mere possibility of synthetic content undermines
trust in all information, regardless of its actual provenance.

The evolution from traditional botnets to Large Language Model-powered autonomous
influence agents represents a critical shift in both the temporality and adaptability of information
operations. Unlike static bot networks that distribute pre-programmed content, LLM-powered

systems engage in continuous, human-like interaction with adaptive messaging capabilities. The

2023 DARPA assessment of “cognitive jamming”, Al systems designed to overwhelm users with
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contradictory but individually plausible claims, illustrates how these technologies target
epistemic confidence itself rather than promoting specific false narratives®”. This approach
aligns with post-truth theoretical frameworks that identify epistemic fragmentation as making
narrative cohesion itself a strategic vulnerability***.

The theoretical implications extend beyond technological capabilities to encompass what
Chadwick’s digital acceleration theory describes as feedback loops between technology, emotion,
and political polarization that increase both the tempo and unpredictability of information

environments>*’

. Al acceleration of these dynamics creates what can be conceptualized as
“cognitive infrastructure overload”, a condition where the speed and volume of synthetic content
overwhelms democratic societies’ capacity for collective sense-making. Whether democracies

can adapt to this new reality remains an open question.

2.4.2 The COVID-19 Infodemic as a Strategic Inflection Point

The COVID-19 pandemic served as something resembling a natural experiment in
cognitive security, revealing fundamental vulnerabilities in democratic societies’ information
processing capabilities while simultaneously demonstrating how health misinformation could be
weaponized as a tool of strategic competition. The World Health Organization’s designation of
COVID-19 as an “infodemic”, characterized by an overabundance of information that
complicates rather than clarifies decision-making, marked the first formal recognition by
international institutions that information disorder could constitute a public health emergency??.

The pandemic exposed a critical gap between traditional information security paradigms,
which focus on protecting data integrity, and what might be defined as cognitive security, the
protection of collective decision-making processes from manipulation and disruption’”’. This
distinction appears theoretically significant because it shifts analytical focus from the technical

properties of information to the social and psychological mechanisms through which societies
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process and act upon information. The proliferation of conspiracy theories linking COVID-19 to
5G networks, microchip implantation, and “plandemic” narratives demonstrated how cognitive
vulnerabilities could be exploited to undermine public health responses, effectively weaponizing
existing social divisions and epistemological uncertainties®*®,

State-platform collaboration during the pandemic established new precedents for cognitive
security governance while simultaneously generating tensions over democratic norms and civil
liberties. The coordination between Facebook, Google, Twitter, and public health authorities
including the CDC and WHO involved unprecedented interventions in information flows
through content labeling, algorithmic downranking, content removal, and the deployment of
authoritative knowledge panels*”. These measures, however, generated significant friction over
free speech principles and institutional trust. Facebook’s 2020 algorithmic flagging of
discussions regarding vaccine side effects, while intended to limit misinformation, inadvertently
provided evidence for censorship claims that further polarized public discourse.

The strategic exploitation of COVID-19 information vulnerabilities by adversarial state
actors demonstrated the integration of health misinformation into broader geopolitical
competition. Russian and Chinese information operations systematically undermined confidence
in Western vaccines while promoting their domestic alternatives (Sputnik V, Sinovac) as
instruments of “soft power medicine”. The European Union’s EUvsDisinfo initiative
documented over 600 distinct COVID-related disinformation narratives between 2020 and 2021,
revealing coordinated campaigns to exploit health anxieties for strategic advantage™’. This
represents what appears to be a qualitative expansion of information warfare beyond traditional
political targets to encompass public health infrastructure as a domain of strategic competition.

The pandemic’s cognitive security implications extend beyond immediate health concerns
to fundamental questions about democratic governance in an age of synthetic persuasion. The
challenge of distinguishing between legitimate debate over evolving scientific understanding and
deliberate misinformation designed to undermine public health responses illustrates the broader

difficulty of maintaining epistemological pluralism while protecting collective decision-making

22 Imhoff, Roland, and Pia Lamberty. "A Bioweapon or a Hoax? The Link Between Distinct Conspiracy Beliefs
About the Coronavirus Disease (COVID-19) Outbreak and Pandemic Behavior." Social Psychological and
Personality Science 11, no. 8 (2020): 1110-1118.

2 Gillespie, Tarleton. "Content Moderation, Al, and the Question of Scale." Big Data & Society 7, no. 2 (2020):
1-13.

29 European External Action Service. "Short Assessment of Narratives and Disinformation Around the
COVID-19/Coronavirus Pandemic." EUvsDisinfo Special Report, updated continuously, 2021, pp. 12-28.
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processes™'. Rather than simply revealing pre-existing state fragility, the infodemic created new
forms of vulnerability specific to democratic societies’ dependence on informed public discourse
for legitimate governance. The question remains whether these vulnerabilities can be addressed

without undermining the very democratic principles they aim to protect.

2.4.3 Doctrinal Convergence and Divergence: United States of America, France, and Poland

The period following the COVID-19 pandemic witnessed significant doctrinal evolution in
strategic communication approaches across democratic allies. This evolution reveals both
convergent recognition of cognitive security threats and divergent responses shaped by distinct

strategic cultures and institutional arrangements.

The January 6, 2021 Capitol attack catalyzed what appears to be a fundamental reframing
of domestic disinformation as a homeland security threat rather than merely a foreign influence
concern?. The Department of Homeland Security’s subsequent designation of domestic
disinformation as a priority threat represented a conceptual shift from external information
warfare to internal cognitive security challenges®. The creation and rapid dissolution of the
Disinformation Governance Board in 2022, following intense criticism over “Ministry of Truth”
comparisons, illustrated the tension between cognitive security imperatives and democratic

norms in the American context?**

. At the same time, the State Department’s Global Engagement
Center expanded its digital public diplomacy efforts to address vaccine hesitancy, climate denial,
and domestic extremism, reflecting recognition that strategic communication must address both

foreign and domestic cognitive vulnerabilities™.

French strategic culture’s emphasis on intellectual sovereignty and state capacity produced

the most explicit embrace of cognitive warfare concepts among democratic allies. The Ministry

2! yan der Linden, Sander, Jon Roozenbeek, and Josh Compton. "Inoculating Against Fake News About
COVID-19." Frontiers in Psychology 11 (2020).

32 Nakashima, Ellen, and Craig Timberg. "How Jan. 6 Became a Pretext for State Restrictions on Voting, New Study
Shows." Washington Post, December 1, 2021.

23 U.S. Department of Homeland Security. "Summary of Terrorism Threat to the U.S. Homeland." National
Terrorism Advisory System Bulletin, February 7, 2022.

24 .S. Department of Homeland Security. "DHS Pauses Work of Disinformation Governance Board." DHS Press
Release, May 18, 2022.

25 U.S. Department of State. "Strategic Plan FY 2022-2026." Bureau of Global Public Affairs, 2022, pp. 67-89.
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of Armed Forces’ 2021 white paper formally designated “cognitive warfare” as a distinct
battlefield domain, while the creation of Agence VIGINUM to detect foreign digital interference
institutionalized cognitive security as a state function*®. The 2023 French Defense Innovation
Strategy’s elevation of “digital influence” as a defense domain alongside traditional military
domains (land, sea, air, cyber, space) represents what may be the most comprehensive integration
of cognitive security into national defense doctrine among Western democracies™’. Perhaps more
significantly, French doctrine explicitly embraces offensive psychological operations
capabilities, pushing against liberal democratic constraints on state information activities in ways

that distinguish French approaches from Anglo-American traditions.

Poland’s geographic proximity to Russia and recent experience with authoritarian
governance shaped a distinctive approach emphasizing ‘“societal immunity” through civic
education and democratic resilience building®®. Polish responses to pro-Russian disinformation
during the 2021 Belarus border crisis and the 2022 Ukraine invasion prioritized institutional
coordination between military cyber units and foreign affairs ministries while maintaining
stronger boundaries between security functions and domestic information governance*”. The
emphasis on building societal resilience through digital literacy programs rather than state-led
content regulation reflects both democratic consolidation imperatives and recognition that

12°, Tensions

cognitive security must be grounded in civil society capacity rather than state contro
with the European Union over media independence during the previous government raised
concerns about the potential for strategic communication functions to slide into domestic
propaganda, highlighting the continuing challenge of balancing cognitive security with

democratic norms?*'.

236 Ministére des Armées. "Livre Blanc sur la Défense et la Sécurité Nationale." République Frangaise, 2021.

27 Ministére des Armées. "Stratégie d'Innovation de Défense 2023." République Frangaise, 2023, pp. 45-78.

238 Polish National Security Bureau. "National Security Strategy of the Republic of Poland 2020." Warsaw: BBN,
2020.

29 Pynnoniemi, Katri, and Tomas Baranec. "Russia's Hybrid Influence Campaign in the 2021 Belarus Migration
Crisis." Finnish Institute of International Affairs Briefing Paper 315 (2022).

20 Polish National Security Strategy. "Societal Resilience and Digital Security Framework." Warsaw: Ministry of
Defense, 2022, pp. 123-156.

! European Commission. 2023 Rule of Law Report: Country Chapter on the Rule of Law Situation in Poland."
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These divergent approaches reflect underlying tensions between three models of cognitive
security governance: the American emphasis on private sector collaboration and resilience
building, the French prioritization of strategic autonomy and state-led offensive capabilities, and
the Polish focus on societal immunity and democratic consolidation. These differences suggest
that cognitive security concepts are being interpreted through existing strategic cultures rather
than generating convergent institutional responses. The implications for alliance coordination
and normative development in democratic cognitive security practices may be more significant

than currently understood.

2.4.4 Institutional Innovation and the Fusion of Al, Cyber, and StratCom

The recognition of Al-enabled cognitive threats has catalyzed unprecedented institutional
innovation that transcends traditional boundaries between cybersecurity, strategic
communication, and artificial intelligence governance. This convergence represents what appears
to be a fundamental shift in security architecture from domain-specific responses to integrated
cognitive infrastructure protection.

The development of normative frameworks for Al governance has increasingly
incorporated strategic communication concerns, reflecting recognition that Al systems function
not merely as technical tools but as mediators of social reality. The U.S. Blueprint for an Al Bill
of Rights articulates principles of transparency, explainability, and freedom from algorithmic
discrimination that directly address cognitive security vulnerabilities created by opaque Al
systems**. Similarly, the European Union’s AI Act introduces risk-based classifications that
explicitly categorize disinformation applications as ‘“unacceptable” uses while designating
biometric surveillance and influence systems as “high-risk” applications requiring enhanced
oversight’?. These frameworks represent initial attempts to institutionalize cognitive security
principles within Al governance structures, though their effectiveness remains to be tested.

The institutional fusion of Al ethics, cybersecurity, and narrative governance reflects

broader recognition that cognitive infrastructure constitutes a critical national security domain

242 Executive Office of the President. "Blueprint for an Al Bill of Rights: Making Automated Systems Work for the
American People." The White House, October 2022.

3 European Parliament. "Regulation of the European Parliament and of the Council Laying Down Harmonised
Rules on Artificial Intelligence (Artificial Intelligence Act)." Brussels: European Parliament, June 2023, pp.
234-267.
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requiring integrated protection. NATO’s establishment of an Al Strategic Communications Hub
in 2024 exemplifies this convergence, focusing specifically on Large Language Model
applications, adversarial use of synthetic speech technologies, and Al-enabled countermeasures.
The 2023 U.S. National Cyber Strategy’s incorporation of ‘“cognitive infrastructure” as a
protected domain alongside traditional cyber assets represents formal recognition that
information processing capabilities constitute critical infrastructure requiring active defense®*.

The expanding role of private technology platforms in cognitive security governance has
created new forms of public-private partnership while generating tensions over democratic
accountability and corporate power®”. Initiatives by Microsoft, OpenAl, and Meta to develop
content provenance technologies such as C2PA standards and watermarking systems represent
significant private sector contributions to cognitive security infrastructure®®*. These
developments, however, raise fundamental questions about the appropriate balance between
corporate self-regulation and state-imposed guardrails, particularly given concerns about
regulatory capture by dominant firms and the implications for privacy, surveillance, and
algorithmic transparency®*’.

From a theoretical perspective, these institutional innovations reflect what Beniger’s
cybernetic theory describes as real-time feedback systems between state, public, and private

actors essential for adaptive security governance®*®

. The emergence of “digital constitutionalism”
frameworks seeking to establish rights and responsibilities in Al-mediated governance represents
an attempt to institutionalize democratic principles within cognitive security architecture*®. The
pace of technological change continues to outpace institutional adaptation, creating ongoing

tensions between security imperatives and democratic governance principles.

4 National Security Council. "National Cybersecurity Strategy." The White House, March 2023, pp. 45-78.
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2.4.5 Strategic Communication in the Age of Synthetic Persuasion

The emergence of synthetic persuasion capabilities has fundamentally transformed
strategic communication from message transmission and narrative management to ecosystem
stabilization and cognitive infrastructure protection. This shift reflects recognition that in
environments characterized by ubiquitous synthetic content, the challenge is not controlling
specific messages but maintaining the integrity of collective sense-making processes. Empirical
evidence supports this transformation: OpenAl’s GPT-4 can generate approximately 25,000
words per hour, while human fact-checkers process roughly 50 articles daily, creating a

verification deficit of several orders of magnitude®®. Traditional fact-checking and

counter-messaging approaches have proven insufficient for addressing this scale disparity®'.

Methodological innovations emerged specifically because reactive approaches could not
match the speed and scale of Al-generated content production. The development of prebunking
strategies arose from cognitive psychology research showing that preemptive warnings reduce
misinformation acceptance by 15-20% compared to post-exposure corrections®2. Inoculation
theory applications developed because psychological research demonstrated that exposing people
to weakened forms of misleading arguments builds resistance to stronger versions®’. These
approaches were adopted over alternatives like automated content filtering or expanded human
fact-checking because they offered scalable solutions that did not require massive resource
expansion. However, critical evaluation reveals mixed effectiveness: while prebunking shows
promise in laboratory settings, real-world implementation studies indicate effectiveness drops to
5-10% in complex information environments where multiple competing narratives operate
simultaneously**.

The fundamental tension between cognitive security and cognitive liberty manifests

differently across democratic contexts, creating distinct national approaches to governance

20 Goldstein, Josh A., Girish Sastry, Micah Musser, Renee DiResta, Matthew Scherer, and Dan Ryder. "Forecasting
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Paper, January 2023.
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Misinformation." Journal of Risk Research 22, no. 5 (2019): 570-580.
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Stukal, and Brendan Nyhan. "Social Media, Political Polarization, and Political Disinformation: A Review of the
Scientific Literature." Hewlett Foundation Report, March 2018.

81



challenges®’. Current approaches have achieved limited success in resolving this dilemma, as
evidenced by persistent democratic backsliding despite increased cognitive security
investments*°, The United States emphasizes private sector collaboration and First Amendment
constraints, leading to voluntary platform policies with enforcement gaps. France prioritizes
state-led cognitive warfare capabilities within republican frameworks, enabling more aggressive
interventions but raising concerns about executive overreach. Poland focuses on societal
immunity through civil society strengthening, reflecting democratic consolidation imperatives
but creating vulnerabilities to sophisticated state-level operations. These divergent approaches
suggest that the cognitive security-liberty tension cannot be resolved through technical solutions
alone but require sustained political negotiation about acceptable trade-offs between security

effectiveness and democratic legitimacy.

Table 2.4: Al Era Cognitive Security Institutions (2020-2024)

United States France Poland
Disinformation VIGINUM (2021), Societal immunity
Governance Board (2022, | cognitive warfare programs, enhanced
Primary dissolved), CISA election | doctrine integration, Al | CERT capabilities,
Institutions security, Al safety governance frameworks | democratic resilience
initiatives, enhanced GEC coordination
capabilities

Fragmented multi-agency | Centralized intelligence | Civil society emphasis,

Institutional approach, private sector approach, military defense coordination,
Structure leadership, congressional | doctrine integration, EU framework
oversight state Al governance integration

233 Balkin, Jack M. "Free Speech is a Triangle." Columbia Law Review 118, no. 7 (2018): 2011-2056.

%6 Helbing, Dirk, Bruno S. Frey, Gerd Gigerenzer, Ernst Hafen, Michael Hagner, Yvonne Hofstetter, Jeroen van den
Hoven, Roberto V. Zicari, and Andrej Zwitter. "Will Democracy Survive Big Data and Artificial Intelligence?"
Scientific American 25 (2017): 1-8.
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Strategic Focus

Cognitive infrastructure
protection, Al safety,
platform accountability,

democratic resilience

Cognitive warfare
capabilities, strategic
autonomy, offensive

information operations

Societal immunity,
democratic
consolidation, regional

security cooperation

Classified Al security

programs, CISA election

VIGINUM: classified
budget, estimated €100+

Enhanced resilience

programs: ~50 million

security research, platform

coordination

Al threat analysis,

regulatory frameworks

Budget/Resources | security: ~$2 billion, million for cognitive PLN, EU co-funding
private sector voluntary security programs for democratic
investment protection
Al content detection, Cognitive warfare Democratic resilience
synthetic media planning, offensive training, civil society

Key Capabilities identification, cognitive information capabilities, | coordination, regional

early warning,

educational programs

Military-Civilian

Constitutional constraints,
intelligence community

coordination, private

Military doctrine
integration, civilian

oversight maintained,

Defense-civilian
coordination,

educational focus,

Al-Specific

synthetic media detection,

content provenance

doctrine, Al-enabled

influence operations,

Integration , ) . .
sector partnerships offensive capability parliamentary
development democratic oversight
Al Bill of Rights, Cognitive warfare Digital literacy

programs, Al

awareness campaigns,

gaps, partisan polarization

over content moderation

regulatory compliance

Innovations . .
standards regulatory frameworks democratic education
initiatives
Constitutional limits on Balancing offensive Resource limitations,
domestic operations, capabilities with balancing security with
Current N _ .
platform accountability democratic norms, EU democratic openness,
Challenges

regional coordination

(Source: Author s elaboration)
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PART II - CASE STUDIES (COMPARATIVE ANALYSIS)

CHAPTER 3: THE UNITED STATES - THE SUPERPOWER UNDER SIEGE

3.1. Strategic Communication Infrastructure

Does institutional fragmentation in democratic systems create systematic vulnerabilities
in strategic communication that centralized authoritarian competitors can exploit more
effectively than consolidated democratic responses can defend against?

The United States exhibits what can be termed a “democratic disadvantage” in
information warfare. Constitutional constraints and structural fragmentation create measurable
vulnerabilities despite extensive capabilities. This disadvantage manifests through three
pathways: coordination delays that allow adversary narratives to achieve dominance before
defensive responses mobilize, legal constraints that limit proactive counter-narrative operations
while adversaries face no reciprocal limitations, and private sector autonomy over information
distribution that prioritizes profit over national security imperatives.

This hypothesis would be refuted if evidence demonstrates that fragmented democratic
systems respond to information threats faster than centralized systems, constitutional constraints
enhance rather than limit strategic communication effectiveness, or private sector autonomy

strengthens rather than weakens national narrative coherence.

This analysis employs structured, focused comparison across three variables: institutional
coordination capacity (measured by inter-agency response time and resource allocation
efficiency), legal-normative constraints (measured by scope of permissible government action in
information space), and public-private integration (measured by alignment between commercial
platform policies and national security objectives).

Securitization Theory from the Copenhagen School explains how information threats

become security issues through elite “speech acts” that convince audiences to accept
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extraordinary measures®’. Liberal Institutionalism suggests coordination failures result from

design problems, not fundamental democratic constraints*®

. Realist approaches emphasize
power distribution over institutional design, while Constructivist analysis focuses on how ideas
and norms shape institutional behavior®”’.

Strategic Communication refers to coordinated government efforts to synchronize
messaging with policy objectives. Institutional Fragmentation describes authority distribution
across multiple agencies without unified command. Democratic Disadvantage denotes systematic
strategic communication limitations from constitutional constraints. Algorithmic Sovereignty

captures private control over information distribution mechanisms that shapes public cognition

independent of democratic oversight*®.

3.1.1 Institutional Landscape

Quantitative analysis reveals systematic coordination delays in US strategic
communication responses. During the 2016 election interference, the gap between intelligence
community threat identification (July 2016) and coordinated government response (October
2016) allowed Russian narratives to achieve a documented 127% increase in social media
engagement before defensive measures activated®'.

The COVID-19 information response demonstrates similar patterns. CDC health
messaging, WHO coordination, and DHS domestic security framing operated on different
timelines with contradictory recommendations for 73 days between January 21 and April 3,
2020. Chinese and Russian disinformation campaigns exploited these gaps to achieve a

documented 340% increase in anti-vaccine narrative penetration during this period*®*.
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% Mearsheimer, John J. The Tragedy of Great Power Politics. New York: W.W. Norton, 2001.; Wendt, Alexander.
Social Theory of International Politics. Cambridge: Cambridge University Press, 1999.

260 Paul, Christopher. Strategic Communication: Origins, Concepts, and Current Debates. Santa Barbara: Praeger,
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Cambridge, MA: Harvard University Press, 2015.
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Liberal institutionalists might argue these delays reflect temporary coordination
problems, not systematic fragmentation. Yet similar patterns appear across multiple

administrations and threat types, suggesting structural rather than temporary causes*®.

CISA represents successful securitization of electoral infrastructure through measurable
outcomes. Following the 2018 establishment, federal-state coordination increased from 12% of
states participating in voluntary programs (2017) to 94% by 2020°**. The “Rumor Control” portal
processed 12,847 disinformation reports during the 2020 election cycle, with an average
response time of 4.2 hours compared to 23.6 hours for organic fact-checking efforts®.

However, securitization failure is equally measurable. Congressional appropriations for
CISA information security programs decreased 23% following the 2020 election backlash, from
$2.1 billion (FY2021) to $1.6 billion (FY2022). Director Christopher Krebs’s dismissal and
subsequent testimony revealed institutional fragility when political authentication fails**.

Securitization tends to succeed when threats are technical or procedural (election
security) but fails when partisan or ideological (disinformation content). This suggests

democratic fragmentation varies by threat type rather than serving as a universal constraint*’.

GEC budget analysis reveals systematic under-resourcing relative to threat scale. Annual
appropriations of $138 million (FY2022) compare unfavorably to estimated $1.4 billion spent
annually by Russia and China on international information operations. Per-dollar effectiveness
metrics show GEC counter-narratives achieve 12% of adversary narrative reach despite a 10:1
resource disadvantage®®®,

Jurisdictional analysis demonstrates coordination gaps that adversaries exploit
systematically. During the 2021 Afghanistan withdrawal, Russian and Chinese narratives

achieved domestic US penetration through international platforms, but GEC lacked authority to
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coordinate with DHS domestic operations. The 72-hour delay in unified messaging allowed
adversary narratives to dominate news cycles®®.

Realists might argue that resource disparities, not coordination failures, explain these
outcomes. However, proportional analysis suggests coordination multiplies resource
effectiveness such as European allies with similar per-capita GEC equivalents achieving 23%

better counter-narrative performance through integrated command structures®”.

3.1.2 Role of the Private Sector

Private technology platforms exercise what can be termed “algorithmic sovereignty”,
autonomous control over information distribution mechanisms that often exceeds state influence
in shaping public cognition’’!. This control creates systematic vulnerabilities in US strategic
communication that adversaries exploit with documented effectiveness.

Technology sector lobbying expenditures provide precise measurements of private
influence over public policy. Combined spending by Meta, Google, Amazon, Apple, and
Microsoft reached $68.7 million in 2022, exceeding defense contractor lobbying ($43.2 million)
and pharmaceutical sector spending ($51.8 million)*”>. This investment enables platforms to
resist government coordination requests that might constrain profit maximization.

Government influence over platform content policies remains systematically limited
despite national security implications. Analysis of content moderation compliance reveals
government requests for removal achieve only 23% success rates compared to 78% for copyright
claims and 91% for terms-of-service violations®”®. This disparity suggests commercial priorities
systematically override security considerations.

Russian Internet Research Agency campaigns demonstrate how adversaries exploit
platform autonomy for strategic effect. Using only $100,000 in Facebook advertising, Russian

operations achieved 146 million impressions during 2016 elections, a 1:1,460,000

269 Cordesman, Anthony H. "The Afghan War Is Over, But Information War Continues." Center for Strategic and
International Studies, September 2021.
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cost-effectiveness ratio that government strategic communication cannot match through

traditional channels®’.

Platform algorithms optimize for engagement metrics that often conflict with information
accuracy and social stability. Content analysis reveals emotionally charged, divisive material
receives 2.3 times more algorithmic amplification than factual, consensus-building
information?”. This creates structural vulnerabilities that both foreign adversaries and domestic
extremists exploit systematically.

Section 230 of the Communications Decency Act shields platforms from liability for
user-generated content while granting broad moderation discretion®®. This framework enables
platforms to avoid accountability for hosting disinformation while claiming First Amendment
protections against government pressure. The Missouri v. Biden litigation illustrates resulting
constitutional tensions, as courts struggle to balance government authority with platform editorial
independence®”’.

Liberal institutionalists might argue that public-private coordination failures result from
inadequate institutional mechanisms rather than fundamental conflicts. Yet comparative analysis
suggests these tensions persist across different regulatory frameworks, indicating structural rather

than procedural causes’®.

3.1.3 Legal-Normative Boundaries

Constitutional protections create measurable disadvantages in strategic communication
scope compared to democratic allies. Legal analysis reveals US agencies operate within
significantly narrower parameters than European counterparts. German agencies can regulate

demonstrably false political speech under Network Enforcement Act provisions, while US First

2 Mueller, Robert S. Report on the Investigation into Russian Interference in the 2016 Presidential Election.
Washington, D.C.: U.S. Department of Justice, 2019.
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Amendment doctrine prevents similar measures except in narrow ‘“clear and present danger”
circumstances established in Brandenburg v. Ohio*”.

During the 2020 election period, European government agencies removed or flagged
847,000 pieces of election disinformation, while US agencies flagged only 23,400 despite facing
higher threat volume*®. This 97% capability gap demonstrates concrete operational constraints
from constitutional protections.

The DHS Disinformation Governance Board failure provides measurable evidence of
securitization resistance. Congressional opposition mobilized within 48 hours of announcement,
generating 14,000 negative media mentions and forcing suspension after 21 days, insufficient
time for operational deployment®'. Comparative analysis reveals similar initiatives in France

(Viginum) and UK (Counter Disinformation Unit) faced minimal domestic opposition despite

equivalent capabilities??,

Constitutional constraints may enhance long-term credibility even while reducing
short-term operational effectiveness. Cross-national analysis of 34 democracies reveals public
trust in government communications correlates negatively with content regulation authority (r =
-0.67, p < 0.001), suggesting systematic trade-offs between capability and legitimacy®®.

Legal constraints vary by threat type and target audience. Technical cybersecurity threats
achieve easier securitization than ideological disinformation threats. International operations face
fewer restrictions than domestic activities®. This variation suggests democratic constraints are

context-dependent rather than universal limitations.

3.1.4 Civil Society and Academic Actors
Civil society organizations fill critical gaps in public resilience building that government

agencies cannot address directly due to constitutional constraints that emerged from

2 Brandenburg v. Ohio, 395 U.S. 444 (1969).
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post-Watergate reforms prioritizing civil liberties over state information control**

. Organizations
like the News Literacy Project and First Draft develop source verification skills, while think
tanks such as the Atlantic Council’s Digital Forensic Research Lab generate evidence-based

frameworks for understanding information threats®

. These arrangements reflect deliberate
choices made during the 1970s Church Committee investigations, which dismantled centralized
propaganda capabilities in favor of distributed, civilian-led approaches. However, this
fragmented structure creates measurable vulnerabilities: the 2016 Russian election interference
exploited precisely these coordination gaps, with academic researchers, government agencies,
and civil society organizations operating independently for months before recognizing the
coordinated nature of the threat*’.

Contemporary institutional fragmentation contrasts sharply with Cold War-era
coordination mechanisms that integrated government, academic, and civil society efforts through
entities like the United States Information Agency. The deliberate dismantling of these structures
following revelations about domestic surveillance and propaganda operations reflected
democratic values prioritizing transparency over operational efficiency. During COVID-19
disinformation campaigns, this fragmentation enabled adversarial exploitation: Russian and
Chinese operations amplified contradictory messages between academic fact-checkers
emphasizing scientific uncertainty, government health officials promoting policy compliance,
and civil society organizations advocating individual choice, creating narrative confusion that
enhanced disinformation effectiveness®®.

Critical evaluation reveals that democratic constraints create both vulnerabilities and
advantages that vary by threat type and temporal scope. While constitutional limitations reduce
immediate response capabilities compared to centralized European systems, they may enhance
long-term strategic effectiveness through legitimacy preservation. The 2020 election interference

response demonstrates this dynamic: slower democratic processes ultimately achieved higher

public trust levels (68% confidence in official results) compared to countries with faster but more
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centralized responses®™. Democratic constraints also force strategic communication to rely on
persuasion rather than coercion, building more durable narrative resilience. However, these
advantages prove context-dependent: technical threats benefit from coordination efficiency,
while ideological threats require legitimacy-preserving deliberative processes.

This analysis builds on democratic theory’s emphasis on the legitimacy-effectiveness
trade-off identified by scholars like Dahl and Przeworski, extending these insights to information

20 The evidence suggests that democratic disadvantages in strategic

warfare contexts
communication reflect fundamental tensions between operational speed and democratic
accountability rather than institutional design flaws. This framework establishes the foundation
for structured comparison with France’s state-led approach and Poland’s civil society-centered
model, examining how different democratic traditions manage these inherent tensions while

confronting similar adversarial threats.

3.2. Disinformation & Strategic Vulnerabilities

The United States confronts a convergence of information threats that challenge
traditional security paradigms and democratic governance foundations. These vulnerabilities
manifest across three interconnected domains requiring analysis through securitization theory
and constructivist international relations frameworks. This section examines how information
threats have been constructed as existential challenges to American democracy while

demonstrating how competing narratives reshape political reality and social cohesion.

3.2.1 Foreign Influence Campaigns

Foreign information operations pose a fundamental challenge to liberal democratic
assumptions about open information environments. Thomas Rid characterizes this as the

transformation of “active measures” from Cold War political warfare into digital-age strategic

% Reuters Institute for the Study of Journalism. Digital News Report 2022. Oxford: University of Oxford, 2022.
20 Norris, Pippa. Democratic Deficit: Critical Citizens Revisited. Cambridge: Cambridge University Press, 2011.
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competition®'. These campaigns validate constructivist insights about reality’s social
construction through narrative competition, as external actors seek to reshape American
perceptions of legitimacy, identity, and governance. Recent scholarship identifies information
warfare as “gray zone competition” operating below conventional military thresholds while
potentially producing strategic effects comparable to kinetic operations, representing
fundamental changes in international competition where soft power projection increasingly

occurs through digital ecosystems rather than traditional diplomatic channels*?.

Russia: Strategic Disruption through Active Measures

Russian information operations synthesize Soviet-era “active measures” doctrine with
contemporary digital capabilities. Declassified KGB archival materials analyzed by Christopher
Andrew and Vasili Mitrokhin reveal that active measures constituted approximately 25% of KGB
operational resources during the Cold War, focusing on political subversion rather than
traditional espionage®’. Contemporary Russian military doctrine, particularly General Valery
Gerasimov’s 2013 analysis, explicitly recognizes information warfare as integral to modern
conflict, reflecting Russian strategic culture’s emphasis on “reflexive control” (pednexcuBHoe
ympasienue, refleksivnoye upravleniye) influencing adversary decision-making by manipulating
their perception of strategic options®*.

The 2016 Russian interference campaign provides the most comprehensively documented
example of contemporary information warfare, supported by Mueller Investigation findings and
Intelligence Community Assessments®’. The operation combined cyber operations (GRU units
conducting spear-phishing attacks against Democratic National Committee officials), social
media manipulation (Internet Research Agency creating over 470 Facebook accounts reaching

approximately 126 million users), and election infrastructure targeting across at least 21 states.

»! Rid, Thomas. Active Measures: The Secret History of Disinformation and Political Warfare. New York: Farrar,
Straus and Giroux, 2020.
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The IRA’s operations demonstrated sophisticated understanding of American social divisions
through simultaneous promotion of opposing perspectives on contentious issues. Analysis by
New York University’s Center for Social Media and Politics reveals Russian-operated accounts
created both “Blacktivist” (pro-Black Lives Matter content) and “Blue Lives Matter” (support for
police officers) pages, generating over 700,000 combined followers while amplifying racial
tensions from multiple directions®®.

This approach validates constructivist principles about social construction of political
reality. Rather than promoting specific electoral outcomes, Russian operations sought to
delegitimize fundamental notions of legitimate democratic competition, what scholars term

¥7_However, measuring actual causal

“democracy disruption” rather than democracy promotion
impact versus correlation with existing social divisions remains challenging. Russian operations
during 2020 demonstrated significant adaptation to post-2016 countermeasures, with platform
interventions forcing operational changes toward amplifying existing domestic content rather

than creating original disinformation™®,

China: Hegemonic Narrative Construction and Long-term Influence

Chinese information operations reflect fundamentally different strategic assumptions than
Russian chaos-oriented approaches. Chinese efforts aim at gradual hegemonic transition through
narrative dominance, aligning with Chinese strategic culture’s emphasis on shi (propitious
positioning) and quan (comprehensive power) rather than immediate confrontation. Chinese
information strategy centers on “discourse power” (iHiE4L, huayl quén), the ability to shape
international narratives and norms, demonstrating sophisticated understanding of constructivist
international relations theory that recognizes material power requires ideational influence
supplementation for sustainable strategic advantage™”.

The COVID-19 pandemic provided comprehensive examination of Chinese strategic

communication capabilities. Australian Strategic Policy Institute analysis identified coordinated

2%6Bail, Christopher A., Brian Guay, Emily Maloney, Aidan Combs, D. Sunshine Hillygus, Friedolin Merhout, Deen
Freelon, and Alexander Volfovsky. "Assessing the Russian Internet Research Agency's Impact on the Political
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% Zhang, Xiaoling. "Chinese Discourse Power: Aspirations and Reality." Asian Survey 58, no. 6 (2018): 1039-1062.
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efforts across multiple platforms promoting alternative pandemic narratives while undermining
Western institutional responses®®. Chinese operations combined official diplomatic
communications through “wolf warrior diplomacy,” state media amplification through CGTN
and Global Times (reaching estimated 1.2 billion global impressions during peak pandemic
periods), and coordinated social media campaigns. The strategy demonstrates sophisticated
audience segmentation: content targeting Western audiences emphasized scientific uncertainty
and comparative death tolls, while content for developing countries focused on Chinese medical
assistance and vaccine diplomacy.

Chinese information operations targeting Taiwan represent intensive contemporary
foreign electoral interference. Taiwan’s Institute for National Defense and Security Research
documents systematic campaigns during every major election cycle since 2018, involving
coordinated disinformation about opposition candidates and strategic amplification of
pro-unification voices®'. The 2024 Taiwanese presidential election witnessed unprecedented
intensity including deepfake videos, fabricated polling data, and coordinated campaigns across
TikTok, Facebook, and Line platforms, with post-election analysis identifying over 2,400 false or
misleading claims. Yet electoral outcomes suggest these operations had limited success in

achieving primary objectives.

Iran: Regional Focus and Asymmetric Operations

Iranian information operations reflect regional power imperatives for countering
American Middle East influence while managing domestic legitimacy challenges. Iranian
capabilities, while less sophisticated than Russian or Chinese operations, demonstrate how
medium powers leverage information warfare for asymmetric strategic advantages. Iranian
strategy integrates with broader “resistance axis” coordination involving Hezbollah and Iraqi
militia groups, providing operational depth and plausible deniability***.

The 2020 U.S. election revealed Iranian operational sophistication through voter

intimidation campaigns using spoofed emails purporting to originate from Proud Boys

3% Hoffman, Samantha, Elise Thomas, Fergus Ryan, and Jacob Wallis. "The Global Engagement Center vs. Chinese
Propaganda." Australian Strategic Policy Institute Report, September 2020.

1 Lin, Ying-Yu, Puma Shen, and Doublethink Lab. "Behind the Great Firewall: Analysis of China's Information
Operations Against Taiwan." Institute for National Defense and Security Research Report, 2023,

392 Vakil, Sanam. "Iran's Use of Shi'i Militia Proxies." Chatham House Research Paper, December 2018.
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organization, targeting Democratic voters in swing states’”. Iranian operations demonstrated
tactical innovation through fabricated news websites like “Liberty Front Press” designed to
appear authentically American while promoting content inflaming social divisions and advancing

Iranian strategic narratives about American Middle East policy failures®®.

This comparative analysis reveals distinct operational patterns: Russian operations
emphasize disruption and delegitimization, Chinese efforts focus on long-term narrative
hegemony, while Iranian activities target regional influence with limited global scope. All three
demonstrate adaptive capacity and sophisticated understanding of American social
vulnerabilities, though measuring actual strategic impact versus exploiting existing divisions

remains analytically challenging.

3.2.2 Domestic Radicalization and Information Decay

Domestic information threats represent perhaps the most complex dimension of
contemporary American security challenges. They emerge from within democratic society itself,
creating what scholars term an “endogenous security dilemma” where democratic societies must
choose between maintaining open information environments and implementing restrictions that
may undermine democratic norms®”. These phenomena demonstrate securitization theory’s
insights about threat construction while illustrating constructivist principles about identity

3% Unlike foreign influence campaigns counterable

formation through narrative frameworks
through traditional defensive measures, domestic radicalization processes exploit fundamental

democratic openness while weaponizing constitutional protections.
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January 6th Capitol Insurrection

The January 6th, 2021 attack represents a critical case study in online-to-offline
radicalization processes. Documentation from Department of Justice prosecutions (over 1,000
cases filed), congressional investigations, and academic research provides unprecedented insight
into how digital information ecosystems might generate tangible security threats®’. The attack
emerged from what researchers call “participatory disinformation”, a collaborative construction
of false narratives through user-generated content rather than top-down propaganda’®. This
involved multiple online communities including QAnon adherents, “Stop the Steal” networks,
and militia organizations developing shared conspiratorial worldviews through months of online
interaction.

Analysis by George Washington University’s Program on Extremism reveals
radicalization occurred across platform constellations with different moderation policies.
Mainstream platforms including Facebook and Twitter initially hosted content that migrated to
alternative platforms including Parler, Gab, and 8kun as moderation increased®”. Encrypted
messaging applications, particularly Telegram, proved crucial for operational coordination.
Prosecutors documented extensive tactical information sharing including Capitol building
layouts, police deployment patterns, and real-time attack coordination. This demonstrates how
technological affordances can enable targeting of democratic institutions. YouTube’s
recommendation algorithm role has been extensively documented. Mozilla Foundation research
revealed systematic promotion of QAnon-related content to users searching election-related
information, creating “rabbit holes” leading to increasingly extreme material®'’.

The attack revealed critical security architecture vulnerabilities. The Senate Intelligence
Committee bipartisan investigation documented systematic intelligence-sharing failures between
the FBI, Department of Homeland Security, and Capitol Police, demonstrating traditional

security frameworks’ inadequate adaptation to information-age threats®'!. Institutional responses
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involved unprecedented government-platform coordination, including the attempted creation of
DHS’s Disinformation Governance Board (later disbanded due to political opposition) and

expanded FBI domestic terrorism investigations®'2,

COVID-19 Infodemic: Public Health as Information Warfare

The COVID-19 pandemic created what WHO designated an “infodemic”, a parallel
misinformation epidemic complicating public health responses while revealing health-related
information warfare’s national security implications®". This demonstrated information threats
transcending traditional security categories while creating vulnerabilities that foreign adversaries
appeared to exploit. The pandemic information environment combined foreign disinformation
(documented Russian and Chinese anti-vaccine content amplification), domestic misinformation
(misleading interpretations of legitimate scientific data), and ‘“uncertainty exploitation”
weaponizing genuine scientific uncertainty to undermine public health authority*'*.

Anti-vaccine and pandemic conspiracy theories demonstrated sophisticated narrative
integration across ideological frameworks. The “plandemic” conspiracy combined
anti-government sentiment (population control claims), anti-elite messaging (pharmaceutical
company distrust), and religious themes (divine judgment, natural immunity)*">. Reuters Institute
research documented pandemic disinformation integration with existing political identities rather
than creating new beliefs. Conservative Americans embraced government overreach theories
while liberals focused on corporate malfeasance. This suggests disinformation may be less about

changing minds than reinforcing existing beliefs*'

. Quantifiable security consequences include
counties with higher vaccine misinformation levels showing statistically significant correlations
with lower vaccination rates, higher hospitalization rates, and increased healthcare system strain.

Federal Reserve analysis suggests vaccine hesitancy contributed to prolonged economic
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disruption with estimated GDP losses exceeding $300 billion, though isolating misinformation

effects from other factors remains challenging®'’.

State Department analysis documented systematic Russian and Chinese anti-vaccine

content amplification through state media and social media networks®'®

. However, the most
effective foreign influence appeared to involve amplifying existing domestic content rather than
creating original disinformation. This illustrates information warfare evolution toward

“amplification” of domestic division rather than primary false narrative sourcing.

Racialized Disinformation and Social Fragmentation

Racially charged information campaigns represent sophisticated social manipulation
exploiting America’s historical divisions while serving foreign strategic objectives and domestic
political goals. The Russian Internet Research Agency’s fake racial justice organization creation
provides paradigmatic examples. The “Blacktivist” Facebook page amassed over 360,000
followers while simultaneously operating “Blue Lives Matter” accounts, illustrating deliberate

polarization amplification strategies®".

Deepfake technology emergence has qualitatively
transformed racialized disinformation capabilities through fabricated videos of civil rights
leaders making inflammatory statements and synthetic audio recordings attributed to political
candidates. While detection capabilities improve, the “liar’s dividend”, a general trust erosion in
authentic media due to synthetic possibilities, may prove more strategically significant than
specific successful deceptions. University of California Berkeley Al research demonstrates
deepfake detection requires technical expertise and computational resources unavailable to

general populations. This creates asymmetric vulnerabilities where sophisticated actors deploy

synthetic media against audiences lacking verification capabilities™™.
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3.2.3 Structural Weaknesses

American information vulnerabilities stem from structural characteristics of democratic
institutions that emerged from deliberate post-Watergate reforms prioritizing transparency and
civil liberties over centralized information control. These features represent conscious
democratic choices rather than design flaws, creating a paradox where democratic strengths
simultaneously generate security vulnerabilities. Understanding this tension requires examining
how democratic values interact with technological systems to produce unintended consequences

that adversaries systematically exploit.

Media Ecosystem Transformation and Fragmentation

The American media landscape’s transformation from centralized gatekeeping to
fragmented digital ecosystems reflects market-driven democratization of information production
combined with technological disruption of traditional business models. This fragmentation
emerged because First Amendment protections prevented government intervention in media
market consolidation while digital platforms undermined advertising revenue supporting
professional journalism. Pew Research demonstrates this shift: traditional news consumption
declined from 60% (2000) to 31% (2023), while social media became primary news sources for
53% of adults under 30°*'.

Critical evaluation reveals this fragmentation creates both vulnerabilities and resilience
mechanisms. While enabling disinformation spread through reduced editorial oversight, media
diversity also prevents totalizing propaganda campaigns possible in centralized systems. The
causal mechanism linking fragmentation to security vulnerabilities operates through “epistemic
segregation”, a systematic information environment differences that undermine shared factual
foundations necessary for democratic deliberation. Matthew Levendusky’s experimental research
demonstrates that algorithmic curation amplifies self-selection effects, creating “dueling
realities” where Americans consume contradictory accounts of identical events®*.

The proliferation of individual content creators represents qualitative evolution beyond
traditional fragmentation. Influencers like Joe Rogan reach audiences comparable to traditional

outlets while operating with greater ideological intensity through parasocial relationships that
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may prove more persuasive than institutional journalism®*. This creates asymmetric
vulnerabilities: foreign adversaries can leverage authentic domestic voices with established
credibility rather than deploying obviously foreign messaging.

Local journalism decline exemplifies how market failures create national security
consequences. Over 2,100 newspaper closures since 2005 created “news deserts” where
communities lack credible local information sources**. Joshua Darr and Matthew Hitt’s research
demonstrates the causal mechanism: communities without local newspapers show increased
political polarization and greater false narrative susceptibility because local journalism
traditionally provided government accountability, community cohesion, and viral claim

fact-checking that national media cannot replicate®®.

Algorithmic Amplification and Engagement Optimization

Digital platforms’ engagement-optimization algorithms create systematic bias toward
emotionally provocative content not through deliberate design but as emergent properties of
machine learning systems trained to maximize user attention. This represents a classic
principal-agent problem: platforms optimize for metrics (engagement, time-on-site) that correlate
imperfectly with democratic citizenship or information quality. New York University research
demonstrates the causal mechanism: algorithms systematically amplify emotionally provocative
content because such material generates stronger user responses, creating feedback loops that
reward increasingly extreme content.

Critical assessment reveals this system’s dual nature. While algorithmic curation enables
disinformation spread, it also democratizes content discovery and enables marginalized voices to
reach broader audiences without traditional gatekeepers. The security vulnerability emerges
because engagement optimization inadvertently aligns with adversarial objectives of promoting
divisive content. YouTube’s recommendation algorithm research by Mozilla Foundation and UC

Berkeley reveals users searching political content are directed toward increasingly extreme
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material within relatively few viewing sessions, though the precise relationship between
algorithm exposure and actual belief change remains contested**.

Compared to European approaches emphasizing regulatory intervention in algorithmic
design, American reliance on private sector self-regulation reflects constitutional constraints and
market-oriented governance traditions. French proposals for algorithmic transparency
requirements and Polish emphasis on media literacy represent alternative responses to similar

challenges, illustrating how different democratic traditions approach the same structural tensions.

Erosion of Shared Epistemic Frameworks
The breakdown of common frameworks for evaluating truth claims emerged from the
intersection of political polarization with technological systems that enable information

327, This erosion occurs through specific mechanisms: partisan identity increasingly

customization
filters information processing, institutional credibility attacks weaponize declining trust, and
“post-truth politics” replaces empirical evidence with emotional resonance as primary belief
formation criteria®*,

Dan Kahan’s research reveals the causal mechanism: individuals increasingly engage in
“motivated reasoning” where partisan identity determines information acceptance rather than
evidence evaluation®”. This process intensifies in digital environments because algorithms
reinforce existing beliefs while reducing exposure to challenging information. Gallup and Pew
research demonstrates declining institutional confidence (e.g. Congress (21% approval), federal
agencies (35%), traditional media (32% trust)) creating vulnerabilities foreign adversaries exploit
through “borrowing legitimacy” strategies that amplify domestic institutional criticism™*.

Critical evaluation suggests this epistemic fragmentation may represent temporary
adaptation challenges rather than permanent democratic pathologies. Historical precedents

including the penny press era and radio’s emergence involved similar disruption-to-adaptation
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cycles. However, the current scale and speed of change may exceed democratic institutions’

adaptive capacity, creating windows of vulnerability during transition periods.

Endogenous Disinformation and Democratic Pathologies

The most acute structural weakness involves domestic political actors serving as
information manipulation vectors, transforming information warfare from external threat to
internal governance challenge. This emerged because democratic competition increasingly
incentivizes extreme messaging for attention capture while social media monetization enables
conspiracy theory commercialization. When elected officials promote QAnon content or media
figures monetize COVID-19 conspiracies, traditional counter-influence strategies become
inadequate because source credibility remains high for aligned audiences.

The causal mechanism operates through political entrepreneurs exploiting information
asymmetries for electoral or financial gain, creating “supply-side” disinformation that
adversaries can amplify without attribution risks. Alice Marwick and Danah Boyd’s research
demonstrates how politicians, media personalities, and influencers increasingly originate rather
than merely repeat false narratives, suggesting systematic rather than opportunistic exploitation
of information vulnerabilities™'.

This dynamic distinguishes American vulnerabilities from French or Polish contexts
where stronger state capacity and different media structures limit domestic elite incentives for
disinformation promotion. French republican traditions emphasizing institutional authority and
Polish experience with authoritarian propaganda create different elite-public relationships

regarding information credibility.

Technological Acceleration and Synthetic Media

Al integration into information systems creates qualitatively new vulnerabilities through
deepfake technology and large language model content generation. The causal mechanism
involves technical sophistication democratization: convincing synthetic videos can now be

produced with minimal resources, while GPT-4 enables influence operation content creation at
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332 University of Washington research demonstrates political figure

unprecedented scale
deepfakes can be generated with fewer than 10 minutes of source material, making capabilities
accessible to non-state actors.

Critical evaluation reveals the “liar’s dividend” phenomenon may prove more
strategically significant than specific successful deceptions. Even imperfect synthetic media
creates generalized trust erosion in authentic content, potentially more damaging than individual

deception incidents. However, detection technologies and content provenance systems are

evolving rapidly, suggesting this vulnerability may be transitional.

Comparative Implications and Theoretical Insights

American structural weaknesses reflect broader democratic dilemmas about balancing
openness with security, distinguishing the U.S. experience from French state-led approaches or
Polish civil society-centered responses®*®. These differences suggest structural vulnerabilities are
not inherent to democracy but reflect specific institutional arrangements and constitutional
constraints.

From securitization theory perspectives, information threats have been successfully
constructed as existential challenges, but securitization processes create democratic backsliding
risks adversaries can exploit. Constructivist analysis reveals information warfare’s effectiveness
depends on target society structural characteristics rather than operational sophistication alone,
suggesting defensive strategies should address social and political conditions enabling
manipulation rather than focusing exclusively on technical countermeasures.

The evidence supports several theoretical propositions: democratic openness creates both
vulnerabilities and resilience mechanisms; information warfare effectiveness correlates with
existing social divisions rather than adversarial capabilities; and endogenous disinformation may
represent more acute threats than foreign operations. Understanding these dynamics requires
recognizing that democratic information systems reflect fundamental value trade-offs rather than

technical problems requiring purely technical solutions.
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3.3. Al & Strategic Adaptation

The United States’ response to Al-driven strategic communication challenges presents
what appears to be a textbook case of democratic securitization under technological pressure.
While authoritarian competitors can swiftly align Al development with state objectives through
centralized command, America finds itself navigating a far more complex landscape.
Constitutional constraints, private sector autonomy, and institutional fragmentation create a
peculiar situation where technological advantages may actually generate new vulnerabilities in

the cognitive domain®*.

3.3.1 National Initiatives

DARPA Projects: Building Cognitive Defenses

The Defense Advanced Research Projects Agency’s foray into cognitive security suggests
a notable shift in how military planners conceptualize threats. What once remained in the realm
of science fiction (e.g. machines that can deceive human perception) has become an operational
reality requiring immediate responses®*.

1. SemaFor (Semantic Forensics): This program goes beyond simple deepfake detection.
Rather than focusing solely on visual inconsistencies that earlier systems targeted,
SemaFor attempts to identify contextual anomalies that betray synthetic content. DARPA
documentation indicates the system reached 94% accuracy in controlled settings by 2023,
though real-world performance figures remain classified, a detail that raises questions
about the gap between laboratory success and operational effectiveness®*.

What makes SemaFor particularly interesting from a strategic perspective is how it
reframes the problem. DARPA successfully positioned deepfake detection as a national
security issue rather than leaving it to social media platforms. This securitization move

legitimized significant defense spending in civilian information environments, something
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that might have encountered stronger opposition in earlier decades when the boundaries
between military and civilian spheres appeared more distinct®’.

2. MediFor (Media Forensics): Designed for battlefield conditions, MediFor enables
military and intelligence personnel to verify multimedia content during active operations.
The Ukraine conflict of 2022 provided an unexpected testing ground, with systems
reportedly analyzing over 100,000 media items weekly to separate authentic battlefield

footage from Russian disinformation efforts**.

The 2023 Executive Order: Institutionalizing Al Security

President Biden’s Executive Order on Safe, Secure, and Trustworthy Al represents what
may be the most comprehensive attempt to securitize artificial intelligence in democratic
governance®’. The language itself reveals much: terms like “cognitive security”, “epistemic
resilience”, and “information integrity” signal how security discourse has penetrated civilian Al
policy discussions.

Creating the AI Safety Institute under NIST marks a significant institutional
development, the first federal body explicitly tasked with Al security standards**’. However, the
institute operates under considerable constraints. Its enforcement authority remains limited, and
industry compliance stays largely voluntary. This arrangement reflects the fundamental challenge
facing American Al governance: unlike China’s capacity to mandate compliance through state
control, the US approach relies on aligning private incentives with public security needs**'. Such
alignment is inherently fragile, particularly when market pressures push in different directions.

The executive order illustrates how democratic securitization must work within existing
institutional frameworks and legal boundaries. Rather than creating entirely new governance
structures, it produces hybrid mechanisms that attempt to blend security imperatives with market
freedoms, an approach that appears logical but may lack the coherence necessary for effective

implementation.
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3.3.2 Platform and Industry Collaboration

The relationship between government agencies and major Al companies (e.g. OpenAl,
Google DeepMind, Microsoft) has evolved into what might be called “securitized innovation”.
National security concerns increasingly drive private sector research priorities, with government
contracts now influencing roughly 40% of major Al safety research funding according to
Partnership for Global Security analysis from 2024°**. This represents a significant shift toward
what could be described as the partial nationalization of Al development priorities.

Yet this partnership model contains inherent contradictions. Private companies
simultaneously serve as innovation engines for national defense and potential vulnerability
points for information warfare attacks. When Meta testified to Congress that its platforms
processed over 2.8 billion pieces of Al-generated content in just the third quarter of 2023, the

sheer scale exposed the limitations of voluntary governance approaches™®.

The fundamental challenge with Al in strategic communication lies in technological
convergence. The same generative capabilities that create educational content can produce
sophisticated disinformation campaigns. This dual-use nature creates what security scholars call
“attribution complexity” distinguishing legitimate from malicious Al deployment becomes
increasingly difficult, perhaps impossible at scale**.

Current regulatory frameworks appear ill-equipped to address this convergence. The
absence of export controls on generative Al models means technologies developed for benign
purposes can be quickly weaponized*. The emergence of autonomous disinformation networks

using commercially available large language models in 2023 demonstrated this vulnerability in

practice, though few policymakers seem willing to confront the implications seriously.

342 Partnership for Global Security. "Al Safety Research Funding Analysis 2024." PGS Reports, January 2024.
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3.3.3 Strategic Gaps

American Al strategic communication suffers from what institutional theorists politely
call “bureaucratic pluralism”, a euphemism for overlapping jurisdictions and conflicting
objectives across multiple agencies. A 2024 Government Accountability Office study found 23
different federal entities with Al-related information security responsibilities’*®. No single
agency possesses comprehensive oversight authority, creating a situation where everyone is
responsible and therefore nobody is responsible.

This fragmentation produces predictable problems. Private sector Al development cycles
operate on timescales measured in months, while government adaptation cycles stretch across
years. CISA Director Jen Easterly acknowledged in March 2024 Congressional testimony that
federal agencies consistently lag 18-24 months behind private sector capabilities in Al threat
detection®”’. Such temporal mismatches suggest systemic rather than merely operational
problems.

Resource disparities compound these timing issues. Private companies invest billions
annually in Al development. The proposed $1.2 billion federal allocation for Al security in the
2025 budget represents less than 2% of private sector investment®*®. These asymmetries create
dependency relationships that may compromise sovereign decision-making capabilities precisely

when such autonomy becomes most critical.

First Amendment protections create constraints on Al governance that authoritarian
competitors simply do not face. Government efforts to regulate Al-generated content must
navigate complex constitutional doctrines that prioritize free expression over information
integrity, a framework developed for an analog world that struggles with digital realities®®.

Legal scholars describe this as “the democratic security dilemma” in cognitive warfare.
The openness that theoretically enables democratic resilience also provides attack vectors for

information warfare campaigns®*.
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The contrast with other democratic approaches is instructive. France can regulate online
content through republican values frameworks. Poland can invoke emergency powers during
hybrid threat crises. America must rely primarily on private sector voluntary compliance, an
approach that appears structurally vulnerable in strategic competition contexts.

Pew Research Center polling from 2024 reveals a troubling pattern: only 32% of
Americans trust government institutions to regulate Al appropriately, while 67% express concern
about Al-driven disinformation®™'. This trust deficit undermines the legitimacy necessary for
effective securitization moves, creating a vicious cycle where security threats expand faster than
democratic consensus for addressing them.

Historical precedents make this situation worse rather than better. Post-Snowden
revelations about surveillance overreach have created lasting public skepticism toward any
government involvement in information monitoring, even when aimed at foreign disinformation
campaigns®>. The inability to distinguish between legitimate security measures and privacy
violations severely limits policy options available to democratic governments. Perhaps more
troubling, this trust deficit appears to be self-reinforcing. Each revelation of government
overreach or private sector data misuse further erodes public confidence in institutional

responses to Al threats.

The United States case exposes a fundamental tension between technological capability
and institutional capacity in democratic strategic communication. American Al development
may lead globally in technical sophistication, yet fragmented institutional architecture,
constitutional constraints, and private sector dependencies create structural vulnerabilities that

centralized competitors can exploit with relative ease.

Three variables emerge from this analysis that seem particularly relevant for comparative
assessment:
1. Institutional Coherence: The degree to which government agencies can actually

coordinate Al strategic communication policies rather than simply claiming to do so.

351 pew Research Center. "Americans and Al Governance." Pew Research Center Report, July 2024.
332 Snowden, Edward. Permanent Record. New York: Metropolitan Books, 2019.
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2. State-Market Relations: The balance between private innovation and sovereign control
over Al capabilities, a balance that may be more precarious than commonly assumed.

3. Democratic Legitimacy: The extent to which security measures maintain public support
and constitutional compliance, recognizing that legitimacy can erode faster than it can be

rebuilt.

These variables establish analytical benchmarks for evaluating how different democratic
systems adapt to Al-driven information warfare challenges. The French case, examined next,
may demonstrate how alternative institutional arrangements and political cultures produce
different strategic responses to similar technological pressures. The Polish example might
illustrate how frontline states develop adaptation strategies under acute threat conditions that

more secure democracies can afford to ignore.

Democratic advantage in Al strategic communication appears to depend less on
technological superiority than on institutional innovation that aligns private capabilities with
public security objectives while maintaining democratic legitimacy. This represents a complex
balancing act that authoritarian competitors need not perform though whether this constitutes a

structural advantage or disadvantage for democratic systems remains an open question.
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CHAPTER 4: FRANCE - A REPUBLIC UNDER INFORMATION PRESSURE

4.1. National Strategic Communication Institutions

France’s approach to securing strategic communication networks appears to reflect what
Balzacq terms “institutional securitization” essentially embedding security logic within
bureaucratic structures to address emerging threats®>. The French institutional model stands in
sharp contrast to what happens in the United States and Poland. American strategic
communication relies heavily on private sector capabilities while Polish efforts tend to be
reactive and externally dependent. France has developed something that might be characterized
as a “state-centric anticipatory model”, one that seems to prioritize institutional coherence even

when this comes at the expense of operational flexibility.

4.1.1 Centralized StratCom Doctrine

French strategic communication architecture embodies a distinctly centralized approach.
Strategic communication here is not merely public diplomacy. It has been reconceptualized as /a
lutte informatique d’influence (L21), literally “informational influence warfare”. This represents
a fairly militarized understanding of the information environment as a domain of conflict*>*.

This conceptual militarization sets France apart from its comparative cases. The U.S.
military tends to view information operations as one capability among many, while Poland treats
information security primarily as a cyber-defense issue*”. France, however, has elevated L2I to
the level of strategic doctrine comparable to nuclear deterrence. The doctrinal framework was
formalized in the 2019 Military Programming Law with an initial budget allocation of €1.6

billion over six years, arguably Europe’s most comprehensive institutional response to

information warfare®>.
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The L2I doctrine appears to have undergone three distinct evolutionary phases since its
conceptual origins in 2015:

Phase 1 (2015-2018): Post-Attack Reactive Institutionalization After the Charlie Hebdo
and Bataclan attacks, French authorities initially focused on counter-radicalization
messaging. The DGSI’s counter-messaging budget jumped from €12 million in 2015 to
€45 million in 2018, though efforts remained largely reactive and domestically focused*’.
Phase 2 (2018-2021): Doctrinal Systematization The 2018 creation of the interministerial
coordination cell marked what seems to be a shift toward anticipatory information
warfare®*®. This differs from the somewhat ad hoc American approach to election security
or Poland’s crisis-driven responses. France instead invested in permanent institutional
capacity. COMCYBER expanded from 2,600 to 4,000 personnel, with 40% dedicated to
information operations®®.

Phase 3 (2021-Present): Al Integration and Offensive Capabilities The current phase
emphasizes artificial intelligence integration and what officials rather euphemistically
term “active defense measures”. American tech companies may lead Al development for
information operations and Polish capabilities remain quite limited, but France has
invested €300 million specifically in military AI applications for strategic

communication®®,

The 2017 MacronLeaks incident offers concrete evidence of institutional effectiveness or
at least speed. French authorities managed to coordinate a unified response within 4.5 hours of
the leak’s emergence. This compares favorably to the 18-hour response time during the 2016
U.S. election interference or Poland’s 72-hour delay during the 2020 presidential election tape

scandal®®!,
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The effectiveness metrics reveal mixed results*®?, though:

- Speed: French response protocols averaged 4.8 hours across 12 major incidents
(2018-2023);

- Reach: Counter-messaging achieved 67% penetration among target demographics within
24 hours;

- Durability: Only 34% of counter-narratives maintained credibility beyond 72 hours.

These numbers suggest that centralized coordination provides tactical advantages but
potentially sacrifices long-term persuasive effectiveness. This trade-off differs markedly from the
American emphasis on platform-mediated organic messaging or Polish reliance on

EU-coordinated responses.

Parliamentary oversight data reveals significant political division regarding L2I
effectiveness. The 2023 Senate Defense Committee report found that 73% of majority party
members rated L2I as “essential for national security” while 68% of opposition members
characterized it as a “potential threat to democratic discourse®®”.

Public opinion surveys conducted by IFOP in 2023 show 58% support for “government
efforts to combat foreign disinformation” but only 31% approval for “active government
messaging on social media™®. This suggests public acceptance of defensive but not offensive
information operations. The contrast with American polling (67% support for private sector

content moderation) and Polish surveys (78% support for EU-coordinated fact-checking

initiatives) is quite striking.

4.1.2 Counter-Radicalization and Identity Defense

The post-2015 securitization of French republican identity may represent what Huysmans

terms “political securitization” transforming political disputes into security issues requiring

362 Institut de Recherche Stratégique de I'Ecole Militaire. La Manipulation de I'Information: Un Défi pour nos
Démocraties. Paris: IRSEM, 2018.
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extraordinary measures’®. This process appears to have accelerated significantly since 2018,

with measurable impacts on both institutional capacity and public discourse.

Budget allocation trends reveal the prioritization of identity defense™*:

- 2015: €89 million for counter-radicalization (primarily kinetic counterterrorism);

- 2020: €167 million for République en actes programs (57%  for
messaging/communication);

- 2024: €234 million for “cognitive security” initiatives (73% for preventive

communication).

This trajectory stands in sharp contrast to American approaches that rely primarily on
private sector content moderation (estimated at $3.2 billion annually) and Polish efforts that

remain largely dependent on EU funding (€12 million annually from Brussels)**’.

The Ministry of Interior’s tracking data provides concrete metrics on
counter-radicalization messaging effectiveness, though interpreting these numbers requires some

caution®®:

Positive Indicators:
- 43% reduction in terrorist recruitment messaging engagement (2018-2023);
- 67% of targeted individuals showed decreased online radicalization activity;
- 78% of educational institutions reported improved “laicité awareness” following

intervention programs.

Concerning Trends:
- 23% increase in reported discrimination complaints from Muslim citizens (2020-2023);

- 34% decline in trust in government institutions among French Muslims;

3% Huysmans, Jef. The Politics of Insecurity: Fear, Migration and Asylum in the EU. London: Routledge, 2006.
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- 45% of civil liberties organizations report “chilling effects” on legitimate political

discourse.

These metrics suggest that while French counter-messaging may achieve tactical
objectives in disrupting extremist communication, it could be generating strategic vulnerabilities
by alienating key domestic constituencies. This represents a distinctly different challenge from

American debates about platform censorship or Polish concerns about Russian disinformation.

Declassified NATO StratCom evaluations provide an external perspective on French
approaches. The 2023 Allied assessment rated French capabilities as “highly effective in crisis
response” but noted concerns about “sustainability of centralized approach” and “potential for
democratic backlash™®. German intelligence assessments, shared through bilateral channels,
praised French “institutional coherence” while questioning “proportionality of identity-based

messaging”™",

4.1.3 Strategic Cultural Projection

France’s approach to strategic cultural projection through the Francophonie network
seems to reveal the limitations of state-centric soft power in networked information

37 Comparative budget analysis demonstrates France's continued commitment

environments
despite what appears to be declining effectiveness®’:

- French cultural projection: €580 million annually (2024);

- American cultural industries: $57.8 billion annually (largely private sector);

- Polish cultural diplomacy: €23 million annually (primarily EU-coordinated).
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Target Audience Reception Data (African Francophone States, 2020-2023)*":
- Trust in French government sources: 34% (down from 67% in 2015);
- Preference for French media over alternatives: 28% (down from 54% in 2015);

- Positive perception of French cultural initiatives: 41% (down from 72% in 2015).

These declining metrics coincide with increased Russian and Chinese information
activities in the same regions. This suggests that France’s traditional cultural advantages face
systematic challenge from alternative information ecosystems, though establishing direct

causation remains difficult.

Regional Variation in Effectiveness®’:
- West Africa: 31% positive reception (significant Russian information competition);
- Central Africa: 48% positive reception (limited alternative information sources);

- North Africa: 22% positive reception (strong domestic media ecosystems).

France Médias Monde’s internal assessments, obtained through parliamentary inquiry, reveal
institutional recognition of declining effectiveness. The 2023 strategic review noted “Traditional
broadcasting models prove insufficient in competitive information environments where
authenticity and local credibility increasingly determine influence™”.

This represents what appears to be a fundamental challenge to French strategic
communication assumptions. American cultural projection benefits from market mechanisms and

Polish efforts remain primarily defensive. France, however, must somehow reconcile

state-centric approaches with increasingly sophisticated and skeptical international audiences.

4.1.4 Civil Society and Academic Sector

France’s civil society information defense capabilities may represent a distinct
institutional advantage compared to its case study counterparts. American fact-checking remains

fragmented across commercial media organizations while Polish civil society faces resource

37 France Médias Monde. Etude d'Impact en Afrique Francophone 2020-2023. Paris: FMM, 2023.
374 Ibid.
3% Ibid.

115



constraints. French NGOs, by contrast, operate within what seems to be a more structured

ecosystem of state support and academic integration®”.

Capacity and Performance Metrics®”’:

- Professional fact-checkers: 340 (France) vs. 1,200+ (USA) vs. 45 (Poland);

- Response time to viral disinformation: 6.7 hours (France) vs. 12.3 hours (USA) vs. 18.9
hours (Poland);

- Government coordination protocols: Formal (France) vs. Informal (USA) vs. Limited

(Poland).

The Institut de Recherche Stratégique de 1’Ecole Militaire (IRSEM model) represents a
distinctive approach to academic-policy integration that differs significantly from American
think-tank models or Polish university-based research centers. IRSEM’s 2021 report on Chinese
influence operations demonstrates both the advantages and risks of close academic-security

coordination®’®,

Institutional Innovation®”:
- Budget: €12 million annually (2024);
- Personnel: 67 researchers (45% with security clearances);
- Output: 150+ policy-relevant publications annually.

- Policy impact: 78% of recommendations implemented within 18 months

This integration raises concerns about academic independence, though. The 2023 survey
of French international relations scholars found that 67% reported “increased self-censorship”

regarding research topics that might contradict official strategic communication narratives®®.

376 Bjola, Corneliu, and Jen Wellings Papadakis. "Digital Propaganda, Counterpublics and the Disruption of the
Public Sphere: The Finnish Approach to Building Digital Resilience." Cambridge Review of International Affairs
33, no. 5 (2020): 638-666.

377 Observatoire de la Désinformation. Capacités de Réponse aux Fausses Informations: Etude Comparative
FEuropéenne. Paris: Sciences Po, 2024.

378 Charon, Paul, and Jean-Baptiste Jeangéne Vilmer. "Chinese Influence Operations: A Machiavellian Moment."
IRSEM Research Paper No. 64, October 2021.

379 Institut de Recherche Stratégique de 1'Ecole Militaire. Rapport d'Activité 2023. Paris: IRSEM, 2024,

380 Association Frangaise de Science Politique. "Enquéte sur I'Autocensure dans la Recherche en Relations
Internationales." AFSP Survey, 2023.

116



Opposition political parties have increasingly challenged the blurred boundaries between
academic research and strategic communication. Marine Le Pen’s critique that “state-funded
research has become state propaganda” appears to resonate with 45% of French citizens
according to 2024 polling®'. This represents a more acute challenge than what is observed in
American contexts where academic-security cooperation remains more informal, or Polish

contexts where such cooperation remains limited.

France’s state-centric anticipatory model demonstrates both distinctive strengths and
systemic vulnerabilities when compared to American market-driven approaches and Polish
capacity-constrained responses®®:

1. Comparative Advantages:
- Crisis response speed (4.8 hours vs. 12-18 hours for comparative cases);
- Institutional coherence (unified command vs. fragmented American model);
- Resource concentration (€2.1 billion vs. €23 million Polish budget);
- Academic-policy integration (systematic vs. ad hoc in other cases).
2. Comparative Disadvantages:
- Stakeholder legitimacy concerns (higher than American/Polish counterparts);
- Operational flexibility limitations (bureaucratic vs. market responsiveness);
- International credibility challenges (state messaging vs. organic content);

- Democratic oversight tensions (centralization vs. pluralistic accountability).

The French case suggests that successful democratic information warfare requires
balancing three competing imperatives: operational effectiveness, democratic legitimacy, and
international credibility. France’s prioritization of operational effectiveness through institutional
centralization has achieved tactical successes but appears to be generating strategic
vulnerabilities in legitimacy and credibility that could undermine long-term effectiveness.

This seems to represent a fundamental tension in democratic strategic communication

that manifests differently across institutional contexts. The French experience suggests that
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purely state-centric approaches may face inherent limitations in information environments that
increasingly reward authenticity and local credibility over institutional authority.

The temporal analysis reveals that institutional advantages in strategic communication
might be subject to diminishing returns as target audiences adapt to and develop resistance
against centralized messaging approaches. This has significant implications for democratic
information warfare strategy and suggests the need for more adaptive, less state-centric

approaches that can maintain effectiveness while preserving democratic legitimacy.

4.2. Malinformation & Identity Politics

Malinformation (genuine information deliberately weaponized through misleading
contextualization, polarizing framing, or harmful amplification) appears to present a particularly
complex challenge to democratic societies that value open discourse and pluralism®*®. The
French republican model, with its emphasis on laicité, centralized authority, and unified national
identity, seems especially vulnerable to both internal populist actors and foreign hybrid threats
seeking to exploit domestic divisions®®. This vulnerability may stem from what Badie identifies
as the “republican paradox”: France’s universalist ideological framework creates friction zones
where particularist identities clash with assimilationist expectations, generating exploitable
narrative fault lines®™.

Drawing upon securitization theory, French identity politics have been transformed from
routine political discourse into perceived existential threats through strategic malinformation
campaigns®®. Three critical dimensions of France’s information vulnerability are revealed: the
weaponization of legitimate socioeconomic grievances, foreign electoral interference operations,

and the progressive securitization of cultural identity debates.
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4.2.1 The Gilets Jaunes Movement

The Gilets Jaunes (Yellow Vest) movement emerged in November 2018 initially as a
protest against fuel tax increases but rapidly evolved into something much broader, a challenge
to technocratic governance and elite legitimacy. From a security studies perspective, the
movement illustrates how horizontal societal fractures (economic inequality, territorial
marginalization, and democratic disconnect) can be exploited through vertical information
operations to amplify social instability®®.

The movement’s deliberately leaderless structure, while expressing authentic grassroots
democracy, created what Stiegler terms “narrative vulnerability zones” that appear susceptible to
external manipulation. French intelligence assessments identified this organizational void as a
critical weakness. As one DGSI report noted: “the absence of hierarchical structure facilitates the
penetration of external influences” (/’absence de structure hiérarchique facilite la pénétration
d’influences extérieures)**®.

The geographic dimension proved equally significant. Coquard’s sociological analysis
demonstrates how the movement mobilized France’s “peripheral territories”, small towns and
rural areas experiencing economic decline, against what protesters perceived as Parisian
technocratic elites®®’. This territorial cleavage, rooted in decades of deindustrialization and public
service withdrawal, provided fertile ground for malinformation campaigns that framed local
grievances within broader anti-establishment narratives. Yet it remains difficult to determine

precisely where authentic grievances end and external manipulation begins.

Russian state-affiliated media outlets, particularly RT France and Sputnik France,
provided what appeared to be systematically amplified coverage of police violence and civil
unrest during Gilets Jaunes protests. Content analysis conducted by the EU’s East StratCom Task

Force revealed that Russian outlets published 312% more stories about French protests than
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comparable domestic events, with 78% focusing on police brutality themes compared to 34% in
mainstream French media coverage™”.

This amplification strategy seems to align with broader Russian information warfare
doctrine, as articulated in Gerasimov’s concept of “non-linear warfare” which prioritizes the
exploitation of existing social contradictions over fabricated narratives®'. Russian operations did
not create Gilets Jaunes grievances but rather weaponized authentic protest content through
selective amplification, emotional framing, and strategic timing to maximize social discord***.

The strategic logic behind Russian involvement may reflect what Giles describes in his
analysis of Moscow’s information operations: rather than promoting specific outcomes, the
objective was “systemic disruption” of French democratic cohesion and European Union
solidarity. Internal FSB documents leaked in 2020 explicitly identified France as a priority target
for “societal destabilization operations” designed to undermine NATO solidarity and EU
integration®®. However, the authenticity of such leaked documents remains contested, and

attribution in the information domain continues to present significant analytical challenges.

The actual impact of foreign amplification remained limited, though. Post-protest polling
by IFOP indicated that 73% of Gilets Jaunes participants cited domestic economic concerns as
primary motivations, with only 12% referencing foreign media coverage as influential in their

decision to participate®*

. This suggests that while Russian operations successfully amplified
existing tensions, they failed to fundamentally alter protest dynamics or outcomes.

French counter-intelligence responses proved more effective than initially anticipated.
The creation of VIGINUM (Vigilance and Protection against Digital Foreign Interference) in
July 2021 represented institutional learning from the Gilets Jaunes experience, establishing
systematic monitoring capabilities for foreign information operations®”. Whether such

institutional adaptations can keep pace with evolving information threats remains to be seen.
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4.2.2 MacronLeaks and Electoral Interference

The May 5, 2017 cyberattack against Emmanuel Macron’s presidential campaign,
occurring just 36 hours before the election’s second round, represented the first major test of
French electoral security in the digital age. The operation, attributed to Russian GRU Unit 26165
(the same entity responsible for 2016 US Democratic National Committee intrusions), employed
sophisticated techniques combining technical cyber capabilities with strategic information

warfare®*.

French cybersecurity agency ANSSI’s technical analysis identified what appeared to be a
multi-phase attack structure: initial compromise through spear-phishing emails targeting
campaign staff, lateral movement within campaign networks, data exfiltration of approximately
21,000 emails and documents, and strategic release through anonymous file-sharing platforms.
Crucially, investigators discovered that genuine documents had been interspersed with fabricated
materials designed to generate “plausible disinformation”, false content sufficiently realistic to
evade immediate detection®”’.

Attribution to Russian intelligence services relied on multiple technical indicators:
command-and-control infrastructure overlapping with previous GRU operations, malware
variants consistent with APT28 signatures, and operational timing aligned with Moscow’s
strategic interests in weakening EU solidarity®”. French authorities acknowledged attribution
limitations, though, noting that definitive attribution remains problematic in the cyber domain

(L attribution définitive reste problématique dans le domaine cyber.)*”.

France’s response demonstrated what appears to be a sophisticated understanding of
information warfare dynamics. The Commission Nationale de Controle de la Campagne

Electorale en vue de I’Election Présidentielle (CNCCEP) issued immediate guidance to media
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outlets, invoking electoral silence period regulations to limit coverage of unverified materials*®.

This legal framework, unique among Western democracies, provided structured defense against
last-minute disinformation campaigns.

Perhaps more significantly, the Macron campaign had implemented “strategic
inoculation” messaging months before the attack, publicly warning of potential interference and
pre-positioning counter-narratives*”'. This approach, drawing upon psychological research on
“prebunking” strategies, appears to have limited the leaked materials’ impact on public

opinion**.

Post-election analysis revealed the operation’s limited effectiveness. IPSOS polling
conducted immediately after the leak indicated minimal impact on voting intentions, with 89% of
respondents expressing skepticism about last-minute revelations*®. French media discipline
proved crucial: major outlets including Le Monde, Le Figaro, and France Inter declined to
publish unverified materials, contrasting sharply with 2016 US media coverage of similar leaks.

The MacronLeaks incident catalyzed significant institutional reforms. The 2018 Loi
relative a la lutte contre la manipulation de l’'information expanded judicial powers to combat
electoral disinformation, while the creation of cross-platform fact-checking partnerships
established collaborative defense mechanisms*™. These measures reflected broader European
recognition that electoral security required integrated approaches combining legal, technical, and
communicative strategies. Still, whether such frameworks can adapt to rapidly evolving

information threats remains an open question.

4.2.3 The Securitization of French Identity

The progressive transformation of cultural identity, religious practice, and migration from
routine political issues into perceived national security threats represents what may be a

paradigmatic case of securitization in action. This process, accelerated by strategic

40 Commission Nationale de Controle de la Campagne Electorale en vue de I'Election Présidentielle. "Communiqué
concernant la Diffusion de Documents Piratés." CNCCEP, May 5, 2017.

1 En Marche! "Déclaration sur les Risques d'Ingérence Electorale." Communiqué de Campagne, February 2017.

42 van der Linden, Sander, Jon Roozenbeek, and Josh Compton. "Inoculating Against Fake News About
COVID-19." Frontiers in Psychology 11 (2020): 566790.

403 IPSOS. "Impact des MacronLeaks sur les Intentions de Vote." IPSOS Electoral Survey, May 7, 2017.

404 Assemblée Nationale. "Loi n° 2018-1202 du 22 décembre 2018 relative a la lutte contre la manipulation de
l'information." Journal Officiel, December 23, 2018.
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malinformation campaigns, has fundamentally altered French political discourse and policy

frameworks.

Buzan, Waver, and de Wilde’s securitization theory provides the analytical framework
for understanding this transformation. Securitization occurs when political actors successfully
present issues as existential threats requiring extraordinary measures beyond normal political
processes. In France’s case, identity-related issues seem to have undergone what Balzacq terms
“gradual securitization”, a process whereby repeated framing of cultural differences as
civilizational threats eventually normalizes exceptional policy responses*®.

The securitization process has been facilitated by what Taguieff identifies as the
“identitarian paradox” within French republicanism: while officially colorblind and universalist,
French national identity depends upon shared cultural references increasingly contested by

multicultural realities**

. This contradiction creates what Deltombe calls “narrative vulnerability
zones” where competing interpretations of French identity become susceptible to external

manipulation*”’.

Contemporary identity-focused malinformation campaigns operate through systematic
decontextualization of genuine events to support broader ideological narratives. Analysis of
Francophone social media networks by the Institute for Strategic Dialogue identified recurring
patterns: authentic crime reports stripped of context to suggest systematic threats from immigrant
communities, selective amplification of inter-community tensions, and strategic deployment of
“Great Replacement” conspiracy theories linking demographic change to civilizational decline*®®.

Russian-aligned information networks have proven particularly adept at exploiting these
vulnerabilities. The Alliance for Securing Democracy’s analysis of RT France content revealed
systematic emphasis on civilizational conflict themes, with 43% of migration-related stories

employing what researchers termed “cultural threat framing” compared to 18% in mainstream

405 Balzacq, Thierry. "The Three Faces of Securitization: Political Agency, Audience and Context." European
Journal of International Relations 11, no. 2 (2005): 171-201.

406 Taguieff, Pierre-André. La République Enlisée: Pluralisme, Communautarisme et Citoyenneté. Paris: Editions des
Syrtes, 2001.

47 Deltombe, Thomas. L'Islam Imaginaire: La Construction Médiatique de I'Islamophobie en France, 1975-2005.
Paris: La Découverte, 2005.

%8 TInstitute for Strategic Dialogue. "French Far-Right Online Ecosystems: Digital Methods for Understanding
Radical Communities." ISD Research Report, September 2020.
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French media*”. This pattern appears to align with broader Russian strategic objectives of
weakening European social cohesion and democratic legitimacy.

The most significant malinformation campaigns have emerged from domestic sources,
though. Camus and Lebourg’s investigation of French identitarian movements documented
sophisticated communication strategies that weaponize republican values particularly laicité and
gender equality to legitimize exclusionary policies*’. This “republican instrumentalization”
proves especially effective because it appropriates mainstream French values while directing

them toward particularist objectives.

France’s information vulnerability extends beyond metropolitan boundaries through
shared linguistic networks with former colonies. The emergence of what Granjon terms
“postcolonial counter-narratives” has created strategic communications challenges across
Francophone Africa, where French influence faces increasing competition from Chinese and
Russian information operations*''.

Content analysis of Francophone African social media networks by the Africa Centre for
Strategic Studies revealed systematic campaigns portraying French military interventions as

neocolonial exploitation rather than security partnerships*'?

. These narratives, amplified through
locally-produced content and diaspora networks, have contributed to declining French soft power
across the Sahel region, with approval ratings for French military presence falling from 67% in
2013 to 34% in 2021*"°. Yet it remains unclear to what extent this decline reflects genuine

sentiment shifts versus coordinated information operations.

The securitization of identity has generated significant policy innovations alongside
democratic concerns. The 2021 Law reinforcing respect for the principles of the Republic

expanded state powers to monitor religious organizations and limit foreign influence in French

49 Alliance for Securing Democracy. "RT France and Russian Information Operations in Europe." German Marshall
Fund Report, March 2019.

410 Camus, Jean-Yves, and Nicolas Lebourg. Les Droites Extrémes en Europe. Paris: Le Seuil, 2017.

41 Granjon, Marie-Christine. "L'Afrique Francophone Face aux Nouvelles Guerres de I'Information." Politique
Africaine160, no. 4 (2020): 85-107.

412 Africa Center for Strategic Studies. "Russian Disinformation in Sub-Saharan Africa." ACSS Research Report,
June 2021.

413 Afrobarometer. "African Perceptions of Foreign Powers: 2013-2021 Comparative Survey." Round 8 Survey
Results, 2021.
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civil society*!*

. While supporters argue these measures protect republican values, critics contend
they risk undermining the pluralism they claim to defend.

France’s approach reflects broader European tensions between security imperatives and
liberal democratic principles. As Bigo observes, securitization processes often generate “security
dilemmas” where protective measures themselves threaten democratic values they aim to

preserve*. The challenge for French policymakers lies in developing responses that enhance

societal resilience without compromising the openness that defines democratic society.

This analysis reveals malinformation’s distinctive character as a strategic threat that
weaponizes truth itself rather than relying upon fabricated content. France's experience
demonstrates how even sophisticated democratic institutions remain vulnerable to information
operations that exploit existing social divisions rather than creating artificial ones.

The three cases examined (Gilets Jaunes protests, MacronLeaks electoral interference,
and identity securitization) illustrate escalating complexity in contemporary information warfare.
While France has developed what appear to be innovative defensive mechanisms, including legal
frameworks, institutional adaptations, and strategic communication capabilities, fundamental
vulnerabilities persist within French society’s structural contradictions.

Perhaps most significantly, these cases reveal the limitations of technical solutions to
information warfare challenges. As Badie argues, French vulnerability may stem not from
technological inadequacies but from deeper tensions within the republican model itself, tensions
that foreign and domestic actors increasingly exploit to undermine democratic cohesion*'¢.

The emergence of artificial intelligence as a force multiplier in information operations,
examined in the following section, promises to intensify these challenges while potentially
offering new defensive capabilities. Understanding how France adapts its strategic
communication framework to address Al-enabled threats will prove crucial for assessing broader

democratic resilience in the digital age.

414 Assemblée Nationale. "Loi n° 2021-1109 du 24 aott 2021 confortant le respect des principes de la République."
Journal Officiel, August 25, 2021.
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2019.

125



4.3. Al & Technopolitical Sovereignty

Artificial intelligence appears to have fundamentally shifted strategic autonomy from
what was once primarily a military-economic concern into something this thesis calls a
“technopolitical” imperative. Using securitization theory as a lens, this section examines how
France has constructed Al as both an existential threat requiring extraordinary measures and a
strategic opportunity demanding state intervention*’. Through a constructivist approach, the
analysis explores how French security elites have discursively positioned Al governance as
central to national survival*'®, This positioning seems to have enabled the expansion of state
power into previously civilian domains while reshaping traditional boundaries between defense

and domestic policy.

4.3.1 Defense Al Strategy

France’s securitization of Al may represent a paradigmatic case of how Copenhagen
School dynamics operate in the digital age. The French Ministry of Armed Forces’ 2019 Al
Strategy and its 2022 implementation roadmap appear to exemplify what Buzan, Waever, and de
Wilde theorize as successful securitization: the transformation of Al from a technological issue

into an existential security concern requiring emergency measures and expanded state powers*"”.

French defense discourse has systematically constructed Al through three interlocking
threat narratives that seem to enable securitization. The first narrative centers on “cognitive
vulnerability” positioning French society as uniquely exposed to Al-powered influence

420

operations due to its democratic openness and high social media penetration™”. A second frame

characterizes reliance on foreign Al systems as a form of strategic subordination comparable to

47 Balzacq, Thierry. "A Theory of Securitization: Origins, Core Assumptions, and Variants." In Securitization
Theory: How Security Problems Emerge and Dissolve, edited by Thierry Balzacq, 1-30. London: Routledge, 2011.
418 Wendt, Alexander. Social Theory of International Politics. Cambridge: Cambridge University Press, 1999.
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Publishers, 1998.
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energy dependence*?!. The third discourse emphasizes that Al compresses decision-making
timelines, potentially rendering traditional deliberative processes obsolete in crisis situations**.
This discursive construction has enabled extraordinary measures. These include the
integration of Al across military functions, especially in Intelligence, Surveillance, and
Reconnaissance (ISR) operations, logistics optimization, and what French doctrine terms
“cognitive influence operations” (opérations d’influence cognitive). The concept of “decision
dominance” (dominance décisionnelle) has emerged as a core organizing principle, defined as
the capacity to maintain superior situational awareness and decision-making speed relative to
adversaries through Al-enhanced analysis and prediction capabilities*”. However, this definition
raises questions about whether such technological advantages can be sustained or whether they

merely create new vulnerabilities that adversaries might exploit.

France has pursued a distinctly centralized model that reflects its administrative tradition
while responding to perceived strategic necessities. This contrasts sharply with the United States’
more distributed approach to Al governance across multiple agencies. The creation of the
Defense Innovation Agency (AID) in 2018 and the establishment of cognitive warfare
capabilities within COMCYBER represent institutional innovations that would have been
politically unfeasible without successful securitization processes**.

French Al deployment in defense contexts now encompasses several areas. Real-time
social media monitoring through partnerships with companies like Preligens and Thales has
become standard practice. Algorithmic early warning systems are designed to detect foreign
disinformation campaigns before they achieve viral spread. Predictive analytics for identifying
domestic radicalization patterns have also been implemented*”. These capabilities represent a
qualitative expansion of state monitoring capacity that securitization theory suggests requires

ongoing threat construction to maintain legitimacy.

421 Sénat. Rapport d'Information sur la Souveraineté Numérique. Commission des Affaires Européennes, 2020.

42 Délégation Générale pour I'Armement - Direction de la Stratégie. Intelligence Artificielle et Autonomie des
Systemes d'Armes. République Frangaise, 2021.

423 Ministére des Armées. Stratégie d'Intelligence Artificielle de Défense. République Francaise, 2022, p. 23.
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Comparative analysis reveals significant differences from the U.S. approach.
Constitutional constraints and private sector autonomy have limited centralized Al integration in
America. While the Pentagon’s Joint All-Domain Command and Control (JADC2) initiative
parallels French decision dominance concepts, American implementation remains more
fragmented across service branches. Congressional oversight mechanisms absent in the French
system also constrain the American approach*®. This divergence reflects different constitutional
structures but also distinct securitization processes. American Al militarization has faced greater
resistance from civil society and legislative actors. Yet, this resistance may also serve as a

valuable check against potential overreach that the French system lacks.

4.3.2 European Initiatives

France’s European Al strategy seems to exemplify what constructivists identify as norm
entrepreneurship: the attempt to establish new international norms that reflect particular national
interests while appearing universal*’. French leadership in initiatives like GAIA-X and the
Digital Services Act represents an effort to institutionalize technopolitical sovereignty as a
European principle. This approach attempts to scale French strategies while constraining

competitors.

The GAIA-X initiative, launched jointly with Germany in 2019, demonstrates how
France constructs technological sovereignty as a European imperative rather than narrow
national interest. By framing cloud infrastructure independence in terms of European values
(data protection, algorithmic transparency, democratic governance) French policymakers have
successfully securitized technological dependence while building coalition support*®*. This
contrasts sharply with Chinese approaches to technological sovereignty, which emphasize state
control over market mechanisms, and American strategies that prioritize private sector

innovation over regulatory constraint.

426 U.S. Department of Defense. "DOD Data Strategy." Washington, D.C.: Pentagon, 2022.
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The European Commission’s Digital Services Act enforcement represents another vector
of French norm entrepreneurship, with France among the most aggressive implementers of
platform accountability requirements and algorithmic transparency mandates. The Commission
Nationale de [’Informatique et des Libertés (CNIL) has emerged as a key actor in this process,
navigating tensions between security imperatives and liberal democratic safeguards through what
French officials describe as “protective regulation” (régulation protectrice) rather than restrictive

oversight*?.

These European initiatives reveal both convergences and divergences with partner
approaches. Unlike Poland’s more NATO-oriented technology strategy, which prioritizes
interoperability with American systems, France pursues what officials term “strategic autonomy”
through European integration*. Polish concerns about Russian hybrid threats have created
opportunities for French-Polish cooperation in Al-enhanced early warning systems, particularly
following the 2021 Belarus border crisis when both countries deployed similar social media
monitoring capabilities to track disinformation campaigns. Still, this cooperation raises questions

about how much genuine strategic alignment exists beneath the surface collaboration.

4.3.3 Limits and Prospects

French Al deployment in security contexts operates through three overlapping
accountability mechanisms, each with significant limitations. Parliamentary oversight occurs
primarily through the Defense Committee’s annual review process, but classified briefings limit
substantive scrutiny of algorithmic decision-making processes®!. Judicial review remains
constrained by national security exceptions that exempt many Al applications from
administrative court jurisdiction. Civil society monitoring occurs through organizations like La
Quadrature du Net, but their access to operational details remains severely limited*2.

These accountability deficits manifest in concerning ways. Facial recognition deployment

in public spaces has proceeded despite civil liberties concerns, justified through securitization

42 Commission Nationale de I'Informatique et des Libertés. Rapport d'Activité 2021. Paris: CNIL, 2021.
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narratives about terrorist threats that preclude normal democratic debate. Military Al applications
in influence detection have created what critics describe as “chilling effects” on political

3 The integration

expression, particularly affecting protest movements and activist organizations
of predictive policing algorithms has raised questions about discriminatory profiling that remain

largely unaddressed due to security classification concerns.

Comparison with partner countries reveals both France’s relative centralization and its
distinctive approach to balancing security and liberty concerns. The United States maintains
stronger legislative oversight mechanisms through congressional intelligence committees and
federal court review processes, though these have proven inadequate in preventing surveillance
overreach®®. Poland’s newer democratic institutions provide fewer formal constraints on
executive power, but stronger civil society mobilization has created informal accountability
mechanisms absent in the French case.

The effectiveness of French Al strategies remains difficult to assess due to classification
restrictions, but available evidence suggests mixed results. Social media monitoring systems
have successfully identified several foreign influence campaigns, including Russian operations

435

during the 2022 presidential election™”. However, domestic radicalization prediction algorithms

have shown high false positive rates that raise both effectiveness and civil liberties concerns*®,

France’s technopolitical sovereignty doctrine faces three critical challenges that will
shape its future development. First, the tension between centralized control and innovation
capacity may limit France’s ability to compete with more market-driven approaches to Al
development. Second, growing European integration in Al governance may constrain French
autonomy even as it amplifies French influence. Third, democratic legitimacy concerns may
eventually undermine public support for extensive Al deployment in security contexts,

particularly if accountability mechanisms remain inadequate®?’.
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Prospects for resolution depend partly on France’s ability to develop what this thesis
terms “democratic securitization”: the integration of extraordinary security measures with
accountability mechanisms that preserve democratic legitimacy while enabling effective threat
response. Early experiments with citizen assemblies on Al ethics and algorithmic impact
assessments suggest potential pathways, but implementation remains limited and largely

438

symbolic ***. Whether these experiments will evolve into meaningful democratic participation or

remain window dressing for technocratic decision-making remains unclear.

France’s approach to Al and technopolitical sovereignty represents a distinctive attempt
to reconcile security imperatives with democratic values through European multilateralism and
regulatory innovation. The French model demonstrates both the possibilities and limitations of
constructing technological sovereignty as a security imperative while maintaining liberal
democratic institutions. As subsequent analysis of Poland will show, countries with different
institutional structures and threat perceptions face similar challenges but develop divergent
responses, highlighting the importance of domestic political contexts in shaping Al governance
strategies.

The French case suggests that successful technopolitical sovereignty requires not only
technological capabilities and institutional capacity, but also sustainable democratic legitimacy.
Whether France can maintain this balance while scaling its approach through European
integration remains an open question with significant implications for transatlantic security

cooperation and the broader future of democratic governance in the Al age.

Poland is a country with a markedly different historical trajectory and geopolitical
exposure. Where France represents an established Western European power seeking to maintain
influence through technological sovereignty, Poland embodies a post-communist,
NATO-anchored state navigating similar Al governance challenges under very different
structural, cultural, and ideological conditions. This contrast allows for examination of how
historical legacies of authoritarian rule, ongoing security threats from Russia, and relatively

recent democratic consolidation shape approaches to Al securitization. Poland’s experience may

8 Ibid.
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reveal whether the tensions between security imperatives and democratic accountability observed

in France are universal features of Al governance or particular to specific institutional contexts.
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CHAPTER 5: POLAND - A STRATEGIC PIVOT WITH FRAGILE DEFENSES

5.1. Strategic Communication & Political Context

Strategic communication effectiveness is assessed through three indicators: institutional
coherence (presence of centralized doctrine and coordination mechanisms), operational capacity
(ability to execute consistent messaging during crises), and democratic legitimacy (maintenance

of public trust and international credibility).

5.1.1 Governmental StratCom Architecture

What institutional theorists might call “organizational fragmentation” seems to
characterize Poland’s strategic communication architecture, multiple agencies with overlapping
mandates but insufficient coordination mechanisms*’. This stands in contrast to the more
integrated models found in Estonia or the United Kingdom. Poland appears to lack a centralized,
doctrinally coherent Strategic Communications framework that encompasses civil, military, and

informational domains.

The Ministry of Digitization handles cybersecurity and digital public services, though it
operates primarily in technical domains with limited strategic communication mandates*®.
GovTech Polska, which sits under the Prime Minister’s Chancellery, focuses on digital
innovation and e-governance. Despite possessing significant technical capacity, it remains
underutilized in counter-disinformation operations**'. The Ministry of National Defense
maintains traditional military psychological operations capabilities, yet operates under restrictive

peacetime mandates that limit engagement in the civilian information environment**,

49 Peters, B. Guy. The Politics of Bureaucracy: An Introduction to Comparative Public Administration. 6th ed.
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Poland participates actively in NATO Strategic Communications Centre of Excellence
initiatives, including annual exercises and doctrinal development*®®. This engagement reveals
three structural interoperability challenges that appear to distinguish Poland from more
integrated allies.

Doctrinal misalignment persists between Poland’s ad hoc approach and NATO’s
emphasis on “whole-of-government” strategic communication integration. The UK’s Joint
Influence Doctrine (2019) and Baltic states’ dedicated strategic communication task forces offer
comparative models, yet Poland has not developed equivalent national frameworks***.

Intelligence-communication silos prevent the fusion of threat assessment with real-time
information operations, a capability that NATO’s 2022 Strategic Concept deems essential for

445

addressing hybrid threats*. Political turnover disrupts institutional memory and strategic
continuity, which may be particularly problematic given Poland’s polarized political

environment.

Polish government officials defend this decentralized approach through three arguments
that deserve analytical consideration. They emphasize sovereignty concerns, arguing that
centralized strategic communication apparatus could facilitate authoritarian control over
information, a perspective that draws from historical experience with communist-era
propaganda*‘. They prioritize technical capacity building over doctrinal integration, viewing
cybersecurity and digital governance as more pressing than narrative coordination*¥’. Officials
also stress democratic constraints, noting that peacetime information operations risk violating
constitutional protections for media independence and free speech.

These arguments reflect legitimate democratic concerns but appear to create what NATO
theorists identify as a “strategic communication gap” a.k.a insufficient capacity to respond

coherently to hybrid threats while maintaining democratic norms**.
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Relative to the United States and France, Poland exhibits lower institutional coherence
but comparable technical capacity. The U.S. model emphasizes inter-agency coordination
through the Global Engagement Center (GEC), while France centralizes strategic communication
through the Secrétariat général de la défense et de la sécurité nationale (SGDSN). Poland’s
fragmented approach more closely resembles early-stage institutional development, which

suggests that evolutionary rather than revolutionary reform pathways may prove more viable *¥.

5.1.2 Role of State and Partisan Media

The relationship between Polish public broadcasting and government communication
strategy presents a complex case of media capture that requires balanced analysis. The
Organization for Security and Co-operation in Europe (OSCE) documented significant bias in
public broadcaster TVP during the 2020 presidential election. The incumbent candidate Andrze;j
Duda received 52% of coverage time compared to 18% for main challenger Rafat Trzaskowski,
with coverage favoring the incumbent by a 3:1 ratio*™.

The government’s media strategy must be understood within Poland’s broader security
context. Officials argue that media sovereignty constitutes a legitimate national security concern,
particularly given documented Russian information operations targeting Polish audiences. They

point to successful Russian manipulation of Western media ecosystems as justification for

maintaining state influence over strategic narratives®'.

This approach appears to generate measurable strategic costs. Academic analysis by
Warsaw University’s Centre for International Relations found that politicized public broadcasting

reduces public trust in government crisis communication by approximately 23% compared to

452

countries with independent public media®™”. The government’s historical narrative strategy
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emphasizing Polish victimization while minimizing controversial aspects of wartime history has
generated diplomatic tensions with key allies. The 2018 Holocaust Law prompted formal
protests from Israel and the United States, demonstrating how domestic narrative control can

undermine alliance cohesion*>.

From a Clausewitzian perspective, the moral component of national power requires
public confidence in state institutions**. Politicized media may undermine this foundation by
reducing the credibility of government communication during genuine crises, a vulnerability that

adversaries can exploit through amplification of domestic contradictions.

5.1.3 Political Polarization and Institutional Fragility

Poland’s political system exhibits characteristics that scholars of democratic erosion
identify as concerning, though it does not fully conform to established typologies of democratic
backsliding. Levitsky and Ziblatt’s framework identifies extreme polarization and institutional
weaponization as key indicators of democratic weakness*. Poland displays moderate-to-high
levels on both dimensions, though with significant variations across institutions and time periods.

Quantitative indicators support claims of increased polarization: public opinion polling
shows declining institutional trust (from 67% confidence in democratic institutions in 2015 to
43% in 2022, according to Eurobarometer data). Electoral volatility has increased substantially

since 2015%°.

Russian information operations in Poland demonstrate sophisticated understanding of
domestic vulnerabilities. Analysis by the NATO Strategic Communications Centre of Excellence
identifies three primary Russian narrative strategies: amplifying existing social divisions,

promoting NATO skepticism, and framing EU integration as sovereignty erosion®’,
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Belarus Border Crisis (2021)

Government communication during this crisis illustrates both institutional weaknesses
and legitimate security concerns. Polish authorities restricted media access to the border region,
creating an information vacuum that Belarus and Russia exploited through selective narrative

8 Government officials argue that unrestricted media access would have compromised

framing
operational security and potentially endangered migrants highlighting the tension between

transparency and security in democratic societies*”.

5.1.4 Civil Society and Local Resilience

Poland’s civil society demonstrates significant capacity for independent media analysis
and fact-checking, though operating under increasingly challenging conditions. Demagog.org.pl,
affiliated with the International Fact-Checking Network, has verified over 3,200 claims since

460

2014 and maintains partnerships with major social media platforms™. Oko.press has developed
specialized capacity in investigative journalism focusing on disinformation and political
transparency*®'. These organizations face systematic challenges including reduced public
funding, legal harassment, and coordinated online attacks. The Stefan Batory Foundation
documented 47 instances of legal or administrative pressure against civil society organizations

engaged in media monitoring between 2020-2023%,

Local-level initiatives often exceed national capacity in strategic communication
resilience. Warsaw’s “Digital Citizens” program has trained over 15,000 residents in media
literacy since 2019. Gdansk’s “Critical Thinking Initiative” integrates fact-checking education

into municipal services*®.
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This bottom-up resilience aligns with NATO’s 2022 Strategic Concept, which emphasizes
societal resilience as fundamental to collective defense*®. The absence of coordination between
local initiatives and national strategy appears to represent a missed opportunity for systematic

capacity building.

Comparative analysis with Estonia’s civil defense model suggests potential for
integrating civil society actors into national strategic communication planning. Estonia’s “Cyber
Volunteers” program provides a template for public-private cooperation in information security
that maintains democratic accountability while enhancing national capacity *%.

Poland could enhance strategic communication effectiveness through: (1) establishing a
National Strategic Communication Coordination Council with civil society representation; (2)
developing standardized media literacy curricula for implementation across municipal programs;
and (3) creating legal protections for fact-checking organizations engaged in national
security-relevant activities. These recommendations balance security enhancement with

democratic norms, addressing both institutional gaps and legitimacy concerns identified in this

analysis.

5.2. Hybrid Threats & Russian Pressure

Effectiveness gets measured through three key indicators: (1) Policy Impact, documented
changes in government decisions or resource allocation; (2) Public Opinion Shifts, measurable
changes in polling data on targeted issues; and (3) Alliance Cohesion, evidence of fractured
coordination in EU/NATO responses. Data sources include declassified intelligence assessments,
social media analytics from platforms monitoring disinformation (particularly Hamilton 68
dashboard and EUvsDisinfo), public opinion surveys from CBOS and Kantar Public, plus
semi-structured interviews with Polish Ministry of Defense and Ministry of Interior officials

conducted between 2022-2024. Several limitations constrain this analysis: restricted access to

464 NATO. "NATO 2022 Strategic Concept: Adopted by Heads of State and Government at the NATO Summit in
Madrid." Brussels: NATO, June 29, 2022, Articles 15-16.
45 Estonian Defence League. Civil Cyber Defence Strategy 2022-2026. Tallinn: Estonian Defence League, 2022.
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classified operational assessments and potential response bias in official interviews present
obvious challenges.

Poland’s position as a frontline NATO state appears to have made it something of a
testing ground for Russian-orchestrated hybrid campaigns designed to probe Western resilience
mechanisms. This section examines how hybrid threats have evolved into systematic challenges
to Polish sovereignty, analyzing three interconnected dimensions through competing theoretical
lenses. Constructivist approaches demonstrate how narrative warfare reshapes threat perceptions,
while realist perspectives highlight the material foundations of hybrid vulnerability*®’. Hybrid
warfare operates not just as tactical disruption but as strategic attempts to exploit the inherent

tensions between democratic governance requirements and security imperatives*®’.

5.2.1 Border Crisis as Information Battlefield

The 2021-2022 Belarusian migrant crisis represents what Frank Hoffman would term
“compound warfare”, the deliberate integration of conventional, irregular, and informational
capabilities to create strategic effects beyond the sum of individual components*®®, This case
reveals fundamental theoretical tensions in hybrid warfare analysis between structuralist and

agency-centered explanations.

From a realist perspective, the crisis reflects classical power balancing behavior. Belarus,
facing EU sanctions estimated at €1.5 billion in economic impact, employed available
asymmetric tools to impose costs on adversaries*®. The 15,000+ migrants facilitated through
Minsk airports between August-December 2021 likely represented rational resource utilization
given Belarus’ conventional military limitations*”.

Constructivist analysis reveals something different: how the campaign’s strategic logic
depended on exploiting normative contradictions within liberal democratic governance. By

weaponizing humanitarian obligations, Belarus created what might be understood through Buzan

4% Wendt, Alexander. Social Theory of International Politics. Cambridge: Cambridge University Press, 1999.

47 Hoffman, Frank G. "Conflict in the 21st Century: The Rise of Hybrid Wars." Arlington: Potomac Institute for
Policy Studies, 2007.

48 Ibid.

46 Buropean Council. "EU Restrictive Measures in Response to the Crisis in Belarus." Brussels: European Council,
2021.

470 Frontex. "Risk Analysis for 2022." Frontex Intelligence Report. Warsaw: European Border and Coast Guard
Agency, 2022.
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and Waver’s securitization framework as an “impossible choice scenario™’'. Poland faced a
dilemma where adherence to international humanitarian law potentially compromised border

security, while security measures violated humanitarian norms.

Social media analysis reveals what appears to be sophisticated narrative coordination.
Russian and Belarusian state media accounts generated 847,000 tweets using
#PolandMigrantCrisis hashtags between November 2021-January 2022, achieving 23.4 million
impressions*”?. Content analysis shows 73% of posts framed Poland as violating human rights,
while only 12% mentioned Belarus’ role in facilitating migration flows.

Polish public opinion data demonstrates mixed campaign effectiveness*”:

- Support for strict border controls increased from 64% to 79%;
- EU solidarity perceptions declined: 43% of Poles believed EU provided adequate

support, down from 67% in 2020;

- Trust in government handling of the crisis remained polarized along partisan lines (52%

approval among PiS voters, 23% among opposition supporters).

Securitization theory effectively explains the Polish government’s emergency declaration
and media restrictions, yet it struggles to account for the limited domestic backlash against these

extraordinary measures*’*

. Unlike the Danish cartoon crisis analyzed by Buzan and Waver,
Polish securitization efforts faced minimal elite contestation. This suggests that threat severity
may matter more than speech act construction. The finding appears to support neoclassical realist
arguments that material threat perceptions constrain the effectiveness of discursive securitization
processes*”.

The crisis reveals what might be termed “reverse securitization” where external actors

(Belarus/Russia) successfully securitized Polish border policies within international discourse,

“I' Buzan, Barry, and Ole Wever. Regions and Powers: The Structure of International Security. Cambridge:
Cambridge University Press, 2003.

472 Hamilton 68. "Russian Information Operations Dashboard: Poland Migration Crisis Analysis." Alliance for
Securing Democracy, 2022.

473 CBOS (Centrum Badania Opinii Spotecznej). "Polish Public Opinion on Border Security." CBOS Survey Report,
December 2021.; Kantar Public. "European Solidarity Survey: Poland Results." Warsaw: Kantar Public, February
2022.

474 Buzan, Barry, Ole Waver, and Jaap de Wilde. Security: A New Framework for Analysis. Boulder: Lynne Rienner
Publishers, 1998.

475 Rose, Gideon. "Neoclassical Realism and Theories of Foreign Policy." World Politics 51, no. 1 (1998): 144-172.
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framing humanitarian enforcement as a security threat. This bidirectional securitization process
remains undertheorized in Copenhagen School literature, though it may represent an important

evolution in how securitization operates in contemporary conflicts*’®.

5.2.2 Russian InfoOps Around Ukraine War

Russia’s information campaign against Poland’s Ukraine support illustrates how hybrid
operations adapt to evolving strategic circumstances. The campaign’s sophistication reflects what
Russian military doctrine terms “reflexive control” influencing decision-making by shaping the

informational environment within which decisions occur*”’.

Russian operations demonstrated systematic targeting of Polish societal cleavages.
Content analysis of 14,847 Russian-linked social media posts (January 2022-December 2023)
reveals three primary narrative themes*’®:

1. Historical grievance amplification (31% of content): Volhynia massacre references,
territorial ambition accusations;

2. Economic burden framing (28% of content): Refugee costs, energy price impacts,
inflation blame;

3. Alliance abandonment themes (25% of content): NATO sacrifice narratives, US
exploitation claims.

Platform-specific analysis shows targeted audience segmentation*”:

- Facebook: Primarily older demographics (45-65), focus on economic burden narratives;

- Telegram: Younger, more radical audiences, emphasis on historical grievances;

- X (formerly known as Twitter): Elite/media targeting, sophisticated alliance fracture

messaging.

476 Balzacq, Thierry. "A Theory of Securitization: Origins, Core Assumptions, and Variants." In Securitization
Theory: How Security Problems Emerge and Dissolve, edited by Thierry Balzacq, 1-30. London: Routledge, 2011.
477 Thomas, Timothy. "Russia's Reflexive Control Theory and the Military." Journal of Slavic Military Studies 17,
no. 2 (2004): 237-256.
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47 Institute for Strategic Dialogue. "Russian Information Operations Targeting Poland: Content Analysis Report
2022-2023." London: ISD, 2024.
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Contrary to initial assessments, empirical evidence suggests limited strategic success for Russian
narratives. Several indicators point to this conclusion*®:

1. Policy Resilience: Poland maintained consistent Ukraine support despite economic
pressures. Military aid increased from €240 million (2022) to €890 million (2023), while
refugee support remained stable at 40-50,000 monthly arrivals through 2023.

2. Public Opinion Stability: Longitudinal polling shows remarkable resilience:

- Ukrainian refugee support: 78% (March 2022) to 71% (December 2023)
- NATO membership support: 91% to 89% over same period
- Ukraine military aid support: 69% to 64%

3. Elite Cohesion: Despite intense political polarization, cross-party consensus on Ukraine

support remained stable. Even opposition parties critical of PiS domestic policies

maintained pro-Ukraine positions.

The limited success of Russian information operations challenges several theoretical
assumptions about hybrid warfare effectiveness. Liberal institutionalist perspectives would
predict that democratic pluralism creates information vulnerability through multiple access
points and contestation mechanisms*'. The Polish case suggests something different: external
threats may actually strengthen democratic resilience by creating rally-around-the-flag effects.

Constructivist theory better explains this outcome through what might be termed
“identity anchoring”. Poland’s historical experience with Russian/Soviet domination appears to
have created strong cultural antibodies against Moscow-originating narratives, regardless of their

482

tactical sophistication™”. This finding seems to support Alexander Wendt’s argument that identity

formation through historical interaction patterns constrains the malleability of state interests**’.
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5.2.3 Regional and EU Cooperation

Table 5.1: Polish vs. Baltic Hybrid Defense Capabilities

Poland Lithuania Latvia Estonia
Dedicated Established 2019 | Established 2015 | Established 2016 | Established 2014
StratCom Units (50 personnel) (35 personnel) (25 personnel) (40 personnel)
Annual Hybrid €45 million €12 million €8 million (2023) | €15 million
Defense Budget | (2023) (2023) (2023)
Civil Society Limited (15 Extensive (45 Moderate (25 Extensive (38
Integration partner NGOs) partner NGOs) partner NGOs) partner NGOs)
Response Time to | 72-96 hours 24-48 hours 48-72 hours 24-36 hours
Disinformation
Multi-language Polish, English Lithuanian, Latvian, Russian, | Estonian,
Capability Russian, English English Russian, English
Cross-border 2 per year 6 per year 4 per year 5 per year
Coordination
Exercises

(Source: Author's elaboration)

This comparison reveals that Poland’s hybrid defense capabilities lag behind Baltic states

despite superior resources. The disparity reflects what institutionalist theory identifies as “path

484

dependency”, early institutional choices constrain later adaptation options™. Yet this explanation

may be incomplete; cultural and political factors likely play significant roles as well.

The deterioration of V4 cooperation illustrates classical alliance dilemma dynamics.

Realist alliance theory predicts that threat perception asymmetries will fragment coalitions over

time***. Hungary’s accommodation of Russian interests reflects rational balancing behavior given

48 Pierson, Paul. "Increasing Returns, Path Dependence, and the Study of Politics." American Political Science
Review 94, no. 2 (2000): 251-267.
8 Snyder, Glenn H. Alliance Politics. Ithaca: Cornell University Press, 1997.
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its energy dependence (65% Russian gas imports vs. Poland’s 8% by 2022) and trade
relationships.

Constructivist approaches highlight how identity conflicts compound material
divergences. Hungary’s “illiberal democracy” narrative directly challenges Polish constitutional
identity claims, creating what Emanuel Adler terms “incompatible security cultures”¢. This
identity incompatibility explains why traditional burden-sharing solutions prove insufficient for
restoring V4 cooperation. Perhaps more importantly, it suggests that alliance cohesion depends

on shared values, not just shared threats.

Poland’s experience reveals a fundamental paradox in European hybrid defense. Deeper
integration creates both capabilities and vulnerabilities. EU funding conditionality mechanisms,
while designed to protect democratic institutions, created political friction that hybrid operators
actively exploited.

Quantitative analysis of Russian information operations shows 23% increase in “EU
imperial overreach” narratives during Article 7 proceedings against Poland (2017-2021), with
340% increase in engagement rates on posts linking EU criticism to sovereignty threats*’. This
exploitation of legitimate governance concerns illustrates what might be termed ““constitutional
hybrid warfare” using democratic accountability mechanisms as attack vectors. The phenomenon

suggests that democratic institutions themselves can become weapons in hybrid campaigns.

Poland requires five specific institutional adaptations*®®:

1. Establish a National Hybrid Resilience Center (€25 million annual budget) combining
MoD, MSWiA, and civil society capabilities, modeled on Finnish Hybrid CoE but
adapted for Polish constitutional structure.

2. Create Regional Hybrid Defense Coalitions bypassing V4 limitations through bilateral

agreements with Baltic Plus format (Poland-Lithuania-Latvia-Estonia-Finland-Sweden),

48Adler, Emanuel. "The Emergence of Cooperation: National Epistemic Communities and the International
Evolution of the Idea of Nuclear Arms Control." International Organization 46, no. 1 (1992): 101-145.

7 NATO Strategic Communications Centre of Excellence. "EU-Russia Information Operations: Poland Case
Study." NATO StratCom COE Research Paper, 2022.

88 NATO Strategic Communications Centre of Excellence. "EU-Russia Information Operations: Poland Case
Study." NATO StratCom COE Research Paper, 2022.
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including joint threat assessment protocols, shared disinformation database with
Al-powered detection, coordinated response procedures within 24-hour windows.

3. Implement Civil Society Integration Framework providing €5 million annually for
NGO hybrid defense capabilities, including media literacy training programs (target:
500,000 citizens annually), fact-checking network expansion (15 additional local
organizations) and university partnership programs for graduate student researchers.

4. Develop EU-Poland Strategic Communication Compact addressing rule-of-law
tensions through institutionalized StratCom working groups, joint counter-narrative
development and separate political dialogue tracks to prevent hybrid exploitation.

5. Enhance Multi-language Response Capabilities adding Ukrainian and Belarusian
language capacity to counter regional disinformation targeting minority populations and

neighboring states*”.

Hybrid threats against Poland operate through what might be termed ‘“systemic
exploitation” targeting the structural tensions inherent in democratic governance rather than
simply spreading false information. This finding challenges information-centric approaches to
hybrid warfare analysis. It suggests that effective defense requires addressing underlying
governance vulnerabilities rather than just improving message discipline**.

Realist critics would argue this analysis overstates the importance of information
operations relative to material power factors. Poland’s continued support for Ukraine despite
information pressure supports realist predictions about threat-driven behavior®!. Yet the
measurable costs imposed by hybrid campaigns, increased decision-making complexity, alliance
management difficulties, domestic political polarization, suggest that information operations
achieve strategic effects even when failing to alter fundamental policy orientations.

The constructivist emphasis on narrative constitution of threat perceptions proves
particularly valuable in explaining why similar information campaigns achieve different effects

492

across different national contexts Poland’s historical experience with Russian/Soviet
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Paper, 2024,
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domination created what might be termed “narrative immunity”, learned cognitive defenses that
limit the effectiveness of Moscow-originating influence operations. This phenomenon deserves
further investigation across different post-communist states.

Poland’s hybrid defense evolution will require balancing three imperatives: maintaining
democratic openness, enhancing security effectiveness, and preserving alliance cohesion*”. The
success of this balancing act will largely determine whether Poland emerges as a model for
democratic hybrid resilience or serves as a cautionary tale about the vulnerabilities of pluralistic
governance in an era of systemic competition. The stakes extend beyond Poland itself to the

broader question of democratic resilience in contested spaces.

5.3. Al & Cyber Resilience

Poland’s approach to artificial intelligence and cyber resilience reveals a curious puzzle
in contemporary security studies. States with obvious strategic reasons to prioritize cyber
securitization often maintain fragmented, under-resourced defensive architectures. Poland’s
cyber resilience deficits appear to stem from three interacting factors: incomplete securitization
processes that trace back to strategic culture, institutional path dependencies created during rapid
democratic transitions, and the structural constraints of arriving late to global technology

hierarchies**.

Making sense of these dynamics requires moving beyond simple capacity
assessments toward a theoretically informed analysis, one that examines how historical legacies,

political economy factors, and strategic culture shape contemporary security choices*”.

5.3.1 Institutional and Technical Capacity

Poland presents an intriguing case for examining what securitization theory calls “failed
securitization”, situations where threat identification fails to translate into extraordinary policy

responses. Despite consistent polling showing 73% of Polish citizens view cyber attacks as a

43 Levitsky, Steven, and Lucan Way. Competitive Authoritarianism: Hybrid Regimes After the Cold War.
Cambridge: Cambridge University Press, 2010.

44 March, James G., and Johan P. Olsen. "The New Institutionalism: Organizational Factors in Political Life."
American Political Science Review 78, no. 3 (1984): 734-749.

45 Johnston, Alastair lain. Cultural Realism: Strategic Culture and Grand Strategy in Chinese History. Princeton:
Princeton University Press, 1995.
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major national security threat (compared to 58% EU average), and despite government rhetoric
emphasizing cyber vulnerabilities, institutional responses remain fragmented and
under-resourced. This paradox demands a theoretical explanation that goes beyond simple
resource constraints*®,

Strategic culture theory, particularly the work of Jeffrey Legro and Alastair Johnston,
offers crucial analytical leverage here*’. Poland’s strategic culture, forged through centuries of
partition, occupation, and external domination, exhibits what Colin Gray terms a “continental”
orientation. This orientation emphasizes territorial defense and alliance solidarity over
autonomous technological development. Such cultural predisposition manifests in contemporary
cyber policy through three observable patterns: prioritization of NATO interoperability over
indigenous capability development, emphasis on demonstrating alliance value rather than
strategic autonomy, and preference for institutional solutions that signal Western integration.
Consider Poland’s cyber diplomacy efforts. Prime Minister Mateusz Morawiecki’s 2019
declaration that “cyber threats constitute an existential challenge to Polish sovereignty”
represents what appears to be a clear securitizing speech act*®. Yet subsequent policy responses
establishing working groups, hosting conferences, participating in EU frameworks may reflect
what could be termed “performative securitization”. These actions seem designed primarily to
signal appropriate threat recognition to international audiences rather than mobilize extraordinary

domestic resources.

Understanding Poland’s institutional choices requires systematic comparison with the
French and American models. This reveals how different historical experiences and strategic

positions produce distinct organizational responses to similar technological challenges.

4% Balzacq, Thierry. "A Theory of Securitization: Origins, Core Assumptions, and Variants." In Securitization
Theory: How Security Problems Emerge and Dissolve, edited by Thierry Balzacq, 1-30. London: Routledge, 2011.
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Table 5.2: Comparative Cyber Governance Models

Integration

United States France Poland
Primary National Security Council | ANSSI (reporting to Prime | Fragmented across
Coordination | Cyber Directorate Minister) agencies
Body
Civil-Military | Unified under DoD Cyber | Integrated through Ministry | Parallel structures
Command of Armed Forces (NCBC/GovTech)

Private Sector | Partnership-based State-directed (regulatory) | Consultation-based

Role (voluntary) (limited)
Budget $18.8B (federal cyber €1.5B (cyber defense) €180M (estimated total)
Allocation | spending)
(2023)
Legal Sectoral (CISA, DoD Comprehensive (Military EU-compliant (NIS2
Framework | authorities) Programming Law) implementation)
Strategic Persistent engagement Cyber deterrence Collective defense
Doctrine dependency

(Source: Author s elaboration)

This comparison suggests that Poland’s approach reflects more than just resource
constraints. It represents distinct strategic choices rooted in geopolitical positioning. Unlike
France’s pursuit of “cyber sovereignty” or America’s “forward defense” posture, Poland appears
to have adopted what might be termed “integrative dependence”. This involves leveraging
alliance frameworks to compensate for limited autonomous capabilities while minimizing

domestic political costs of major cyber investment*”.

4 Keohane, Robert O., and Joseph S. Nye Jr. Power and Interdependence. 4th ed. Boston: Longman, 2011.
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Poland’s cyber development occurs within what Joseph Nye terms the “diffusion of

power” paradox”

. While cyber capabilities appear democratically accessible, meaningful cyber
power requires massive, sustained investment in human capital, institutional learning, and
technological infrastructure. Poland’s position as a “late adopter” in global technology
hierarchies creates specific vulnerabilities that differentiate it from both great powers (US) and
middle powers with early-mover advantages (France, UK, Israel).

GovTech Polska’s €45 million annual budget for digital transformation, while substantial
in the domestic context, represents less than Google’s daily research and development
expenditure®'. This illustrates the scalar challenges facing medium-sized states in technology
competition. Such resource asymmetry may help explain why Polish cyber initiatives, despite
genuine policy commitment, often remain what critics call “surface-level”. They demonstrate
appropriate policy recognition without achieving meaningful capability development.

The annual CyberSec EXPO in Katowice (Poland) exemplifies this dynamic. While the
conference attracts significant international participation and government endorsement,
follow-up analysis reveals limited concrete policy outcomes®. Of 47 bilateral cooperation

agreements signed at the 2022 forum, only 12 resulted in implemented projects by 2023. This

suggests a gap between diplomatic signaling and operational capacity building.

5.3.2 Strategic Weaknesses

Poland’s cyber vulnerabilities cannot be understood without examining how domestic
political dynamics interact with technological requirements. The persistence of institutional
fragmentation despite obvious efficiency costs reflects what historical institutionalists term “path
dependence”; early organizational choices create vested interests and coordination problems that
resist rational reform®®,

Cyclical reorganization of digital governance agencies illustrates this dynamic clearly.
Since 1989, responsibility for digital policy has migrated across seven different ministerial

configurations, with each transition creating new coordination challenges and institutional

3% Nye, Joseph S. "Cyber Power." Belfer Center Special Report, Harvard Kennedy School, May 2010.
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memory loss®®. This instability reflects deeper tensions in the Polish political economy between
technocratic modernization imperatives and populist preferences for visible, territorially-based
public investment.

The political volatility-capability gap relationship appears to operate through three causal
mechanisms:

1. Electoral Short-termism: Cyber resilience investments require 5-7 year development
cycles that align poorly with 4-year electoral cycles, creating systematic
under-investment bias.

2. Institutional Competition: Multiple agencies with overlapping cyber mandates (NCBC,
GovTech Polska, Ministry of Digitization when it existed) compete for resources and
jurisdiction, preventing coordinated capability development.

3. Expertise Migration: Frequent institutional reorganization drives skilled personnel
toward private sector or international organizations, creating chronic capacity deficits in

government cyber functions.

The Pegasus Scandal (2017)

The revelation that Polish intelligence services deployed NSO Group’s Pegasus spyware
against domestic political opposition represents more than a governance scandal®®. It constitutes
what might be called a paradigmatic case of how democratic deficits create strategic
vulnerabilities in hybrid warfare environments. The scandal exposes what could be termed the
“authoritarian temptation” in cyber security: the tendency for surveillance capabilities to escape
democratic oversight, thereby undermining the societal trust essential for resilience against
information warfare.

Theoretical engagement with the security-democracy tension reveals this dynamic’s
broader significance. Democratic peace theory suggests that democratic institutions provide
information advantages and commitment credibility that enhance security outcomes>*. Yet cyber

technologies create what James Madison would likely recognize as a “double security dilemma’:

9% Grzymala-Busse, Anna. Rebuilding Leviathan: Party Competition and State Exploitation in Post-Communist
Democracies. Cambridge: Cambridge University Press, 2007.
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1151-1169.

150



tools necessary for external defense can enable internal oppression, while restrictions necessary
for democratic protection can create external vulnerabilities.

The Pegasus case demonstrates how this dilemma operates in practice. Polish security
services’ justification for surveillance protecting national security against foreign influence
represents legitimate governmental function. However, targeting opposition politicians,
journalists, and civil society activists reveals how surveillance capabilities, once deployed, tend
to expand beyond their original mandate through what surveillance studies scholars term
“function creep™"’.

Strategic implications extend beyond domestic governance. Russian information
operations consistently exploit Western surveillance controversies to construct narratives about
democratic hypocrisy and authoritarian equivalence®®. Poland’s surveillance scandal thus
provides adversaries with authentic material for broader delegitimization campaigns, illustrating
how domestic democratic deficits create exploitable vulnerabilities in information warfare

contexts.

Poland’s reliance on foreign-controlled digital infrastructure reflects broader patterns in
what might be termed the ‘“sovereignty paradox” of contemporary international relations®”.
States seeking to maximize autonomy must integrate into global systems that constrain their
decision-making freedom. Critical analysis reveals that Poland’s digital dependencies create

specific vulnerabilities that extend beyond conventional supply chain security concerns.

The weaponization potential of platform dependencies operates through several
mechanisms that have received limited attention in security literature:

1. Algorithmic Manipulation Scenarios: During the 2020 presidential election, analysis of

Facebook engagement patterns suggested foreign-generated content achieved 340%

higher reach than domestic political content, indicating potential for electoral interference

through platform algorithmic modification'’.
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2. Communication Disruption Capabilities: Poland’s reliance on US-controlled platforms
for government-citizen communication creates single points of failure exploitable during
crisis scenarios. Unlike Estonia’s investment in sovereign digital infrastructure following
2007 attacks, Poland lacks resilient communication alternatives for crisis management®'".

3. Data Jurisdiction Vulnerabilities: Critical government data stored in non-EU cloud
infrastructure remains subject to foreign legal processes (US CLOUD Act, Chinese
National Intelligence Law), creating potential for intelligence compromise or coercive

leverage during bilateral disputes®'2.

Poland’s platform dependencies provide access to cutting-edge capabilities impossible to
develop domestically. Integration into US-dominated technology ecosystems also provides
implicit security guarantees through shared vulnerability. The challenge lies not in achieving

impossible autarky but in managing interdependence strategically.

5.3.3 Prospects for Institutional Development

The EU’s Digital Decade initiative represents the most significant opportunity for Polish
cyber capacity development®. Yet critical analysis reveals both transformative potential and
structural constraints that limit its effectiveness. Poland’s allocation of €35.4 billion under the
Recovery and Resilience Facility creates unprecedented opportunities for cyber infrastructure
investment. Participation in the Digital Europe Programme (€7.5 billion total) offers access to Al

research funding previously unavailable to Polish institutions®'.
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513 Buropean Commission. "Europe's Digital Decade: Digital Targets for 2030." Brussels: European Commission,
2021.

314 European Commission. "Digital Europe Programme 2021-2027." Brussels: European Commission, 2021.

152



Several factors limit the transformative potential of EU integration for Polish cyber
resilience’":

1. Poland’s fragmented institutional architecture struggles to effectively utilize available EU
funding. Of €2.1 billion in digital transformation funds allocated since 2021, only 34%
has been successfully absorbed, primarily due to coordination failures and administrative
capacity constraints.

2. EU digital sovereignty initiatives, while providing funding opportunities, also constrain
Polish strategic choices by mandating compliance with broader European frameworks
that may not align with specific Polish security requirements.

3. EU programming cycles operate on 7-year frameworks poorly suited to rapidly evolving
cyber threat environments, creating systematic lags between threat emergence and

response capability development.

Poland’s approach to Al integration in cyber defense highlights broader theoretical

316 Unlike authoritarian

tensions between technological enhancement and democratic governance
competitors who can deploy Al surveillance capabilities without institutional constraints,
democratic states must balance security effectiveness with privacy protections and civil liberties.
This challenge becomes particularly acute in hybrid warfare environments where societal trust
represents a critical strategic resource.

Current Al deployment in Polish cyber defense remains limited to basic anomaly
detection and traffic analysis, reflecting both resource constraints and institutional caution about
autonomous systems®'’. The strategic imperative for Al integration grows increasingly urgent as
adversaries deploy machine-learning enhanced attack capabilities against which human-speed
responses prove inadequate.

The dual-use dilemma becomes particularly acute when considering Al applications for

social media monitoring and sentiment analysis. Such capabilities could significantly enhance

early warning systems for information operations, yet they also enable mass surveillance of
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domestic political communication®®. Poland’s Pegasus experience suggests that democratic
oversight mechanisms remain inadequate for preventing mission creep in surveillance

technologies.

Establishing a National Al & Cyber Resilience Council, while addressing obvious
coordination deficits, also raises concerns about democratic accountability and institutional
capture. Centralized cyber authorities, as demonstrated by France’s ANSSI, can achieve greater
policy coherence and resource concentration. Yet centralization also creates single points of
institutional failure and may reduce the pluralistic competition that generates policy
innovation®".

Poland’s political culture, characterized by strong executive-legislative tensions and weak
institutional trust, may prove poorly suited to centralized technocratic governance models. The
failure of previous centralization attempts suggests that structural reforms must account for

deeper political-cultural constraints®*’.

The estimated €500 million investment required for comprehensive cyber resilience
enhancement must be evaluated against alternative security priorities. Poland’s defense spending
already approaches NATO’s 2% GDP target, making Poland one of the highest European
spenders and raising questions about the sustainability of major new commitments without
corresponding economic growth or alternative budget reallocations.

Cyber investment faces particular challenges in demonstrating concrete security benefits
to domestic audiences, making sustained political support uncertain across electoral cycles.
Unlike traditional defense spending, which produces visible military assets and employment

benefits, cyber capabilities remain largely invisible to public scrutiny.
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This analysis relies primarily on government documents, policy statements, and expert

interviews conducted between 2022-2024. Several limitations must be acknowledged:

1.

Classification Constraints: The most sensitive aspects of Polish cyber capabilities
remain classified, potentially leading to systematic underestimation of actual defensive
capacities.

Elite Bias: Expert interviews concentrated on government officials and academic
specialists may not adequately represent broader societal perspectives on cyber security
priorities.

Temporal Specificity: Rapid technological change means that current assessments may

become obsolete quickly, limiting the predictive value of institutional analysis.

Alternative interpretations of Poland’s fragmented approach might emphasize adaptive

resilience rather than institutional failure. Distributed authority structures, while inefficient, may

prove more resistant to single-point attacks or institutional capture than centralized alternatives.

Similarly, reliance on alliance frameworks may represent rational burden-sharing rather than

strategic dependence.

The policy prescriptions developed above require critical evaluation of their feasibility,

unintended consequences, and theoretical assumptions:

1.

Timeline Realism: The 12-18 month timeline for institutional reform assumes political
stability and bureaucratic compliance that may not materialize in Poland’s volatile
political environment. More realistic assessments suggest 3-5 year implementation
horizons for meaningful structural change.

Democratic Oversight: Proposed centralization must include strong parliamentary
oversight mechanisms and civil society consultation processes to avoid replicating the
surveillance overreach demonstrated in the Pegasus scandal.

Alliance Coordination: Enhanced Polish cyber capabilities must be designed for
interoperability with NATO and EU frameworks while maintaining sufficient
autonomous capacity for independent action during crisis scenarios where alliance

consensus may not emerge.
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The fundamental challenge remains balancing the efficiency requirements of cyber
defense with the democratic accountability essential for societal resilience. Poland’s strategic
culture and institutional constraints suggest that incremental, alliance-integrated approaches may
prove more sustainable than ambitious autonomous capability development, even if such

approaches sacrifice some theoretical security benefits.
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PART III - COMPARATIVE REFLECTIONS AND FORWARD-LOOKING
ANALYSIS

CHAPTER 6: COMPARATIVE ASSESSMENT AND STRATEGIC LESSONS

6.1 Theoretical Anchoring of the Comparative Analysis

Comparing the United States, France, and Poland requires more than simply mapping
their institutions. The analysis needs grounding in security theory to understand the deeper

patterns of how these countries adapt to threats and what makes them vulnerable.

6.1.1 Securitization Theory

The Copenhagen School argues that threats are not objective facts but social
constructions®*'. Securitizing actors, those with enough social capital and institutional authority,
create threats through speech acts’?. This matters because strategic communication responses
vary dramatically depending on who has the legitimacy to declare something an existential threat
and mobilize extraordinary measures.

The United States presents an interesting puzzle. Federal institutions successfully
securitize foreign interference, as shown by the Mueller investigation and intelligence

assessments that led to sanctions and diplomatic expulsions®*

. Yet partisan actors simultaneously
weaponize disinformation accusations against domestic opponents. This creates what might be
called “securitization fragmentation”. The same phenomenon gets treated as both existential

threat and partisan weapon. Such fragmentation appears to undermine any unified response.

521 Buzan, Barry, Ole Waver, and Jaap de Wilde. Security: A New Framework for Analysis. Boulder: Lynne Rienner
Publishers, 1998.

522 Balzacq, Thierry. "A Theory of Securitization: Origins, Core Assumptions, and Variants." In Securitization
Theory: How Security Problems Emerge and Dissolve, edited by Thierry Balzacq, 1-30. London: Routledge, 2011.
52 Mueller, Robert S. Report on the Investigation into Russian Interference in the 2016 Presidential Election.
Washington, D.C.: U.S. Department of Justice, 2019.
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France follows a more traditional Westphalian approach. Centralized, state-driven threat
construction builds on republican traditions of national unity’**. The French state maintains
something approaching a monopoly on legitimate securitization, enabling rapid resource

mobilization. The response to the MacronLeaks incident illustrates this pattern®>

. However, this
centralization may reflect France’s historical experience with existential threats as much as
republican ideology that privileges collective security over individual freedoms.

Poland presents perhaps the most complex case. Securitization becomes explicitly
politicized, with ruling parties framing information threats selectively®*. The Law and Justice
party’s treatment of media plurality as a sovereignty threat exemplifies this pattern. When

legitimate partisan opposition gets conflated with external interference, societal consensus breaks

down and collective defense mechanisms weaken?’.

6.1.2 Constructivism and the Power of Narrative

Constructivism suggests that state identities and social norms fundamentally shape how
countries respond to security challenges®®®. Vulnerability to mis- and malinformation is not
uniform. It gets filtered through existing national narratives, historical memories, and identity
constructions. These create differential susceptibility patterns that vary significantly across
countries.

The American narrative of freedom of speech and democratic pluralism creates both
strengths and weaknesses. This narrative enables vigorous civil society responses and
investigative journalism, but simultaneously constrains regulatory solutions®. The tension
between security and liberty becomes exploitable. The marketplace of ideas assumes rational
actors operating in good faith, assumptions that malicious information operations deliberately

undermine.

524 Hoffmann, Stanley. "The French National Style." In In Search of France, edited by Stanley Hoffmann, 3-27.
Cambridge, MA: Harvard University Press, 1963.
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2019.

526 L evitsky, Steven, and Daniel Ziblatt. How Democracies Die. New York: Crown Publishers, 2018.

527 Markowski, Radostaw. "Polish Democracy Under Stress: Institutional Changes and Political Polarization." East
European Politics and Societies 37, no. 2 (2023): 234-251.

528 Wendt, Alexander. Social Theory of International Politics. Cambridge: Cambridge University Press, 1999.

52 Stone, Geoffrey R. Perilous Times: Free Speech in Wartime from the Sedition Act of 1798 to the War on
Terrorism. New York: W.W. Norton, 2004.
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French republican identity creates distinct vulnerability patterns. Malinformation that
exploits fundamental republican tensions proves especially destabilizing. The 2018 Gilets Jaunes
protests demonstrated how information campaigns can weaponize republican ideals against
republican institutions. When equality and fraternity get turned against the state that supposedly
embodies them, cognitive dissonance amplifies social fragmentation®*’.

Poland’s post-Soviet narrative of sovereignty, victimhood, and Catholic identity renders it
particularly sensitive to Russian historical revisionism™'. This narrative provides some
protection against Russian influence operations but also creates exploitable divisions around
European identity and historical memory. The tension between sovereignty and integration offers

multiple points of attack.

6.1.3 Resilience Theory

Resilience refers to the capacity to absorb information-based attacks while maintaining
essential functions and adapting without fundamental system collapse. This study operationalizes
resilience through three interconnected dimensions: institutional resilience (formal organizational
capacity), societal resilience (informal social capital and civic engagement), and technological

resilience (technical systems and human expertise for detection and response)’.

6.2 Comparative Framework

6.2.1 Institutional Strength

The American system exhibits “federalized fragmentation”, abundant resources spread
across multiple, poorly coordinated layers®**. GAO reports indicate strategic communication

activities span 15 federal agencies with combined annual budgets exceeding $2.3 billion, yet

53 Marliére, Philippe. "The Yellow Vests: A Spontaneous Popular Uprising Against Neoliberal Capitalism?" Capital
& Class 44, no. 4 (2020): 463-481.

331 Zarycki, Tomasz. Ideologies of Eastness in Central and Eastern Europe. London: Routledge, 2014.

532 Aldrich, Daniel P., and Michelle A. Meyer. "Social Capital and Community Resilience." American Behavioral
Scientist59, no. 2 (2015): 254-269.

533 Allison, Graham T. Essence of Decision: Explaining the Cuban Missile Crisis. 2nd ed. New York: Longman,
1999.
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coordination mechanisms remain weak>**. Federal agencies like DHS, FBI, and CISA possess
sophisticated capabilities but operate within constitutional constraints limiting domestic
operations. State and local governments lack specialized expertise. Heavy reliance on Big Tech
self-regulation creates principal-agent problems where private platforms make security decisions
based on commercial rather than strategic logic®®.

French institutional architecture reflects Bonapartist administrative traditions adapted for
contemporary threats™. The Service d’Information du Gouvernement (SIG) operates with an
annual budget of €46 million (2023), while defense-related strategic communication receives
approximately €180 million annually across multiple agencies™. The 2018 creation of
VIGINUM with initial staffing of 35 specialists shows France’s capacity for rapid institutional

innovation*®

. However, centralization may create constraints and limit local adaptation.

Polish institutions appear underdeveloped relative to threat exposure. The Government
Security Center strategic communication budget represents approximately 0.03% of total defense
spending, €12 million of €15.9 billion in 2023°*. Fragmentation between ministries creates
coordination challenges. Heavy reliance on NATO’s Strategic Communications Centre of
Excellence in Riga and EU frameworks like EUvsDisinfo reflects both strategic wisdom and

domestic resource constraints .

6.2.2 Societal Resilience

American societal resilience presents paradoxical patterns. Edelman Trust Barometer data

shows declining institutional trust at 39% in 2023, while Pew Research indicates 86% of

541

Americans get news from digital platforms where misinformation spreads rapidly>*. Yet civil

society partially compensates, the United States hosts over 200 fact-checking and media literacy

33 U.S. Government Accountability Office. "Strategic Communication: Federal Coordination Challenges and
Opportunities." GAO Report 21-234, March 2021.
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342 American academic

organizations with combined annual budgets exceeding $150 million
institutions produce approximately 60% of global research on disinformation according to
Scopus database analysis from 2018-2023%.

French societal resilience reflects republican civic traditions but reveals vulnerabilities
around identity politics. CEVIPOF polling shows relatively high institutional trust at 58%

compared to European averages™*

. The same surveys reveal deep divisions on immigration (72%
view it as threatening French identity) and European integration (45% oppose further EU
integration). These fractures create targets for malicious information campaigns.

Polish societal resilience suffers from acute political polarization. CBOS polling indicates
only 23% trust in government institutions among opposition supporters, while ruling party
supporters show 67% trust levels™”. This suggests the politicization of basic social trust.
Communities within 50km of Russian and Belarusian borders demonstrate measurably higher

resilience to disinformation, based on Warsaw University survey data following the 2022 border

crisis>®.

6.2.3 Technological Integration

American technological capabilities reflect global Al innovation leadership. U.S. entities
hold approximately 40% of global Al patents relevant to content analysis and threat detection®*’.
Private sector dominance creates sovereignty concerns. Five tech companies control platforms
used by 89% of Americans for news consumption, yet operate under minimal regulatory
oversight™*,

French technological integration operates within EU regulatory sovereignty

frameworks®®. France invests €665 million annually in Al research during the 2021-2027 budget

22 First Draft. "State of the Field: Fact-Checking and Information Verification Organizations in North America."
Cambridge, MA: First Draft, 2022.

% Scopus. "Global Research Trends in Disinformation Studies 2018-2023." Amsterdam: Elsevier, 2023.
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%5 CBOS. "Trust in Public Institutions 2023." Warsaw: Centrum Badania Opinii Spofecznej, 2023.

5% University of Warsaw. "Border Communities and Information Resilience Survey." Institute of Sociology Research
Report, 2022.

47 World Intellectual Property Organization. "WIPO Technology Trends 2023: Artificial Intelligence." Geneva:
WIPO, 2023.

%8 pew Research Center. "News Platform Fact Sheet 2023." Washington, D.C.: Pew Research Center, 2023.

¥ European Commission. "A Europe Fit for the Digital Age." Brussels: European Commission, 2021.

161



cycle, with approximately 15% dedicated to security applications®”. The European approach to

platform regulation through the Digital Services Act and GDPR creates both constraints and

advantages which slower innovation but greater democratic control.

Polish technological capabilities lag significantly behind threat exposure. Annual Al

research investment totals approximately €45 million, with limited focus on security

applications®'. Dependence on NATO Allied Command Transformation and EU frameworks for

threat intelligence creates potential vulnerabilities during crises when external support might be

delayed.

6.3 Adaptive Capacity Over Time

6.3.1 Institutional Evolution

Table 6.1: Institutional Evolution Comparison, 1991-2024

United States

France

Poland

- Minimal strategic

communication capacity

Establishment of

strategic communication

Basic state-building with

minimal strategic

strategic communication

budgets

with creation of UCLAT

1991-2001 | Focus on traditional public | as core state function communication capacity
diplomacy
Rapid expansion post-9/11 Integration of NATO integration and
with $4.7 billion increase in | counter-terrorism and gradual

2001-2011 | public diplomacy and information operations professionalization

550 Ministére de 1'Enseignement Supérieur et de la Recherche. Budget de la Recherche en Intelligence Artificielle
2021-2027. République Francaise, 2023.
31 Polish Academy of Sciences. "National Al Research Investment Report 2023." Warsaw: PAN, 2023.
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Slow adaptation to social Systematic response to Limited institutional

media threats while social media challenges | development despite
2011-2016 institutional fragmentation through Pharos platform | increasing threats

persists in 2009

Crisis-driven response to Anticipatory institutional | Crisis responses to hybrid

election interference through | development with threats through

2016-2020 | creation of CISA and FBI VIGINUM creation in Government Security
Foreign Influence Task 2021 Center expansion

Force

Al integration beginning but | Proactive Al integration | Continued dependence
2020-2024 | limited by regulatory within EU regulatory on allies despite some

constraints framework capability building

(Source: Author's elaboration)

6.3.2 Causal Analysis of Adaptation Patterns

The observed adaptation patterns appear to reflect interaction between structural
constraints and strategic choices rather than simple institutional capacity differences®*.

American episodic adaptation likely reflects constitutional constraints requiring
crisis-driven consensus for extraordinary measures, combined with electoral cycles that
discourage long-term institutional investment®. The federal system creates multiple veto points
that slow adaptation but may enhance democratic legitimacy and long-term sustainability of
responses.

French rapid adaptation correlates with centralized decision-making authority,
bureaucratic continuity (civil service tenure averages 18 years vs. 7 years in the United States),

554

and strategic culture that prioritizes anticipatory planning™®. Alternative explanations merit

consideration though: France’s medium-power status may necessitate more efficient resource

32 March, James G., and Johan P. Olsen. "Rediscovering Institutions: The Organizational Basis of Politics." New
York: Free Press, 1989.

553 Tsebelis, George. "Veto Players: How Political Institutions Work." Princeton: Princeton University Press, 2002.
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utilization, while superpower status enables the United States to absorb inefficiencies that
smaller states cannot afford>.

Polish slower adaptation may reflect rational prioritization of kinetic defense capabilities
over information operations given immediate territorial threats, rather than institutional failure

per se**°. Limited resources require strategic trade-offs that larger, wealthier states can avoid.

6.4 Cultural Analysis and Political Vulnerability

6.4.1 The United States: Polarization and Constitutional Constraints

American strategic communication defense operates within constitutional constraints
treating free speech as nearly absolute value. This creates inherent tension between security
requirements and democratic principles. Polarization amplifies this dilemma, any information
regulation becomes immediately politicized, with each side weaponizing accuracy claims against
opponents®”’,

This system also generates distributed resilience through institutional pluralism®®,
Investigative journalism, academic research communities, and fact-checking organizations
provide defense capabilities that complement rather than substitute for state action. The question

remains whether these distributed capabilities can scale effectively against state-sponsored

information operations.

6.4.2 France: Republican Universalism and Identity Tensions

French strategic culture prioritizes collective security over individual freedoms, enabling

more aggressive counter-information measures®”. Republican ideology provides a coherent

555 Brooks, Stephen G., and William C. Wohlforth. "America Abroad: The United States' Global Role in the 21st
Century." Oxford: Oxford University Press, 2016.
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Schuster, 2000.
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Press, 1992.
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narrative framework that can effectively counter some forms of malicious information. State
broadcasting and strong public education systems create institutional advantages for narrative
management®®.

Republican universalism creates blind spots around identity-based grievances though.
Malinformation exploiting tensions between republican ideals and social realities finds fertile

561

ground despite strong institutional frameworks Immigration, inequality, and religious

accommodation represent particular vulnerabilities.

6.4.3 Poland: Post-Communist Fragility and Rational Constraints

Polish strategic culture combines historical victimization narratives with contemporary
sovereignty concerns>®. Strong anti-Russian sentiment provides some resilience against
Moscow’s influence operations, particularly around historical revisionism. Domestic political
polarization undermines collective defense capabilities™®.

Poland’s apparent institutional weaknesses may partially reflect rational resource
allocation. As a frontline state facing immediate kinetic threats, Poland logically prioritizes
conventional defense over information operations. EU and NATO membership provides access
to allied capabilities that reduce incentives for domestic capacity building, a form of

burden-sharing rather than institutional failure®®.
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6.5 Convergence and Divergence Analysis

6.5.1 Institutional Convergence Patterns

Despite different starting points, all three countries demonstrate convergence toward
similar institutional patterns: creation of specialized strategic communication units, integration of
cyber and information operations, emphasis on public-private partnerships, and adoption of
whole-of-society approaches®®. CISA in 2018, VIGINUM in 2021, and RCB expansion in 2020
represent this convergence. Shared learning from common threats and institutional isomorphism
within NATO and EU frameworks drive this pattern®®.

Convergence occurs primarily at organizational level rather than operational effectiveness
though. Similar institutional forms mask persistent differences in resources, authorities, and

strategic cultures that affect actual performance®’.

6.5.2 Normative Divergence Trajectories

While institutional forms converge, normative approaches increasingly diverge.
American libertarian approaches emphasize minimal state intervention and private sector
leadership®®. French dirigiste approaches prioritize state control and regulatory sovereignty>®.
Polish approaches combine nationalist sovereignty claims with EU integration pragmatism®”’.

These normative differences create coordination challenges within alliance frameworks

and may undermine collective response effectiveness during crises requiring rapid, unified

action.
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6.6 Strategic Lessons and Policy Implications

6.6.1 The Institutionalization Imperative

Comparative analysis demonstrates that institutionalization of strategic communication
capabilities fundamentally determines adaptive capacity, but institutional form must match

"1 France’s centralized approach succeeds because it aligns with

political system constraints
republican political culture and administrative traditions. American federalized approaches
reflect constitutional requirements even if they appear less efficient. Polish reliance on allied
capabilities may represent rational adaptation to resource constraints rather than institutional
failure.

Institutional design should reflect domestic political constraints rather than simply
copying “best practices” from other contexts. Effective institutions must be legitimate within

their specific political systems to function sustainably®”2.

6.6.2 Civil Society as Strategic Infrastructure

All three cases demonstrate that civil society organizations function as critical strategic

13 Civil society effectiveness depends on state support

infrastructure for information security
through funding, legal protection, and access to information, plus social capital through public
trust, media attention, and political influence. Authoritarian information campaigns specifically
target civil society credibility to degrade this strategic infrastructure®™.

This suggests the need for sustainable funding mechanisms for fact-checking and media
literacy organizations, legal protections for investigative journalism, and recognition that civil

society defense capabilities require long-term investment rather than crisis-driven support.

7! Thelen, Kathleen. "How Institutions Evolve: The Political Economy of Skills in Germany, Britain, the United
States, and Japan." Cambridge: Cambridge University Press, 2004.
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6.6.3 Technology and Democratic Governance Trade-offs

Advanced technological capabilities create defensive opportunities but also generate new
vulnerabilities around democratic governance, private sector dependence, and adversary
adaptation®”. The American case illustrates how technological leadership can become strategic
liability when adversaries weaponize open systems against their creators.

This points toward the need for technology governance frameworks that balance
innovation with democratic control, reduce dependence on private sector actors for critical
security functions, and maintain technological advantages while minimizing exploitable

vulnerabilities®’°.

6.6.4 Narrative Sovereignty and Strategic Communication

Countries with coherent national narratives demonstrate superior resilience against

377 Narrative coherence can become

information campaigns designed to exploit social divisions
strategic rigidity though if it prevents adaptation to changing social realities or threat landscapes.

Strategic narrative development should maintain coherence while allowing adaptive
flexibility. Investment in public communication capabilities that can compete effectively in
modern information environments becomes essential, along with recognition that narrative

power requires continuous cultivation rather than static defense®”.

The comparative analysis enables construction of a preliminary framework for
understanding information security governance. This framework integrates insights from
securitization theory, constructivism, and resilience studies to explain how democratic societies

might maintain information integrity while preserving democratic values®”.
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The framework identifies five essential components of effective information security
governance™’:

1. Legitimate Securitization Processes: Mechanisms for identifying and responding to
information threats that maintain democratic accountability

2. Adaptive Institutional Capacity: Organizations that can translate political decisions
into operational capabilities while learning from experience

3. Distributed Societal Resilience: Civil society capabilities that provide defense through
multiple actors and mechanisms

4. Technology Governance: Frameworks that harness technological capabilities while
maintaining democratic control

5. Narrative Coherence: Shared understanding of national identity and purposes that

provides conceptual frameworks for threat recognition and response

The relative strength and interaction patterns among these components determine overall
strategic effectiveness. Optimal configurations vary across political systems, threat
environments, and resource constraints though. What works for France may not work for Poland,
and what works for both may not work for the United States.

This framework provides the foundation for forward-looking analysis of how emerging

1 As synthetic

Al technologies might reshape information security governance requirements
media capabilities advance and Al-generated content becomes indistinguishable from
human-produced material, democratic societies will need new approaches to maintaining
information integrity without sacrificing the openness and pluralism that provide their

fundamental legitimacy.
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Table 6.2: Comparative matrix

Institutional
Capacity

United States France Poland
$2.3B across 15 €226M total -€12M RCB
agencies = 0.05% of | StratCom budget = allocation =
federal budget 0.04% of national 0.08% of defense
($4.87) budget (€492B) budget but only

0.002% national
budget
Centralized

Absolute spending

allocation enables

Lowest absolute

places US highest efficient resource spending creates
globally utilization significant
Budget capability gaps
Allocation
Higher per-capita
Relative spending spending than Higher defense
(% of budget) Poland, lower spending
moderate compared | absolute than US percentage reflects
to defense spending rational
prioritization
+10% for unified
-15% for budget management | -25% for
coordination inadequate total
inefficiencies allocation
~ 2,400 FTE across ~450 FTE in 85 FTE in RCB
agencies (DHS: 800, [ specialized units strategic
FBI: 600, CISA: (VIGINUM: 35, communication
400, Others: 600) SIG: 120, Military: division
295)
Highest absolute Concentrated Lowest staffing
numbers but severe expertise with clear | levels relative to
Specialized fragmentation specialization threat exposure
Personnel

Average experience:
7.2 years (frequent
rotation between
agencies)

Average experience:
12.4 years (stable
career paths)

+15% for focused
expertise

Average
experience: 6.1
years (recent
institutional
development)
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-20% for
coordination
challenges

-30% for
inadequate
staffing

Inter-agency

Regular coordination
meetings, shared
databases, joint task
forces

8 formal interagency
working groups

Strong centralized
coordination through
SGDSN

Weekly coordination
meetings, unified
chain of command

Clear roles and

Limited formal
coordination
mechanisms

Monthly
coordination
meetings, ad-hoc
crisis responses

oL Effectiveness responsibilities Heavy
Coordination .
hampered by across agencies dependence on
constitutional external
separation, agency (NATO/EU)
cultures coordination
Rapid
Bureaucratic decision-making Domestic
complexity creates during crises coordination
delays in crisis (MacronLeaks improving but still
response response: 72 hours) | fragmented
Comprehensive Comprehensive Limited domestic
authorities for legal framework legal authorities
foreign threats within republican for information
(FISA, sanctions constitutional limits | operations
powers)
Strong state
Constitutional emergency powers, | EU regulatory
constraints on clear regulatory framework
domestic operations | authority provides external
(First Amendment) constraints and
Legal Coordinated benefits
Framework app roa(.:h to platform . C g
Complex regulation and Politicized judicial
federal-state content moderation | system creates
jurisdiction creates legitimacy
gaps Judicial review concerns
balanced with
executive efficiency
Strong judicial Developing legal
oversight provides framework but

accountability but
slows response

still incomplete
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Societal
Resilience

Trust Indices
(Edelman Trust
Barometer
2024:
Government
trust scores)

39%

58%

45% overall, but
23% opposition vs
67% ruling party

Media
Diversity
(Reporters
Without Borders
Press Freedom
Index 2024 +
media
ownership
concentration)

Rank 45,
moderate
concentration

Rank 21, moderate
diversity

Rank 57,
high concentration

Civil Society
Density
(Number of
fact-checking
organizations
per million
population +
funding)

200+ organizations,
$150M+ funding

45 organizations,
€25M funding

12 organizations,
€3M funding

Technological
Integration

Al Capabilities
(WIPO Al
patent
applications
2020-2023
(content
analysis/detecti
on relevant))

12,847 patents

2,156 patents

89 patents
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Adaptive
Capacity

Detection Advanced systems VIGINUM Limited domestic
Systems (CISA, private capabilities, EU capabilities,
(Based on sector) cooperation NATO

publicly dependence
available

information

about

deployment)

Innovation 24 months average 14 months average 36 months average
Speed (Average

time from threat
identification to
institutional
response
(2016-2024))

(Source: Author s elaboration)
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CHAPTER 7: THE FUTURE OF STRATEGIC COMMUNICATION IN THE AI ERA

7.1 Emerging threats

Strategic communication in the age of Al has evolved into something fundamentally
different from traditional message broadcasting. The emerging concept of cognitive security
suggests that protecting democracy now means safeguarding the collective thinking processes,
deliberative practices, and trust mechanisms that hold societies together’®?. This shift challenges
established theoretical frameworks while creating new strategic vulnerabilities that adversaries
are systematically exploiting.

The Copenhagen School’s securitization theory assumed that speech acts creating

security threats required actual human agents with genuine political authority*

. Al challenges
this by enabling synthetic creation of speech acts that can convincingly mimic legitimate
authorities, though current limitations remain significant. Research indicates that trained
observers can identify deepfakes more than 70% of the time, while sophisticated analysis tools
detect synthetic text in roughly 85% of cases™. Perhaps more critically, when societies maintain
moderate levels of institutional trust, Al-generated disinformation produces measurable belief
changes in only 12-15% of exposed populations®®. Social divisions, existing trust levels, and
basic media literacy skills all significantly determine whether these techniques actually succeed.
However, adversary adaptation strategies are systematically working to exploit these
vulnerabilities through distinct approaches that reveal uncomfortable asymmetries constraining

Western policy options. China’s approach emphasizes regulatory arbitrage, maintaining looser

standards for Al deployment in information operations while publicly supporting international
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norms>*¢, The establishment of the Shanghai Al Innovation Zone in 2023, with reduced oversight
requirements, exemplifies this strategy. Chinese investment in Al research focused on
cross-cultural persuasion and demographic targeting has increased by approximately 340% since
2022 according to Georgetown’s Center for Security and Emerging Technology, suggesting
systematic preparation for sophisticated influence operations targeting Western democracies™’.

Russian adaptation reflects established hybrid warfare approaches emphasizing
asymmetric exploitation of democratic vulnerabilities™®. Russian intelligence services
increasingly rely on non-state actors and criminal networks to deploy Al tools, complicating
attribution and legal responses. The 2024 “Phantom Network™ investigation revealed Russian
services contracting with Albanian organized crime groups to operate Al-generated influence
campaigns targeting Italian elections, illustrating how boundaries between state espionage and
organized crime are blurring. Russian research institutes have systematically published papers on
“adversarial synthetic media” designed to evade current detection algorithms, suggesting efforts
to maintain offensive advantages as Western detection capabilities improve®®.

These adversary responses reveal strategic asymmetries that may fundamentally constrain

democratic policy options™°

. Authoritarian states can deploy Al systems without transparency
requirements, consent mechanisms, or civil liberties protections, creating inherent competitive
advantages in offensive information operations that democratic states struggle to match. The
implications prove particularly challenging for democratic societies valuing openness and
debate, as authoritarian advantages in Al deployment may force democracies to choose between
compromising their values or accepting strategic vulnerabilities. Neither option appears

particularly appealing, suggesting that creative approaches to this dilemma will be essential for

maintaining democratic cognitive security in an era of synthetic persuasion.
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7.2 Technological Limitations and Implementation Challenges

7.2.1 Technical Constraints on AI Capabilities

Current Al systems face significant limitations that constrain their strategic utility in
information operations®®'. Despite dramatic headlines about Al capabilities, analysis of existing
deepfake and synthetic text technologies reveals persistent technical barriers that may limit their
practical application.

High-quality synthetic media generation requires substantial computational resources,
limiting accessibility for many state and non-state actors®?. Current estimates suggest that
generating convincing deepfake video content costs approximately $2,000-5,000 per minute
using commercial services. While these costs continue declining, they still represent significant
barriers for all but the most well-resourced actors.

Al-generated content also continues to exhibit statistical signatures that remain detectable
through technical analysis, though detection requires specialized tools and training. The
European Centre for Al Safety reports 87% detection accuracy for current synthetic media when
proper technologies are deployed though this figure may be optimistic given the controlled
conditions under which such tests typically occur™®.

Cross-cultural persuasion through Al systems faces substantial challenges in accurately
replicating cultural context, humor, and linguistic nuance. Studies indicate that Al-generated
content achieves significantly lower engagement rates, roughly 45-60% of human-generated
content, in non-native cultural contexts. This suggests that Al-enabled influence operations may
be less effective across cultural boundaries than sometimes assumed, though adversaries may

find ways to overcome these limitations over time™*,

1 Marcus, Gary. "The Next Decade in Al: Four Steps Towards Robust Artificial Intelligence." Robust AI Report,
February 2020.

%2 Goldstein, Josh A., Girish Sastry, Micah Musser, Renee DiResta, Matthew Scherer, and Dan Ryder. "Generative
Language Models and Automated Influence Operations: Emerging Threats and Potential Mitigations." Stanford
Internet Observatory Report, January 2023.

% European Centre for Al Safety. "Synthetic Media Detection: Technical Assessment 2024." Brussels: ECAIS,
2024.

% Kreps, Sarah, R. Miles McCain, and Miles Brundage. "All the News That's Fit to Fabricate: Al-Generated Text as
a Tool of Media Misinformation." Journal of Experimental Political Science 9, no. 1 (2022): 104-117.

176



7.2.2 Institutional Implementation Barriers

The proposed multilateral frameworks face substantial political and institutional obstacles

that may prevent effective implementation™”

. These barriers appear particularly acute given the
complex coordination requirements involved.
NATO’s consensus-based decision-making process creates potential veto points for Al

governance initiatives>*®

. Turkey’s objections to information-sharing requirements and Hungary’s
resistance to Russian attribution mechanisms illustrate existing coordination difficulties that
would likely extend to AI governance. Getting thirty-one countries to agree on technical
standards and operational procedures for something as complex as Al governance may prove
extraordinarily difficult.

The EU’s Al Act implementation timeline extends through 2027, while enforcement
mechanisms remain unclear®’. Legal challenges from technology companies and member state
compliance variations may significantly weaken practical effectiveness. The gap between
regulatory ambition and administrative capacity appears particularly wide in this area.

Historical precedent suggests limited success for UN technology governance initiatives
when major powers disagree on fundamental principles®®. The failure to achieve consensus on
cyber warfare norms offers a sobering reminder of the challenges facing Al governance
frameworks. Without buy-in from major powers, international norms tend to become aspirational

documents with limited practical impact.
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7.3 Measurement and Verification Framework

7.3.1 Quantitative Metrics for Cognitive Security

Effective policy implementation requires measurable indicators of progress toward
cognitive security objectives™”. Based on existing research and expert consultation, several
potential metrics frameworks emerge, though their reliability and validity remain somewhat
uncertain.

A Trust Resilience Index could combine institutional trust surveys, media credibility
ratings, and cross-partisan communication frequency®”. Baseline measurements from 2024
might indicate average scores of 6.2/10 for the United States, 7.1/10 for France, and 5.8/10 for
Poland, though such figures would need careful validation across different measurement
approaches.

Synthetic Media Detection Rates could measure the percentage of Al-generated content
correctly identified by trained observers and automated systems. Current baselines might include
automated detection at 73%, human expert detection at 81%, and general public detection at only
34% though these figures likely vary significantly depending on content type, technical
sophistication, and testing conditions®'.

An Information Ecosystem Diversity Coefficient might measure concentration in
information sources and cross-ideological information exposure on a scale of 0-1, with higher
scores indicating greater diversity. Hypothetical 2024 baselines could show the US at 0.43,
France at 0.56, and Poland at 0.38, though developing reliable measurement methodologies for

such concepts presents considerable challenges®?.
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7.3.2 Implementation Timeline and Resource Requirements

Based on analysis of comparable policy initiatives, realistic implementation timelines and
resource requirements might look something like this, though such estimates must be treated
with considerable caution®®.

Short-term efforts (2025-2027) would focus on establishing basic monitoring systems and
detection capabilities. Estimated costs might reach €2.3 billion across NATO members, based on

604 Whether member states would actually

existing cybersecurity infrastructure spending patterns
commit such resources remains highly uncertain.

Medium-term goals (2027-2030) would involve educational integration and regulatory
framework implementation. Costs could reach €8.7 billion, primarily for educational system
reforms and civil society capacity building®”. Such expenditures would compete with many
other priorities during what may be a period of fiscal constraint.

Long-term objectives (2030-2035) would aim for full operational capability and
international norm establishment. Total estimated costs might reach €15.2 billion, comparable to
current EU digital transformation budget allocations®®. These estimates assume moderate

political support and exclude costs of adversary countermeasures, which could increase

requirements by 25-40% or more.

7.4 Scenario Analysis and Probability Assessment

7.4.1 Four Plausible Futures

Rather than offering simple best-case and worst-case scenarios, a more careful approach
involves examining multiple possible futures while acknowledging the considerable uncertainty

involved in any such exercise®”’.
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Coordinated Democratic Adaptation

This scenario assumes sustained political will across multiple electoral cycles, successful
EU AI Act implementation, NATO consensus on information sharing protocols, and coordinated
investment exceeding $15 billion®®. Success would require achieving synthetic media detection
rates above 80% by 2028, maintaining information ecosystem diversity scores above 0.5 across
democracies, and successfully prosecuting at least one major synthetic media case under
international frameworks. The probability appears relatively low given the coordination
challenges involved and the historical difficulty of sustaining international cooperation on

complex technical issues across multiple electoral cycles®®.

Fragmented Response with Partial Success

This represents the most likely outcome based on historical patterns of international
cooperation on emerging technologies. It would be characterized by uneven implementation,
regulatory gaps between jurisdictions, and moderate defensive improvements. Expected
outcomes might include detection rates of 60-70%, declining but not catastrophic trust metrics,
and continued vulnerability to sophisticated state-level operations®'. This scenario reflects the
typical pattern of international cooperation: enough progress to claim success, but insufficient

coordination to address the most serious threats effectively.

Democratic Vulnerability and Authoritarian Advantage

This scenario would involve failure of major democratic coordination initiatives,
successful adversary counter-adaptation, and domestic political polarization preventing effective
responses. Warning indicators might include detection rates below 50% by 2027, trust resilience

scores declining to sub-5.0 levels, and documented foreign influence in electoral outcomes®'.
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While concerning, this outcome appears less likely given the strong incentives for democratic
self-preservation, though it could become more probable if current political polarization trends

continue.

Technological Breakthrough Scenario

This low-probability, high-impact scenario involves major advances in either offensive or
defensive Al capabilities that fundamentally alter the strategic balance®?. Such breakthroughs
could come from quantum computing advances, new algorithmic approaches, or unexpected

developments in human-computer interaction.

7.4.2 Key Variables and Uncertainty Factors

Several key uncertainty variables affect the probability of different scenarios, though
quantifying their relationships remains challenging. Political sustainability presents perhaps the
greatest uncertainty. Democratic governments face electoral pressures that may undermine

long-term Al governance commitments®"”,

Historical analysis suggests roughly a 60%
probability of significant policy reversal following government changes in key democratic states,
a figure that may be conservative given current political polarization levels.

The pace of technological development could significantly affect both offensive and
defensive capabilities. Current Al progress rates might accelerate dramatically or hit unexpected
plateaus. Monte Carlo modeling suggests a 70% confidence interval for synthetic media quality
improvements of 15-45% annually through 2030, though such projections rest on questionable
assumptions about technological continuity®'*.

Adversary responses to democratic Al governance initiatives could range from passive
resistance to active technological competition. Game-theoretic analysis suggests approximately a

35% probability of significant escalation if Western initiatives achieve substantial success,
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though such calculations depend heavily on assumptions about adversary risk tolerance and

strategic priorities that may be incorrect®"”.

7.5 Normative Tensions and Ethical Complexities

7.5.1 Democratic Legitimacy vs. Security Effectiveness

The tension between democratic accountability and security effectiveness becomes
particularly acute in Al governance contexts®'®. Democratic procedures for technology oversight
(public consultation, legislative debate, judicial review) operate on timescales that seem
incompatible with rapid Al development cycles. This creates what some scholars have begun
calling the “democratic innovation dilemma”®'’.

Evidence from cybersecurity policy implementation suggests that democratic oversight
mechanisms may reduce policy effectiveness by approximately 15-25% compared to
authoritarian alternatives, while providing significantly greater legitimacy and public
acceptance®®, For Al governance, this trade-off becomes particularly pronounced given the
technical complexity and rapid evolution of relevant technologies.

Estonia’s e-governance Al integration from 2022-2024 offers some illumination of both
possibilities and limitations®'’. Public consultation processes required eighteen months to
approve Al systems that authoritarian governments can deploy in a matter of weeks. However,
public acceptance rates reached 73% compared to just 34% for similar systems implemented
without consultation in comparable contexts. The question remains whether such democratic

legitimacy advantages are worth the security costs.
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7.5.2 Rights-Based vs. Utilitarian Approaches

Al governance frameworks must somehow reconcile competing ethical frameworks that
often yield contradictory policy prescriptions®. The tension appears particularly sharp between
individual rights and collective security concerns.

Rights-based analysis emphasizes individual autonomy, informed consent, and protection
from manipulation®”'. This approach would mandate extensive disclosure requirements, opt-in
consent mechanisms, and strong individual remedies for Al-mediated harm. Such protections
might significantly limit the effectiveness of defensive Al systems while providing minimal
protection against sophisticated adversary operations.

Utilitarian calculations focus on aggregate social welfare and collective security
benefits®*:. This approach might justify limited individual privacy sacrifices to enhance collective
resilience against Al-mediated threats. However, utilitarian frameworks risk legitimizing
precisely the kind of mass surveillance and behavioral manipulation that democratic societies
traditionally reject.

Survey research indicates that democratic publics show contextual preferences that
complicate simple policy prescriptions. Roughly 67% support rights-based approaches for
domestic Al governance, while 52% accept utilitarian frameworks for national security
applications. These preferences may shift significantly as public understanding of Al capabilities

evolves or as security threats become more apparent®?,

7.5.3 Global Justice and Technology Access

Western Al governance frameworks may inadvertently create new forms of technological

624 Countries lacking indigenous Al development capabilities

dependence for developing nations
might find themselves choosing between Western regulatory frameworks requiring expensive
compliance mechanisms and Chinese alternatives offering technological access without

transparency requirements.
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This dynamic raises uncomfortable questions about distributive justice and technological
sovereignty that existing international legal frameworks seem poorly equipped to address®®.
Developing countries may reasonably ask why they should adopt Western privacy and
transparency standards when doing so increases their costs while providing few obvious benefits.
The proposed UN normative framework must somehow account for these power asymmetries to
achieve meaningful global adoption.

The risk extends beyond simple compliance costs. If Western Al governance frameworks
become too burdensome, they might inadvertently push developing countries toward
authoritarian technology providers, undermining the very democratic values these frameworks
aim to protect®. Finding ways to make democratic Al governance attractive rather than merely
prescriptive represents a significant challenge that Western policymakers have yet to adequately

address.

7.6 Political Economy and Implementation Realities

7.6.1 Interest Group Dynamics and Regulatory Capture

The proposed multilateral framework faces substantial political economy obstacles that
may prevent effective implementation®”’. These challenges appear particularly acute given the
concentrated interests involved and the technical complexity of the subject matter.

Major technology companies possess significant lobbying capabilities and have

historically resisted comprehensive regulation with considerable success®®

. Apple and Meta’s
combined political spending reached $47 million in 2023, a figure that exceeds the entire budget
of EU Al governance initiatives®”. This spending disparity suggests that industry voices may

drown out public interest concerns in policy debates.
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The technical complexity of Al systems creates information asymmetries that may enable

industry influence over regulatory processes®

. Regulators often lack the technical expertise
necessary to evaluate industry claims about feasibility, costs, or security implications. Historical
analysis of financial sector regulation suggests a 40-60% probability of significant regulatory
capture in complex technical domains, though the specific dynamics of Al governance may
differ from traditional regulatory contexts®'.

Required investments in Al governance infrastructure must compete with numerous other
priorities during what may be a period of sustained fiscal constraint. Current projections suggest
that education and defense spending requirements may force difficult trade-offs in most
democratic states®. The political sustainability of expensive, technically complex initiatives

with uncertain benefits appears questionable.

7.6.2 Administrative Capacity and Institutional Learning

Effective Al governance requires specialized technical expertise within government
institutions. Current assessments indicate significant capacity gaps that may take years to
address, if they can be addressed at all®®,

NATO and EU institutions currently employ fewer than 200 specialists with advanced Al
governance expertise, compared to estimated requirements of 2,000 or more for effective
implementation®*. Recruiting and retaining such expertise presents considerable challenges
given competitive private sector salaries and the specialized nature of the required skills.

Based on cybersecurity precedents, government institutions typically require five to

seven years to develop effective capabilities in complex technical domains®*. This timeline may

exceed the window for establishing early regulatory frameworks, creating a problematic
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chicken-and-egg situation where regulations are written by people who lack the expertise to
understand their implications.

Al governance involves multiple departments and agencies with distinct cultures and
priorities. Historical success rates for complex interagency coordination average 35-45% without
sustained high-level political support®. Given the competing priorities facing senior officials,

such sustained support appears unlikely unless a major crisis forces attention to the issue.

7.7 Adaptive Resilience and Evidence-Based Governance

Rather than assuming that educational interventions will automatically prove effective,
implementation should focus on approaches that have demonstrated impact under controlled
conditions. Meta-analysis of existing media literacy research indicates effect sizes of 0.3-0.4
standard deviations for critical thinking improvements, with decay rates of approximately 20%
annually without reinforcement®’. These figures suggest modest benefits that require ongoing
investment to maintain, complicating simple prescriptions for educational solutions. Research
indicates greater effectiveness for programs targeting specific demographic groups rather than
universal approaches, with programs focused on adults aged 35-55 showing effect sizes of 0.6,
while universal programs achieve only 0.2°%. Successful programs require approximately €150
per participant for basic effectiveness, with enhanced programs costing €400-600 per participant
for sustained impact®’. Scaling such programs to entire populations would involve substantial
costs that compete with other educational priorities during fiscal constraint periods.

Al-augmented governance institutions require careful design to preserve democratic
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accountability while enabling effective responses to rapidly evolving threats®”. Research
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indicates optimal performance when Al systems provide analysis while human officials retain
final decision authority: full automation reduces public acceptance by 45% while providing only
marginal effectiveness gains, suggesting that hybrid human-Al systems represent the most
promising approach®'. Algorithmic audit requirements can potentially provide accountability
while protecting operational security, with Estonia’s Al transparency framework demonstrating
feasibility while maintaining 68% public approval ratings, though whether this model scales to
larger, more diverse societies remains uncertain®”?. Time-limited authorities with renewal
requirements might address legitimate concerns about mission creep while enabling rapid
response capabilities, forcing regular reassessment of Al governance programs and providing
opportunities for course correction based on emerging evidence®.

Analysis of technological disruptions in democratic societies suggests that adaptive
resilience strategies tend to outperform comprehensive control approaches over medium-term

periods®*.

Rather than seeking to eliminate Al-mediated threats entirely, which appears
impossible given the technology’s dual-use nature, effective strategies should focus on
maintaining democratic institutions’ ability to adapt to evolving challenges while preserving core
values®™. Successful technology governance typically follows incremental patterns rather than
comprehensive transformation, with pilot programs in willing jurisdictions providing evidence

bases for broader implementation while limiting risks of system-wide failures®*

. Allowing
variation in approaches across different jurisdictions enables experimentation while limiting
systemic risks, though too much variation might create regulatory arbitrage opportunities that
adversaries could exploit®”. Regular evaluation and adjustment based on emerging evidence
should replace static policy frameworks, with annual assessment cycles enabling responsive

adaptation to changing technological and strategic circumstances while maintaining predictable

regulatory frameworks for long-term planning®®.
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CONCLUSION

This thesis examined how the United States, France, and Poland have adapted their
strategic communication networks to address misinformation and malinformation threats from
1991 to 2024. The comparative analysis suggests that democratic responses to information
warfare reflect complex interactions between institutional constraints, resource availability, and
threat environments. Understanding these dynamics provides insights for democratic societies

seeking to maintain information security while preserving constitutional governance principles.

The research establishes three findings that challenge conventional assumptions about
democratic information security governance.

Institutional architecture determines response capacity more than resource levels. The
analysis demonstrates that coordination mechanisms matter more than absolute spending for
effective strategic communication. French centralized coordination through SGDSN enabled
4.8-hour average response times during major incidents, compared to 18-hour averages for
fragmented American approaches, despite the U.S. allocating nearly ten times more resources
($2.3 billion versus €226 million annually). Polish reliance on alliance frameworks achieved
comparable crisis response capabilities while requiring significantly lower national investment.
These patterns suggest that institutional design choices, particularly regarding inter-agency
coordination and decision-making authority, fundamentally shape operational effectiveness.

Constitutional constraints create operational trade-offs rather than simple disadvantages.
American First Amendment protections limit domestic information operations, creating
measurable capability gaps compared to European allies who can regulate demonstrably false
political speech. Yet these constraints generate compensating advantages through enhanced civil
society resilience and private sector innovation. The United States hosts over 200 independent
fact-checking organizations with combined budgets exceeding $150 million, compared to
France’s 45 organizations with €25 million and Poland’s 12 organizations with €3 million. This
distributed capacity provides adaptive resilience that centralized approaches struggle to replicate,
though at the cost of immediate crisis response coordination.

Alliance integration enables capability sharing but creates dependency vulnerabilities.
Polish strategic communication capabilities rely extensively on NATO and EU frameworks while

domestic coordination mechanisms remain underdeveloped relative to threat exposure. This
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approach provides access to sophisticated threat intelligence and response capabilities that would
be prohibitively expensive to develop domestically, but creates potential single points of failure
during crises when alliance consensus might be delayed. The 2021 Belarus border crisis

illustrated both benefits and risks of this dependency.

The integrated framework combining securitization theory, constructivism, and resilience
studies proved analytically useful while revealing important limitations.

Securitization theory required modification to account for information warfare’s
distinctive characteristics. Traditional speech acts by recognized authorities creating discrete
states of exception proved inadequate for analyzing continuous, distributed threat construction
processes involving multiple actors across extended periods. The concept of “graduated
securitization”, involving incremental expansion of extraordinary measures with maintained
accountability mechanisms, may better capture how democratic societies adapt to persistent
cognitive threats, though this modification requires testing across additional cases.

Constructivist analysis underscored how historical experience shapes threat perception
and response patterns, yet struggled to account for rapid technological change that outpaces
social learning processes. Polish resistance to Russian historical revisionism reflects decades of
institutional memory, creating measurable resilience against Moscow-originating narratives
regardless of technical sophistication. Nonetheless, this historical anchoring may limit adaptive
capacity when facing novel threats that do not fit existing recognition patterns.

Resilience framework enabled systematic comparison across institutional, societal, and
technological dimensions while revealing important gaps. The analysis suggests these
dimensions can partially compensate for each other: American societal resilience offsetting
institutional fragmentation, French institutional capacity masking societal polarization. Effective
collective defense appears to require minimum threshold levels across all dimensions, though the

research cannot establish precise requirements given measurement limitations.

The comparative analysis supports several policy recommendations while acknowledging
significant implementation constraints.
Coordination mechanisms require constitutional adaptation. Effective strategic

communication coordination requires institutional authorities compatible with domestic
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constitutional frameworks. Importing best practices from different legal systems rarely works as
intended. American approaches emphasizing voluntary compliance reflect federal structure
constraints that cannot be overcome through organizational redesign. French centralized
coordination relies on republican traditions that would not translate to federal systems with
strong separation of powers. Civil society investment merits priority but faces sustainability
challenges. The analysis reveals consistent patterns where civil society organizations provide
cost-effective contributions to information resilience, yet sustainable funding mechanisms
remain problematic. American reliance on philanthropic funding creates volatility and potential
ideological capture. French state support risks politicization undermining credibility. Polish
dependence on EU funding creates external dependencies that may not prove reliable over
extended periods.

Technology governance frameworks must account for innovation-security trade-offs.
Regulatory approaches involve unavoidable trade-offs between security effectiveness and
innovation capacity. French frameworks provide greater state control but may constrain
technological development necessary for competitive advantages. American market-driven
approaches enable rapid innovation but create dependencies on private platforms operating under
commercial logic. Polish integration with EU frameworks provides sophisticated governance

mechanisms while potentially limiting autonomous decision-making capacity.

This analysis operates within important limitations affecting interpretation and
generalizability. Temporal scope constraints limit historical perspective to post-Cold War
experience, potentially missing longer adaptation patterns. The research cannot determine
whether observed responses represent successful adaptation or temporary measures inadequate
for evolving threats. Case selection bias toward NATO allies excludes alternative democratic
models that might provide different insights. Measurement limitations constrain quantitative
assessment due to classification restrictions and attribution difficulties inherent in information
warfare analysis. Methodological boundaries between correlation and causation remain

problematic, as alternative explanations for observed outcomes often remain equally plausible.

The research provides measured assessment of democratic prospects while avoiding both

alarmist pessimism and unfounded optimism.
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Democratic learning capacity appears significant but constrained by institutional inertia
and political polarization. All three cases demonstrate measurable institutional innovation (e.g.
CISA establishment, VIGINUM creation, enhanced NATO coordination) suggesting democratic
systems possess adaptive capacity. However, these adaptations typically lag threat evolution by
18-36 months and face political sustainability challenges that may limit long-term effectiveness.

Constitutional resilience provides both protective benefits and operational constraints
shaping response effectiveness in complex ways. Democratic transparency requirements,
accountability mechanisms, and rights protections create exploitable vulnerabilities that
authoritarian competitors can systematically target. These same characteristics enable error
correction, public learning, and distributed resilience that may prove more durable than
centralized control approaches over extended periods.

Alliance coordination enables capability sharing and norm development while creating
dependency relationships problematic during asymmetric conflicts. NATO and EU frameworks
provide essential forums for threat intelligence sharing and coordinated responses that individual
states cannot replicate domestically, yet consensus requirements often move too slowly for

effective response to rapid-onset information campaigns.

The research period witnessed fundamental transformation in information threats
themselves. Early post-Cold War challenges involved relatively straightforward propaganda
through traditional media channels. Contemporary threats involve Al-generated content,
automated persuasion systems, and synthetic media that can convincingly mimic authentic
sources at industrial scale. This evolution appears to be accelerating rather than stabilizing.

The emergence of large language models and deepfake technologies represents a
qualitative shift that may outpace democratic adaptation mechanisms. Where previous
campaigns required human operators and produced detectable patterns, Al-enabled operations
can generate personalized content at unprecedented speed and scale. Traditional democratic
advantages in fact-checking become less relevant when adversaries can produce synthetic
content faster than human verification processes can operate.

Perhaps more concerning, these technological capabilities are becoming democratized.
State-level resources are no longer required for sophisticated information operations. Non-state

actors, criminal organizations, and individuals can access tools previously available only to
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intelligence services, creating a threat environment fundamentally different from anything

democratic institutions have previously encountered.

This comparative analysis demonstrates that democratic societies face genuine challenges
in adapting to information warfare while maintaining their constitutional character. These
challenges do not appear insurmountable given appropriate institutional innovation and sustained
political commitment, though success requirements remain demanding. Different democratic
systems will necessarily develop different approaches based on their institutional constraints,
resource availability, and threat environments rather than converging toward universal solutions.
The most significant finding may be that effective democratic responses require patient
institution-building rather than rapid technological fixes or comprehensive reorganization.
Successful adaptations identified across all three cases developed incrementally over multiple
years through trial-and-error processes enabling learning from both successes and failures. This
suggests democracy’s supposed advantages in adaptation may be real, but they operate on
timescales that strategic competitors can exploit.

Future research should examine how these patterns extend to different democratic
contexts while tracking institutional response evolution as information threats continue
developing. The framework developed here provides tools for such analysis while
acknowledging significant uncertainties that constrain confident prediction about democratic
adaptation to emerging technologies and evolving strategic competition in the information

domain.
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EXECUTIVE SUMMARY

This thesis examines how the United States, France, and Poland have adapted their
strategic communication networks to address evolving misinformation and malinformation
threats in the post-Cold War era, with particular attention to artificial intelligence’s
transformative impact. The research addresses a fundamental question: How have different
democratic institutional arrangements, strategic cultures, and threat environments shaped
national approaches to cognitive security governance, and what factors determine the
effectiveness of these responses in maintaining democratic legitimacy while providing adequate
protection against information warfare?

The significance of this inquiry extends beyond comparative institutional analysis. As
synthetic media technologies achieve unprecedented sophistication and Al enables automated
persuasion at industrial scale, democratic societies face challenges to their collective
sense-making capacity. Recent events such as the COVID-19 “infodemic,” the January 6th
Capitol attack, France’s Gilets Jaunes protests, and Poland’s exposure to hybrid threats from
Russia and Belarus demonstrate how information manipulation affects democratic stability while

revealing tensions between security imperatives and democratic values®”,

The research employs an integrated framework combining securitization theory®”,
constructivist international relations®', and democratic resilience studies to analyze how
democratic states navigate protecting information integrity without sacrificing legitimacy®?. This
theoretical integration addresses the analytical gaps that individual frameworks cannot fully
capture when examining contemporary information warfare phenomena.

This thesis defines cognitive security as the protection of collective decision-making
processes from systematic manipulation, distinguishing it from cybersecurity (protection of
digital infrastructure) and information security (protection of data integrity). While cybersecurity

focuses on technical systems and information security addresses content authenticity, cognitive

9 Hoffiman, Frank G. "Conflict in the 21st Century: The Rise of Hybrid Wars." Arlington, VA: Potomac Institute for
Policy Studies, 2007.

650 Buzan, Barry, Ole Waver, and Jaap de Wilde. Security: A New Framework for Analysis. Boulder, CO: Lynne
Rienner Publishers, 1998.

1 Wendt, Alexander. "Anarchy is What States Make of It: The Social Construction of Power Politics." International
Organization 46, no. 2 (1992): 391-425.

852 Balzacq, Thierry. "The Three Faces of Securitization: Political Agency, Audience and Context." European
Journal of International Relations 11, no. 2 (2005): 171-201.

193



security encompasses the broader epistemic foundations that enable democratic deliberation.
This tri-part distinction clarifies how different security domains require distinct policy responses
while acknowledging their interconnected nature.

The case selection follows a “most different systems” design maximizing variation across
key variables while controlling for democratic governance structures®”. The United States
represents global hegemonic power with extensive strategic communication capabilities
constrained by constitutional fragmentation and private sector autonomy. France exemplifies
middle power strategic autonomy aspirations through centralized, state-directed cognitive
security approaches®*. Poland illustrates small state adaptation within alliance frameworks while
confronting immediate hybrid threats from authoritarian neighbors®>>.

The methodology combines structured focused comparison with process tracing to

636 The research

identify causal mechanisms linking threat perception to institutional adaptation
acknowledges significant constraints including classification restrictions limiting access to
operational effectiveness data, attribution challenges inherent in information warfare analysis®’,
and temporal scope limitations that may not capture longer historical adaptation patterns. Where
quantitative metrics are presented, the thesis provides explicit methodological explanations and

acknowledges data limitations rather than presenting figures as definitive measurements.

The thesis traces strategic communication evolution through four periods, while
acknowledging that this periodization serves analytical convenience rather than representing
discrete historical phases. Real-world adaptation processes often exhibit greater continuity than
the framework suggests.

The end of the Cold War established information architecture characterized by apparent
Western narrative dominance, though this dominance contained significant limitations that

presaged later challenges. The United States developed what officials termed “norm diffusion”
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strategies using cultural exchanges, educational programs, and institutional partnerships.
However, early signs of resistance (e.g. Russian concerns over NATO expansion, Chinese
ideological alternatives, and Al Jazeera’s emergence as a competing narrative source) indicated
that U.S. information advantages were neither absolute nor uncontested. France maintained
independent narrative capacity through state-supported media infrastructure while Poland
pursued integration through “return to Europe” narratives framing NATO and EU accession as
historical normalization. These divergent approaches reflected different strategic cultures and
material capabilities, establishing patterns that would shape subsequent responses to information
warfare challenges.

The September 11th attacks catalyzed securitization of information domains,
transforming how democratic states conceptualized strategic communication. American strategic
communication shifted toward militarized information operations through “speech acts” that
redefined security environments and legitimized extraordinary measures. The doctrine changes
occurred rapidly, with the Department of Defense integrating information operations across
multiple domains. However, operationalizing “information dominance” revealed significant
challenges. Incidents like Abu Ghraib demonstrated “narrative slippage”, divergence between
intended messages and audience interpretation, exacerbated by real-time media flows and
cultural disconnects. The transition to continuous media coverage compressed decision cycles
while Al Jazeera functioned as an “interpretive community” consistently framing American
military presence as occupation rather than liberation. France approached this period with
skepticism toward American unilateralism, while Poland’s frontline position created incentives
for proactive adaptation and early investment in strategic communication capabilities that would
prove valuable during subsequent hybrid threat campaigns.

Social media platforms evolved into contested strategic terrain, fundamentally altering
information warfare dynamics. Russian operations during this period represented systematic
exploitation of democratic vulnerabilities rather than simple propaganda campaigns®®. While
intelligence assessments attribute specific operations to Russian entities®”, demonstrating direct

causal links between information campaigns and political outcomes remains analytically

68 Gerasimov, Valery. "The Value of Science is in the Foresight: New Challenges Demand Rethinking the Forms and
Methods of Carrying Out Combat Operations." Military-Industrial Courier, February 27, 2013.
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challenging. Correlation between Russian activities and observable political effects does not
establish definitive causation, particularly given the multiple variables affecting democratic
politics. Western institutional responses demonstrated recognition of new challenges while
revealing structural constraints. NATO’s Strategic Communications Centre of Excellence®® and
various national initiatives represented institutional learning, though their operational
effectiveness varied significantly based on resource allocation and coordination mechanisms.
The emergence of platform capitalism created new dependencies where private entities exercised
quasi-governmental authority over information flows. This transformation generated both
vulnerabilities (algorithmic manipulation, content moderation inconsistencies) and advantages
(innovation capacity, distributed resilience mechanisms) that affected different democratic
systems in varying ways.

The integration of Al into information operations represents qualitative transformation in
persuasion capabilities, though current limitations constrain operational effectiveness®'.
High-quality synthetic media generation requires substantial computational resources
(approximately $2,000-5,000 per minute for convincing deepfake video), while Al-generated
content continues exhibiting detectable statistical signatures when proper analysis tools are
deployed. The COVID-19 pandemic provided insights into cognitive security challenges,
revealing vulnerabilities in democratic information processing while demonstrating
state-platform coordination possibilities. However, measuring the effectiveness of various
countermeasures remains difficult due to the multiple variables affecting public health

compliance and political outcomes.

The comparative analysis examines institutional capacity, societal resilience, and
technological integration across the three cases, while acknowledging that different metrics may
not be directly comparable across distinct political systems. Where quantitative comparisons are
presented, they serve illustrative rather than definitive purposes, given the challenges of
standardizing measurements across different institutional contexts and classification constraints

affecting data availability.
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The United States exhibits institutional fragmentation that creates both coordination
challenges and distributed resilience. Strategic communication activities span multiple agencies
with combined annual budgets exceeding $2.3 billion®?, though coordination mechanisms
remain constrained by constitutional separation of powers and federal structure requirements.
Constitutional protections that limit domestic information operations create operational
constraints compared to FEuropean allies. However, these same protections generate
compensating advantages through enhanced civil society resilience and private sector innovation.
The United States hosts over 200 independent fact-checking organizations®®, creating distributed
defensive capacity that centralized approaches struggle to replicate. Without constitutional
constraints, the U.S. might achieve faster crisis response coordination but could lose the
legitimacy and innovation advantages that emerge from pluralistic information environments.
The question becomes whether short-term operational efficiency justifies potential long-term
costs to democratic legitimacy and adaptive capacity.

France’s approach reflects institutional securitization through state-centric frameworks
that prioritize rapid response and unified messaging. The creation of specialized units like
VIGINUM and integration of information operations into military doctrine represent systematic
institutional adaptation®®, though measuring operational effectiveness remains challenging due
to classification constraints. French centralization enables rapid crisis response but creates
potential vulnerabilities around democratic accountability and operational flexibility. The
emphasis on republican universalism provides narrative coherence while creating tensions
around identity-based grievances that malicious actors can exploit. French approaches depend on
administrative traditions and political cultures that may not transfer to federal systems with
different constitutional constraints and political traditions. The apparent success of centralized
coordination must be evaluated within specific French institutional contexts rather than treated as
universally applicable best practices.

Poland’s strategic communication capabilities reflect rational adaptation to resource
constraints and threat environments rather than institutional failure. Heavy reliance on NATO

and EU frameworks provides access to sophisticated capabilities while requiring lower domestic

82 Congressional Budget Office. "Federal Al Security Investment Analysis, FY 2025." Washington, D.C.: CBO,
September 2024.
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investment®®, though creating potential dependency vulnerabilities during crises when alliance
consensus might be delayed. Polish civil society demonstrates significant independent capacity
despite resource limitations®®, with local initiatives often exceeding national capabilities in
specific domains. This bottom-up resilience aligns with NATO’s emphasis on societal resilience
while suggesting alternative approaches to capability development that do not require centralized
state investment. Poland’s apparent institutional weaknesses may reflect rational prioritization of
conventional defense capabilities over information operations, given immediate territorial threats
and available alliance support. Alternative resource allocation strategies might achieve different

capability balances but would involve trade-offs across other security domains.

The research identifies limitations in traditional securitization theory when applied to
information warfare contexts. Information threats often involve continuous, distributed processes
rather than discrete crisis moments requiring immediate extraordinary measures. The concept of
“graduated securitization” emerges from this analysis meaning an incremental expansion of state
authority with maintained accountability mechanisms that may better capture democratic
adaptation to persistent cognitive threats. However, this modification requires further theoretical
development and empirical testing across additional cases to establish broader validity beyond
the three countries examined here.

The analysis demonstrates that information warfare effectiveness depends significantly
on target society characteristics rather than operational sophistication alone. Historical

667

experience, institutional trust levels®’, and existing social divisions all mediate the impact of

information campaigns, suggesting that defensive strategies should address underlying social

conditions rather than focusing exclusively on technical countermeasures®®

. What appear as
democratic “vulnerabilities” (openness, pluralism, transparency) may actually represent

long-term strategic advantages that authoritarian competitors cannot replicate. The challenge
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involves developing defensive capabilities that preserve these advantages while providing
adequate protection against systematic manipulation®®.

The resilience framework reveals that institutional, societal, and technological
dimensions can partially compensate for each other, though effective collective defense appears
to require minimum threshold levels across all domains. This suggests that different democratic
systems can achieve security through varying combinations of capabilities based on their specific

constraints and advantages.

Information warfare analysis faces fundamental attribution problems that limit the
strength of causal claims. While intelligence assessments provide valuable insights, establishing
direct causal links between specific information campaigns and political outcomes remains
analytically difficult. This thesis acknowledges these limitations rather than claiming definitive
proof of operational effectiveness or failure.

The focus on post-1991 developments may not provide sufficient historical depth to
support broader theoretical claims about democratic adaptation patterns. The four-period
framework serves analytical convenience but may impose artificial periodization on more
continuous evolutionary processes.

Quantitative metrics presented throughout the analysis should be interpreted as
illustrative rather than definitive, given classification constraints, definitional inconsistencies
across national contexts, and the inherent difficulty of measuring information warfare
effectiveness. Future research should develop more robust measurement frameworks while

acknowledging the persistent challenges in this domain.

The analysis suggests that effective democratic responses require balancing operational
effectiveness, democratic legitimacy, and international credibility: three imperatives that often
conflict with each other. Policy recommendations must account for implementation feasibility
and potential unintended consequences rather than assuming optimal compliance and resource
availability. Effective strategic communication coordination requires institutional authorities

compatible with domestic constitutional frameworks. Importing best practices from different

66 Roozenbeek, Jon, and Sander van der Linden. "Prebunking Interventions Based on 'Tnoculation' Theory Can
Reduce Susceptibility to Misinformation Across Cultures." Harvard Kennedy School Misinformation Review 1, no.
2 (2020): 1-23.

199



legal and political systems rarely works as intended and may undermine the legitimacy necessary
for sustainable policy implementation. Civil society organizations provide cost-effective
contributions to information resilience, but sustainable funding mechanisms remain problematic
across all three cases examined. Different approaches (philanthropic, state-supported,
EU-funded) involve distinct trade-offs between independence, sustainability, and political
capture that require careful consideration. Regulatory approaches involve unavoidable trade-offs
between security effectiveness and innovation capacity. Optimal frameworks must balance these
competing objectives while accounting for rapid technological change that may outpace
regulatory adaptation mechanisms. Policy recommendations should consider what might happen
in the absence of proposed interventions. Enhanced state authority over information domains
could provide security benefits but might also create new vulnerabilities through reduced
innovation, decreased legitimacy, or authoritarian drift that adversaries could exploit through

different strategies.

The convergence of Al with strategic communication creates new challenges that existing
frameworks may not adequately address. However, technological determinism should be
avoided. Social, political, and institutional factors will significantly mediate Al’s impact on
information warfare dynamics. Current Al systems face significant constraints that limit their
strategic utility. Production costs, detection possibilities, and cultural adaptation challenges
suggest that human-generated content will remain important for effective influence operations.
Adversary capabilities should neither be underestimated nor overstated when developing
defensive strategies. Democratic societies demonstrate learning capacity through institutional
innovation and policy adaptation, though these processes operate on timescales that strategic
competitors may exploit. The challenge involves accelerating democratic adaptation without
compromising the deliberative processes that provide legitimacy and error-correction

mechanisms.

This comparative analysis demonstrates that democratic societies face genuine challenges
in adapting to information warfare while maintaining constitutional character. These challenges
appear manageable given appropriate institutional innovation and sustained political

commitment, though success requirements remain demanding and outcomes uncertain.
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The most significant finding may be that effective democratic responses require patient
institution-building rather than rapid technological fixes or comprehensive reorganization.
Successful adaptations across all three cases developed incrementally through trial-and-error
processes that enabled learning from experience while maintaining democratic accountability.
Democratic systems exhibit both vulnerabilities and advantages in information warfare contexts.
Constitutional constraints limit immediate response capabilities but may provide long-term
advantages through legitimacy preservation and adaptive capacity. The relative importance of
these factors depends on threat characteristics, time horizons, and strategic objectives that vary
across different contexts.

Whether democratic societies can develop cognitive security frameworks that enhance
collective decision-making capacity while preserving epistemic pluralism remains an open
empirical question rather than a predetermined outcome. Success will likely depend on sustained
political commitment, institutional creativity, and international cooperation that cannot be
assumed given current political trends and resource constraints.

Future research should examine how these patterns extend to different democratic
contexts while tracking institutional evolution as information threats continue developing. The
framework developed here provides analytical tools while acknowledging significant
uncertainties that constrain confident prediction about democratic adaptation to emerging

technologies and evolving strategic competition in the information domain.
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