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Introduction

In the last year and a half, Bitcoin, and crypto-currenciesmore in general,have
invadedthe scene®f financialmarkets soonbecomingoneof the mostdiscusse@nd
controversialssuesocietyis dealingwith. Bitcoin, the crypto-currencycreatedby the
mysteriousSatoshiNakamotoin 2009, hasgiven birth to aninnovéaive phenomenon,
still rich of unexploredpotential. Thesedecentralizecturrenciesmay representhe
alternative the answerto the numerousunresolvedoroblemsbroughtaboutby the last
financialcrisis. It is too earlyto confirm whetheror not this is true: crypto-currencies
are still in their infancy, and, apartfrom Bitcoin, only few of them are worth of
attention.The information on themis dispersiveand often confusing,constitutinga
seriouslimit to their understandingand diffusion amongthe gereral public, which
oftenreactwith diffidenceanddoubtsto the manyissuegaisedby crypto-currencies.
For this reasonthis work aims,to the extentof its authorslimited capacitiesto shed
somelight on the subject,in particularon Bitcoin, trying to explainits functioning
andimplications,especiallyundera monetarypolicy perspectiveBeforedoing so, it
is necessaryo define money. This hasalwaysbeena difficult taskfor economists,
who, therefore,instead of defining money for what it is, looked at its essential
function: moneyis a mediumof exchangea unit of accountand a store of value.
This functionaldefinition makesit clearwhy in the courseof historymoneyhastaken
variousforms: from cattle, the first exchanganediumafter pure barter,to shells,to
the first examplesof metal coins. Preciousmetal coins, which havealsoan intrinsic
value, ruled for many centuries, until the first banknoteswere issued. In the
beginning,thesebanknotesverenot linked to the value of someconmodity, leading
in many casesto an abusein their emissionand usage.ln 1816 however,England
beganusing gold as a backup commodity for paper money. This marked the
beginningof the so-called Gold StandardDespitethe two World Warsandthe Great
Depression having shown the weaknessesf such system, the Gold Standard
continuedto live on. The Bretton WoodsInternationalMonetary Agreementkept it,
even though without direct convertibility for all currencies:only dollars could be
exchangedor real god. This situation becamesoonunsustainableand thus it was
abandonedWith the end of the convertibility of banknotesinto gold or other



commoditiesjt hasbegunthe epochof fiat money.Fiat moneyhasno intrinsic value,
butits worth is guaranteedby the governmenvr the centralbank whichissuest: it is
the law thatguaranteesndallows its usage.The introductionof the Internetandthe
World Wide Web, though, and its incredible diffusion, has changedthe rules and
expandedthe landscapeof mone/ varieties. In particular, virtual currencieshave
emerged.They are basically private money, but with a digital nature they haveno
physicalentity, they are born, storedand usedon computersand other electronically
devices(smartphonestablets, etc), thereforethey can be expectedto gain always
moreimportanceas more advancedechnologiesare constantlydevelopedFor some
yearsthe only type of virtual moneyhasbeenthe oneusedin sideMMORPGs.These
areweb browserbasedyamesn which manyplayersinteractwith eachotheronline.
This type of gamesnvolvesthe creationof a virtual world, usuallya fantasyor scHfi
one, in which every player build her own avatarand takespart into a story. Then,
otherweb realities, like Facebookand Amazon issuedtheir own digital currencies,
which couldbe usedto purchasenline content.In thelastyears however.anewtype
of virtual currenciehasemergedthe crypto-currenciesCrypto-currenciesarevirtual
currencieghat exploit cryptographyto function. Crypto-currenciesprotocolsheavily
rely on cryptographigechniqueshroughoutall the stagef thetransactionTheycan
be usedto purchasenything,aslong asthe partiesinvolvedin the transactioraccept
that particularcrypto-currency.The first crypto-currencyever createdis Bitcoin. In
the intention of its creator, SatoshiNakamoto,Bitcoin should be a mathematical
answerto the need of performing anonymous,safe, immediate online payments
(Nakamoto 2008) Even if in a still containedway, the phenomenonof virtual
currenciestheir interactionswith real economiesandimplications,are being studied
by academicsmainly undera microeconomicpoint of view. The macroeconomic
analysis,instead,is just at the beginning,with somestudiesposingquestionsabout
the role of traditional money and central banks, now that virtual currencies,and
crypto-currenciedn partiaular, are on the scenesThe relevanceof digital currencies
for the monetarysystemis startingto be acknowledgedeven by central banks.In
2012, the ECB publisheda review on what they call virtual currency schemes,
bringing up, as examplesthe Bitcoin caseandthe Linden Dollars case.Theytry to
seta rigorousapproachto studythis phenomenonhighlighting the risks that virtual
currencyschemeghow a particularvirtual currencyinteractswithin the community

which it belongsto and, eventually, the real world, thanksto its specific retail



paymentsystem) could poseto the monetarysystemin terms of price stability,
financial stability, paymentssystemstability, lack of regulation, reputation (ECB
2012) Beforelooking at Bitcoin asa virtual currencyschemejts characteristicaind
functioningmechanisnshouldbe explained Bitcoin is anelectronicpaymentsystem,
allowing transactiorbetweentwo individuals directly. In fact, the Bitcoin systemis
decentralizedmeaningthatthereis no centralbankor authority,which controlsit and
guaranteests stability. All the transactionsjnstead,are basedon a peerto-peer
network whoseintegrity is kept by the nodesbelongingto it. Bitcoin is definedasa
crypto-currency, since cryptographyis heavily used to enable every transaction.
Whenwe talk about Bitcoin transactionsywe cannotconsiderthemastraditionalcoin
transactionsthey represententriesin a global digital ledger. Therefore,supposea
party wantsto transfersomeBitcoin to another it hasto specifythe amountof coins
involved in the transactionand apply a digital signatureto the operation,so that her
digital identity is tied to the transactionlt is importantto highlight that identitiesin
the Bitcoin network are not real, physicalidentities; they are numbersthat act as a
pseudonynfor the real personbehindthe transactionthus ensuringa high level of
privacy.Oncethe transactiongletailsare specified,they are broadcastedo the entire
system.lt is this public disclosureto all the nodesthatguaranteethe goodnes®f the
operationto the recipientparty. However,the latter still facesa problem:how canit
be sure that the receivedBitcoin have not alreadybeenspent?This phenomenon,
known asdoublespendingjs, in fact, one of the main problemsafflicting electronic
transactionsThe main novelty of the Bitcoin systemlies exactlyin the way it deals
with doublespending Therearesomenodesin the network,knownasminers,whose
taskis essentiato the survivalandmaintenancef the networkitself: they collectall
the transactionccurredwithin a certaintime periodin whatis calleda transaction
block. In doing so, they give a sort of authenticitycertificateto every transations,
allowing all the nodesto acknowledgeeach block as valid. This proof of work
mechanisms the heartof the decentralizedhatureof the Bitcoin systemandit is what
controlsthe money supply, since miners are rewardedwith brand new Bitcoin for
eachblock they create plus someoptionalfee usersmay decideto paythemwith asa
furtherincentiveto their activity. Finally, moneysupplyis limited: in 2140the total
amountof Bitcoin is reaching21 million, with no further emissionsFar from being
the perfect currency, Bitcoin indeed shows some concrete limitations, raising

concernsboth amongits usersandits critics. The major worries are the onesabout



protocol security, mainly involving forgery, and the possibility of thefts, both at a
network and hardwarelevel, and the onesaboutethicaland ideologicalissuesabout
Bitcoin usage which shouldnot be underestimatedince one of the mostimportant
driversleadingto Bitcoin successs theideologybehindit.

The actual incentive comphiiity of the mining system is one of the major concerns,
but there are strong arguments to support it. The MtGoxOs case, instead, is exemplary
to discuss security issudditGox was one of the major Bitcoin exchange platforms,
counting thousands of useita February 2014, itleclared bankruptcy because of a
bug which led to a massive theft &itcoin from its accountsHowever, MtGoxOs
failure must not be considered as a failure of the Bitcoin protocol id&df.bug in
guestion the transaction malledity bug, has been known since 2Qldnd can be
rendered harmless witoftware, which accurately repotialances and transactions.
Indeed,otherBitcoin exchanges can perfectly managdiiother case rising concerns
about this cryptecurrency is SilkRoadOs cas8ilk Road was an online market for
illegal products, especially drugs. It was indeed defined as thmyp®r drugsQt
resorted to Bitcoin as its only mean of payment, because of the anonymity of
transactions and for years authorities haddea how to close iOn October 2, 2013

the FBI managed to shut down the illegal website and arrest UlBith RoadOs
founder,in a joint operation with the IRS Criminal Investigation Division, the ICE
Homeland Security Investigation, and the Drugfdetement Administration
However, on November 6, 2013 a new website, Silk Road 2.0 opened for business,
aiming to bea direct successor to the previous projeks of today, this site is still
operating Silk Road, unfortunately, isnOt the only examplehi kind of illegal
online markets, which can stay on business thanks to Bitcoin or other -crypto
currencies.It seems like this trend is only going to increase, if governments and
authorities do not take the right precautions and countermeablang@sver banning
Bitcoin or virtual currencies more in generalnst the right step in that direction.
Instead, a reasonable starting point is trying to better understand the implications and
potentialities behind digital currencies, and to conceive a wayegrate them in our
realities, for example setting clear rules about taxation and other legal issues
concerning them.At this point, after discussing the major characteristic and
implications, Bitcoin can be analysed in the framework of virtual currenanses

In particular, its effect on price stability, financial stability, payment system stability
can be assessefls of today, Bitcoin is not a threat to price stability. The size of the



phenomenon is still contained; however its relevance is growingyddgy, therefore

the impact of Bitcoin on these aspects discussed above can change completely in the
future. For this reason, monetary authorities needs to be ready to deal with such an
occurrence, monitoring the development of the chgiwency, in ordr to continue

to absolve their tasks to the best of their abilifid®e same conclusion can be drawn

for financial stability. HoweverBitcoin weight in financial markets is growing and
there are aspects of the cryatarrency which could indeed beconzemenace, if they

are not dealt in the proper way. For example, there is still no credit system related to
Bitcoin, but if loans and debts Bitcoin start to surface, then the interconnection of

the cryptecurrency with the financial system will become m@omplex and risky,
especiallyas far as stability is concernddastly, Bitcoin is still an unstable payment
system, in which users bear themselves all the risks relateé toansactiondf the
number of people resorting to Bitcoin for retadnsactios were to increase, then
central banks should adopt some measures to protect the traditional payment system
from the instability brought forth by the virtual one. As of today, Bitcoin, as a
payment system, cannot be consiédiain actual threatyut this doesnOt imply that it
could become so in the near future. The main problem of Bitcoin as a virtual currency
scheme, therefore as a new player in the monetary and financial scene, is its lack of
regulation. Governments and authorities are havingym@oblens when dealing

with Bitcoin mainly because they donOt know how to define it and its relationship
with real currencies. Still, time is stringent: Bitcoin, and cry@ioencies more in
general, have become a widespread reality, which cannot beedymany longer.
Governments and authorities need to lay out some clear guidelines to allow a more
aware and responsible usage of virtual currenciége main aim of this work,
though, is that to try to introduce Bitcoin inside a-cssical economy fraework, a
Ramsey Plan with money, specifically the castadvance model. The CIA model

and its results are well known to econoritsrate readers, who are also aware of the
difficulties of introducing money in a Ramsey Plan econoBitcoin is a curreng
completely different from traditional ones. Apart from its digital nature, which may
be the first aspect making the difference, there are several characteristics that set
Bitcoin apart from traditional money. In particular, Bitcoin is decentralisedpuita

central authority controlling it. Its growth rate is scheduled by an algorithm, setting a
roof for its total supply. Simply these observations make it clear how complicated an
attempt at modelling Bitcoin can be, especially inside a traditionalclassical



framework. Nevertheless, this effort could be a starting point for future analysis, in
the event Bitcoin or cryptourrencies more in general shall increase their weight in
our economyAmong the assumptions, one is particular important: theeaté® and

the liquidity incentive. Each agent may choose to pay an activg fetg reward the
miners for their effort and encourage them to confirm her transaction faster. However,
once no more new Bitcoin will be issued, fees will become manda®itiey will be

the only reward for minersO activity(f;' ) is a liquidity incentive, in order to
encourage the payment of the active fee. It is such that it OpunishO those users, who
pay an active fee lower than its equilibrium value, by reducingvéthee of their
Bitcoin holdings. The closer the fee is to its equilibrium value, the more encouraged
miner will be to validate sooner that transaction, thus giving it more purchasing power
than to a transaction with a lower fee. The active fee may berhihhe its
equilibrium value, as well, but the marginal increase in the liquidity incentive would
be irrelevant. Thigee can also beseenas the price Bitcoin users are willing to pay to
promote the cryptecurrency and to make it an alternative to tradital money.
Basically, the more they believe in Bitcoin potential as a currency, the higher active
fee they will pay, since they want miner to keep playing their role as best as they can,
guaranteeing the whole system functioniighowever, once the feis higher than

the equilibrium fee, the liquidity advantage is compensated by the loss of
competitiveness with real money in terms of inflation gap. One of the main results of
this model is that, as long as BitcoinOs emission goes on, consumptioméssaohé

as the consumption of a Ramsey Model without money in it. The amount of Bitcoin
emitted each period influences it. In the steady state, instead, consumption goes back
to its Ramsey Plan formulation. Moreover, because of the liquidity incenticaimBit
inflation and traditional money inflation are both equal to zero. Bitcoin can stop
money inflation. The presence of Bitcoin in the economy can affect traditional money
demand and therefore monetary policy. There can be competition between traditional
currency and cryptourrency. This competition, if appropriately studied and
understood, can actually bring benefits for the users: they are Oin controlO of Bitcoin
and thus they have an instrument to react to monetary policy decisions.



Chapter 1

Giving a definition of moneyhasneverbeenan easytask, especiallybecauseof the
different forms money has beentaking throughouthistory. Economists,therefore,
would rathercharacterizanoneynot for whatit is, but for the functionsit carriesout.

Thesefunctionsarethree:

1. Medium of exchangemoneyis usedto tradegoodsandpay for obligations,asa
muchmoreconvenientalternativeto barter

2. Unit of account:money is the numeraire for the measuremenof valuesand
prices;

3. Storeof value:moneycanbe savedand maintainits valuein orderto be usedin

thefigure.

Thesecharacteristicarefundamentafor moneyto be consideredguch,however they
do not demanda specificform or vessel:anythingpossessinghesecharactestics is
money. Thus, as it was mentionedbefore, during the courseof time money has

changedts form manytimes.

1.1 History of Money

The first trading transactios were held through barter, exchanginggoods and/or
servicedor mutualbenefit. This practicedatesbackto the dawnof humanhistoryand
it@ still usedin some primitive communities.Barter, however, as Kiyotaki and
Wright? argue,implies the so called Gzoincidenceof want) (Kiyotaki and Wright
1989) thus giving birth to the necessityof finding an alternativeway to exchange
goodsandsenices.Thefirst andoldestform of moneywascattle (not only cows,but

alsosheepcamelsandotherlivestock),datingbackto 9000- 6000BC. Lateron, with

' The following chapter is based on the information found on: http://www.theibns.org http://www.pbs.org
http://www.minneapolisfé.org http://en.wikipedia.org

2 NobuhiroKiyotaki andRandallWright pioneeredhe useof searchtheoryin monetaryeconomicsSearch- theoreticmodelsof
monetaryexchangecontraryto the previousreducedform models,are basedon detaileddescriptionsof the frictions that make
moneyessential.




the agricultural revolution, grains and other similar productswere introducedas
medum of exchange. Around 1200BC, in Chinathe first usageof cowrie shellsas
moneywas registered Thesewere shellsof a molluscwidely spreadin the shallow
watersof Pacific and Indian Oceans.This type of morey hasbeenusedby many
societies evenup until the mid 20" centuryin somepart of Africa. The first type of
metal coin, in bronzeand copper,were firstly manufacturedn China,around1000
BC., asanimitation of cowrie money.Metal tool money(knives,spademonies)was
alsofirstly usedin China. The Lydians were the first in the Westernworld to use
coins,around500 BC. They producedthem out of lumps of silver, giving themthe
now traditionalroundshape Greeksquickly adoptedhis techniquerefiningit, andso
did the Persiansthe Macedoniangndlastly the RomansUnlike Chinesecoins,these
weremadeout from preciousmetals thushavinganintrinsic value. Still, the Chinese
Empirewasfar moreadvancedhanary other,in fact, around118 BC, it introduced
leather money(piecesof white deerskinwith colourful borders) the first documented
type of banknotes,and around 800 AD., the first paper banknotes.Their usage,
however,cameto a stopin 1455, after the excessiveemissionof paperbanknotes
causednflation and depreciationln Europe,instead,metal coins ruled undisturbed
for many centuriesuntil Swedenissuedits first banknotesn 1661.Accompaniedoy
numerouscriticisms, to encourageheir diffusion, thesebanknotesvere guaranteed
by the governmentwhich would haveredeemedhemin specieln theend,theywere
a huge success,being much easierand safer to carry around. On the wake of
Swedef8 successmany Europeangovernmentsadoptedbanknotesof their own;
however,someof themwerenot ascautbusin the guaranteesystemasthe Swedish
were:realizing that not all the banknotesn circulationwere likely to be redeemed,
they began issuing more banknotesthan the gold and silver reservesin their
treasuries. Furthermore, since printing banknoteswas much more convenient,
governmentshanksandissuersbeganprinting moneywheneveithe needarose.This
led to a strong depreciationof banknotesto the point that someof them became
worthless.One of the main problemwas that, at the time, evenif therewere antr
counterfeitinglaws, in many countriesthere werer® rules about who could issue
money:almostanyonewith accesgo a printer could beginprinting paperbanknotes.
The only limit waspublic acceptancef suchcurrencieswhich, whenlacking, made
the banknotesneaninglessBanknotescontinuedto be usedin Europeatftertheir first
introduction,but their worth had neverbeentied directly somebackup commaodity,



like gold. Gold wasofficially madethe standardf valuein Englandin 1816.At this
time, guidelineswere madeto allow for a norrinflationary productionof standard
banknoteswhich represented certainamountof gold. In the United Statesthe Gold
StandardAct was officially enactedn 1900, which helpedleadto the establishmet
of a centralbank (FederalReserveAct, 1913). After the First World War and the
following GreatDepressionthe Gold Standardsystembeganto collapse.The value
of the gold reservesfell down and so did the banknotesvalue. Moreover, some
economistarguethatthe Gold Standardexacerbatethe magnitudeof the depression:
many central banks, in order to maintain a certain exchangerate betweentheir
banknotesand the gold reservescouldr® expandthe money supply to supportan
economicrecovery(Eichengreerl992) The GreatDepressiorwas one of the main
causeghatled to the SecondWorld War. In 1944, the Bretton WoodsInternational
Monetary Agreementwas stipulated.Thanksto it, the Gold standardvaskept, even
thoughwithout direct convertibility, insteadmany currenciedixed their valuesto the
dollar. However,this conventionput the dollar underan excessivestressandin 1971
the U.S. presidentNixon announcedhe end of the convertibility betweenthe dollar
andgold reserve$ With the endof the convaetibility of banknotesnto gold or other
commoditiesjt hasbegunthe epochof fiat money.Fiat moneyhasno intrinsic value,
butits worth is guaranteedby the governmenvr the centralbank whichissuest: it is
the law that guaranteeandallows its usage Peoplearewilling to acceptfiat money
in exchangefor the goodsand servicesthey sell only becausehey are confidentit
will behonouredvhentheybuy goodsandservicesEverycentralbankis responsible
for its own currencyvalue,which is handledthroughaccurateand specificmonetary
policiesandinstrumentsThe introductionof the Internetandthe World Wide Web,
though,andits incrediblediffusion, haschangedherulesandexpandedhelandscape

of moneyvarieties.

® This eventis knownasthe Nixon Shocksandwasdueto the beginningof a periodof stagflation.



1.2 Virtual Currencies

It can be easily said that the Internet Revolution has been the most relevant
breakthroughof the 20" century.Indeed,it has affectedevery aspectof our lives,
changing the way we perceive society, economy, politics, through a full-scale
penetrationinto our reality. Sinceit was first implementedin the &0s for military
purposesthe Internethasreadhedits famethanksto the creationof the World Wide
Welb' in 1984, and sincethenthe numberof internetusershasgrown exponentially,
with particularemphasisfterthe year2000.Fromthatyearto June2012,the number
of Internetusersincreasedy 566.4%,amountingto 34.3%of the global populatior.
Underan economicpoint of view, oneof the mainimpactsof the Internetrevolution
is the one on the paymentsystem.In fact, a relevantnumber of transactionsis
completedonline. This has deemednecesary for banksto updatetheir payment
systems,offering methodsto allow online paymentsand guaranteetheir safety.
Furthermoretherehasbeena developmenbf companieswhich actasa mediumto
facilitate and speedthe online transactionprocess like PayPal,always relying on
bankaccountsthough.Suchanevolutionin the traditionalpaymentsystemis not that
surprising:it is logical for the banksystemto follow thetrendsandneedof its clients
andenhancenewwaysto meetthosenecessitiesvithin their controlsphereWhatcan
be consideredruly revolutionaryin this contestis the birth of the so-called virtual
currenciesA virtual currencyis a form of private money,and private moneyis not
somethingnew, there having already been some exanples in the past. More in
generalwe couldevenconsiderall currenciego bevirtual, in the sensdahattheyhave
no intrinsic value on their own. Every currencyis a proxy for a value, but, as
mentionedbefore, traditional onesare backedup by a cental bank (McKee 2013)
The type of virtual currencieswhich this work aimsto analyse s the onewithout a
central bank behind. This category enumeratesn its ranks airline miles points,
grocerycoupon,online gamestokens,cryptocurrenciestheir numberis impressive;
however,| personallybelieve that amongthesethe most interestingonesare the
digital currencie® Their peculiarity is, indeed, their digital nature: they have no

4 The Internetand the World Wide Web are two termsoften usedinterchangeablyhoweverthey aretwo different things. The
WWW is justoneof the serviceghatoperateshroughthe Internet,like e-mails.

® Sourcehttp://www.internetworldstats.com/stats.htm

® Fromnow own thetermsvirtual currenciesanddigital currencieswill beusedinterchangeably.




physicalentity, they are born, storedand usedon computersand other electronically
devices(smartphonestablets,etc.), thereforethey can be expectedto gain always
more importanceas more advancedtechnologiesare constantly developed.it all
began during the dot.com bubble, when there was an unfolding of IT related
businessesFlooz.comwas an online company,launchedin 1999 by iVillage co-
founder Robert Levitan that promoted the first exampe of virtual currency.
Flooz.comsold online currencythat could be usedinsteadof credit cardsin agreed
upon online stores. Despite the relevant amount of collected investments,the
companyfailed and closedup in 2001. After this example,for someyeas the only
type of virtual money has beenthe one usedin side MMORPGS. Theseare web
browserbasedgamesin which many playersinteractwith eachother online. This
type of gamesnvolvesthe creationof a virtual world, usuallya fantasyor scifi one,
in which everyplayerbuild her own avatarandtakespartinto a story. Being parallel
realities, the worlds in thesegameshave their own currency, which can be used
exclusivelyinside the gameto purchasein-gamesobjectsor contents.This virtual
currency can be acquiredin different ways: either by playing, as a retribution or
rewardfor completinga certainactivity or task,or by purchasemeaningthatplayers
exchangeeal currenciedor the in-gameone.Exemplaryis the caseof SecondLife®:
Linden Dollars (L$), SecondLife@® currency,can be boughtthrough Linden Lab®@
currency brokerage,LindeX Currency Exchange,or other third party currency
exchangesThey can even be convertedback into real money, exhibiting a rather
stableexchangeaate with the dollar (asof 12/02/2013L$236=$1)(ECB 2012) One
of the mainimpactsof the diffusion andthe growth of the Internethasmanifestedn
the birth of socialnetworks,boostinga hugenumberof relatedbusinesse<bvioudy,
the phenomenomf virtual currenciesnvolved these realities,too. In 2009, Facebook
launchedits own virtual money: Facebookcredits. Facebookcredits could be
purchasedvia real currencyand spenton Facebookappsand games.However,in
2012, Facebok credits were dismissedand since then Facebookpaymentsare
handledin real currenciesAnotherexampleis Zyngad RewardVille, Zynga@ virtual
in-gamecurrencyandrewardsystem.This programwaslaunchedn 2011andallows
Zynga3 gamesplayersto gain Zcoins and Zpoints to spendwithin the gamesfor

virtual goodsor gifts. Also Amazon createdits own virtual currency. Since May

" Massivelymultiplayeronlinerole-playinggame.
8 The gamedevelopedby Linden Lab in 2003 ratherthana MMORPG is a simulationof our real world, with a very complex
economicandsocialstructure.



2013,in US andin UK is possibleto use AmazonCoinsto purchaseapps,in-apps
items and gamesfrom the store.In the last years,however,a new type of virtual
currencies has emerged, the crypto-currencies. Crypto-currencies are virtual
currencieghat exploit cryptographyto function. Crypto-currenciesprotocolsheavily
rely on cryptographigechniqueshroughoutall the stagesf thetransactionTheycan
be usedto purchasenything,aslong asthe partiesinvolvedin the transactioraccept
that particularcryptocurrencyThefirst cryptocurrencyevercreateds Bitcoin. In the
intention of its creator,SatoshiNakamoto,Bitcoin shouldbe a mathematicahnswer
to the needof performinganonymoussafe,immediateonline paymentsNakamoto
2008) On its wake many other cryptocurrenciesave beendevelopedtheir appeal
growing always more: Ripple, Litecoin, Peercoin,Namecoin,Dogecoin,Primecoin,
Mastercoinarethe mostdiffused,butthelist is muchlonger.Thesevirtual currencies
arealsoknown aspeerto-peercurrencieswith the entirety of the networkmanaging
them, rather than a single entity. Crypto-currencieslike Bitcoin are immensely
fascinating,presentingimplications that will be further addressedater on in this
elaborateln generalirtual currencieshold anenormougotentialandmay represent

afirst stepinto the evolutionof the monetarysystemaswe know it now.

1.3 Literature Review

At this point, many could be asking:why should digital currenciesbe studied?Is it
only for one3 personal curiosity or interest? Becauseof a simple intellectual
exercisebviously theseare not the reasondehindthis work. The issueof virtual
currenciesis truly worth the attentionand the time spenton analysingit, and the
literature availableon this subject,althoughrathernew and not so vast, is concrete
proof of the academic and practical worthinessof digital currencies.Indeed, the
points of view, which this study can be conductedfrom, are several.The first one
involves digital currenciesin online games.The pioneerin this type of researchs

Edward Castronovawho in 2002 laid the basisfor a first economicanalysisof the



famousMMORPG EverQuestin his paper GDn Virtual Econanies) He developed
an economictheory of the demandfor gamingtime, since QVillingnessto pay, to
sacrifice time and effort, is the ultimate arbiter of significancewhen it comesto
assessmentsf economicvalue. As avatargamesconsumemore humantime, the
assetsvithin themwill very likely grow in value;understandindniow theseassetsare
producedandtradedwill ultimately requirea uniquetheoryof the demandor avatar
gamingdd (Castronova2002) In 2004, Hiroshi Yamaguchi analyseda common
practicein MMORPGs, the so-calledeBaying,in the paperOAn Analysisof Virtual
Currenciesin Online Game€ EBaying consistsin playersbuying in-gameobjects
with real money. He analysedthe value of virtual assetsin the real and virtual
markets revealingthatthe gamedesignitself is anincentiveto eBaying(Yamaguchi
2004) Moreover he arguedthat virtual currenciesare currencies(they perform the
three functions of money inside the virtual world they belongto) and that if we
considervirtual worlds as objectsof economicanalysis,sincetheir activities take a
considerablemountof humantime (Castronova2002) thenthe distinctionbetween
real currenciesaandvirtual onesloosesvery meaning(Yamagichi 2004) However,he
distinguishedbetweenvirtual currenciesand meaningfulvirtual currenciesthe latter
being virtual currenciesthat can be exchangedor real money: Both a building in
Monopoly and an item in EverQuest are imaginary goods. However, it is quite
different that many EverQuestplayersare willing to purchasehe in-gameitems by
using the real currency;in contrast,no one would buy an imaginary building in
Monopoly by payingrealmoneyE The existenceof exchangeateis the condition for
an in-game money to become a O meaningfud currency) (Yamaguchi 2004)
Yamaguchi® main conclusion is that meaningful virtual currencies should be
consideredasa Qlobal LETS"Q Following alongthis kind of approactto the study
of virtual economiesthereis a 2005paper by Vili Lehdonvirta,OVirtual Economics:
Applying Economicsto the Study of GameWorldsO Accordingto him, GEconomic
analysisof virtual worlds may produceresultsthat are both academicallyinteresting
aswell asusefulfor the developer.Thereare differencesbetweenvirtual economies
andreal economiesso thatassumptionshatarevalid in onearenot necessaryalid
in another.Neverthelessthereare also similarities. If not all the theory, at leastthe

rigorousanalyticalapproachandthe modellingtechniquesanno doubtbe imported

° EverQuests a 3D fantasyMMORPG releasen March 1999.1t wasdevelopedyy Sony® 989 Studios VerantInteractiveand
publishedby SonyOnline Entertainment.
*® Local ExchangéTradingSystem.



from earthly economicsto the virtual environment. Microeconomic analysis is
perhapshe mostadvancedareaof virtual economicswhile macroeconomienodels
are in their infancy. It is interesting to note than it virtual economics, a
macroeconomienodelneednot beanidealizedabstractiorof the actualeconomy put
the very rulesafter which the gameis programnedO(Lehdonvirta2005) The success
which virtual worlds suchasSecondL.ife, EntropiaUniverse,Cyworld havebeenmet
with has led to the proliferation of real worlds businessesestablishingvirtual
counterpartdo operatein the virtual universe.ProjectEntropiaDollars canbe even
exchangednto real currencythroughspecificATMs, andsomebanks,operatingonly
inside virtual worlds, were born (Bray and Konsynski2008) In their paperOVirtual
Worlds, Virtual Economies,Virtual Institution€) Bray and Konsynsk argue that
Qvirtual avatars are building the future N complete with virtual businesses,
economiesandinstitutionsN onlinetodayQ It is evidenthow importantaneconomic
analysisof thesedigital realitiesand their digital currenciess. As far asthe useof
digital currenciesin the real world is concernedthe first aspectto analyseis the
micropaymentsystem.Micropaymentsare all thosetransaction®of low importsand
are the principal way in which virtual currenciesare used,for example,Amazon
Coins buying apps. However, the diffusion of virtual currenciesis expectedto
increase(McKee 2013) affecting the monetay systemin a more prominentway.
HernandeVerme and Benavides, in their 2013 paper O/irtual Currencies,
Micropaymentsaandthe PaymentsSystem:A Challengeto Fiat Money and Monetary
PolicyO try to analysevirtual currenciesand their possibleinclusion in standard
Economic Theory, especiallyin Monetary Dynamic General Equilibrium models.
Regardingthe role of monetarypolicy, they state:(Electronificationand the use of
alternativemeansof paymenthasbeengrowingly at tremendouspeedovertheyears
changing the incentives and costs structure underlying particular institutional
arrangements paymentystemsThus,theratio of centralbankmoneyto total value
of paymentshas decreasedonsiderably.This developmentgives rise to concerns
aboutthe future role of moneyandthe centralbank. Although we are still far from
living in a cashlesssociety,the role of monetarypolicy is in the vergeof changing
dramatically,especiallybecausef two elementsa) the falling useof cashasa form
of paymentand b) the changesof regulatior© (Hernande2Verme and Benavides
2013) Therelevanceof digital currenciedor the monetarysystemis acknowledged
evenby centralbanks.In 2012,the ECB publisheda review on whatthey call virtual



currency scheme¥, bringing up, as examples,the Bitcoin caseand the Linden

Dollars case. They try to set a rigorous approachto study this phenomenon,
highlighting the risks that virtual currency schemescould pose to the monetary
systemin termsof price stability, financial stability, paymentssystemstability, lack

of regulation reputation(ECB 2012)

1.4 Virtual Currency Schemes

In orderto further proceedwith the objectof this analysis,it is necessaryo adopta
more rigorous approachto virtual currencies,in particular to their classification.
Virtual currenciesarenumerousandtheir typologiesare vastanddifferent, therefore
it may be usefulto setsomemoregeneralguidelinesthatcanhelpfind the way inside
this labyrinth. The ECB, in a 2012 reportcalled QO/irtual CurrencyScheme®offers
an effective solutionto this predicamentlt talks aboutdigital currenciesn termsof
schemeschoosinga specific point of view from which its classificationcanbegin.|

believe the ECB® work to be rather enlightening, thus | want to borrow its
methodologicalapproach First of all, a definition of virtual currencyschemeis in

order.A virtual currencyschemes how a particularvirtual currencyinteractswithin

the community which it belongsto and, eventually,the real world, thanksto its
specificretail paymentsystem(ECB 2012) Giventhis definition, in orderto classify
these schemes,it@ important to focus on one aspect,in particular how virtual
currenciesinteract with the real money and the real economy.In this way, three
differenttypesof virtual currencyschemeganbeidentified:

1. Closedvirtual currencyschemesin this type of schemesthe link betweenthe
digital currency and the real economyis basically inexistent. Online games
currenciesusually belong to this scheme.The players pay a subscriptionfee,
when required, and obtdn the virtual currency by performing task inside the
game.The earnedcurrencycanbe only usedinside the gamecommunityto buy

virtual objects.

 Forthedefinition, seethefollowing paragraph



2. Virtual currencyschemeswith unidirectional flow: the virtual currencycan be
bought using real money at a certain exchangerate, however it cannot be
exchangedack into real currency.The digital currencyallows its ownerto by
virtual good and services, offered by specific communitiesthat accept the
currency.In someof theseschemest is evenpossibleto buy real goodswith the
virtual currency. An exampleof this schemas Faceboolcredits.

3. Virtual currency schemeswith bidirectional flow: the virtual currency can be
easily exchangedvith the real onesand vice-versa.As far asthe usageof the
virtual currencyin the real world is concernedijt is similar to the usageof any
other real currency, allowing the purchaseof both digital and real goodsand
servicesBitcoin andthe othercryptocurrencie®elongto this scheme.

(ECB 2012)

Virtual currency schemesmust not be confusedwith electronic money, a digital
equivalentof cash,storedon an electronicdeviceor remotelyat a server(E-Money
Directive 2009/110/EC)The maindifferencebetweenthe two lies in the fact that,as
far ase-moneyis concernedthe link betweerthe digital currencyandthe traditional
oneshasa legal basis,with a demandandsupplystill controlledby the centralbank;
moreoverthe unit of accounts the same Virtual currenciesinstead are connectedo
realmoneythroughanexchangeate,thusbeingexposedo its fluctuationswhich are
amplified by a money supply in the handsof a nonfinancial institution or even
decentralizedlt comesfrom this, that emoney and virtual currencyschenes face
differenttypesof risks,whichin the caseof thelatteraremorepronouncedespecially
becausef the lack of regulationon the matter.It was mentionedbeforethat virtual
currencyschemesare a form of retail paymentsystem.They indeedshow all the
characteristica retail paymentsystemshouldhave:a paymentinstrument;payment
instructionsfor processingandclearing;debitandcredifd settlemeninsidethe usef3
account(ECB 2012) In additionto this, retail paymentsystemsof virtual currencies

presentheir own feature:

1. Transactionsare held outsidethe traditional banking channelsthey are simple
transfersof claims among agentson the virtual currency issuer (threeparty
scheme).

2. Paymentareusually numerouseachoneof low amount.



3. Paymentaresettledon a continuougyrossbasisthroughoutheday.

The reasonsto implementa virtual currency schemeare several,and may vary
accordingto the specific digital currencytakeninto account.As it was said before,
this work aimsto analysethe cryptocurrenciesin particularBitcoin, andtheirimpact
on atraditionalmonetaryeconomyenvironmentTherefore the nextchaptemwill look

at Bitcoin andits implicationsasa virtual currencyscheme.



Chapter 2

Sincethe inventionof the Internetandthe World Wide Web our societyhasbecome
moreandmoreQligitalized) In the last30 yearswe havebeenwitnesseso a massive
shift of our lifestyle from real connectionsto digital ones, articulated by an
unparalleledgrowth and developmenin IT technologiesObviously,the changesn
our customshave affectedalso the economyand businessactivity, giving birth to a
relevantnumberof businessesyperatingmainly andevenexclusivelyon theweb. In
this perspectivethe developmenbf virtual currenciesappearsasthe naturalstepto
be takenalong this road. As it was said in the previouschapter,there are several
examplesof virtual currenciessomeof which more successfuthanothers;however,
in the last monthsone virtual currencyin particularhasbeenunderthe spotlights,
attractingthe attentionof medias,investorsandinstitutionsalike: Bitcoin. Bitcoin is,
asin the definition given by its inventor, SatoshiNakamotd? OA purely peerto-peer
versionof electroniccaslE allow(ing) online paymentsto be sentdirectly from one
party to anotherwithout going through a financial institutionO (Nakamoto 2008)
Bitcoin is a mathematicanswerto the malfunctioningand problemsembeddedn our
centralized monetary system. It is an ambitious project, with roots inside the
cypherpunkmovement’, which offersanalternativethatmay appeawutopianto some,

but mustnot beunderestimatetbr two simplereasons:

1. The phenomenoris still in its infancy; neverthelesst has caughtthe world@
attention.Never mind if good or bad, this publicity is a strong premisefor a
furtherexpansion.

2. Apart from the economicefficiency this systemmay presentand its effective
feasibility in the long run, its ideologicalcomponents real and hasopenedthe

pathfor future similar projects.

2 satoshiNakamotoOfigure is shroudedn mystery. After releasingthe Bitcoin protocolin 2008 and the Bitcoin softwarein
2009,hedisappeareih 2010withoutleavinganytracebehind.Nobodyknowswho he actuallyis, manythink the nameis justa
pseudonymhiding not simply one person,but several,the main reasonbeing the complexity of the Bitcoin algorithm. In
February2014, NewsweeksLeah McGrath Goodmanclaimedto have tracked downthe real SatoshiNakamoto.Dorian S.
Nakamotohassincedeniedhe knows anythingaboutBitcoin, eventuallyhiring a lawyer andreleasingan official statemento
thateffect.

3 Activist movementwhich advocateshe useof cryptographyon the Internetasa tool for socialandpolitical change.



Leaving asidefor now all the issuesand implicationsthis crypto-currencyhas,we
shalllook at how Bitcoin systenmworks. Thetechmical complexityis indeedanissue.l
do notwantto go too deepinto the detailsof its mechanichothbecauséhis is notthe
aim of this analysis and becausecryptographyis not one of my competences.
However, | will try to explain as much as it is ne@ssaryfor my purposesgsince

otherwiseanyattemptto anykind of analysiswould be pointlessandsuperficial.

2.1 Bitcoin Mechanics?

2.1.1 A Brief Summary

Bitcoin is an electronic payment system, allowing transaction between two
individualsdirectly. In fact, the Bitcoin systemis decentralizedmeaningthatthereis
no centralbank or authority, which controlsit and guaranteests stability. All the
transactionsinstead arebasedn a peerto-peernetwork®, whoseintegrity is keptby
the nodes belonging to it. Bitcoin is also defined as a crypto-currency, since
cryptographyis heavily usedto enableeverytransactionWhenwe talk bout Bitcoin
transactionsye cannotconsiderthemastraditional coin transactionsthey represent
entriesin a global digital ledger. Therefore,supposea party wantsto transfersome
Bitcoin to another,it hasto specify the amountof coinsinvolved in the transaction
andapply a digital signatureto the operation so that her digital identity is tied to the
transactionlt is importantto highlight that identitiesin the Bitcoin network are not
real, physicalidentities;they arenumberghatactasa pseudonynfor the real person
behindthe transactionthus ensuringa high level of privacy. Oncethe transactions
detals are specified, they are broadcastedo the entire system.lIt is this public
disclosureto all the nodesthat guaranteeshe goodnessof the operationto the
recipientparty. However,the latter still facesa problem:how can it be surethatthe
receivedBitcoin have not alreadybeenspent?This phenomenonknown as double
spendingjs, in fact, one of the main problemsafflicting electronictransactionsThe

 Thefollowing paragraptis basedon Khan AcademyBitcoin tutorials, availableat:https:Avww.khanacademy.org/econarsi

financedomain/corgfinance/moneyandbanking/bitcoin/v/bitcoirwhatis-it

® A peerto-peer network is a type of decentralizedand distributed network architecturein which individual nodesin the

network,calledpeersactashoththe suppliersandcorsumersof theresourcesThe key behindits functioningis the cooperation
amongthepeers.




main novelty of the Bitcoin systemlies exactly in the way it dealswith double
spending.There are somenodesin the network, known as miners, whosetask is

essentialto the survival and maintenanceof the network itself: they collect all the

transactionsoccurredwithin a certain time period in what is called a transaction
block. In doing so, they give a sort of authenticitycertificateto every transactions,
allowing all the nodesto acknowledgeeach block as valid. This proof of work

mechanismwhich will be discussedn more details later on, is the heart of the

decentralizedhatureof the Bitcoin systemandit is what controlsthe moneysupply,

sinceminas arerewardedvith brandnew Bitcoin for eachblock theycreate.

2.1.2 Cryptographic Hash Functions

In order to be able to explain the Bitcoin mechanismin an exhaustiveway, some
conceptsieedsto beclarified, evenif justatanintuitive level. It is not possibleto talk
aboutBitcoin transactionsaand crypto-currencymorein general,if we do not define
what a cryptographichashfunction is. As its namemay suggestijt is the building
block of cryptographyandit canaccount,asone of its first applicationsthe digital
signaturesystem.n generala hashfunctionis a mathematicafunction that takesan
input, of arbitrarylength,andappliesa mathematicatransformatiorto it, in orde to
obtain a single output, the digestor the hash,of fixed size. The hashfunction is
deterministic:for a giveninput the outputwill alwaysbe the same.A hashfunction
can be defined as cryptographic,when it showssome properties,which make the

function suitablefor cryptographigurposes:

1. Computationalefficiency: when using a cryptographichashfunction, it should
nottaketoo muchtime to computethe outputfrom anyinput.

2. Collision resistanceit must be hard to find two inputs, whose correspading
digestsare identical. Given the fact that the input can have an arbitrary length
while the outputsizeis fixed, it is not mathematicallypossibleto guaranteehis
property.Therdore, for the propertyto hold, it is requiredanastronomicallyilong

time to find suchtwo inputs.



3. Thefunctionmustgive anoutputthathidesanydetailsconcerningheinput, even
the mostirrelevantones.It must not be possibleto infer somethingaboutthe
inputfrom the output.

4. Theoutputmustbewell distributed,in otherwordsit mustlook random.

Therefore,a cryptographichashfunction is a function that appliesa mathematical
transformationto an input, so that the output looks completely unrelated to it.
Unfortunately thesepropertiescannotbe mathematicallyguaranteeda cryptographic
hashfunctionis trustedto havethem,basedn how long it hasbeenused.

2.1.3 Digital Signatures

As it wasmentionedabove,cryptographichashfunctionswerefirstly conceivedwith

the digital signaturemechanismin mind. A digital signatureis a mathematical
mechanisnmto combinea public sequenceof numberwith a digital messageAs a

handwrittensignaturebinds the identity of the personwho signsa documentto the

documentitself, a digital signatureis way to obtain the exact sameresult when

dealingwith digital documentsSinceit accomplishesucha task mathematicallya

digital signatureis harderto forge thana physicalone. Supposingve havean agent,
A, thatwantsto digitally signa documentln orderto do so, shehasto generatéwo

keys:

¥ A signingkey, whichis private,only agentA knowsit.

¥ A verificationkey, whichis public, instead andis providedto the messageeceiver.

Thesetwo keys are mathematicallyrelatedto each other; most importantly, only
knowing the verification key, it should be nearly impossibleto find the equivalent

signingkey. Thedigital signaturgprocessanbedividedinto two steps:

¥ Signingprocess:
Before proceedingwith the actual signing, a cryptographichash function will be

appliedto the arbitrary length messageThenthe digestand the agen€ signing key



will be combined,with a mathematicatransformation,jn orderto obtain a shorter
sequenc®f numberswhich will be the signedmessageThis signedmessagavill be
suchthatonly theagentowningthatspecificsignaturekey could haveproducedt.

¥ Verification process:

It requires three elements:the original message,the signed messageand the
verification key. 1t@ a simge validation procedure Basically the verification key is
usedto confirm whetherthe messagewas signed by the agentwhom the key is
referredto. This can be done without knowing the usedsigning key, thanksto the

mathematicatelationshipbetweent and the verificationkey.

With this procedurean identity has been tied to a digital message:it@ the
mathematicalanalogueof a handwrittensignature.Somethings needto be noted,
though.First of all, the signedmessagéas,asoneof its inputs,the hashednessage,
so the signature changesif the original messagechanges.Secondly, since a
cryptographichashfunctionis usedin the beginningto obtaina fixed sizemessageit
is very importantthat the collision resistancgropertyholds, otherwisewe could end

up with asamesignedmessagéor two differentoriginal messages.

2.1.4 Proof ofWork Protocol

Thelastbuilding block, neededn orderto comprehendhe Bitcoin mechanismis the
proof of work protocol.A proof of work protocolis a vehiclethroughwhich someone
is able to prove that she has engagedin a considerableamountof computational
effort. It basicallyconsistsin a puzzle,a mathematicaproblem,which needsto be
solved. This problem, also called challenge,requiresa huge effort in terms of
computations,but once a solution is provided, it is straightforwardto check the
amountof work behindit. The challengeandits solutionareboundtogetherby some
mathematicapropertiesusually,the mainrequirements thatcombiningtogeherthe
challengeand the solutionwith a cryptographichashfunction gives an output such
that a certainnumberof its first bits will be zero. Since,as it was said before,the

outputof a cryptographichashfunction looks random,coming up with a proof that



givesthe requirednumberof zerois not easy,it resembleghe procesof flipping a
coin: thechallengemwill haveto try for anamountof time whichis proportionalto the
numberof zerobits required(i.e., if the first 40 bits of the outputmustbe zero,the
averagenumber of trials correspondgo 24°, which is approximatelyone trillion
trials). Therefore the proof of work protocol canimmediatelyassurethat a relevant
computationaéffort hasbeenemployed.

2.1.5 The Mechanism

After having briefly explainedthe key conceptsbehind the Bitcoin protocol, it is
finally possibleto startdescribinghow it works.

Basically, every transactionfrom a nodeto anotherworks with the digital signature
mechanisndescribecabove Wheninstalling the Bitcoin softwareon a computer the

userhasaccesdo its own digital wallet, whereall of herBitcoin will bestored®. This

wallet hasa verification key anda signingkey. Obviously,the formeris availableto

all the participans in the networkandit@ usedby the recipientof the transactiorto

verify the authenticityof the transactionitself. The signing key, instead,is known

only by the owner of the wallet and it® usedto digitally sign the transactionlt is

extremelyimportant to keepthis key secret:if someondinds it, shecould accesdo

the key ownel®@ Bitcoin wallet.

The main feature of the Bitcoin protocol is the so-called transactionblock chain.
Every Bitcoin transactionwhich is nothingbut a sting of numberscanbe seenasan
entry in a digital ledger, which is broadcastedo all the nodesbelongingto the
network. Someof thesenodes,the miners,collect and order every transactionthus
creatinga transactiorblock, which canbe seenasa pagein this digital ledger.New
transactionblocks are constantlyaddedto the previousones,thus forming a chain,

6 O Bitcoin client installation currently takes more than 14 GB of disk space and requires several hours in order to download
and index the current block chairhdrefore, users started relying on centralized services that host the main Bitcoin
functionalities, called web wallets. A web wallet is an online wallet, hosted on a remote server and accessible thraitgh a web
It is instantly functional, does not ocgupard disk space, is accessible anywhere and is consequently more convenient than a
local Bitcoin clien©(Gervais, et al. 2013)



througha proof of work system.In the Bitcoin case this systemworks asfollowing.
First of all, everyminerin the networkgathersall the transaction®ccurredwithin a
certaintime intervalandbeginsto hashthemin pairs,until theyobtaina singledigest.
This digest is then combined with the previous transaction block through a
cryptographichashfunction. The outputthus obtainedis the challengeevay miner
tries to win, by finding a proof that, oncecombinedwith the challenge givesa hash
whoseprefix containsa certainnumberof zero.Whena solutionto the challengeis
found, it is broadcastedo the network;the block is immediatelyaddedto the chain
andthe minersstartworking on the next block. The winning nodeis rewardedwith
newly emittedBitcoin'’ (in a fixed amount)andall of the transactiorfees® relatedto
thatspecificblock. Obviously,asin everyproof of work protocol,finding the proofis
extremely difficult. In the Bitcoin system the complexity is calibrated to the
computationapowerandsix of the network,sothaton averagat takes10 minutesto
solvethe challengelt may happenthat morethanone minerfinds a solution,in this
casethereis afork in the transactiorblock chain. More specifically, supposingwo
solutionsare found for the sameblock, they are both broadcastedthereforesome
minerswill work on onesolution,someon the other.Whena new solutionis found
on one of the two forks, the longestbranchis the one that will be unanimously
acceptedandits blockswill be addedto the chain.In this way, any eventualtie is

easilyresolvedby choosingthe chainthatrequiredthe greatesamountof effort'®,

Money supplyis the rewardfor minergeffort, but it is limited: oncethe numberof
Bitcoin in the systemreache<21 million, new Bitcoin creationis going to cease At

this point, miners,whosework is essentiato the networkfunctioning,aregoingto be
rewardedwith transactiorfeesonly. The hopeis thatby thetime Bitcoin generations
over,the numberof nodesin the networkwill be huge;thereforetransactiorfeeswill

have much more weight thanthey do now. The numberof Bitcoin createdevery 10
minutesdecreasesver time. When the systemstarted,eachnew block granted50
new Bitcoin. Every 200,010blocksthe rewardgetshalved.Sinceon averagat takes

" Eachminer is allowed to inserta transactionfor themselvesn the first transactionblock that will rewardthem with new
Bitcoin if theyfind the proof. This type of transactioris calledcoin basetransactioror generatiortransactioranditOshasically
how moneysupplyis managedn the system.

8 Transactiorfeesare optional (for now) andsetby the payerof eachtransations. They arean incentivefor minersto do their
job.

* Wwith effort we meanthe amountof CPU computationapowerandelectricity devotedto solving the algorithmof the proof of
work.



10 minutesto addoneblock, 200,010blocksrequiresmoreor lessfour yearé®. Given
this progression,the money supply is reachingits roof in year 2140. The proof of
work complexity calibration occursevery 2016 blocks. The network estimatesthe
time thatwasneededo addthem:if it took significantly morethantwo weeks$?, than
the challengebecomessimpler,on the otherhand,if the work took significantly less
than two weeks,then finding the proof is going to be much more complicated.In
general,as the numberof nodesincreasesthe proof of work will be solvedfaster,
thereforeits complexty is constantlyincreasing.As for now, it hasbeenreacheda
point where normal CPUs are not enoughanymoreto solve the algoithm, thus
specializechardwares beingbuilt to be exclusivelydevotedo Bitcoin mining.

Having given, hopefully, a clear and exhaustiveexplanationof the Bitcoin protocol
mechanism,it is now possibleto move onto a more in-depth analysis of the
phenomenonin particular,oneof the mostinterestingissueswhich havebeenobject
of heateddiscussionsis the possibility of cheatingthe system,and other securities
concerns. Exemplary is MtGox@ case: the major Bitcoin exchange declared
bankruptcy becauseof a bug which led to a massivetheft of bitcoins from its
accounts.Thereforesecurityis a key problem,worth specific considerationn this
analysis. Moreover, thanks to the high level of privacy involved in Bitcoin
transactionsthis crypto-currencyhasbeenanideal choicefor illegal dealingsraising

alsoethicalconcernsaboutits use.

2.2 The Limits of Bitcoin

Farfrom beingthe perfectcurrency,Bitcoin indeedshowssomeconcretdimitations,
raising concernsboth amongits usersandits critics. The major worriesarethe ones
aboutprotocolsecurity,mainly involving forgery,andthe possibility of thefts,both at
a networkandhardwardevel, andthe onesaboutethicalandideologicalissuesabout

% Right now, indeed therewardis 25 Bitcoin.
% Two weeksbeingthe averagdime neededo add2016newblocks,if the averagesolvingtime for eachblockis 10 minutes.



Bitcoin usage which shouldnot be underestimatedince one of the mostimportant
driversleadingto Bitcoin successs theideologybehindit.

2.2.1 ForgeryDouble Spending and Selfish Mining: Is Honesty Actually

Rewarding?

As far asdefrauding? the systemis concernedthe Bitcoin systemis a goodexample
of whatin mechanisndesignis calledanincentivecompatiblemechanismWhenever
designinga certainmechanismof socialinteraction,the problemof revealingagent®
preferencesrises.n economictheory,aswell asin reallife, informationasymmetry
leads to inefficiency, preventinga systemto achieveits optimal allocation. The
designemwould like the agentdo truthfully revealtheir type,sothatthe aim shewants
to reachwith her mechanismcan be fulfilled. In order to make the agentsshare
truthful information,the designehasto build hermechanismn suchaway thatbeing
honestis rewardingfor the agentsln otherwords, honestyhasto be a bestresponse
strategy, given rationality and intelligence assumptiorfs. There are two types of
incentivecompatible mechanism. One is called dominant strategy incentive
compatible,wheretruth revelationis a dominantstrategyfor eachagent,no matter
what the othersdo. The otheris called BayesianNashincentive compatible,where
truth is the bestchoiceif alsothe otheragentschooseto be honest.In the caseof the
Bitcoin protocol,the mechanisndesgnedto preventfrauds,the mining, is built such
thateveryminer hasanincentiveto mine honestly,in spite of whatotherminersdo .
Therefore,it could be said that the Bitcoin protocolis dominantstrategyincentive
compatible. This statements surely strong,but it canbe supportedasstrongly,asit
will bedonebelow.

2 ith defraudingthe authormeansall thoseactivities that targetthe protocolitself to forge or doublespendBitcoin. Theft,
meant ashackingthe systemto getaccesdo users@allet andstealtheir Bitcoin or assteelng the physicalhardwarewherethe
coinsarestored,is consideredsanothertype of problem,whichwill beanalysdlateron.

% On the validity of suchassumptiasin the real world, many doubtscan arise.However,specificallywith the Bitcoin casein
mind, it canbereasonabl¢éo assumehatBitcoin userswantsBitcoin valueto be ashigh aspossible whatevertheir reasormight
be,sinceit is a currencyandthe utility which comesfrom it is mainly dueto its valueandpurchasingpower.Therefore they can
be consideedrationalagentin economicderms,meaningthatthey seekutility maximization.



Simply speakingall the noded*in the systemhaveanincentiveto behavehonestly.

Fromanintuitive andsimplistic point of view, thisis sofor two basicreasons:

1. Cheating is extremely difficult, mathematicallyand in terms of hardware
capacity;

2. The Bitcoin systemis basedon sharedtrust amongits users.If thereis no trust,
userswill leaveandthe crypto-currencywill beworth nothing.

An examplecan help in making things clearer.Supposea nodewantsto cheatthe
system,i.e. it wantsto doublespend.In orderto do so, it hasto build not just one
block, but an entiretransactiorblock chain,from the genesislock till the lastadded
block, insertingthe falsetransactn insideit. This meandt hasto solveanextremely
complexproof of work challenge puttinglots of effort into it, sincefor thefake chain
to be acceptedby the network, it hasto be the longest(the one with the greatest
effort). While doing so, the cheateris competingwith otherminers,honestones,who
insteadkeep adding new true blocks to the original chain every 10 minutes, thus
further complicatingthe problemshehasto face.In orderto succeedthe dishonest
nodeshouldown a computationapower greaterthanthe oneownedby the restof the
network,consideredasa whole. As of today,thereis no technologycapableof doing
so. Let@ assumehowever that this cheateractually succeedsnto accomplishinghis
task.The systemwill rapidly discoverthe fraud andsomenodesmay chooseto leave
the network, becausethey do not trust it anymore. This will decreasehe Bitcoin
value. So the cheaterwill loose wealth. Instead,if a node actually owns such
computationalpower, it would be better off mining honestly, becauseit would
definitely solve the challerge and receive the reward: new Bitcoin plus all the
transactiorfees.Moreover,sincethe integrity of the systemhasnot beenthreatened,
its wealthwon® be at stake The samereasonings valid for forgery. Everythinglooks
fine, howeverforgeryanddoublespendingarenot the only temptationsyhich miners
can fall into. The incentive compatibility of the mining processcan be put in
discussionby a simply selfish behaviourand collusion within pools of miners,
without breakingthe rules, but simply bendingthem.As it canbe expectedminer$

behaviouris the objectof alively debate Somearguethatminerscancolludein order

2 We cantalk aboutnodesmorein generalandnot specificallyminersbecausavery nodecanbe a minerandmining is the only
channekhroughwhich fraud cantakeplace,asit will be explained.



to gain morefrom their activity, thanwhatis normally expectedEyal andSirer,in a
white paperpublishedin October2013,arguedthat the Bitcoin system,asit is right
now, is vulnerableto what is called selfishrmining (Eyal and Sirer 2013) Selfish
mining occurswhen a pool of miners agreeson not revealingto the network the
blocks it mines. Mining pools have beenactive since the harboursof the Bitcoin
network,becausgoining a pool reduceghe incomevariancefor a miner. It is a way
for minersto predictmore easilytheir averagereward.As the authorsstate,up until
now, pools havebeenbehavinghonestly,without any known caseof selfishmining.
In their paper,Eyal andSirer offer a detaileddescriptionof whatselfishmining is and
how it works. For simplicity, they assumethe existencen the network of only one
pool, which opts for selfishmining, while the rest of the miners behavehonestly
(whetherthey gatherin poolsor not is irrelevart). The dimensionof the dishonest
pool doesnot haveto be large:selfishmining doesnot requiremorethan50% of the
computationapoweravailablein the network to work, andthis is probablythe main
reasonwhy it is so dangeroudor Bitcoin, in the author®opinion. As it was said
above the pool decidesnot to keephiddentheblocksit mines.Basically,the pooland
therestof the minersstartmining a new block. Two situationsmay occur:the honest
minersfind the new block andaddit to the chain in which casenothinghappensand
everyonestartsmining the next block; or the pool finds the solutionto the proof of
work and thus canimplementits strategy.There are severalsituationsat this point
thatcandeterminghe succes®f selfishmining:

1. Thepoolfinds theblock, keepsit hiddenfrom the networkandstartsworking on
thefollowing one.However,it is not ableto find this newblock beforethe honest
miners publish their solution to the previouschallenge.The pool is forced to
revealthe block they mined,thuscreatinga fork in the chain.Obviouslythe pool
mineson its own block, while the restof the minerswill mine eitheron the pool
block or onthehonestlock. This situationcanleadto threeoutcomes:

a) The newblock is found by honestminers,mining on the honestchain.In this
casethepool makesno profit andits chainis aborted.
b) The new block is found by honestminers, mining on the pool chain. In this
casethe pool chaingetsapprovedwith the pool gaining on the previousblock
andhonestminersgainingon theonetheyhavejustadded.



c) Thenewblock is found by the pool, mining on its chain.In this case the pool
broadcast# immediately winning the rewardsfor thetwo blocksit mined.The
honestchainis droppedandeveryonenorksonthe pool chain.

2. The pool finds the block, keepsit hiddenand managego add new blocksto its
dishonesthain,while the restof the minerswork on the public chain.However,
sincethe pool® computationapoweris not greaterthanthe powerownedby the
restof the network,sooneror laterthe honestchainwill catchup with the hidden
one. When the pool chain is only one block aheadof the public chain, the
dishonesminersrevealstheir chain,which, beingthe longest,is the onethatthe
networkacknowledgesThe pool getstherewardfor all the blocksit minedonits
chain,gaininga higherprofit thanit would havegainedthroughhonestmining.

It is clear how selfishmining makeshonestminerswastea consderableamountof
computationaleffort, while it allows the pool to increasetheir expectedrevenue.
Moreover, this practicedoesi® go againstany specific protocol rule: selfish miners
do not forge or steal Bitcoin. According to Eyal and Sirer, the Bitcoin systemis
completelyexposedto this danger,becausahe computationalpower ownedby the
pool needsnot to be over 50% of the total one, they found out that only 33% of the
mining power is enoughfor the protocol to be incapableof defendingitself from
selfishmining (Eyal and Sirer 2013) In the two author€opinion, the thresholdfor
the pool size,afterwhich everyminerwould haveanincentiveto join sucha pool, is
basically zero: it@ sufficient that a small pool startsselfishmining for all the other
minersto have an incentive to do the same.There is no incentive compatibility:
everyonewill wantto join thedishonespool, andthe systemwill notbedecentralized
anymore:ithebiggestpool will controlthe mining processandthusthe moneysupply.
The proposedsolutionis to conmpletely randomizethe selectionon the block to mine
onin caseof chainforks. This shouldprotectthe protocolagainstattacksfrom selfish
mining pools, owning lessthan 25% of the mining resourcegEyal and Sirer 2013)
The validity of this analysisthough,is criticized by severalBitcoin enthusiastsywho
instead claim that the protocol is indeed incentive compatible,also when taking
selfishmining into account.The argumentsin their supportare mainly two, one
relatedto gametheoryconsiderationsandthe otherinvolving pastbehaviou. Starting
from the first one, Cunicola,in a synthetic2013 paper, specifically addresseshe
Eyal® and Sirei® paper,nullifying their thesiswith basic gametheoreticconcepts



(Cunicola2013) In fact, the whole mining processcan be seenas an infinitely®®

repeatedPrisone€d Dilemma, with two possible actions for every miner: behave
honestly,or behavedishonestly for exampleasin selfishmining. The classic,static
Prisone@ Dilemma has as its Nash equilibrium a non-efficient allocation: the
prisonerswould be betteroff by colluding, but they haveno incentivein doing so. If

mining werea staticgame, thanit would happernthe same:everyminerwould opt for

selfishmining, since they don® care aboutwhat happensnext. However,when the
game is infinitely repeated,it is possibleto solve the dilemma. In a dynamic
Prisone€ Dilemma,in fact, eachplayercanadoptin everysubgamewhatis calleda
trigger strategy Giventhe two possibleactionsin the game,confessor cooperatethe
triggerstrategyis:

¥ Choosecooperatef everyotherplayerhascooperatedh all the previoussulbbgame.
¥ Chooseconfesdf anyotherplayerhasconfessedhn the previoussubgame.

With this strategy,if a playeractsselfishly, sheis punishedforever.Sucha threatis
credibleonly if the presentvalue of the payoffs of cooperatingis greate than the
presentvalue of the payoffs of confessing.This dependsnot only on the payoffs
linked to eachaction,but alsoon how mucheachplayercaresaboutfuture outcomes,
in other words on their discountrate (Gibbons 1992) Going back to the caseof
Bitcoin mining, the two actions,honestmining and sefish-mining, have as payoffs
coinsand,mostimportantlytheir value.Mining honestlyor notinfluencesthe crypto-
currencyworth, not only now but alsofor the future.Underthis perspectivethethreat

of atriggerstrategysuchas:

¥ Honestmining if everyotherminershavebeenmining honestlyin the past;
¥ Selfishmining, if anotheminerdid soin thepast.

is indeedcrediblebecause

1. Selfishmining is going to decreaseBitcoin value, making its price drop, so it
generallyleadsto lower payoffs.

% 1tOsnot surehoe long Bitcoin will survive, but assumingt will go on at leastuntil 2140 (sincemining will keepgetting a
reward),with the averageof oneblock every 10 minutes,the numberof time the mining gameis repeatedcanbe approximately
closeto infinity.



2. Minersdo careaboutfuture payoffs.In fact, in orderto mine, they now haveto
investresourcesnto buying specfic hardwaré®, whosevalueis proportionalto
Bitcoin value.If it is worth nothing,alsothe mining equipments.

Given thesereasons selfish mining is less profitable than honestmining and the
Bitcoin protocol is indeed incentive compatible (Cunicola 2013) The second
argumenin supportof the incentivecompatibility of this systemonly strengthenshe
reasoningabove.Sincethe beginningof the Bitcoin protocol, severalmining pools
have been operative,however selfishmining has never beennoticed as a practice
among them. Obviously, they must have thought aboutit, sinceit is not such a
difficult strategy.The only conclusionthat canbe derivedfrom it, is thatthey sawit

asunprofitablein boththeshortrun andthelong-run.

The incentivecompatibility of the Bitcoin protocolis well provedandress on solid
basis.Thanksto it, cheatingthe systemor trying to turn the protocol mechanisnto
ond3 own advantageés practicallyimpossible. However,this doesi® imply that the
systemis safefrom othertypesof threats.For example Kroll, DaveyandFeltenin a
recentpaperarguethat the Bitcoin protocolis vulnerableto an 51% attackthat aims
to achieveutility outsidethe Bitcoin economy(Kroll, Daveyetal. 2014) The authors
call this type of attack Goldfinger attack’’, and hypothesizethat a plausible
perpetratorof such a move may be the governmentor other law enforcement
institutions,which seekto destroythe Bitcoin systemto determoneylaunderingor
achiee otherinstitutionalgoals.A Goldfingerattackcanbe modelledasa two-player
game,with Auric, who wantsto destroythe Bitcoin, and Bond, who standsfor the
Bitcoin systemlIf Auric succeed# its intent,hewill getautility of A. Bond,instead,
will gethis utility by preservingthe value of Bitcoin, B. The gamestartswith Bond
settinga rewardfor mining, C, which minerswill expectfrom their activities. Then
Auric hastwo choices:eitherhe paysmorethanC to destroythe cryptocurrencypor
he doesnothing.If Auric managedo destroyBitcoin, he will geta payoffof A - C,
while Bond3 one will be zero, otherwisehe doesnothing, getting no payoff, and
Bond preservesitcoin, with a payoff of B - C. The price C eachplayeris willing to

pay cannotexceedhe amountof their respectiveutilities. Thereforejf A > B, Auric

% geepreviousparagraph. . )
%" The nameof the attackcomesfrom the 1964 movie OGoldfingerQhe third of the Bond series, wherethe mainvillain, Auric
Goldfinger,tried to lowerthevalueof U.S.gold reservedy makingthemradioactive.



will destroyBitcoin, becauseBond is not able to setup a high enoughreward for
miners;if A <B, thenBondwill saveBitcoin, settingarewardC = A. A is thereforea
sortof tax Bitcoin hasto payin orderto stayalive, in termsof mining equipmentand
computationakffort (Kroll, Daveyet al. 2014) The problemis, however,that Bond
may not know the value of A: when he bids the reward he hasto guess,making
assumption®n Auric@ utility function, and choosinga bid, x, which maximizeshis
utility. If he® not able to do so, the currencywill die. Moreover, a death spiral
scenariocan open:if Auric@ threatis not sufficiently credible, Bond cannotjustify
any expensedo saveBitcoin, thus making profitable for the attackerto bluff. In this
way, Auric canscareoff rationalagentdrom the systemwithout actudly launchinga
realandexpensivesoldfingerattack(Kroll, Davey etal. 2014)

Apart from this scerario, in more than one occasion Bitcoin survival has been

threatenedwith users-wallets attackedand Bitcoin stolen. Moreover, this crypto-

currencyis heavily impairedby its dependencen physical hardwarestorage units.
Theseareotherissueshighly worth furtherconsideration.

2.2.2 Hiding BitcoinUnder The Mattress: The MtGoxOs Case

Thetitle of this paragraptwantsto beironic, but it focuseson a true problemfor the
crypto-currency:thievery.One of the major vulnerability andlimitation of Bitcoin is
the ease,which they can be stolenwith. Beware,a relative ease.StealingBitcoin
requireseitherhigh-level skills in informaticsandcryptographyput peoplewith such
competencesgven thoughthey may be few now, are constantlyincreasingin our
society. Or simply, an extremelygood burglar, who can sneakin and steal Bitcoin
storagehardwareln theseyears,we havewitnessedseveralexamplesof thefirst type
of thefts, noneof the second,at leastasfar asour knowledgegoes.In generalthe
slightestdistractioncanleadto thelossof Bitcoin wallets,with closeto zerochanes
to recoverwhathasbeenlost. In orderto betterunderstandvhy thieveryis arelevant
problem,onething hasto be madeclear.Thatis, how Bitcoin is stored.Maybesome
would expecta strangeand cryptic system,given the complexity of the Bitcoin
protocol. But this is not the case.Bitcoin andtheir walletsare storedas normalfiles
on the harddisk of the devicewherethe walletis installed.The point is that Bitcoin,



the currency,is encryptedjts walletsare protectedust by passwordHypothetcally,
if someonéhadaccesgo someoneels€3 wallet passwordwhich is not that difficult,
she could easily transfer the Bitcoin to her own wallet. This is clearly a huge
limitation. Also loosingthe hard disk storageunit would imply the loss of the coins
on it. One of the proposedsolutiors is to constantlymaking backups of the wallet.
But thenthereis anotherhardwareto worry about. So this is not truly a definitive
solution, but it@ the best option for now. Another vulnerability is representedy
online Bitcoin wallet held by Bitcoin exchangesSomehackeranay succeedanddid)
into breakinginto the exchangeserversand steal user®Bitcoin digitally, not to
mentionthat the software,usedby the exchange¢o manageits userwallets, may
preent technicaldefaults,further increasingthe risk of thefts. On this regard,as of
today,the mostexemplarycaseof suchanoccurrencas the onethatinvolved MtGox.
Before discussingthis caseinto further details, it is opportuneto describehow a
Bitcoin exchangeworks, so to better understandthe eventsthat led to MtGox3
collapse.Bitcoin exchangesare intermediariesamong Bitcoin users,which work
similarly to banks.Similarly, meaningthat clients open accountson the exchange
serves in which they depositeither Bitcoin or real currency.It goeswithout saying
that for this to be possibleboth the exchangeand the clients haveto be part of the
Bitcoin network,meaningthateachhastheir own Bitcoin wallet. The exchangeavorks
asanintermediateamongits clients,matchingtheir buying andselling orders® users
do not buy andsell Bitcoin from andto the exchange,but only amongeachother An
examplecan help make things cleare: supposeuser A wantsto buy Bitcoin with
dollars,while userB wantsto sell her Bitcoin for dollars. A and B both placetheir
order$® on the exchange and, assumingtheir bid and ask prices match, the trade
takes place. Basically the exchangetakesthe dollars on A® accounton its (the
exchang®) e-wallet andtrander themon B& accountalwayson its e-wallet, andit
takesthe coins,which B hastransferredrom her Bitcoin wallet on heraccountn the
exchangeBitcoin wallet, andtransferthemon A® accountThe Bitcoin is still onthe
exchangewallet. User A is allowed to make a Bitcoin transaction transferring her
newly acquiredcoinsfrom the exchangeo its own Bitcoin wallet, or shecould keep

% |n generaltherearetwo types of sellingandbuyingorders:limit ordersandmarketorders Limit ordersallow a buyerto place
on orderat alower price thanthe currentprice anda sellerto sell Bitcoin at a higherprice. Oncea matchis found, for this order
to be executedthe counterpartieshaveto give their approvals. A marketorder, or instantorder,is an orderwherethe issuer
specifysimply the quantityof Bitcoin shewantsto buy or sell. Theexchangdooksatlimit ordersandexecuteshetradewith the
mostconvenienmatchfor theissuer;i.e., lowestpricewhenbuying, highestpricewhenselling.

% Communicatiorbetweerthe exchangeandits clientshappenshrougha commonweb browserusinga secureSSL connection.



her Bitcoin on the exchangeso to havethemreadyfor an eventualselling orders®.
This is the generalmechanisnthrough which a Bitcoin exchangeworks, then each
exchangemay presenits own peculiarities,which do not affect the mechanisncore,

though.MtGox, too, workedin thisway.

MtGoxOs case

MtGox was one of the major Bitcoin exchangeplatforms, counting thousads of
users.Basedin Tokyo, it was launchedin 2009 as an online trading platform for
Magic: The Gatherind'Ocards,a popularcardgame;however,in 2010, its founder,
JedMcCalebchangedthe site into a Bitcoin exchangesoonbecomingthe largest
volume Bitcoin exchange.In March 2011 McCaleb sold the platform to Mark
Kerpebs, a Frenchdeveloperwho wasworking in Japan.The problemsbegansome
monthsafter that, in June2011. The site, in fact, was hacked,with the result that
many usernamesand passwerds were leaked. The culprits, then, accessedMtGox
throughan auditoi® account,ssuinghugesdling orderfor nonexisting coins. This,
of course led to a plummetingin MtGox Bitcoin price, from $17.51to $0.01in few
minutes.The causeof this securty failure seemdo be attributedto the changen the
platform hashingprotocolsthat left exposedhe accountswhich were not accessed
into over the pasttwo montts. The managementesponsavasto reverseall the day
transactionsand suspendhe exchang site to checkand fix its security. Still, this
attackcauseddelaysof transfersand withdrawals,raising doubtsaboutthe solvency
of MtGox. Thesedelays,especiallythoseof withdrawalg?, persistedn the following
months,togetherwith other minor issues,but apartfrom occasionakcomplaints,the
exchangeventon asusual.2013,thoughwasa problematicyearfor the platform.In
fact,in April 2013,MtGox wasthe victim of a distributeddenialof servicé® (DDoS),
sufferingof severalagsin thetrades. Rumourshaveit thatthe attackedaimednot to
DDoS protectedserversput to a singleopenserver,runningboth the websiteandthe
exchangewhich was found by a simple scanningof MtGox@3 assignedP block.
Then, periodically, userswould experiencdags or connectionproblems,especially

%1t mustbe rememberedhatfor a Bitcoin transactiorto be approed, it hasto beincludedin a block. Thattakeson averagel0
minutes(seethe previousparagraptfor further clarifications)andthis canbecomeanissue especiallyfor thosewho wantto do
arbitrageon Bitcoin.

% MtGox is theacronymfor Magic: The GaheringOnlineeXchange.

% Thesewithdrawalsissuesnay be oneof thereasorbehindthe higherU.S. dollar price on MtGox.

% A denial of serviceis an attemptto makea machineor a network resourceunavailable(temporarily or indefinitely) to its
intendedusers.Thedenialis calleddistributedwhenit is condictedby two or morepersonr hosts.



during busy markettimes, resultingin frequentsite suspensionsin May 2013, the
Departmentof HomelandSecurityissueda seizurewarrantfor MtGox@ accountat
Dwolla**, their paymentprovider, becausethe latter hadr® registeredas a money
transmitterwith FINCEN* in the U.S*, for anamountof $2.9million. June2013saw
U.S. Dollar withdrawalstemporarily suspendedand overall, the following months
were quite problematicfor the exchangeand especiallyits clients: only few of them
were actuallyableto sell their Bitcoin for moneyand alwayswaiting weeksor even
monthsfor their ordersto be executed. Therefore,when February2014 came,and
MtGox had beenregisteringan increasingbacklogof failed Bitcoin transfers,also
thosegot suspendedThe reasonbehindMtGox failure is to be searchedn its client
software which manageditcoin transactionsspecificallyin theway it dealtwith the
so called transactionmalleability’” bug. Transactionmalleability is a flaw that lies
within the Bitcoin protocol itself. As it was explainedin the previousparagraphs,
during a Bitcoin transactionthe senderdigitally signsall the relevantinformation
relative to the transactionitself, mainly the Bitcoin amount, the serder, and the
recipient. Then, a transactionID is generatedyvhich uniquely identify that specific
transactionHowever,this ID comesalsofrom anunsignedthusinsecure partof the
transaction.Due to this, it is possibleto modify*®the transactionID, without the
senderpermission.Obviously, the sensitiveinformation cannotbe alteredor lost,
being digitally signed;still someproblemsmay ariseif the senderis expectingthe
transactiorto showup in a block undera particularID. Transactiommalledility has
beenknownsince2011landcanberenderecharmlesswith software which accurately
reportsbalancesand transactionsAs the Bitcoin Foundatior’ stated,Gany company
dealingwith Bitcoin transactionsand which have codedtheir own wallet softwase
shouldresponsiblyprepardor this possibility (transactiommalleability) andincludein
their softwarea way to validatetransactionDs*°O Unfortunately,in MtGox@ case,
the implementedsoftware transmitted zercpaddedtransactionsiDs, which other

Bitcoin software do not recognize anymore, because sensitive to transaction

% Dwolla is aU.S.e-commercecompanywhich providesan online paymentsystemandmobile paymentetworks.

* The Financial Crimes EnforcementNetwork is a bureal of the U.S. Departmentof Treasurythat collects and analysed
informationaboutfinancialtransactionsin orderto fight moneylaunderingterroristfinanciersandotherfinancial crimes.

% |n Februaryof the sameyear, MtGox had experiencedanothertrading incidentswith Dwolla, dueto the implementationof
newanti-moneylaunderingrequirementdy thelatter.

57 Always in February2014, Silk Road 2.0 reportedstolen Bitcoin becauseof the transactionmalleability bug. For further
informationon Silk RoadOsase seenextparagraph.

% The digital signatureconsistsof two large integers.Any leading zeros should be dropped,but evenif they arenOthe
transactiorcanstill be acceptedTherefore by simply prependingsomezeros the D is modified.

% A non-profit organizatiordevotedto developmenandpromotionof the currency.

“* The mostadoptedsolutionis that to preventBitcoin softwareto broadcastransactionswith leading zerosto the restof the
network.



malleability. This problemwasamplified by the fact thatthe exchangesite hada page
showing all the failed transactionsas it is explainedbelow. Briefly, this is what
happened:

¥ Whenevera client issueda transactionthrough MtGox@ Bitcoin software, the
resultinglD might presenteadingzeros.

¥ In this case,the transactionwould be deniedby other Bitcoin softwareand thus
delayed.

¥ Becauseof transactiorvisibility (in the page abovementioned)and userswanting
their transactiorto succeedmanyof themwould retransmitthe transactionsimply
droppingthe zeropaddingwithout accessingheir own wallets.

¥ This alteredtransactionwould be validatedin the public ledger.Howewer, MtGox,
unawareof this modified transactionwould considerthe operationfailed, because
its softwareexpectedo seethezeropaddedransactioriD recognized.

¥ MtGox, believingthe transactiorfailed, whenit hadactually suceededwould try

to usethoseBitcoin in anothertransactionyhich, of coursewould inevitablyfail.

This processventon for months throwingthe exchangento utterchaosuntil MtGox

shutdownall Bitcoin transfershaving no clue of exactlyhow manyBitcoin they still

possessedMoreover this bug made the exchangeeasy pray for thieves. Indeed,
wantingto withdraw somecoins,a client could purposelysendaninvalid transaction
(with paddedzeros)andalterit, sothatit is validated.Of course,MtGox would be
unawareof this validation, thinking the transactiorfailed. So the usercould try that
withdrawalagain,sendinganothertransactiorandfixing it*!. In this way it is possible
to completelydrain the exchangewallet. Obviously this bug inducedtheft wouldn®
have been enoughfor the total collapse MtGox was victim of, however, when
considering the U.S. Dollar withdrawals problems and transactionsdelays the

exchangehad beenexperiencingsince summer2013, togetherwith an unjustifiable

“I Thereade shouldbearin mind thatthe Bitcoin to be withdrawnare on the exchangeBitcoin wallet, andthe client requesting
the withdrawal from the changeto its own private Bitcoin wallet can do so becauseshe halds a sort of credit towardsthe

exchangeFor example assuminghereareonly threeclientson the exchangeA, B andC, eachof themhavinga depositof 10

bitcoinson the exchame wallet. The exchangéhas30 Bitcoin andknowsthatit owes10to A, 10to B, and10to C, whetherany

of themrequestsa withdrawal. AssumeA wantsto exploit the transactiormalleability bug. Sheissuesa transactionwhereshe
withdrawsherdue 10 Bitcoin. The transactioris zeropaddedso shefixes it, andgetsher coins. The exchangaloesnCknow the

transactioractually succeede@ndthinksto still have30 Bitcoin on its wallet, while the balanceis just 20. So,whenA asksto

withdraw again,the exchangeacceptgshe transactionbasicallyallowing the networkto move 10 Bitcoin from its wallet to AOs
wallet. The coins have no ownerOsiameon them, so the network, seeiry the exchangehasstill 20 Bitcoin, authorizesthe

transactiortoo, onceA hasfixed it, without the exchangénowingit. Therefore the thief gets10 Bitcoin at the expensesf B or

C. The exchangestill thinks to have 30 Bitcoin, and the scamcan go on, until nothing remairs, and B and C havelost their

Bitcoin forever.



lax approacho accountingaccordingto RyanSelkis,a Bitcoin entrepreneursources
inside and allied with to the companyclaimedMtGox hasneverperformeda single

audit procedureon its custome® deposit),the tale of the exchangecould only have
endedasit did: on 28 February2014,MtGox filed for protectedbankruptcyin Tokyo,

after KerpeksCOresignatiorfrom Bitcoin Foundatio® board(on 23 February)andthe

websitegoingoffline (on 24 February).

MtGox@ caseshowsthe criticality of carelessnesswhendealingwith Bitcoin online
software, as those used by exchangesThese eventshave also a huge impact on
Bitcoin price movementsmarketsprice this risk. However,MtGox@ failure mustnot
be consideredas a failure of the Bitcoin protocolitself. As it was already said, the
transactiormalleability hasbeenknown since2011andotherexchangesanperfectly
managet. Failureis physiologicalto businessjust becausea mobile companyfails,
for examplejt doesi meanthatmobile phoneshavefailed. Obviously,Bitcoin is not
a mobile phoneand as an investment,it hasa high-risk profile, thereforeit should
always be approachedwith due diligence, being as aware as possible of its

implications.

2.2.3 Bitcoin Ethics and Ideology

The Bitcoin networkis attracting an increasingnumberof clients and investorsfor
severalreasons. First of all, its growth potentialis enormousAnonymity is a huge
incentive,too. It is definitely a winsomefeature,togetherwith the transactiortime,
way more rapid than traditonal e-paymentsystems Finally, feesare also cheaper,
evenirrelevantfor the time being. Still, asit has beendiscussedsome problems
persists,andit is not just the hackingand thieveryissue.It is muchmore.lt is not
possibleto know whether,in Nakamotd3 intentions,whatit canbe observedchow is
exactlythe developmente wishedfor his Bitcoin project.\What canbe saidfor sure
is that the effects,the impactsand the reactionsto Bitcoin have shakenour reality.
This paragraphwants to focus its analysison less technicalissuesrelatedto the
crypto-currency,trying to sketcha first answerto this question:.what doesit meanto
useBitcoin? Thereare many valid responseso sucha question,everyonecan have



her own. More precisely,this questioncanbe further split into otherones,tackling a
differentaspeciof the matter.For example whatdoesit meanto useBitcoin undera
taxation profile? Are transactionsmadein Bitcoin taxable?This is an extremely
importantissue.As the numberof businessegnline and not, that acceptthe crypto
currency as paymentfor their servicesis increasing,Bitcoin taxation is indeed
becomingan issue.Not to mentionall the peoplewho haveinvestedand gainedin
Bitcoin. The rising speed which the crypto is spreadingwith, has thrown tax
authoritiesinto a rushedpanic. U.S. Internal RevenueService (IRS), after many
monthsof silenceoffering no guidanceto U.S. taxpayersaboutactivities involving
thevirtual world andin particularcrypto-currenciegElwell, Murphy et al. 2013) has
just declaredthat Bitcoin is to be consideredas property,defining it asa convertible
virtual currency (IRS 2014) lIts fair value must be included in taxpayer®gross
incomereport. Meanwhile, marketregulatorssuchas U.S. Securitiesand Exchange
Commission, are still debating whether Bitcoin can fall under their jurisdiction
(Chaturvedi2014) On the Europeanfront, things seemto be moving faster, even
thoughconfusionstill persistsNorway and Germanyhavebeenthe first countriesto
takea positionon this matter. Their tax authoritiesdecidednot to considerBitcoin as
a foreign currency,but as an asset.thereforecapital gainsfrom buying and selling
Bitcoin aretaxed,like for any otherfinancial asset(Kollmeyer 2013) Also U.K. is
trying to proposea solutionto this problem.In thesedays, HMRC (Her Majesty@
Revenueand Customs)is aboutto issuerulesthat would treat virtual currenciesas
regular money, under a taxaton profile. According to some indiscretions virtual
currenciesand thus Bitcoin, won® be subjectto VAT *?when purchasedinsteada
capitalgainstaxis likely to belevied on profits madeby tradingvirtual currenciesin
a similar fashion as for trading normal currenciesand stocks (Chaturvedi2014)
Brazil, instead,in October 2013 passeda law specifically for digital currencies,
including Bitcoin. Also China has taken a clear position on the matter, banning
Bitcoin from financial institution (Hill 2014) Virtual currenciegaxationis anissue
that needsto be properly analysed,adjusting regulation on the evolution this
phenomenomndertakesThe fact that authoritiesare still unsureaboutthe approach
to take,combinedwith the decentralizechatureof Bitcoin, creategoomfor usageof

the crypto-currency, definitely not legal. Activities such as moneylaundering or

“2ValueAddedTax.



weaponand illegal substancesrading have, unfortunately,found in Bitcoin an ally,

sinceit is capableof offering an anonymityin transactionsrivalled only by cash.
Consideringthis point of view, anotherquestioncould be: what doesit meanto use
Bitcoin for illegal purposes?n answerto it canbe givenby Silk Road3 case being
oneof the mainexamplesBitcoin scepticdbring forwardin supportof their argument.
Silk Roadindeedrepresent®ne of the darkestsidesof Bitcoin, in the specific, but,

potentially,of anyotherdigital currencies.

Silk RoadOs case

Silk Roadwas an online marketfor illegal products,especiallydrugs.It wasindeed
defined as the (E-bay for drug®) Obviously, accessingto it wasr® that
straightforward Silk Roadwasr(® the type of websitethat could be googled.Clients
neededo use Tor** browser,which guaranteesompleteanonymitywhile online, in
orderto haveaccesgo the site. Then,after creatinganaccounton it, andprovidedthe
user possessesa Bitcoin wallet, anyonecould buy its dangerousproducts in total
anonymity. Silk Road, in fact, resortedto Bitcoin as its only mean of payment,
becausef the anonymityof transactiongndfor yearsauthoritieshadno ideahow to
closeit. The site was launchedin February2011, by Dread Pirate Robert§*, a
pseudonynwhich, accordingto whatthe FBI discoveredateron, coveredtheidentity
of RossWilliam Ulbricht, eventhoughthereis no concreteproof that ties the two
identities.Buyerscould registerfor free, seller$slots,instead werelimited. In afirst
time, sellerscould win a slot throughan auction. Later on, Silk Roadintroduceda
fixed feeto be correspondetby the seller,to avoid the saleof badquality goods.The
price of the merchandisevasfixed on thedollar price,independentlifrom how much
a Bitcoin wasworth: for example,if a certaingoodcost$200,the price paid wasits
Bitcoin equivalentlin this way, evenif Bitcoin price volatility washigh, pricesonthe
site were kept fairly stable.The websitetook a commissionfee on every purchase,
andoverits two anda half yearsof businesst hadaccumulated fortunein bitcoins.
SomemonthsbeforeSilk Road3 closure,DreadPirateRobertsreleasedan interview

to themagazind~orbesjn which he clarified the motives,theideologyand therole of

3 1tOsa web browserwhich allows accesgo the so called DeepWeh, in otherwordsthat part of the World Wide Web which
doesnielongto the SurfaceWeb, which insteadis indexedby standardsearchengines DeepWebOsizeis estimatedo be far
largerthanthe SurfacewebOsne.

“4 DreadPirate Robertsis, originally, a fictional characterfrom the novel OThePrincessBrideO As in the story, this title was
passedrom onepersonto anotherkeepingtherealidentity behindit a secretsoon Silk Roadnobodyknewwho hewasandthe
titte mayhavebeenpassed.



Bitcoin behind the site®™. About the latter issue, he said that the birth of Bitcoin,
togethemwith Tor, hasallowedSilk Roadprojectto becomeareality. A revolutionhas
started:Olt (Bitcoin) alreadyis transformingsociety. WeQe won the Staté8 War on
Drugs becausef Bitcoin, and this is just the beginning.It@ really part of a larger
transformationdriven by peerto-peertechnologyand the Internetas a whole. The
peoplenow can control the flow and distribution on information, and the flow of
money.Sectorby sectorthe stateis beingcut out of the equationand poweris being
returnedto theindividual. | don®think anyonecancomprehendhe magnitudeof the
revolutionwe arein. | think it will be lookedbackon asanepochin the evolutionof
mankind) (Roberts2013) On October2, 2013 the FBI managedo shutdown the
illegal website and arrest Ulbrich in a joint operation with the IRS Criminal
Investigation Division, the ICE Homeland Security Investigation, and the Drug
EnforcementAdministration,seizing174,000Bitcoin, believedto belongto Ulbricht.
However,on November6, 2013a newwebsite,Silk Road2.0 openedor businessas
adirectsuccessoto the project,led by a newanonymou®readPirateRoberts As of
today,this siteis still operatingeventhoughit hasexperiencedomeproblemsdueto
the transactiommalleability bug, previouslydiscussedSilk Road,unfortunatelyisn®
the only exampleof this kind of illegal online markets,which can stay on business
thanks to Bitcoin or other crypto-currencies.From Dread Pirate Robert©words, it
seemdike this trendis only goingto increasejf governments@ndauthoritiesdo not
take the right precautionsand countermeasuresPersonally,| don® believe that
banningBitcoin or virtual currenciesnorein generals theright stepin thatdirection.
Instead,a reasonablestartingpoint is trying to betterunderstandhe implicationsand
potentialitiesbehinddigital currenciesandto conceivea way to integratethemin our
realities, for example setting clear rules about taxation and other legal issues
concerningthem. As Gavin Landresen,Lead Developer of the Bitcoin virtual
currency project, said: (Bitcoin is an experiment.Treat it like you would treat a
promisinglnternetstartup company:maybeit will changethe world, but realizethat

investingyour moneyor time in newideasis alwaysrisky*Q

This chapteruntil now, hasbeenfocusingon Bitcoin, from atechnicalpoint of view,

and on its most direct implications and issues.However, under a monetary and

“SAn Interview With A Digital Drug Lord: The Silk Road'sDread Pirate Roberts (Q&A), by Andy Greenberg,Forbes,
08/14/2013.
“S http://gavinthink.blogspot.com/2011/06étwhich-doesnotkill -usmakesus.html




financial point of view, thereare otheraspectf this cryptocurrencythatneedso be
discussedThe impactof Bitcoin on marketshasbeenandstill is huge,probablynot
even revealing its full extent yet. A further step into this analysisis required,
incorporatingBitcoin in the conceptof virtual currencyschemesjntroducedin the

previouschapterandoffering anoverviewof its role in financialmarket.

2.3 Bitcoin as a Virtual Currency Scleme

A virtual currencyschemeis how a particularvirtual currencyinteractswithin the

communitywhich it belongsto and,eventually,the real world, thanksto its specific
retail paymentsystem(ECB 2012) In this contest Bitcoin is a virtual currency
schemaewith bidirectionalflows, beingconsistentlyexchangedor real currenciesand
vice versa.To be more specificin classifyingBitcoin asa virtual currencyscheme,
the first stepto takeis to look at its retail payment system.The latter is extremely
versatileand caterpillar: potentiallyit canreacheverywheren the world, aslong as
thereis acomputerandaninternetconnectionBeinga decentralizedligital currency,
Bitcoin doesnot presentelevantcomplexities (asidefor thetechnicalonesrelativeto

its algorithm)whenit comesto their usageasa paymentsystem.f two partiesagree
on using the crypto-currencyand acknowledgets value, transactiondbetweenthem
can occur relatively easily and rapidly, without the involvementof a trustedthird

party. The only trust requiredis the one amongBitcoin users.A further stepcanbe

made affirming thatthe Bitcoin retail paymentsystemis its community,its network..
The Bitcoin community is what makesand defines the currency,and every single
node is directly involved in the wellbeing and well-functioning of the system,
especiallyminers, who are the onesresponsibleof the money supply and of the

security of transactionspotentially, every node can be a miner. One can decideto

acceptBitcoin in exchangdor its servicesor products,allowing its businesgo cross
countriesbordersandcurrenciedimitations. Bitcoin hasno nation,sothereis no need
of exchangeatesif someondrom Europewantsto buy sonething from Australia.
This idyllic picturehas,however,a dark side.Apart from all theissuesandproblems

relatedto Bitcoin, thatwerepreviouslydiscussedthe currencystill needgo defineits



purchasingoowerin relationto real currenciesThis is certainly not surprising,still
Bitcoin is showinghigh volatility in its exchangeates,andthis aspecturelydoesi@
appealo their usagdor retail paymentsBusinessesacceptinghe crypto-currency in
fact, still needto anchorthe Bitcoin prices of their merchandiseso some real
currency,constantlyreadjustingthemin accordancewvith the relative exchangerate.
Eventhoughthis may not be that muchof a problem,it still preventsretail payment
systemto reachits maximumefficiency andautonony. This scenerycanchangeonce
Bitcoin becomesmore stable,but, as of today, stability still seemsunlikely in the
shortterm. Anothercharacteristiof the Bitcoin retail paymentsystem which setsit
apartfrom othervirtual currencyschemesis thatthe servicesor goods,which canbe
purchasedthrough it, are not specific to the Bitcoin community. It@G not like a
MMORPG, wherethe in-gamecurrencyis usel to buy in-gamegoods.Bitcoin can
buy realthings,thingsyou usuallypay for with real currencie. This aspecimakesthe
interactionbetweerBitcoin andfiat currencieevenmoreinterestingad complex.Far
from aiming to be a substitutefor real currenciesBitcoin can counton a growing
numberof supporterswho want to exploit their vast potential For this reasonthe
crypto-currencyis gainingrelevanceon financial markets,oneday it may evenalter
the balancebetweentraditional money and the financial environment.Therefore,it
couldbeinterestingto seewhetherthe presencef Bitcoin in the monetaryscenarias
affectingareas,n particular,whetherit is posinga risk to areaswhich havealways
beenof exclusivecompetencef fiat currencieandthuscentralbanks:price stability;
financial stability; paymentsystemstability.

Price stability

One of the main tasks a central bank deals with is guaranteeingprice stability.
Maintaining a constantrate of inflation is one of the most important priorities
monetarypolicy pursuesAs long asthe only moneyin circulationis the oneissued
by the central bank, the monetary authority has complete control over the task.
Things,however,changewvhenthereareothermonetaryaggregateo considerwhich
are not underthe control of a centralbankor a centralauthority, like Bitcoin is. In
geneal, a virtual currencyschemecanhavean impacton price stability, if it affects
threeaspectdECB 2012)



¥ Quantity of money:the impacton this aspectconsistsin whetheror not a virtual
currencyscheme,in this specific case,Bitcoin, is creatingnew money.In other
words, wheneverthe protocol mint new coins, can those be actual new money,
more precisely,doesthe issuancenot dependby the exchangeof real moneyinto
virtual one, and in the same fashion, does the virtual money not completely
disappearonceit is exchangedackinto real currency?At the presentmoment,
giventhe currentsize of the networkandthe value of eachbitcoin, andtaking into
accountthe characteristicof the protocol, the following considerationscan be
achievedFirst of all, new coins are issuedindependentlyfrom peoplewantingto
buy them.Coinageis aresultof mining, which is basicallyneededor transactions.
Therefore,it could be saidthataslong asBitcoin transaction®caur, soaslong as
Bitcoin usersattribute worth to the crypto-currencyand acceptit for transactions
(basically, as long as Bitcoin is believedtrustworthy and valuable), mining will
continue thusnewcoinswill becreated.As far astheir re-absorptions concerned,
exchangingBitcoin for real money meansthat thereis a user,or a potentialuser
willing to buy Bitcoin againstreal money. Otherwise you cannot sell them.
Therefore the coinsexchangedion® get re-absorbednto the systen® they don®
disappear,they simply changeowner. All in all, Bitcoin has an impact on the
guantity of mone in circulation in our economy;even though, it has still a
containedimpact. However, if the network keepsgrowing in size and Bitcoin
strengthensts role as an electronicpaymentalternative the points herediscussed
will definitely assumenuchmorerelevance.

¥ Velocity of money: the velocity of moneyis a measureof how often a unit of
currencyis spentto purchasegoodsand servicesproducedin the economy(ECB
2012) It is usuallyassumedo be constantin the shortterm, mainly dependingon
institutionalandtechnologicafeaturesHowever,giventhe enormougechnological
impact Bitcoin has, not only on its own, but also in terms of spurring the
developmentof new related technologies,it cannotbe said, for sure, that the
velocity of moneywill remainunaffectedlt is still too early to determinewhether
this impact exists or not, but if Bitcoin popularity, as a paymentsysem, keeps
increasingthensuchan effectwill mostlikely occur.In an extremecasescenario,
if Bitcoin or anothervirtual currencybecomesso widely acceptedo the point of
replacing fiat money, completely nullifying fiat currency velocity, then centra
bankscouldloosemostof their ability to influenceshortterminterestrates.



¥ Interactionbetweenthe virtual currencyand the real ones:considerationn this
aspectdependon whetherthe virtual currencyis widespreador its diffusion is
limited to a single country. In the latter case,the only real moneyto consider
interactionswith is the moneyof the specificcountrywherethe digital currencyis
used.Bitcoin, however,hasa global diffusion, it doesnot affect just one monetary
system,therefoe its relationshipwith real moneyis a complexone and involves
more currencies.Another issueto take into account,when performng such an
analysis,is that Bitcoin is alsousedto purchaseeal goods.This meanshey have
animpacton the realeconomy,on real GDP (eventhoughnow it@ still limited and
small); this impactneeddo be consideredywhenassessinghe relationshipbetween
Bitcoin andreal moneysupply (Pengand Sun2009) However,the mostimportant
thing to determineis whetherthe virtual currencyandthe real onesare competing;
in other words, whetherthe digital currencycan becomenot only an alternative
meanof paymentbut alsoan alternativestoreof valueor unit of accountlf thisis
the casethensucha currencycanbe considered@spropermoney,andthe monetary

authoritiesshoulddealwith it keepingthis considerationn mind.

As of today, Bitcoin is not a threatto price stability. The size of the phenomenonms
still contained;howeverits relevances growing day by day, thereforethe impactof
Bitcoin on theseaspectsliscusse@bove canchangecompletelyin thefuture. For this
reason,monetaryauthoritiesneedsto be ready to deal with such an occurrence,
monitoring the developmenbf the crypto-currency,in orderto continueto absolve

their tasksto the bestof their abilities.

Financial stability

Financialstability asthe conditionin which thefinancial system(comprisingfinancial

intermediariesmarketsandmarketinfrastructures)s capableof withstandingshocks,
therebymitigatingthelikelihood of disruptionsin thefinancialintermediatiorprocess
which aresevereenoughto significantlyimpair the allocationof savingsto profitable

investmentopportunities(ECB 2012) As far as Bitcoin is concerned,the main

channelthroughwhich it could affectfinancial stability is its exchangeatewith real

currencied’. Theserates are determinedby the interaction betweendemandand

4" Thereexistsalsoa marketfor derivativeson Bitcoin, namelyfuturesandoptions,butits sizeandrelevancas still negligible.



supplyof Bitcoin on the markets however,sincethe crypto-currencyis not linked to

a specific country or economy,the resultingexchangerate is not the expressiorof

economicfundamentalgi.e. it doesnot reflecttradeimbalancesor productivity). For

this reasonits movementare highly unpredictableand many have beencomparing
Bitcoin price growth to a speculatre bubble. Indeed,the volatility hasbeenhigh,

especiallyin the last year, and this hasstartedto fuel someconcernsof a negative
repercussioron the financial marketsmorein general.Furthermore sinceBitcoin is

decentralizedall its financial interactionsoccur outsidethe traditional financial and
bankingsystem,andthis can potentially be a threatto financial stability. But is this

truly so?In orderto classifyan assetsuchasBitcoin, asa risk to financial stability,

five aspectsieedto beexaminedECB 2012)

1. Therelationshipbetweenthe moneysupplyandits exchangeate.In the caseof
Bitcoin, the rate of inflation is fixed, howeverno measurehasbeenconceived
inside the protocol to keep a fixed or at least stable exchangerate with real
currencies.

2. The dimensionof the network and eventual externalities.The greder is the
network,the higheris the worth of Bitcoin. Moreover,asthe numberof its users
increase,volatility is expectedto decreaseAs of today, the exact number of
Bitcoin user$® is unknown,someestimationslaceit aroundl million®. It is still
amodestsize,especiallywhencomparedo Bitcoin marketcapitalizationin USD,
around$ 8,053,512,188% evena single transactioncan have a greatimpacton
theexchangeate,partly explainingwhy thevolatility is sohigh.

3. Rulesestablishedvithin the virtual community.Bitcoin is adecentralizedystem,
the only rules are the ones enforcedby the algorithm. The latter, as it was
previously discussed,is incentive compatible; therefore honest behaviour is
encouragedwithin the network. However, this aspectalone is not enoughto
shelterthe systemfrom externalattacksandothermisbehaviours.

4. lIssuef8reputationThereis no centralauthority thatmanagse Bitcoin supply. The
protocolis setso that moneysupplyis a resultof the mining processMining is

8 In this case the authormeangelevantusersthe onesholding morethan0.0001BTC, whosetransactionsctuallymatterin the
totalvolume.

“® Sourcehttps://blockchain.info/charts/myalletn-users

%0 Sourcehttp://coinmarketcap.com/




alsowhatguaranteeghe authenticityof the coinsandvalidity of the transactions.
If usersdon® trustthis mechanismthe crypto-currencywould fall apart.

5. Conjecturesaboutthe future value of the virtual currency,andthe possibility of
cyberattacksgiventheir history. Thereis a lot of speculatioroverthe valuethat
Bitcoin will assumen the future, greatlyaffectingthe way its exchangeatewith
realcurrenciess formed.Moreover,giventhe severahackerattacksthe currency
has beensuffering, one of the main challengs Bitcoin is going to face is that
relatedto its storagesecurity.If it cannotovercomesuchan obstaclejts valueis

likely to drop.

Given theseconsiderationsas of today, Bitcoin cannotbe considereda threatto
financial stability. However,its weight in financial marketsis growing andthereare
aspectof the crypto-currency which could indeedbecomea menacejf theyarenot
dealtin the properway. For example thereis still no creditsystemrelatedto Bitcoin,
but if loans and debtsin Bitcoin startto surface,then the interconnectionof the
crypto-currency with the financial systemwill becomemore complex and risky,

especiallyundera stability point of view.

Paymensystenstability

Bitcoin is born as an alternativeelectronic paymentsystem.Bitcoin is useddaily to
purchasereal goods, and the number of businessescceptingbitcoin is growing.
Being a paymentsystem eventhougha decentralizedne, Bitcoin is exposedo the
classicakisksthatthreaterthe stability of a paymentsysem (ECB 2012)

¥ Creditrisk: It is therisk thatthe settlementnstitution managinghe paymentcannot
meet its obligations towardsits clients. In the caseof Bitcoin, thereis not a
settlementinstitution, which guaranteg the payments.Usersusually have online
accountson Bitcoin Exchangesso they are exposedo the risk that the exchang
doesnot transferthem the coins or dollar it owes them, as soon as the clients
requesthem.Furthermoreasin MtGox@ case online accountscanbe hacked the
coinsheldin themstolen,andexchangelientshaveno lenderof lastresortthatcan

give thembackthemoneytheylost.



¥ Liquidity risk: Users may not be able to convert the crypto-currencyinto real
currencyasfast asthey like. Sinceits volume of transactions not comparableo
theoneof otherpaymentsystemsBitcoin is still relativelyilliquid.

¥ Operationalrisk: there may be technical and operationalissue when making a
Bitcoin transaction,and in generalthe network may presentsome occasional
glitches.

¥ Legalrisk: Bitcoin doesnot offer anylegal protectionor guarantedo its clients.

All the aboveissues,togetherwith the absenceof a settlementinstitution, make
Bitcoin an unstablepaymentsystem,in which usersbearthemselvesall the risks
relatedto it. If the numberof peopleresortingto Bitcoin for retail transactiorwereto
increase then central banks should adopt some measurego protectthe traditional
paymentsystemfrom the instability broughtforth by the virtual one. As of today,
Bitcoin, asa paymentsystem,cannotbe consideed an actualthreat,but this doesi@
imply thatit couldbecomesoin thenearfuture.

The main problemof Bitcoin asa virtual currencyschemethereforeasa new player
in the monetaryand financial scene,is its lack of regulation. Governmentsand
authoritiesarehavingmanyproblens whendealingwith Bitcoin mainly becaus¢hey
don® know how to defineit andits relationshipwith real currencies Still, time is
stringent:Bitcoin, andcrypto-currenciegmorein generalhavebecomea widespread
reality, which cannotbe ignoredanylonger. Governmentandauthoritiesneedto lay
out someclear guidelinesto allow a more aware and responsibleusageof virtual

currencies



Chapter 3

Even though Bitcoin is still in its infancy, underestimating its impact on the economy,
and in general of cryptourrencies, could be a mistake. Especially for central banks
and their fiat money, which could suddenly be faced lofg@entralized competitor.
Therefore, it could be useful beginning to analyse the interaction between traditional
currencies and cryptourrencies, such as Bitcoin, introducing them in classical model

of intertemporal optimization, such as the Ramsey Mod&h money in it.

3.1 Money in an optimizing framework

Introducing money in an intdemporal optimizing model is not a trivial task. As it is
modelled, in a Ramsey model there is no need for money: people can hold assets like
bonds or capital, whiclgrant a return. Money does not. The first step to take is
finding out the reason why people may want to hold money in this economy.
Obviously, if agents hold money, it must have some purpose that other assets cannot
fulfil. The main characteristic that oges into mind is its liquidity: money is the most
liquid asset in existence and this makes money an excellent medium of exchange. Still
the problem remains of how to model this liquidity in a Ramsey Economy. The
solutions given to this issue by economiate several; as a consequence there are
several versions of a Monetary Ramsey Model. The first approach, by Sidrauski
(1967), was that of considering money as a source of indirect utility. Basically, the
real balances held by the agents had an indirgzactron their utility function, since

its usefulness to the holder comes from the fact that it reduces transactions costs and
other problems related to trades. The htgenporal utility function in this model

assumes the form:

|
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Wher:

¢, . consumption at time t;

I
—: real money balances;
-t

p: : price level at time t.

This approach, also known as moseythe-utility-function, is simple and
straightforward enough. Looking at the growth dynamics of this model, it turns out
that money is supareutral: when inflation increases, the amount of capital and the
growth processire unaffected. Not only has the amount of money no real effect, but
its growth rate as well has no impact on real components. The Sidrauski model
however has been subject to several critics, like the one raised by Lucas. Indeed, if
real balances providen indirect utility, which is a result of the optimizing behaviour

of the agent in response to several factor, including monetary policy, if this latter
changes, then so will the agentOs choices, which, being a result of an optimizing
decision, shouldn©hange. Therefore, Lucas, in 1980, proposed an alternative model,
the caskin-advance (CIA) model, from an idea raised by Clower. In the CIA model
the good market operates before the assets and money market. For this reason, people
need to hold money aheatitime to be able to purchase consumption goods:

L=,
There is no reason for money to be source of utility; agents demand it anyways. The
problem with this type of model is that money demand function does not depend on
the rate of inflationHowever, despite this problem, the CIA approach is often used to
model monetary economies. Romer (1985), instead, extended the research of the
BaumolTobin (1957) approach, according to which is expensive exchange money
with bonds. As a consequence the stoner goes to the bank once in a while, thus
holding a certain amount of money. This model, however, could only be solved in the
steady state, so no further research has been conducted on it. Finally, towards the end
of the 1980s, a new theory was devetbpe explain the presence of money in the
economy. It is centred on the idea that money is preferred to barter and other types of
trading system because it eliminates thecalted coincidence of wants. Suppose
there is an agent in the economy that prodwst®mes and wants trousers, but the agent
producing trousers wants hats. The first agent would need to find someone willing to



exchange shoes for hats and only then she could exchange the hats for the trousers she
originally wanted. This process can be exgive and time&onsuming. Fortunately,

money solves such a problem. The pioneers in this field are Kiyotaki and Wright,
whose students are continuing the studies on their work. The main limit of this type of
model is they are complex to analyse, havingnalon the dynamics of a Ramsey
Economy and focusing more on agentsO interaction finding the related Nash
Equilibria.

If modelling money inside traditional Ramsey economies is not an easy task,
modelling Bitcoin is even more problematic: ifsnctioning and dynamics are
peculiar, moreover the phenomenon is still new, with the majority of its potential
largely unexplored. Nevertheless, an attempt is worth trying. Among the -above
mentioned approaches, the castadvance model has been chossrilee basis onto
which introducing Bitcoin, since its simplicity renders it flexible and versatile. It is
highly probable that this model is not the best possible candidate, but, as far as the
purpose of this dissertation is concerned, which is proposfirgtabasic attempt at
modelling Bitcoin in a monetary economics, the CIA model fulfil its task. Before
proceeding with the description of the CIA model with Bitcoin, the classicatinash
advanced model, as proposed by Stockman (1983), will be preséantedter to

allow a better comparison between the results of the two models.

3.2 The cashin-advance model

As explained in the previous paragraph, the utility of money of Sidrauski model is
indirect, therefore subject to changes of monetary polititsorder to avoid this
shortcoming, Lucas proposed a model where money wouldnOt enter as a source of
utility, either direct or indirect, but in a casiradvance constraint. Indeed, the basic
assumption of this economy is that in each period the goocetnapkrates before the

credit market. Agents cannot exchange their bonds for consumption goods: these
latter can be purchased only through money, which individuals save from the previous
period. We shall now proceed to describe the CIA model, as in Stackeraion



(STOCKMAN, Alan C., 1981)simpler and more transparent version than the original

one.

The basic assumptions in this economy are:
Closed economy with a single physical good;
The good is produced through a classiaalstantreturnof-scale production
function, using capital and labour;
There is a continuum of infinitely lived individuals of size 1;
There are two assets in the economy, one period lédaremyd money. The
latter pays no interest and it is used for teation; loans pay a nominal
interest rate.
Firms are financed by loans only;
The government increases the quantity of money at a fixed rate each period:
My = (L4110 with! 11

¥ The increase in money supply is given to individuals througibaidy, like a

helicopter drop: S, ! ! ,,, ! ! ;

¥ There is perfect competition and rational expectations;

In this economy each individual tries to maximize her igenporal utility function:

! =Zﬁ!! 1!

Where:
¥ 0<! ! 1 isthe discount rateyhich is higher the more impatient is the agent;

¥ wu!l,lis aconcave standard utility function, such that:

¥ et
¥ 1tapn
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1 The expression helicopter drop was firstly used by Milton Friedman.



This maximization problem is subject to two constraints, the budget constraint and the

cashin-advance constraint.

Budget constraint:

T B A O Y B R COU I S W B B PR Y O

This is the nominal budget constraint, where:

¥ |, is the demand of nominal balances of each individual at time t;
¥ 1, is the loan to the firms at timg

¥ 1,1, is the nominal pecapita wage at time t;

¥ 1, is the price level at time t;

¥ 1,1, is consumption in money terms at time t.

CIA constraint:

This is the casin-advance constraint that requires each agent to hold enough money
from the previous period to be able to purchase the consumption good today.

Finally, we add the NPG condition:

STmEET

In order to solve thenaximization problem we need to set up the Lagrangian and find
the first order conditions (FOCS).

Lagrangian:
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From these three equations we obtain:
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The latter equizon can be written as:
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When inflation is constant, then the equation becomes the standard Euler Equation.
The Euler Equation describes the optimal wtégnporal allocation of consumption. It
states that the marginal cost of reducing consumption today must equate the marginal
benefit of consuming more tomorrow. In this specific model, since there is money,

savung one unit of consumption today means that the agent will det!, ! units

Py

of consumption tomorrow, instead of the classitdl !,!: consumption requires

money, thus inflation need to be included in the befest relationship; increasing

her lifetime utility but with a discount factor bf In the steady state we will have the

classical relation of a Ramsey Plan without money:



This means that in the long run money and inflation should have no impact on optimal

consumption cbices.

At the equilibrium, the following conditions hold:

¥
¥

Money supply is equal to money demahd:! ! |;

The lending market equilibrium is such tHat! !, ,!, (asset market
clearing);
Profit ~maximization: !'(t,))! ¢! 1)yttt oand ! r()!

Substituting these conditions inside the budget constraint and dividing toyobtain

its real terms specification, we have:

Lrrgr ey,

This is the equation shows that the demand for consumption is equal to the real

output. It describes a capital accumulation law as the one of the Ramsey Plan without

money. In the steady state the equation becomes:

RN YR

Therefore, consumption does depend neither on real balances, nor on inflation.

From the CIA constraintre can derive the demand function for real balances:

AU NG DIFR Y

Which in the steady state becomes:
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This result implies that real balances are sungertral, since they do not depend on
inflation either in the shotierm, or in the londerm. Supemneutrality is the main
weakness affecting CIA models.

In the steady state real balances must be con3taistmeans that:

This oneon-one relationship between the nominal interest rate and the inflation rate
of money is known as the Fisher Effect. In the long rbme, Eisher Effect follows
directly from money neutrality. Changes in money supply only affect the inflation
rate, not the real interest rgt¢ORN, Michael, 2008)

After having briefly illustrated the results of a traditio®@A model, we can move
onto analysing a slightly modified version of it, in which Bitcoin is introduced.

3.3 Bitcoin in the cashin-advance model

Bitcoin is acurrency completely different from traditional ones. Apart from its digital
nature, which may be the first aspect making the difference, there are several
characteristics that set Bitcoin apart from traditional money. In particular, Bitcoin is
decentralisd, without a central authority controlling it. Its growth rate is scheduled by
an algorithm, setting a roof for its total supply. Simply these observations make it

clear how complicated an attempt at modelling Bitcoin can be, especially inside a



traditiond neo-classical framework. Nevertheless, this effort could be a starting point
for future analysis, in the event Bitcoin or cryaiarrencies more in general shall

increase their weight in our economy.

The following model is a variation of the classicsG@-advance model. Basically,
there is the addition of Bitcoin balances, including the minersO reward and the active
fee to the budget constraint; the castadvance constraint holds for Bitcoin too, with

a peculiarity: Bitcoin are multiplied by a liglity incentive, dependant on the active

fee, which further specifies Bitcoin holdingsO purchasing power and their degree of
substitution with traditional money; finally there is the addition of an effort disutility

to the lifetime utility function, to regsent the cost of mining activity. Furthermore,

this effort can be also seen as the probability the agent has to solve the proof of work
challenge. The equilibrium conditions are derived and analysed both in th¢éeshort

and in the longerm (steady sta). From the model it emerges that: consumption is
influenced not by traditional money, but by Bitcoin, as long as their emission is not
over; real traditional money balances depends on the amount of Bitcoin in existence;
in the steady state, traditiomaloney inflation and Bitcoin inflation are both equal to

Zero.

The basic assumptions of the classic CIA model still hold:
Closed economy with a single physical good;
The good is produced through a classical consttotnof-scale production
function,using capital and labour;
There is a continuum of infinitely lived individuals of size 1;
Firms are financed by loans only;
The government increases the quantity of money at a fixed rate each period:
Ly D1, witht 1ot

¥ The increase in money Suly is given to individuals through a subsidy, like a

helicopter drop!, ! ! ;! 1 y;

¥ There is perfect competition and rational expectations.

To these we add some other assumptions to introduce Bitcoin:



¥ Time is still discrete, but each interval corresgs to the average time of
adding a new block to the chain of Bitcoin transaction.

¥ There are threassets in the economy, one period lodysnd moneym, and
Bitcoin, B. Money and Bitcoin payno interest andthey areused for
transaction; loans pay tm@minal interest rate

¥ There is no credit market for Bitcoin, therefore loans can be only granted in
money: if an agent wants to invest her Bitcoin, she needs to exchange them
with traditional currency.

¥ Every individual is a miner and belongs to a pddie number of pools is
enough to prevent the formation of a dominant pool and to enable everyone to
have a fair chance at getting a reward: if a member of a pool solves the proof
of work algorithm, everyone belonging to that pool wins a reward propadrtiona
to their effort. Therefore, for each agent the cost of mining equipment can be
negligible. Each period she tries to add a new block to the chain, spending a
certain effort] ,. This effort is a cost for the agent, therefore is source of dis
utility; however, the greater the effort, the greater the contribution to the pool
winning the challenge, thus implying a greater slice of reward.

¥ The minerOs reward is equal to the amount of newly emitted Bitcoin:

Ly! 1, 11 where! | is Bitcoin suppy at time t); and a passive fgg,,
which is the sum of all the active fees paid to the miners in each time interval.
I, is decreasing in time, and onté !, Bitcoin supply will reach its
maximum and ;! !. From that point onward, miners will lbewarded only
through usersO fee.

¥ Each agent may choose to pay an active!fegto reward the miners for their
effort and encourage them to confirm her transaction faster. However, once no
more new Bitcoin will be issued, fees will become mandatsythey will be

the only reward for minersO activity.

Having set the assumption, the agent in this economy will have to maximize her

utility:

Z! Tul)! )l
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Where:
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As in the previous case there are two constraints to the maximization problem.

Budget constraint:

P P b @B + e aofi°
PO+ m+1 S+ (0 LWP)Y pow

This is the nominal budget constraint with Bitcoin, where:
¥ 1|, is the demand of nominal balances of each individual at time t;
I, is the loan to the firms at time t;
I, is the nominal pecapitawage at time t;

¥

¥

¥ p; is the price level at time t;

¥ 1,1, is consumption in money terms at time t.
¥

I = I'—f Is the money price of Bitcoin, the exchange rate between traditional
‘t

money and Bitcoin at time t.
¥ | Bisthe price level in Bitcoin airhe t.

¥ | t(! ¢+ ftp) is the miner reward at time t, proportional to the effort spent.



CIA constraint:

/ARy IEne

Being a castin-advance model, the good market operates before the credit market.
For this reason, the agent needs to hold in advance enough money and Bitcoin to
purchase the consumption good.

I (1,%) is a liquidity incentive, in order to encourage tlay/mpent of the active fee. It

is such that:
( fP
1for f* = "
fp
PO =je@ 1+ I >—
7
(Ele, Dfor0<fi < "

—is the longterm equilibrium fe® ¢ is a positive lower bound is a number very

close to zeroThis liquidity incentive OpunishO those users, who pay an active fee
lower than its equilibrium value, by reducing the value of their Bitcoin holdings. The
closer the fee is to its equilibrium value, the more encouraged miner will be to
validate sooner that transactiofus giving it more purchasing power than to a
transaction with a lower fee. The active fee may be higher than its equilibrium value,
as well, but the marginal increase in the liquidity incentive would be irrelevant.
Indeed:

() =140

Which is slighter greater than 1.

Later on, we will explain better the role and the implications of this incentive.

Lastly, we add the NPG condition, as before:

*2|t is obtainecby the budget constraint.
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Instead of setting up the usual Lagrangian framework to solve th@mimation
problem, we can simply insert the budget constraint into the utility function (the
consumption one), and taking into account the CIA constraint, we can analyse what
happens to consumption utility when ;! 11,1 t41, @, & +,-./0" !

We obtain the following equations:
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First of all, from equations 1) and 3), given that the nominal interest rate must be

positive,A, must be positive too. Therefore the CIA constraint is binding.

Then, combining 1) and 2) together we obtain:

!! | Piqle :!t!1,P! P! (A%)
Loy - Tl (ep 1) Ly D Lu' (e 41)

Knowing thatl.; is positive, depending on whether the liquidity incentive is lower or

equal to one, we can havee¢epossible scenarios:

a) o! (&) 1:itis a likely scenario, at least until Bitcoin supply is not

over, since the fee payment is optional. Given this, we have:



teale

Aig!e Padd e (%) L u'(cy4) -
!!’(!!+!)> Put (e ) Aapp(y )
Pty )
Therefore
vy ITRIRE

Given thatg, ! 5 We have:

This result states that in presence of the liquidity incentive, which in this circumstance
is smaller than 1, Bitcoin have less purchasing power than they could (in the CIA
constraint Bitcoin holdings are lowered in value by the incentive), thus they are
weaker than traditional money. For this reason, in order to avoid a crowding out of
Bitcoin in favour of traditional currency, money inflation needs to be higher than
Bitcoin inflation. The more the active fee is closer to its equilibrium value, the lower
the gap between the two inflations needs to be. Therefore, we could look at the active
fee also as the price Bitcoin users are willing to pay to promote Bitcoin and to make it
an alternative to traditional money. Basically, the more they believe in Bitcoin
potential as a currency, the higher active fee they will pay, since they want miner to
keep playing their role as best as they can, guaranteeing the whole system

functioning.

b) ¥(,},,) ! !:thisis the longterm scenario, in which the active fee is equal to

its equilibrium value. Thus we have:




Bitcoin and traditional money are substitutes, therefore any slight change in the
inflations equivalence would imply a shift to the most valuable currency. In the steady

state, since the active fee is going to be equal to its equilibrium ‘J/élue,!l—', then

Bitcoin inflation and money inflation will be equal. This means that monetaigyp
in particular money emission, needs to take into account Bitcoin supply, as it will be

shown later.

c) ! (1 ,) >"!:in this case, the active fee is higher than its equilibrium value.
This implies:

The liquidity incentive makes Bitcoin more appealing than traditional money,
therefore Bitcoin inflation needs to be higher than money inflation. However, Bitcoin
users will not be willing to pay a fee higher than the equilibrium oneadt) they

face a tradeff between the liquidity incentive and the Bitcoin inflation. The higher
the incentive, the higher is the inflation (thus Bitcoin looses purchasing power
compared to traditional money). If, as we said before, one of the aimsauftivie fee

is that of supporting the Bitcoin system and Bitcoin role as an alternative currency,
once the fee is higher than the equilibrium fee, the liquidity advantage is compensated

by the loss of competitiveness with real money in terms of inflatiqn Ghe
equilibrium fee,!'—', is the fee that maximizes the marginal liquidity incentig¢!,' );

it is a saddle point far (!,%). More specifically:
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From equations 2) and 3) we obtain:
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Substituting this latter equation into the previous one, we have:
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As predictable, the nominal interest rate depends positively from the rate of inflation
of traditional money: the higher the inflation, the higher the nominal interest rate.
However, it depends negatively from the inflation rate of Bitcoin. Indeed, thanabm
interest rate refers to loans in traditional money. Therefore, one should first exchange
Bitcoin for traditional money and then lend that money to the firms, at th&.rsate

doing so, there is a traadf between Bitcoin purchasing power and the rate paid by
the loans. When Bitcoin inflation rises, Bitcoin looses purchasing power, therefore,
ceteris paribus the nominal interest rate goes down; otherwise everyone would
exchange Bitcoin for loans. A similar reasoning can be applied to the relationship
between the nominal interest rate and the active fee, which determines the liquidity
incentive(!/,,). If the latter increase, the nominal interest rate needs to increase a
well, to keep loans competitive. However, looking at the marginal liquidity incentive,
the effect depends on whether the increase is under the equilibrium value or above it.
In the first case, the increase in the fee determines an increase in the Imargina

liquidity incentive. Bitcoin havenOt reached their full potential yet, thus the nominal
interest rate can be lower. However, the effe(%’—%flf))' oni, ., will depend on which
T 4)!

variation is stronger. In the case of an increase of theealete/increasing above the
equilibrium fee, tham!(! 4, ) goes down.ndeed, when the fee is higher than its
equilibrium level, it means that Bitcoin have surpassed money as a currency, thus the

interest rate offered needs to rise, for loans to be ciitmpe As a consequence, the



total impact o% on the nominal interest rate is positive. Lastly, the effect of
U

Bitcoin holdings is a negative one: when they increase, the agent has more resources
to invest; therefore the nominal inést rate can be lower.

From equations 3) and 4), we have:
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This equation defines a sort of Euler Equation har éffort,2;. We can see that the

Where(! ! y141) = is the gross rate of growth of minersO reward.

marginal rate of substitution for the effort, depends negatively on the rate of growth of
the miner reward, meaning that if tomorrow the reward is going to be smaller (a
reasonable assumption for Bitcoin, since their ghorate is decreasing), it pays off
more spending a greater effort today to obtain the present reward, which is higher. On
the other hand, the marginal rate of substitution is positively correlated to the real
interest rate (the higher is the rate, whicbah lend Bitcoin at, the higher is the
marginal utility of the effort today, since | can invest the obtained reward) and to the
inflation for Bitcoin prices (if Bitcoin are going to have less purchasing power
tomorrow, 10d rather win a reward today).

Equation 3) gives us the classic Euler Equation:

!!(C!) |
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From the supply side of the economy we have:
¥ Ly 11 Jm,

¥ Bi, L0y

¥ 50 =t
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At the equilibrium:
¥ Money supply is equal to money demahd:! ! ,;

¥ Bitcoin supply is equal to Bitcoin demargf: ! !,

¥ The lending market equilibrium is such tHat! p,,,!, (asset market
clearing);

¥ Profit maximization: f'()+C ! D)=Lt and !, QO
koot

¥ Fees equilibriumf! =

a

Substituting these conditions inside the budget constraint and dividing toyobtain

its real terms specification, we obtain:

LU LA Jg b T =ty =

In this model with Bitco, consumption is not the same to the consumption of a
Ramsey Model without money in it. The amount of Bitcoin emitted each period
influences it. Each agent will consume the output minus the part of newly emitted
Bitcoin, which she didnOt get. Solving fiteof-of-work challenge, the effort spent in
mining increases the possibilities of consumption. Traditional money instead is still
superneutral. Indeed, in this economy money is given by the government for free, as
a subsidy; on the contrary Bitcoin a@earnedO and OissuedO by the agents
themselves. They are both used for transaction purposes, but, as far as Bitcoin are
concerned, agents can choose if they want them or not, if they are valuable or not.
This reflects in their consumption possibilities.eTabove result holds until Bitcoin
supply is over, at which point the consumption goes back to its Ramsey Plan without

money counterpart:

Wity =6k =1y,



At this point, it is interesting seeing what happens to the traditional money lsalance

demand function, expressed in real terms. From the CIA constraint we have:

! !t 1
Tl a -l
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Money balances have now found competition in Bitcoin. The more Bitcoin demand

is, the lower is traditional money demand. Moreover, the liquidiyentive
. . . p
determines the rate of substitution between the two currenmesf!“F!or%,

Y ) =1, there is perfect substitution.
To conclude this brief analysis, we shall now look at the steady state of this economy.

From (3), we obtain:

| * =
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B

This is the real interest rate of a Ramsey Plan without money.

From (2)
11+ 7P) 5
- T > —
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Since at the steady state! 0 andff = fr ., y,41 =!, therefore alsar' =1!.
t t+1

Once no more Bitcoin are introduced in the economy, Bitcoin inflation stops. This
result comes out also from the steady state requirement of real balances being
constant. In order to be so, the inflation rate, must be equal to the growth rate of the

Bitcoin supply, which is zero. Moreover, given that at the steady]%‘tate%, from

the previous result we have:



T=1"'"=1

Money inflation goes to zero as well, otherwise traditional money would be less
competitive than Bitcoin. And since, for the sareason as above, real balances need
to be constant, the inflation rate is equal to the growth rate, so:

'm0

Government need to stop issuing new money, for inflation to be equal to zero. This is
a rather strong result: Bitcoin can stop money inftatibhe cryptecurrency has a

strong impact on traditional money emission, and also demand. In fact:

]
=Cc ——
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Wherec' =1 (k')! ! k', which is the classic Ramsey Plan specification. In the long
run consumption is influenced neither by money, nor Bicoin. Real money
balances demand instead is not influenced by their own inflation, but by real Bitcoin
holdings.

From the model, it appears that the presence of Bitcoin in the economy can affect
traditional money demand and therefore monetary polibgre can be competition
between traditional currency and cryjiarrency. This competition, if appropriately
studied and understood, can actually bring benefits for the users: they are Oin controlO
of Bitcoin and thus they have an instrument to reactdoetary policy decisiongn
particular, thanks to the liquidity incentive, they can show their support to the-crypto
currency, their trust in it. Moreover, in the letegm inflation goes to zero, even the
traditional money one. This occurs given the niasumption and specifications,

but it can still imply a corrective effect on excessive inflationary monetary politics.
Maybe it can have the beneficial effects of private money competition, advocated by
Hayek. Ignoring the phenomenon can be a mistakayeflsas reacting to it with
rigidity. As it was said before, this is not the best model to fully capture the
interactions between traditional currencies and crgptoencies. A decentralized
currency is not something easy to model, especially with imadittheories, inside a



neoclassical framework, but nevertheless, | personally believe it is an effort worth
some time. | also believe cryptoirrencies interactions in real economies can become

an interesting field of studying, opening the doors to timeries and solutions.



Conclusions

Whether for better or for worse, Bitcoin and cryptorencies have the potential to
deeply affect our economy, and probably they have already. This is why it is
extremely important beginning to pay serious attention to them, in particular from an
economicpoint of view. Some studies on the interaction between virtual economies
and real ones have been pursued, since the digital component in our lives is increasing
fast, on a daily basis. Crypturrencies, being the most recent product of the
digitalization of economy, have just started to catch the interest of some part of the
academic community and of the relevant authorities, but probably still too little is
being done in an attempt to truly understand the phenomenon. Ignorance is not bliss.
The complexy of their working mechanism is definitely gfutting. In the second
chapter there is a brief explanation of Bitcoin system functioning, which tries to keep
technicalities to a minimum, that minimum impossible to omit to grasp the
mechanism. From the teuical aspect of Bitcoin, many concerns rise, about security,
legality, ethics and other more, related to daily usage. Cases like those of MtGox and
Silk Road were exploited by media, only to highlight BitcoinOs negative aspects.
Then, there are the econamimplications of Bitcoin as a virtual currency scheme,
interacting with real currencies. Obviously, as for now, Bitcoin does not represent a
threat to price stability, financial market stability and payment system stability, but in
the future this situatn may change and central bank may be forced to change their
usual monetary policy strategies. Therefore, in this optic of a more relevant weight of
Bitcoin, and cryptecurrencies more in general, on the economy, it may be interesting
to try to model thenteractions of Bitcoin and traditional money in a +oéassical
framework: the casim-advance model. Bitcoin holdings are introduced both in the
budget constraint and in the CIA constraint. In this latter, Bitcoin balances are
multiplied by a liquidity irtentive, function of the active fee, which determines its
true purchasing power, but, most importantly, its degree of substitution with
traditional money (the liquidity incentive can be seen as the way in which Bitcoin
users can support the crygtarrencyand show their trust in it). From the model it
emerges that: consumption is influenced not by traditional money, but by Bitcoin, as



long asits emission is not over; real traditional money balances depends on the
amount of Bitcoin in existence; in the atly state, traditional money inflation and
Bitcoin inflation are both equal to zero. Therefdtere can be competition between
traditional currency and crypturrency. This competition, if appropriately studied
and understood, can actually bring bemsefitr the users: they are Oin controlO of
Bitcoin and thus they have an instrument to react to monetary policy decisions. In
conclusion, | believe that cryptmurrency have the potential to change the status quo.
Whether for better or for worse, it depermtshow much we understand them and the

choice we take about them.
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